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Abstract—Utilizing browsers to identify and track users has
become a routine on the Web in recent years. It is easy for the
browser to collect sensitive information and construct compre-
hensive user profiles while the users are still unaware. As the
problem mentioned above, several anti-fingerprint mechanisms
have been adopted to protect user privacy. However, our research
finds a novel method based on localization fingerprints that
may still threaten user privacy. The location fingerprint obtains
the response delay of data transmission over the link between
the users and the third-party sites. Since the physical link
state information between the host and the remote website is
distinct and steady, it can be used to extract statistical features
and construct user profiles. We implement a multilateration
cross-site image resource request scheme to collect link-state
information of users and develop a prototype called PingLoc
to evaluate the effectiveness. About 1,093 users from all over
the world are involved in our experiment. The evaluation shows
that the delay features collected are stable, and the accuracy
of the localization fingerprint is up to 98%. Pressure testing
shows that the PingLoc is robust against various anti-fingerprint
mechanisms and achieves 93.5% accuracy for browser switching,
80.6% accuracy for virtual machine disguising, and 88.2%
accuracy for IP rotation.

Index Terms—Browser fingerprint, user tracking, cross-
domain resource request

I. INTRODUCTION

In recent years, it has become widespread for websites to
identify and track users on the Web. Sites can use scripts
to accurately identify users and track them, collecting their
interests and hobbies to provide more smart and personalized
service. For example, recommend ads precisely based on
users’ interests[1]. However, it might lead to the leak of
sensitive information and threaten user privacy, such as phone
number, email number, and social account.

Browser fingerprint is a standard mechanism used to iden-
tify and track users through configuration information and
browser information visible to the website, such as fingerprint-
based on Cookie or Evercookie and fingerprint-based on
browser plugins/extensions[2]. The abuse of browser finger-
prints may challenge the security of user privacy. For example,
the websites might collect information about your social
account while you are still unaware. To solve the problem, the

browsers adopt a stricter security policy to limit the execution
of scripts and install specific browser plugins to poison the
data collected[3].

Although the browsers apply several mechanisms against
browser fingerprint and limit the information collection, but
not thoroughly abandon information collection. Therefore, the
users’ fingerprints can still be obtained through the infor-
mation permitted to collect. This paper introduces a novel
method, utilizing cross-domain image resource requests to get
the physical location fingerprint.

The physical location fingerprint on the browser utilizes
the physical time delay, from the users’ browsers to one or
more web servers, to extract users’ location fingerprint and
determine their identity. Unlike other browser fingerprints,
physical location fingerprint does not collect information from
users’ browser itself but collects physical position information
to construct user profiles. Compared to other browser finger-
prints, the physical location fingerprint has the advantages as
follows:

• The users’ browser might add noise into the information
collected to interfere with the websites or manipulate the
information to pretend to be different users. However, it
is difficult to manipulate the physical position informa-
tion.

• Since the physical location fingerprint utilizes the posi-
tion information rather than browser information, it has
less relevance to users’ browsers. As a result, the physical
location fingerprint can be more robust to identify the
users using more than one browser platform. However,
It is hard for the existing browser fingerprint to identify
and track users who frequently change browsers.

• The browsers have applied several mechanisms to limit
the collection of position information, such as GPS.
Therefore, websites cannot achieve position information
directly. However, the method introduced in this paper
utilizes the response of a cross-domain image resource
request to get the delay time of users’ browsers, which
does not need authorization. So it can get the position
information while users are unaware.



The physical location fingerprint can be applied to various
scenarios to identify and track users. Furthermore, it can
obtain more realistic user profiles. It can be used to track
the users covering their information maliciously, such as the
fake users on the social network. It also can be used to
track attackers and find their position on the network. When
supported by a huge position database, it can be used to realize
user localization as well.

However, there is still a challenge to face. It is not easy
to obtain position information of users on the browser. As
mentioned above, to bypass the detection of the browser,
GPS and IP addresses will not be used in physical location
fingerprint since such information is protected. To solve the
problem, we have found that the link-state information of the
user’s access to the remote web servers is stable. Meanwhile,
the link-state information of different users varies greatly.
Therefore, the user’s position information can be inferred by
detecting the user’s network link-state information, and the
distinction may be helpful to construct user profiles.

Packet Internet Grouper is a classic method for detecting
the link-state information of the network[10]. However, due
to the limitation of the web API, it is difficult and unsafe to
ask the users to execute such commands on the browser. But
it is possible to achieve the link state information from users
to third-party websites, such as amazon, Facebook, Twitter,
and so on. Then the link state information can be utilized
to get the position information of users. However, the Same
Origin Policy (SOP) of the browser limits the users to access
the resource on third-party websites in order to protect user’s
privacy. However, in this paper, we will introduce the response
of cross-domain image resource requests to get the delay time
of users’ browsers. It is similar to the ping command but
implemented on the Web, which can detect the connection
status of users to third-party websites on the browser. Then,
the user’s network link-state information can be obtained on
the Web and infer the user’s login position to detect the user
disguised as different users from the same position.

The main contributions in this article are as follows:

• For the first time, we propose a multilateration cross-site
image resource request scheme to obtain the physical
location fingerprint of users according to time delay,
which can be used to identify users because the delay
is relative to physical link state information from user
hosts to web servers.

• We develop a prototype system PingLoc, which is made
up of a web application for user fingerprint extraction
and a classification model for user identification. PingLoc
utilizes the response of cross-domain image resource
requests to obtain the link state information and bypass
the limitation of SOP.

• We propose a position detection algorithm and extract
the statistical characteristics of the delay time sequences.
We also compared the performance of different machine
learning algorithms to track users in PingLoc.

• To verify the performance of PingLoc, we collect more

than 1,300,000 records from 1093 browsers worldwide
and obtain a classification accuracy of 98%. Besides,
we test the robustness of PingLoc by imitating several
disguising methods commonly used and achieve 93.5%
accuracy for browser switching, 80.6% accuracy for
virtual machine disguising, and 88.2% accuracy for IP
rotation.

II. RELATED WORK

To identify the users on the browser, various kinds of
browser fingerprints have been attracting growing attention
in the last few years. Abouollo [4] proposes a scheme using
fingerprints based on canvas to detect fake users on Online
Social Networks (OSN). Laperdrix [5] verifies the validity of
several browser fingerprint schemes and proposes that can-
vas fingerprints can provide the greatest user discrimination.
Besides, Laperdrix analyzes the selection of suitable canvas
parameters to obtain the maximum discrimination for each
user [3]. Alswiti [6] puts forward a different user identification
scheme. They propose that users have unique behaviors. They
can construct user profiles based on the user’s behavior on
the website and identify users. In addition to user behavior,
browser extensions can also be used to identify users. Gulyas
[7] discusses the scheme for user identification by establishing
user profiles with unique browser extensions installed by each
user.

However, the solutions above are difficult to deal with anti-
fingerprint and anti-tracking methods because they still focus
on the information collected from the user browser itself, so
users may frequently change their browser fingerprint easily to
make the detection fail and protect their privacy. To solve this
problem, Li [8] proposes a solution to improve the stability
of the detection by linking the new fingerprint to the old one.
But their solution can only deal with the users who frequently
use the same browser.

With the problem above, we propose a physical location
fingerprint. It is inspired by Mirsky [9]. Mirsky detects man-
in-the-middle attacks through machine learning by analyzing
the ping response in the LAN. This paper makes use of
multilateration ping on the HTTP layer and uses several
learning algorithms to “localize” users and, according to the
unique location fingerprint, to identity and track the user
browsers.

III. THE PHYSICAL LOCATION FINGERPRINT

The existing browser fingerprint schemes take focus on
the collection of information on user browsers by extracting
features from the information collected, create user profiles,
and construct user fingerprints. But usually, users have the
authority to modify the parameters of their browsers and
change the features of their browsers, pretending to different
users. For example, poison the data collected with browser
plugins, confuse the detection of websites, and protect the
users’ privacy.

However, the physical location fingerprint does not focus
on the information of the browser itself but the link-state



information of the user browser to remote third-party websites.
This link-state information of user browsers is opened, easy
to collect, and hard to control and change for users.

Here we will introduce a cross-domain image resource
request scheme to obtain the link-state information. It is
achieved by using browsers to request picture resources to
third-party websites without being restricted by the Same
Origin Policy (SOP) and Cross-Origin Resource Sharing
(CORS). The browser restricts scripts to access resources on
cross-origin webpages by SOP and CORS, which prevents
the attackers from obtaining the private information of users
when visiting other websites[10]. However, some resources
are not limited by SOP and CORS, such as image resources.
Therefore, the time of delay from the user’s browsers to the
target website can be obtained with the request to image
resources of cross-domain websites. The image resources
loaded can be a favicon of the website, and the time of delay
can be calculated by capturing the onload event. Or load a
non-existent image resource, and the user’s browser will get
an error response. Then the time of delay can be calculated
by capturing the onerror event.

We find that the cross-domain image resource scheme can
get the delay of time like the real ping command. Figure 1
shows the value of two browsers from different positions to
the same website, the horizontal axis is the times of tests, and
the vertical axis is the value of time delay. It is obvious that
within a period of time, the value of time delay from the same
browser to the website is stable, while there is a big difference
between the two browsers. Therefore, the cross-domain image
resource scheme can also be used to discriminate different
browsers.

To create user profiles and build up physical location
fingerprints, it is needed to extract appropriate features to build
a training set for subsequent machine learning algorithms.
In this paper, we select 11 well-known websites and extract
7 statistical features for each website. Therefore, for each
sampling point of each user, a 77-dimensional feature vector
is created for subsequent model training.

The statistical features we selected in this paper are fol-
lowed. n is the window size and x is the sampled data value

• Max: Maximum value of the window.

Max = max{x} (1)

• Min: Minimum value of the window.

Min = min{x} (2)

• Mean: Average value of the window.

Mean =
1

n

∑
x (3)

• Var: Variance of the window.

V ar =
1

n− 1

∑
(x−Mean)2 (4)

• RMS: Root-Mean-Square of the window. RMS reflects
the noise of the data window.

RMS =

√∑
x2

n
(5)

Because the data collected is affected by many factors and
does not completely follow the normal distribution, It is
needed to discuss the skewness and kurtosis of the data.
• Skew: Asymmetry of the window. Skewness reflects the

skew direction and degree of data distribution.

Skew =

√
n(n− 1)

n− 2

[
1
n

∑
(x−Mean)3

( 1n
∑

(x−Mean)2)
3
2

]
(6)

• Kurt: Peakedness of the window. Kurtosis reflects the
steepness of the data distribution.

Kurt =
n(n+ 1)

(n− 1)(n− 2)(n− 3)

∑
(x−Mean)4

(
∑

(x−Mean)2)2

− 3
(n− 1)2

(n− 2)(n− 3)
(7)

Since the meanings of the statistical features selected are
different, the actual values of the features also vary greatly.
In order to eliminate the influence of the huge difference in
the value of different statistical features on the subsequent
model training and ensure the reliability of the results, it is
necessary to standardize the data during data preprocessing. In
this paper, min-max standardization method is used to process
the data so that the data falls within the interval of [0,1].

x′ =
x−min(x)

max(x)−min(x)
(8)

IV. SYSTEM DESIGN

To prove that the physical location fingerprint may threaten
the security of users’ privacy, we developed a prototype
named PingLoc to identify user devices. In this section, we
will introduce the architecture of PingLoc and the operation
process of PingLoc.

A. Architecture

PingLoc utilizes web applications to collect time delay of
the user browser to remote third-party websites and pass it
to the learning algorithms for model training through the
server. Then, the model trained can be applied to localize
user browsers.

PingLoc makes use of the scripts to collect the user’s time
delay information and sends it back to the website server.
The website server is responsible for data preprocessing and
extracting statistical features. After that, the server passes the
data to the learning algorithms for model training and applies
the final training results into user localization.

PingLoc can be roughly divided into the following steps:
user browser sampling, server data processing, feature extrac-
tion, and model training.

The scripts on the webpages are usually handed out by the
web server and executed by the client browsers. Therefore,
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Fig. 1. The time delay of two position to a same website

Fig. 2. The process of PingLoc

the scripts can be embedded on the webpage of our website
and send it to the user’s browser, which will execute it and
will feedback the obtained data to our server.

B. Data Collection

For further work, it is needed to implement a multilateration
cross-domain image resource request scheme to collect the
link-state information of the user browser to a group of third-
party sites and send them back to the server.

In PingLoc, the timestamp is used as the relative path of the
image resources. In this way, different paths can be generated
each time, and indeed there is no such image resource path
named by the timestamp on the target website. Therefore, the
target website always returns an error, and the time of delay
can be obtained by catching the onerror events.

However, it is not enough to collect responses from just one
site. More responses from different websites can reflect more
differences among browsers. In order to improve classification
accuracy and reduce the impact of complex network environ-
ment noise, it is advised to collect as many time delays from
users to different websites as possible. In this paper, the time
delay from users to 11 well-known websites is collected.

C. Data preprocessing and features extraction

The collected data cannot be directly used for model
training. It is needed to preprocess the data collected and
extract appropriate features before it can be used for training.

First of all, similar to the ping command in ICMP, the
request sent might lose as well, and the lost packet should
be removed during data preprocessing. The cause of the
packet loss may be the transmission error of the data stream

in the network, or an error that occurred during the HTTP
packing or unpacking process, or it may be because the
network propagation delay is higher than the delay packet
loss threshold. In order to improve the efficiency of sampling,
a packet loss threshold is set. After the browser sends the
request, if there is still no response from the target website
after a packet loss delay, it is considered that the packet loss
has occurred and prepare to resend the request. The packet
loss rate of the experimental data used in this paper is about
3% and can be ignored.

In order to improve the accuracy of the classification of our
model, it is not appropriate to directly use the data collected
as training data because the existence of extreme values since
the noise of a complex network environment may affect the
training results and decrease the accuracy of the trained model.
In this paper, a window is used to extract the statistical
features of a group of data as training set data, which can
ensure that the data used in model training is less affected by
extreme values. We will discuss in Section 5 how to select
the appropriate window size to extract statistical features.

D. Model training

In order to improve the accuracy of model training as
much as possible, several common machine learning algo-
rithms are used to train our classification model and evaluate
their performance, including Support Vector Machine (SVM),
Decision Tree, Bayes classifier, K-Nearest-Neighbor (KNN),
and Random Forest.

The algorithms are used to perform model training and
cross-validation on the extracted feature vectors. We will
discuss the efficiency of each algorithm in Section 5.

V. EXPERIMENT AND EVALUATION

In this section, we will discuss how to select appropriate
window size to extract statistical features and discuss the
performance of various learning algorithms in the PingLoc
system to classify different users.

We collect data from 1093 browsers with different hard-
ware browser types, different operating systems, and different
browser platforms worldwide. We extract their time delay
to 11 well-known websites. These websites involve different
fields such as search engines, news, economy, academy, and



entertainment. Throughout the whole process, we have col-
lected more than 1300,000 user browser time delay records.
Our data used for the experiment in this paper can be found
at https://github.com/1362860831/PingLoc.

A. Select the size of the window

The size of the window affects the effect of feature extrac-
tion and training. If the selected window is too small, it is
not easy to reflect the statistic features of the data; but if the
selected window is too large, too many similar neutral data
frames will be generated to affect the training result. In order
to find the most appropriate size of the window, we change the
size of the window to obtain greater classification accuracy.
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Fig. 3. The prediction accuracy under different window sizes

The horizontal axis in figure 3 is the window, and the verti-
cal axis is the accuracy of the model obtained by training. The
curve in the figure is drawn by polynomial fitting according
to the experimental results. It can be found that accuracy will
decrease when the selected window is too small or too large,
and the appropriate window size should be ranged from 20
to 30. In this paper, the window size for feature extraction
equals 25.

B. Performance of each learning algorithm

Make use of the algorithm mentioned in Sec4.3 to train
our classifier models. 10-fold cross-validation was performed
during the training to more accurately estimate the prediction
accuracy of each algorithm. The accuracy of each algorithm is
shown in figure 4(a). It is found that the accuracy of the KNN
and Random Forest algorithms is optimal and more than 90%,
and performs better than the other algorithms in the accuracy
of the classification.

Receiver Operating Characteristic Curve (ROC) is also
important for evaluating training performance. Figure 4(b) is
the ROC of the five learning algorithms mentioned in Section
4. The horizontal axis is the false positive rate (FPR), and
the vertical axis is the true positive rate (TPR). The closer to
the upper left corner of the curve means a higher TPR and
a lower FPR, and that is to say, the classification will get
fewer misjudgments, and the classification is more accurate.
The area formed by the ROC and the horizontal axis is usually
used to measure the accuracy of classification, which is called
Area Under ROC (AUC). The larger the value of AUC, the
better the classification is. It is found that random forest and
KNN have a better performance in the figure.

Since the PingLoc system needs to be applied to actual
web applications, it is needed to consider the time consumed
by the classification process. In order to ensure the normal
use of ordinary users, it should not spend too much time in
the detection process. Otherwise, it will destroy the user’s
experience and increase the load of the verification server.
Figure 6(c) shows the time consumption of each algorithm
under the same hardware conditions. The time consumption
of SVM and KNN is significantly higher than the other three
types of algorithms. The time consumption of SVM and KNN
is significantly higher than the other three types of algorithms
but still far less than the average time users stay on the
webpage.

VI. THE DISCUSSION ON ROBUSTNESS AND PRIVACY

In this section, we imitate several disguising methods
commonly used to pretend to be real users by tampering with
the system parameters, including modifying IPs, switching
browser platforms, using virtual machines, and using these
methods to test the performance of PingLoc to identify users.

We simulate that the user controls a device in the network
and can freely switch the operating system such as Windows7,
Windows10, Ubuntu16.04, and Debian7 through a virtual
machine. Furthermore, the user can freely choose different
browsers such as Chrome, Firefox, IE and Edge to perform
as different users.

A. The robustness discussion

1) Switch different browser: In the related research
of browser fingerprint, user identity authentication across
browser platforms has always been a hot topic. The common
way is difficult to achieve cross-browser identity authentica-
tion, such as extracting cookies or canvas fingerprints[11]. In
this paper, we use PingLoc to test the users using different
browsers to masquerade as real users.

In our experiment, the user used the Chrome, Firefox, IE
and Edge browser platform and used a different version of
the browsers plugins to increase differentiation. Among the
524 user records collected, the prediction accuracy of PingLoc
in the KNN-based model was as high as 93.5%, while the
prediction accuracy of the model based on the random forest
reached 86.1%.

2) Use virtual machine: Using a virtual machine is an-
other method commonly used to bypass authentication. Un-
der different operating systems, the browsers share different
encoding methods and different hardware drivers, which may
cause the existing detection scheme to fail to construct the
correct user profiles.[12] Furthermore, the virtual machine can
change the hardware configuration of the browser easily or
install different browser platforms on the operating system to
increase the distinction.

In this paper, we use different operating systems on virtual
machines such as Windows7, Windows10, Ubuntu16.04 and
Debian7, and try to change the hardware configuration of
the virtual machine. For example: allocate different mem-
ory sizes and CPU cores to virtual machines. Among the



(a) The accuracy of different learning algo-
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(b) The ROC and AUC of different learning
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Fig. 4. The evaluation of different learning algorithms

8245 user records collected, PingLoc’s prediction accuracy of
KNNbased models is as high as 80.6%, while the prediction
accuracy of random forest-based models reaches 68.8%.

3) IP rotation: It is also possible for the user to rotate IP
to increase the difference between the fake users[13]. This
paper switches 100 random IP address and collect 1048 user
records. The prediction accuracy of PingLoc based on the
KNN model reaches 67.6%, while the prediction accuracy of
the model using random forest reaches 88.2%.

B. The privacy discusion

To deal with the potential threat of the novel location
fingerprint since the abuse of our work, we think several
countermeasures against position detecting is needed:

• A stricter Same Origin Policy is needed. The physical
location fingerprint provided in this paper is realized
since the loose restriction of SOP on cross-domain image
resources. The link-state information of user browser to
remote websites can be achieved with access to cross-
domain resources, then the browser fingerprint of user
can be calculated.

• Browsers have to follow a stricter privacy policy. Al-
though many browsers have limited the scripts collecting
the privacy information of users, there is still a way to
get the link-state information to the third-party websites,
which may provide convenience for attackers.

VII. CONCLUSION

In this paper, we introduce a novel physical location finger-
print to identify and track users on the browser. This scheme
utilizes multilateration response delay of data transmission
over the link between the users and the third-party site to
obtain the link-state information of the user browser, which
is highly relevant to users’ physical location and can be used
to build location fingerprint. We discuss the implementation
and introduce the prototype system PingLoc. Finally, we test
and evaluate PingLoc, and the experiments show that the
identification accuracy of PingLoc is up to 98% and has
a 93.5% accuracy for browser platforms switching, 80.6%
accuracy for virtual machine disguising, and 88.2% accuracy
for IP spoofing, proving that PingLoc is robust against several
common disguising methods.
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