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Abstract. We propose new zero-knowledge proofs for efficient and postquan-
tum ring confidential transaction (RingCT) protocols based on lattice as-
sumptions in Blockchain systems. First, we introduce an inner-product
based linear equation satisfiability approach for balance proofs with a
wide range (e.g., 64-bit precision). Unlike existing balance proofs (Ma-
tRiCT and MatRiCT+) that require additional proofs for some “correc-
tor values”, our approach avoids the corrector values for better efficiency.
Furthermore, we design a ring signature scheme to efficiently hide a user’s
identity in large anonymity sets. Different from existing approaches that
adopt a one-out-of-many proof (MatRiCT and MatRiCT+), we show
that a linear sum proof suffices in ring signatures, which could avoid
the costly binary proof part. We further use the idea of “unbalanced”
relations to build a logarithmic-size ring signature scheme. Finally, we
show how to adopt these techniques in RingCT protocols and implement
a prototype to compare the performance with existing approaches. The
results show our solutions can reduce up to 50% and 20% proof size,
30% and 20% proving time, 20% and 20% verification time of MatRiCT
and MatRiCT+, respectively. We also believe our techniques are of in-
dependent interest for other applications and are applicable in a generic
setting.

Keywords: Lattice-based cryptography, zero-knowledge proof, balance proof,
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1 Introduction

Cryptocurrencies adopt the blockchain technique where each participant main-
tains a ledger of all transactions to avoid any tampering attempts from minority
attackers. In private/anonymous cryptocurrencies, the amountﬂ stored in each

3 In this paper, the “amount” refers to “account balance”. We avoid using balance
here as it conflicts with balance proofs.



account and the user’s identity need to be hidden from the outside world. Mean-
while, it also requires public verification to ensure each transaction is valid. Ex-
isting solutions such as Monero [24b] and Zcash [SCG™ 14| adopt zero-knowledge
proofs (ZKPs) to prove useful statements without leaking any private informa-
tion. For instance, in Monero, a ring confidential transaction (RingCT) proto-
col is used with a range proof to show all amounts are non-negative and the
difference between outputs and inputs is zero (balance property), and a ring
signature-like approach to hide the identity of a spender with one-out-of-many
proofs [Noel5] (recent research also demonstrates with more efficient partial
knowledge proofs |[ACF21},|ZGSX23]). However, as the security of these imple-
mentations is mainly based on discrete logarithm assumptions, they are at risk
of potential attacks from quantum computers.

This deficiency has impelled the development of “post-quantum” solutions.
Without exception, blockchain communities also consider using quantum-secure
techniques to fill the gap. Among all post-quantum approaches, lattice-based
cryptography is one of the most promising candidates based on computational
lattice problems. Unfortunately, the costs of lattice-based solutions increase sig-
nificantly in comparison with those in discrete logarithm settings. Taking the
range proof proposed by Esgin et al. [ESLL19] as an example, a single proof
costs more than 90KB while the Bulletproofs protocol [BBB™ 18] costs less than
1KB. Even worse, as the amounts in a RingCT protocol need to be committed
separately, the efficient aggregation approach in |[ESLL19] cannot be adopted.
MatRiCT |[EZST19] is the first practical lattice-based RingCT protocol to op-
timize the proof size in a blockchain environment and is currently applied in
Hcash [24a]. By using a novel balance proof with hashed-message commitments
(HMC) to show a transaction is valid, MatRiCT reduces the size of commitments
and allows proofs on a wide range. Furthermore, it adopts techniques such as
batched commitments and rejection sampling for secrets with a fixed Hamming
weight in one-out-of-many proofs to improve the efficiency of the ring signature.
MatRiCT+ [ESZ22| further improves the performance of MatRiCT by optimiz-
ing the underlying cyclotomic rings. However, both MatRiCT and MatRiCT+
require some “corrector values” in balance proofs. Proving corrector values that
are correct imposes a high cost.

1.1  Our contribution

The main goal of this paper is to propose efficient, scalable, and practical ZKPs
for existing post—quantunﬁ anonymous cryptocurrencies such as Hcash [24a]. We
focus on some key problems in lattice-based RingCT protocols and significantly
reduce the proof size and proving/verification time with our new ZKP tech-
niques. Besides, our approaches optimize the high-level ZKP relations, which
are compilable with MatRiCT [EZS™19] and MatRiCT+ |ESZ22|.

4 The post-quantum security in this paper relies on the hardness of “post-quantum”
lattice assumptions as with [ESLL19,|EZS™ 19}|ESZ22].



To achieve the high efficiency of our approach, we first extend the amortiza-
tion technique in [ACF21| to deal with non-homomorphic functions, and propose
a partially amortized proof for binary relations (Section . Furthermore, we de-
sign a new inner-product based linear equation satisfiability protocol (Section
4)) which implies balance relations in RingCT. Additionally, we introduce a new
unbalanced linear sum proof (Section [5)) which proves a weaker but still secure
relation to replace the one-out-of-many relation in ring signatures. Finally, to
build a secure RingCT protocol, we build a linkable version of our ring signa-
tures (signatures of the same signer can be linked by serial number in the public
key) and check the count of serial numbers to avoid additional issues (Section

1.2 Related work

In anonymous cryptocurrencies, RingCT protocols [Noel5, EZST19,[SALY17]
adopt range proofs to show transaction amounts are valid and ring signature-like
approaches to hide a spender’s identity. We describe existing work in these two
directions.

Range proofs. To guarantee the amount of each account in a confidential
transaction is valid, range proofs [BBBT18| are used in RingCT protocols. By
encapsulating the amounts in homomorphic commitments, the prover proves that
1) all the inputs and outputs are non-negative and 2) the sum of inputs equals
outputs. The proofs can be succinct and efficient with a trusted setup [Grol6,
GWC19], but will undermine the decentralized property of blockchain systems at
the same time where no particular trusted authority should be involved. Though
the trusted setup can be replaced by a secure multi-party computation, the
process is costly and may not be reusable when the application (i.e., circuit) is
updated [Grol6]. Currently, the smallest proof without a trusted setup is the
Bulletproofs protocol [BBBT 18|, which leverages the vector compression idea
in [BCCT16]. However, these approaches fail to address quantum attacks as
they are proposed based on discrete logarithm assumptions.

One of the most promising post-quantum cryptography candidates is lattice-
based cryptography. Esgin et al. propose new range proofs in lattice settings
based on the unbounded-message commitment (UMC) scheme and further adopt
a new Chinese remainder theorem (CRT) packing technique for efficient batch
processing [ESLL19|. Unfortunately, the size of a UMC commitment is linear to
the message size which is not suitable for large values such as amounts of dif-
ferent accounts. Besides, the batch processing in [ESLL19| is only efficient when
the amounts of all accounts are committed together in a single commitment,
while the amounts are usually committed separately in a RingCT protocol. The
first practical lattice-based RingCT approach is MatRiCT |[EZS™19] (applied in
Hcash [24a]). Instead of using UMC to commit to an amount directly, MatRiCT
commits to the bits of an amount with HMC [ESST19| and further adopts a
balance proof with some “corrector values” to show the sums of inputs and out-
puts are equal. MatRiCT+ [ESZ22] further reduces the proof size and running
time of MatRiCT by optimizing the underlying cyclotomic rings. Here we focus



on MatRiCT since our improvements are based on the techniques proposed in
MatRiCT, which are quite independent from the improvements in MatRiCT+.
Though the efficiency has been improved compared with [ESLL19], a subtle issue
prevents the use of MatRiCT and MatRiCT+ in general cases: the corrector val-
ues require additional range proofs when dealing with multiple input and output
accounts.

Ring signatures. To hide the identity of a signer, ring signatures (one-out-
of-many proofs) allow one to prove the knowledge of a secret key corresponding
to an element in a set of public keys. The idea of the ring signature has been
proposed by Rivest, Shamir, and Tauman |[RSTO01]. In discrete logarithm set-
tings, logarithmic-size ring signatures [BCCT15,|GK15,ZGSX23] have been used
in different applications. Most of current anonymous cryptocurrencies are im-
plemented based on discrete logarithm assumptions which is not post-quantum
secure.

On the side of lattice settings, linear-size ring signatures have been pro-
posed |TSST18,[LAZ19|, but these approaches are inefficient for large anony-
mous groups. Libert et al. [LLNW16] design a Merkle tree based accumulator
and build a ZKP system for this accumulator. With these tools, logarithmic-
size ring and group signatures are proposed. Furthermore, a linkable version
of [LLNW16| (signatures created by the same signer can be linked) is introduced
in [YALT17). Though the signature size of [LLNW16,['YAL™17] is logarithmic,
the zero-knowledge arguments applied in the accumulator require multiple pro-
tocol iterations (multi-shot proofs) to get a negligible soundness error. Esgin et
al. [ESST19] introduce new tools for ZKPs to extend the discrete logarithm proof
techniques in [GK15] to lattice settings. Logarithmic-size ring signatures can be
easily achieved with these new techniques. A further improvement in [ESLL19]
makes the underlying ZKPs achieve a negligible soundness error at a single proto-
col iteration and reduces the signature size accordingly. Following the blueprint
of |[ESLL19|, MatRiCT [EZS™19] batches commitments in binary proofs and
improves the rejection sampling to build a more efficient ring signature scheme.
Besides, MatRiCT uses two sets of compatible parameters for the ring signature
to reduce the size. BLOOM [LN22] further reduces the proof size in large rings
setting by utilizing ABDLOP commitments and Bimodal Gaussians.

2 Preliminaries

We describe some notations and background knowledge used in this paper.

2.1 Notations

We use Z; = Z/qZ to denote the ring of integers modulo g represented by the
range [—%%, 41]. The rings are defined by R = Z[X]/(X? + 1) and R, =
Zy[X]/(X* + 1) where d > 1 is a power of 2. Bold-face lower-case letters such
as a and bold-face capital letters such as A are used to denote column vectors

and matrices respectively. Commitments are denoted by capital letters such as



C even though they may be vectors (except R for the ring and M,S, N for
the size of different inputs). We use (a, b) to denote appending vector a to b.

For a vector a = (ag, -+ ,ax—1), the norms are defined as ||a| = \/Zf;()l a?,

lall; = 321 |ai], and [|a]|oo = max; |a;]. The norms of a polynomial are defined
in a similar way as a vector. Suppose = € Z,, we denote z* = (1,x,22, -+, 2*~1).
Furthermore, the inner-product of two k-dimensional vectors a and b is denoted
as (a,b) = Zf;ol a;b; and the Hadamard product is denoted as a o b = (ag -
bo, - ,ak—1 - br—1). The Kronecker’s delta is denoted as d;; such that 0;; =1
when j = i and otherwise ¢;;, = 0. HW(z) denotes the Hamming weight of
the coefficient vector of x € R. Given a distribution/set S, a <$ S denotes
sampling a from S, or uniformly sampling from a set S. Define Sz as the subset
of polynomials in R, with infinity norm at most B € Z*.
The challenge space in a Y-protocol is defined as follows:

C={reR:deg(x)=d—1NHW(z) =wA ||z||oc =D} (1)

Clearly, we can observe |[z]|; < pw and |C| = (%) - (2p)®. We denote the set of
challenge differences excluding zero as AC.

2.2 Lattice problems and HMC

M-SIS and M-LWE. We define the two well-known lattice problems |[LS15],
module short integer solution (M-SIS) and module learning with errors (M-
LWE), which our schemes’ security relies on.

Definition 1. M-SIS(n,m,q,7). Given A < R;}*™, the goal of the problem is
to find z € Ry such that Az =0 mod q and 0 < [[z]| <.

Definition 2. M-LWE(n,m,q,B). Let s < S} be a secret key. Define LWE(q, s)
as the distribution obtained by sampling a < Ry, e < Sg and outpulting
(a,(a, s)+e). The goal of the problem is to distinguish between m given samples
from either LWE(q, s) or R},

Hashed-Message Commitment. Let n,m, B, q be positive integers with
m > n. Suppose a prover commits to v-dimensional vectors over R, for v > 1.
The instantiation of the hashed-message commitment (HMC) scheme [EZS™19,
BDL™18| is as follows:

— CKeygen(1*): Sample G, <+ Ry*™ and Gy, + Ry™V. Output ck = G =
(Gr,Gr) € R0,

— Commit.x(m): Sample r « {—B,---,B}™. Output r and Com;(m;r) =
G -(r,m)=G, - r+ Gy, -m.

— COpen_,(C, (y,m/,r")): If ||(m/,r")|| < v and yC = Com,,(m’, ') return
1, otherwise return 0.

The computationally hiding and computationally strong binding prosperities are
defined as follows.



Definition 3. For all PPT adversaries A, computational hiding and computa-
tional strong y-binding are defined respectively as

[ ck + CKeygen(1*);
Pr | (mg, m;y) « AKeveen(ck), AC) =b| =
| b {0,1}; C + Commit(my)

ck + CKeygen(1*); (mo, 7o) # (M1, 1)/

: COpen,(C,to) = 1A | =0,
_(C, to, t1) < A(ck) COpen,,(C,t;) =1

Pr

where t; = (y;, my, ;) for i = {0,1} and the norm bound parameter in COpen
18 7.

Lemma 1. (Lemma 2.3 in [EZST19]) For a (large) set of appropriately
chosen parameters, if M-LWE(m — n,m,q,B) problem is hard then the HMC

is computationally hiding. If M-SIS(n,m + v, q,27) is hard, then the HMC is
computationally strong v-binding to the same relaxation factor y.

Given a r € R}, we write it into r = (r,7) where v’ € R} and r" € R"™".
Similarly, write G = (G7., G}/) where G;. € Ry*" and G € RZX(m_n). We have
G, r =G, v+G!-r". When G.. is non-singular (non-singular over all the fields
of R, splits into), G7.-r’ is indistinguishable from a random element a € R (since
r' = (G.)"!-a). It indicates n M-LWE instances from M-LWE(m — n,m, q, B).
As the probability of G, being singular over Ry is negligible in our settings
(see [EZST19,ESZ22]), the probability of G. being singular is also negligible (by
swapping columns). Thus, the HMC is computational hiding.

When given an HMC collision (my, 7o) # (mq, 1), we have G - (mg, o) =
G - (my,r1), which implies G - (m; — myg, 71 — rg) = 0. This gives a solution to
M-SIS(n, m 4+ v, g, 27) directly since ||(mq — mg, 71 — 70)|| < 2. Thus, HMC is
computational strong v-binding. Based on the result in [MRO09], the parameters
should satisfy the following relation to ensure HMC is v-binding:

min{q, 22\/ndlogqlog6} > 2,77 (2)

where § is a root Hermite factor to indicate the security level.

2.3 Lattice-based X -protocol

A XY-protocol is a public coin interactive proof system to allow a prover to
convince a verifier that a statement is true. It has three properties: complete-
ness, knowledge soundness, and special honest-verifier zero-knowledge (SHVZK)
|[ESLL19, EZS™19]. Here we start from a simple example in discrete logarithm
settings to show the knowledge of a secret m such that C' = Com.x(m) for a
public C (randomness is omitted for simplicity). Specifically, the prover samples
a masking vector d and sends D = Comgy(d). The verifier challenges with a
random challenge x and the prover responds with f = zm + d. Finally, the
verifier checks Comx(f) = zC + D.



Relaxed proof. Recall HMC. The opening algorithm COpen does not sim-

ply check C z Comgi(m') in common lattice-based schemes [DPLS18,ZGX25],
but with a relazation factor y € R, as in [ESLL19,[BLNS20|. This is due to
the straightforward soundness proofs under lattice assumptions do not work
(the challenge differences may not be invertible and the extracted witness may
not be short in the soundness proof). Consider a simple case with two accept-
ing transcripts, (D, z1, f1) and (D, z2, f2). Though the extractor can get (zo —
x1)Com(m’) = Com(fo— f1), it cannot simply output m’ = (xo—2z1) " (fo— f1)
since: 1) (z2 — x1) may not be invertible; and 2) even (xo — x1) is invertible,
(r5 — 1)~ may not be short and the extracted opening will not be a valid one.
One solution is to use a relaxed proof by relaxing the verification relation to
overcome the complications [ESLL19,[BLNS20|: instead of extracting the open-
ing of Com(m’), the extractor is allowed to extract the opening of yCom(m)
(y = 29 — 21 in this example). Since f; and fo are short, (fo — f1) is still short.
Accordingly, the proving and relaxed opening relations are different in relaxed
proofs.

Rejection sampling. In lattice settings, the verifier also needs to check
the norm bound of f to ensure the hardness of M-SIS problem in Section [2.2]
Therefore, d must be sampled from a distribution with a larger range to hide
zm term (denoted as D, where + is the norm bound in M-SIS), while the bound
of the distribution should be manageable for the hardness of M-SIS. Besides, the
prover cannot output f directly since the distribution of f leaks the information
of m when d is not uniformly sampled from the field. For instance, consider one-
bit message m € {0, 1}, the distribution of f is the same as the distribution of d
when m = 0, and will shift by  when m = 1. Anyone can infer m by observing
the distribution of f. Existing solutions adopt an additional rejection sampling
to reject responses that are out-of-bounds. Generally speaking, only f’s that can
be “touched” by all possible values of m and follow an expected distribution are
acceptable. As we directly use the results of rejection sampling in this paper, we
only briefly summarize rejection sampling [Lyul2] in Algorithm (restricting the
distribution of (z, f) being independent of m), where T' = ||zm/|| and ¢ = ~/T.
Returning 1 means f passes the rejection sampling.

Algorithm 1 Rejection Sampling [Lyul2]
Rej(f,m. 6 T)

Ly = ¢T; p(¢) = exp(f + 535); u + [0,1)
Cifu > Lo ~eXp(7_2<f’7;7)j”m”2) then

2 w(e)

3: Return L
4

5

: end if
: Return 1




Lemma 2. (Theorem 4.6 in [Lyul2]) Let h be a probability distribution
over V. € Z° where s > 1 and the norm of all elements is less than T. Let
m € h and ¢ > 0. Considering an algorithm that samples d < Dgr and outputs
Rej(f,m, 9, T) for f :=m+d. The probability that the algorithm outputs 1 is
within 27190 of 1/u(¢) where (@) = e /91 29°)  When the output is 1, the
statistical distance between the distribution of f and Dy is at most 2100,

We summarize the lattice-based X-protocol below. The major differences
with that in discrete logarithm settings is highlighted in blue.

1. P: Sample d s Dlr and set D = Comcy(d).
2. P=V:D.
3. V—PxsC.
4. P: Set f:=am + d and run Rej(f,am, ¢, T).
5 P—=V: f.
.
6. V: Check Comc(f) Z2C+ D and £ < 206TVmd.

2.4 Vandermonde matrix and one-shot proof [ESLL19]|

A (kE 4 1)-dimensional Vandermonde matrix V' is defined as follows for some
xg, -+, Tk € R

1 =z xlg
1 =z - af

v=|. (3)
R

Let adj(V') denotes adjugate matrix of V' and det(V') denotes the determinant
of V. We have det(V') = [[y<;;<x(zj — ;). Let (I, -+, ;) be the last row of
adj(V'). Then S

Fi = (71)Z+k H (l‘j — 1‘3). 4
0<s<j<k ( )
8,JF#1

Lemma 3. (Lemma 4 in [ESLL19]) Let k = w, we have || det(V) |00 <

(2p)Fw =t when using the challenge space in Equation .

The one-shot proof is a technique proposed in [ESLL19| to efficiently prove
non-linear polynomial relations. Consider a k-degree polynomial relation with
commitments Cy = Come(mo; 7o), - ,Cr = Comeg(my;ry). The prover en-
codes the message as (f,2) « (Zf:o zimy, Zf:o x'r;) with a challenge x. The
verifier checks the norms of f,z and Zf:o 2iC; = Comeg(f; z). This protocol
has (k 4 1)-special soundness as we can extract a witness in one shot with the
following approach.



Considering (k + 1) accepted transactions with distinct challenges x;’s and
responses (f;, z;)’s where i € [0,k] (C;’s are the same). We have the following
relation

1 To - LCIS Co Comck(fO; zk)
lay -k C, Comer (f1; 1)
T L B : ’ ®)
1oy - xf Ch Comck(.fk§zk)

Let the Vandermonde matrix in Equation be V. Considering the property
adj(V) -V =det(V) - I11, we multiply both sides of Equation by adj(V).
Based on Equation , its last row becomes

k
det(V) - Cy = ZFiComck(fi; z;) := Comey (My; Tr), (6)
i=0

where (M, 7)) = (Zf:o Fifi,Zf:O I;z;) is a relaxed opening to yCj with a
relaxation factor y = det(V').

2.5 Amortized relation [ACF21,/GQZ™T24]

The amortization technique is used to open multiple linear forms for essentially
the price of one |[ACF21,/GQZ"24]. In [ACF21], Attema et al. describe amor-
tized exponentiations in discrete logarithm settings. For simplicity, we regard
the randomness as one dimension of the secret. Consider the following relation

_ (Ck7(BiaPi);Szl)?((bi)?:l) :
RAmorEXp - { (Comck(bi) — B@,g(bi) — PT)ZS:1 } ’ (7)

where g(+) is a homomorphic function, it is equivalent to prove Com, (Zle ;) =
Zil ('B; and g(zgil ;) = 25:1 (' P; with a challenge ¢. The prover can fur-
ther use one vector a to mask the response f = a+ Zle ¢'b,; as with a standard
J)-protocol.

3 Partial Amortization

3.1 Batched verification of binary proofs

The binary proof is a fundamental building block in RingCT protocols (as
well as other applications) to prove the knowledge of a binary vector. When
proving multiple binary vectors, this can be done efficiently by committing
all vectors in one commitment. Unfortunately, in RingCT protocols such as
MatRiCT [EZST19] and MatRiCT+ [ESZ22|, this batching technique cannot
be applied since each account is committed separately. For example, to mint
coins for S accounts (bi,rb,i,Bi)f:_ol such that B; = Comx(b;;7p ;) (instead



of Comk(bg, - ,bs_1;7p)), the prover needs to run a binary proof to prove
the knowledge of b;’s and b;’s being binary vectors. Specifically, the prover
needs to use S vectors (ti,rm)f:_ol to mask b;’s and 7, ;’s as g; = zb; + ¢;
and zp; = x1p; + 7+, based on a challenge x. Accordingly, the verifier needs to
check Comey(gi; 2p,i) = ©B; + G; holds for all i’s, where G; = Comy(t;;7¢ ;) (a
further check to ensure b; o (1 — b;) = 0 is also needed). Since the verification is
conducted separately for each 4, all z;;’s must be included in the proof, which
increases the proof size when dealing with multiple accounts.

Our observation is that it is possible to batch the verification of Comer(gs; 2b.i)
xB; + G; with the amortized technique in |[ACF21,|GQZ™24]. Unfortunately,
since the binary constraint b; o (1 — b;) = 0 is not homomorphic, it cannot
be regarded as the g(-) in Equation (7). This brings us to the idea of partial
amortization: only using the batched verification for Comc(g;; ;) = ©B; + G;
(i.e., the knowledge of b;’s) and leaving the binary constraint part (i.e., b;’s are
binary vectors) unchanged. Specifically, we replace Com.x(b;;7p;) = B; with
Comck(Zf:_Ol C'b;, Ef:_ol Cirpy) = Zf;ol ¢'B; based on a challenge (. Since the
remaining (non-homomorphic) binary constraint does not involve ry, ; (i.e., B;),
the prover can batch 7 ;’s and only send one element 2, = Zf:ol Cizbﬂ-.

Note that in the security (soundness) analysis, if we use the one-shot proof
|[ESLL19] directly to extract the relaxed openings of B;’s, we need to use the
i-th row of a Vandermonde’s adjugate matrix, which is much different from the
form in Equation (4 when i # S. Additionally, the relaxation factor || det(V')||so
increases significantly with S, which requires a larger parameter set to ensure
the hardness of M-SIS and reduce the soundness error. Fortunately, as claimed
in [EZST19] and [ESZ22|, the most common cases in cryptocurrencies are trans-
actions with two outputs. Thus, we focus on the case of S < 2 in the soundness
analysis of this paper. Besides, one may also reduce the growth with different
challenges (;’s in a special challenge space to compute Zis:_ol (;B; and ensure
the norm bound is relatively small as with [ESZ22].

3.2 Partially amortized binary proofs

Recall the amortized proof in Section We generalize the commitment func-
tion Com,(+) in Equation (7)) to any homomorphic function h(-) and discuss the
case when g(+) is not homomorphic. Suppose B; and P;’s only share a part of com-
mon secrets, i.e., h(b;, s;) = B; and g(b;, t;) = P; for witness (b;, si,ti)is:_ol (this
is a common case in many applications when regarding s;’s and ¢;’s are different
randomness, see our binary relation below as an example). Let s = ZZ.S:_OI (is;
and B = 2;92—01 ¢'B;. Tt is possible only to amortize the homomorphic part
h(ZiS;Ol ('b;,8) = B, and keep the g(-) part unchanged. Therefore, the prover
only needs to send (b;, t;)7-; and s (instead of all s;’s) in the proof (we do not
consider HVZK property here for simplicity).

?

To apply the above technique in lattice settings, besides checking g(b;, t;)

P; and h(X:ZS:_O1 (b, 8) L B, the verifier also needs additional norm checks to
ensure ||b;||’s and ||¢;]|’s are smaller than the claimed bounds and ||s|| is short.

10



Protocol 1 Partially Amortized Binary Proof.
Pbin(Ck (Bu b,y 1)3 1) me(Cky (Bi)fz_ol)

1: Vin = Ppin: ¢ < C.

2: Ppin: Set T = pv 2wk and Ty, = Bwpv3md.

3: Ppin: Sample masking values

k .
Te < S’IBTL, 'r‘f — DQ)ZTQ; t’L < ]D)¢1T1; Tt,i — Dg;T2 Vi € [0, S).
4: Ppin: Compute the commitments

E = Com,y((t; (1—2b NiZgsre);  F = Comer((—t; o )i sms);

S—1
G = Comck thmch"ti

Pbin = vbin: Ea Fa G.

Viin = Prin: T C.

Prin: Compute g; = xb + tl7 Vi €[0,5).

Pb'm Run Re-]((gl)z 0 ,(Z‘b )z 0 7¢1’T1>'

Prin: Compute zg = 2re + Ty, 2p; = T4 + T4 4, and zp = Zf:ol Cizb,i.
10: Pyin: Run Rej((2g, (20,4)550), 2(7e, (16,1)720' ), b2, T2)-

11: Pbin = Vbin: (gi)i;)la zgv Zp.

12: Vpin: Conduct the following checks

? ? ?
lgijll < 261 TAVd, Vi, g |zg] < 202ToVmd; ||z < 2mdgeTs(wp + 1);
5-1 51

xE+F;Comck((giO(mlfgi))iS:_ol; Zg); Z CiBiJrG;Comck(Z C'gi; zp).
i=0 i=0

The correctness of the protocol follows directly. The soundness for h(-) part
follows the soundness of the amortized exponentiations in [ACF21|, which takes
an (S x §)-size Vandermonde matrix to extract s; with Zf;ol C}si on different
challenges (Cj)f:_ol (in lattice settings, it is a little bit different to extract a

relaxed opening, see our binary proof for more details). Other parts (b;, ti)fz_ol
can be derived directly from the prover’s proof.

It is not hard to further add the zero-knowledge property to the above proto-
col. More specifically, we describe a partially amortized binary proof in Protocol
as a fundamental building block of our RingCT protocol, which shows B;’s are
commitments to bits (for S < 2).
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Definition 4. The following defines the relations for multiple binary vectors,
proving Ry and relazed opening R}, :

_ [ (e, (B)iS), (biy )iy - i € {0, 11
Ruun(T) = { All7s il < T A B; b— Comey, (bi; 76,:) }’

G ((ck, (B) ) (y, (b’barb 1) ) b; € {0, l}k
RounlT) _{ Al <TnyB, = comck(ybl,m,z) }

where T and T are norm bounds of vy ; and 7y ; respectively and y is a relazation
factor.

To ensure the hardness of M-SIS in lattice settings, the prover needs to sample
the masking values in special distributions (steps 2 and 3) and reject results that
are out-of-bounds (steps 8 and 10). Accordingly, the verifier should check the
bound based on the claimed bounds of the openings (step 12, first line).

A binary relation indicates two constraints, b; € {0,1}* and B; = Com. (b;; 7).
For the former one, it is equivalent to show b; o (1 — b;) = 0. Specifically, in a
X-protocol, the prover encodes b; as g; = xb; +t; with a challenge z and mask-
ing vectors t;’s (step 7), which further allows the prover to check zF —|— F =
Comer((g; o (x -1 — gz))l o5 2g), where B = Comg((t; o (1 — 2b;))55"re),
F = Comgy,((—t; 0t;)2 7 s rf), and z, = . + ¢ (steps 4, 9, and 12). This part
is same as a standard binary proof.

With our partial amortization, the latter constraint can be converted to
Comck(Zf;Ol C'by; Zf:ol Cirpy) = Zf:ol (?B; under a challenge (. Since g; =
xb; +1t;, the prover needs to send the commitment G of the batched masklng vec-
tors and the batched randomness z; to allow the verifier to check x Z "B+

G = Comck(zizo ng“ Zb)'

Theorem 1. Suppose S < 2. Let k = S(S —1)/2, q/2 > 16(we1)?pkd, Vpin =
4p2\/d3w3 32dp2k3¢t + 3¢3B>m?), and the HMC' is hiding and ~yin-binding.

Protocoll has (S, 3)-special soundness for relations Rpin(BvVmd) and
R} (8mdw2p2¢2[)’\/ d) and SHVZK with a completeness error 1—1/(u(p1)pu(d2))

bin

defined in Lemma[3

The proof for Theorem [1]is given in the full version |GZG™21].

4 Linear Equation for Balance Proofs

4.1 Corrector values in balance proofs

In existing RingCT protocols, to prove a transaction is valid, a spender (prover)
needs to show 1) all the inputs and outputs are non-negative and 2) the differ-
ence between inputs and outputs is zero. The former relation can be checked
in a range proof while the latter one is quite simple with a homomorphic com-
mitment scheme. In lattice settings, some approaches use UMC to commit to
an unbounded secret like amount |[ESLL19,[BDL"18|. However, as the size of
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a UMC commitment grows linearly with the secret size, using a range proof
directly is not practical in RingCT protocols.

MatRiCT |[EZS™19] and MatRiCT+ [ESZ22] commit to bits of each amount
to reduce the cost of UMC. Thus, the former relation can be proved in a binary
proof. For the latter one, it requires “corrector values” to ensure Bits(z1) +
Bits(z2) equals to Bits(x; + z2) after some corrections. For instance, suppose
a prover wants to prove that the following relations hold for M inputs and S
outputs:

a; >0, Vie[0,M); A b >0, Viel0,9); (8)

Z a; = Zbi§ 9)

where a;’s are amounts of input accounts and b;’s are amounts of output ac-
counts. A balance proof first converts each amount into k bits, Bits(a;) =
(@i0, - ,aik—1) = a; and Bits(b;) = (b0, - ,bik—1) = b;, and commits to
each a; and b;. Then, the prover shows 1) a; and b; are binary vectors for
Equation and 2) Equation @D holds such that:

M-—1 M—-1k-1 S—1k—1 ]
Z Zb<:>222aljzzz2]bi’j
1=0 =0 j=0 =0 j=0
M-—1
<~ Z bi,j — Z a; 5 +Tj — 27—j+1 =0, V] € [O,k),
3 =0

where 7;’s are correct values to ensure ZZ—S;Ol bi; — ZMO ! aij+7 —27541 =0
holds for all j € [0,k) and 70 = 7, = 0.

The balance proof requires additional work to ensure 7;’s are properly gen-
erated. In general, the prover needs to ensure 7; € [-M + 1,5 —1] for j € (0, k)
(Lemma 4.1 in [EZST19]) with range proofs. It is acceptable to embed 7;’s in
the binary proof of b; ;’s when M =1 and S < 2, as with the Algorithm 8 and 9
in [EZST19]. However, in other cases, the cost of a standard range proof is not
negligible. Taking the state-of-the-art range proof in [ESLL19| as an example,
the additional 64-bit range proof costs more than 90KB, while other parts only
cost about 100KB. MatRiCT+ [ESZ22] addresses this issue by converting each
range proof into a binary proof and embedding them into the binary proof of
output accounts. Nevertheless, it still requires additional commitments for 7;’s.

One observation is that the corrector values (7q,- - , 1) are unnecessary for
balance proofs. To prove Equation @D holds, one can simply prove

M—-1k—-1 S—1k—1 k—1 M-—1
222].@1"]':222 sz<:>22](2b$] Zai¢j>=0. (10)
=0 j=0 =0 j=0 =0

Let ¢; = Zf:_ol bi.; —ZMO " .j- We can rewrite Equation 1) as E 0 Zch =0.
The fact behind this idea is that though Bits(a;) + Bits(az) # Bltb(al +az), w

13



have (Bits(ay), 2%) + (Bits(az), 2%) = (Bits(a; + aa), 2¥). Accordingly, we can
fully remove the range proofs and the commitments to 7;’s. Additionally, the
prover can avoid sending the commitment of ¢ = (cj)]C é as it can be computed

locally by the verifier:

M-1
Comeg(c; *) Z Comg (by; * Comeg (as; *). (11)
=0
More importantly, the range proofs of ¢;’s can be avoided when a;’s and b;’s are
binary vectors since ¢; = Zf;ol bi j — Zf\ial a; ; implies ¢; € [-M, S].
When using the inner-product relation in lattice settings, a serious problem
arises at the same time: after encoding ¢; as f; = xc; + d; (d; is a masking

value and z is a challenge), Z?;& 2-7fj can be greater than ¢, i.e., (foé 2 ‘f]

mod q) # Z;:é 27 f;. Accordingly, verifying Zf;ol 2fi=x Z;:O ]+Zk 127,
in Ry may not imply Zf;é 27¢; = 0. A straightforward solution is to use a large
q to avoid overflowing. However, such a solution will result in a large proof size,
making it impractical for real-world applications. In this paper, we Solve this
problem with a new cycle masking approach to ensure both f;’s and Z 2j fi
are short at the same time with proper d;’s (see Section 4.2 E 2| for more detalls)

4.2 Linear equation satisfiability

We generalize the balance relation to a linear equation satisfiability. Let S be
a positive integeiﬂ and wo, -+ ,ws_1 be public integers. The linear function is
defined as

F(Xo,--- ,Xsfl) = Zlel (12)

The linear equation satisfiability is to prove the knowledge of (b; )S 01 such that
F(bg, -+ ,bg—1) =0.

To support b;’s with a wide range in lattice settings, we commit to the bits
of b;’s with B; = Comcg(b;; *), where b; is the binary representation of b;. Thus,
F(bg, - ,bs_1) can be rewritten as:

S—1

F'(by, - bs1) = 3 (wi (28,61)). (13)

i=0
Definition 5. The following defines the linear equation relations, proving Rpg
and relazed opening R’ p:

((eh, (wi, B2, (bi,m )50« by € {0, 1}m|rblu<7},

RLE(T) = { AB; = Comck(b’by Tb z) A F’ (bO’ bs 1) 0

Ris(T) = ((ck, (wi, Bs)32g), (ys (Bi, Po.4)ig) = bs 6{0 DR ARl < T
LE Ay B; —Comck(ybl,rbl)/\F(bo, ,bs_1)=0

5 In the partially amortized binary proof, we require S < 2. However, here S can
exceed 2 if the binary proofs for (S — 2)-many b;’s are not necessary.
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where T and T are norm bounds of vy, ; and 7y, ; respectively and y is a relazation
factor.

Inner-product based relation. The Rpp indicates two important rela-
tions: 1) B;’s are commitments to bits and 2) F'(bg, - ,bg_1) = 0. The former
can be proved in our partially amortized binary proof. For the second, we can
rewrite Equation as

S—1 k—1 .
F/(bo,--' 7b5',1) =0 < Z (wi QJbZ"j) =0
i=0 =0

(14)
k-1 S—1 k-1
<:>Z (2] . Z wibi,]) = ZQJC]' =0,
§=0 i=0 3=0
where b; ; is the j-th element of b; and ¢; = Zfz_ol w;b; ;. Denote ¢ = (co, - -+, Ck—1).

The verifier can compute the commitment of ¢ with w;’s and B;’s: C' = Comc(c; *) =
Zf;ol w;B;. Let f = xe + d with some masking values d = (dg, - ,dx—1) and
a challenge =, D = Com,y(d; %), dgum = (d,2*). We have

Comck(.f; *) = Comck(xc + d,; *) =xC+ D,

(f.2%) = (vc + d,2%) = 2(c, 2%) + (d, 2") = dgum, (15)
which ensure F’(bg,- -+ ,bg_1) = 0 holds.

Cycle masking. It is important to note that if the second equation in Equa-
tion is verified on R,, it may not imply (c,2¥) = 0 when ¢ is small (the
soundness error increases). A straightforward solution is to use a large ¢. Unfor-
tunately, this makes ¢ grow linearly with k& and a larger ¢ implies a larger proof
size. One may consider computing and sending d,, in R to avoid the overflow
problem. However, the cost of dg,,, is non-negligible. Here we describe a more
elegant and efficient encoding scheme named cycle masking to find proper d;’s

that ensures f;’s are short and dgy,, = 0. Specifically, the prover samples (d;)f;ll
and sets dy = dj, = 0. By setting d; = d; — 2d},, we have
k=1 koo
o= @2 =S 00 v — g e =0
§=0 j=1

Therefore, the prover can avoid transmitting dg,,, and fy. Accordingly, the veri-
fier computes fy = — Zf;ll 27 f; on R, verifies fo € R,, and only checks the first
equation in .

Note that the new encoding scheme can be further generalized to ensure that
both f;’s are short and the corresponding masking vector d satisfies (d,t) = 0
for a public t = (to,t1to, tat1to, - 7]_[?;01 t;) (the i-th term is ¢;,_; times of
the previous one). Specifically, the prover first sets dj = dj, = 0 and samples
(d;)f;ll Then, she computes d; = d; — t;11d},,. Accordingly, we have (d,t) =
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Protocol 2 Linear Equation Satisfiability.
7DLE(CI{: (W,, 1)15_017 (blv Tp 7,)8 1) VLE(Ck (wla )7,5_01)

1: Prg: Run Py, to obtain E, F, G < Py (ck, (B )l o ,(bl,rbl)s 1).
2: Prg: Set T3 = max(— Zw <0 wz,zw >0 w; ) pvVwk.

3: Prg: Compute ¢; = Ef 01 w;b; j,Yj € [0, k).

4: Prg: Sample dy = dj, = 0,d}; < Dy, 1, Vj € [1, k), and rq < D ...
5: Prg: Compute masking values d; = d’ 2d;-+1,Vj € [0, k).

6: Prr: Compute D = Comy((d; );“ O,T‘d)

7. Pog=Vig: D,EF,G.

8 Vi = Prg: x + C.

9: Prr: Run Py, to obtain (gz)l _0 ' Zg, 2b < Prin(z).
10: Prg: Set ¢; = (ci) and d, = (di)f:_f.
11: Prg: Compute f; = xcl +d;.
12: Prg: Run Rej(fh xrcy, 3¢s, Tg).
13: Prg: Compute r. = Zf;ol w;Tp; and z = xr, + rq.
14: Prg: Run Rej(z, xr¢, 92, T3).
15: Prg = Vig: fi, (gi)f:_ol’zwzb,
16: Vi g: Compute fo = —Zf 1o 7. f;in Rand C = Ej L w;B
17: Vg Conduct the followmg checks

? ? ?
fo € Ry |Ifll < 665T5Vd, Vi€ ([0,k); |z| < 2¢:ToVmd;
2C + D £ Comey((fo, -, fa_1); 2);
Vbin(Ckv (Bi);sz_olv Ev Fa Ga (gl)fz_ola zb) ; 1.

S0 (4 TE=ot) = X40 ((d) — tiady ) T ts) = dy — T 4 = 0.
Besides linear equation satisfiability, another direct application is to ensure
(6,1%) = 1 in one-out-of-many proofs ((f,1°) = z in steps 3 and 12 in Pro-
tocol . Since all f;’s are small, we can use a smaller parameter set to reduce
the proof size. But in our ring signatures (Protocol 3), the improvement will be
less significant since we fully avoid the binary proof part. Thus, we describe our
ring signatures with the standard encoding scheme for simplicity.

Formal protocol. We formally describe our linear equation satisfiability
protocol in Protocol [2l Similar to lattice-based X-protocols, the prover needs to
sample the masking values from special distributions (steps 2 and 4) and reject
results that are out-of-bounds (steps 12 and 14). Accordingly, the verifier checks
the norms of the openings based on the claimed bounds (step 17, first line).

The prover and verifier run the first 5 steps of partially amortized binary
proof (Protocol [I)) to generate the commitment E, F,G. ¢;’s in Equation
are derived in step 3 and their masking values, d;’s, are generated in steps 4 and
5.
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After receiving the challenge x, the prover generates the responses of the
binary proof based on steps 7 to 11 in Protocol [I} As (f,2%) = 0 holds, the
prover can avoid sending fo in step 11. In step 13, the randomness for ¢ (i.e.,
r.) is derived based on 7, ;’s since ¢; = Zf:_ol wib; ;.

Finally, in step 16, the verifier computes fo to ensure (f,2F) = 0 holds.
Here she also needs to run on R instead of R, to avoid the overflow problem
and returns false if fy is not in R,. The commitment of ¢ is derived based on
B;’s. The check on C and D in Step 17 ensures f;’s are properly generated from
¢;’s and the last verification Vi, (step 12 in Protocol [1)) ensure b;’s are binary
vectors.

The following theorem ensures the security of Protocol [2| For simplicity, we
ignore the security requirement of the binary proof part as the balance constraint
can use a different parameter set.

Theorem 2. Let vz = 4¢smdBwp(||w||3+S+1)'/2 and the HMC is hiding and
~vre-binding. Protocol 5 has (S, 3)-special soundness for relations Rig(Bvmd)
and Ry p(vie) and SHVZK with a completeness error 1 — 1/(u(é1)pu(p2)u(es))
defined in Lemma[3

Proof. Here we only focus on the SHVZK of ¢ to argue the new encoding scheme

leaks no information. Other parts are similar to standard proofs for lattice-based
X -protocols. The full proof is formally given in the full version [GZG™21].

SHVZK of c. The simulator samples f; < DisTs for all j € [1,k) and sets

fo = fj = 0. Then, it computes f; = f; —2f;,; to build f and sets f; =

(fi,--+, fr_1). Clearly, (f,2%) = 0 holds and f; is close to the real distribution.

O

5 Linear Sum for Ring Signatures

5.1 Ring signatures without binary proofs

Binary proofs in ring signatures. In most of existing ring signatures [ESLL19|
EZST19/ESZ22|, a one-out-of-many proof is used to show a prover (signer) knows
an opening of a public key P, in a public key set (FPp, -+, Pnv—_1). The idea for
this proof is regarding a public key as a commitment to zero. Thus, by con-
structing a secret binary sequence § = (8,0, - ,0;,ny—1) with Hamming weight
1, a prover proves 1) § is well-formed and 2) Z?Z)l 01,;P; = P, is a commitment
to 0. A straightforward solution for the former relation is to use a binary proof
to show § is a binary vector and Zf\i_ol Ji= Ef\:)l(a:@ +a;) = x for a challenge
x and some masking values a;’s where Zﬁ\gol a; = 0. Unfortunately, the proof
size of this approach is O(N) due to the size of 4.

The efficient logarithmic-size ring signatures “compress” § to several shorter
delta vectors and allow the verifier to “reconstruct” d with these vectors [ESLL19,
EZST19/ESZ22|. Suppose N = 8. Write I = (lp, - ,l),_1) and i = (ig, -~ ,i}_1)

as the representations in base 3 such that 6;; = Hf;& 01, ,i;- Instead of proving
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that an N-size vector § is well-formed, the prover only needs to prove k-many
B-size vectors, (4.0, 75lj,ﬁ—1)§;é, are well-formed, which reduces the proof
size to O(kp).

One observation is that the binary proof requires a larger parameter set than
other parts of the proof to ensure security. This is due to 1) the hardness of
the M-SIS problem and 2) ¢;;(1 — ¢;;) = 0 may not hold in R, for a smaller
q (the relaxation factor for this constraint is large) [EZS™19,[ESZ22]. Though
the binary proof is simple, its larger parameters indicate a larger proof size.
Motivated by this, we analyze ring signatures and find proving § being a binary
sequence is redundant. For example, a signer can prove knowing the opening to
2P, instead of P, without sacrificing security. Generally speaking, it is sufficient
to relax the one-out-of-many proof by proving the knowledge of an opening
to Zil\:)l b;P; in ring signatures, where b;’s are short and not all b;’s are 0
(relaxing ¢&;; to b;). While reducing binary proof is nice in itself, we would like
to highlight that it is particularly important for ring signatures. As “the binary
proof requires a much bigger modulus than (other parts of ) the one-out-of-many
proof” |EZST19], avoiding the binary proof fully releases ring signatures from
the burden of large parameters. Therefore, instead of running a full one-out-of-
many proof, ring signatures can use a much more efficient linear sum proof with
a small modulus.

New ring signatures. Let r be a private key and P, be the corresponding
public key in a public key set P = (Py,---,Pn_1) for some N > 1 and 0 <
I < N. The goal of ring signatures is to show the knowledge of a secret key(s)
corresponding to a public key(s) in P. Based on the idea in Section we show
that proving the knowledge of an opening of a short non-zero linear sum relation
of the public keys suffices for ring signatures, i.e., knowing some bounded b;’s
and an opening to Zf\gl b; P; where at least one b; is not zero.

Theorem 3. In ring signatures, if the commitment scheme is computational
hiding and v-binding, then the ring signature scheme described above is unforge-
able with respect to insider corruptm?ﬁ in the random oracle model.

Proof. Assume there exists a PPT adversary F that can efficiently forge a ring
signature with non-negligible probability, we have an adversary A which can
break the binding property of the commitment scheme, and solve the M-SIS
problem accordingly.

A samples r + {—B,--- B} and computes an invalid public key pk; =
Comgg(1,0,---,0;7). Due to the hiding probability of the commitment scheme,
F cannot distinguish pk; with other public keys. Then, A runs F for (k + 1)
times to get (k 4 1) forgeries with distinct challenges and same A, B, (Ej)fgé
based on the forking lemma (pk; is not corrupted). Furthermore, A runs the
extractor of Protocol 3 with the (k + 1) forgeries to get valid b, = y*b; for

i € [0, N) and a valid opening (0; s) of y Zij\;l b; - pk; for some public keys. With

5 The insider corruption allows the attacker to obtain private keys to some public keys
with corruption queries. Accordingly, the signature forgery should not include these
“corrupted” public keys in its ring.
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non-negligible probability, we have b; # 0 since F can only make polynomially
many registration queries to .A. Then, A uses all private keys but 7; to compute
s’ = yhtls — > izt biri. Since by # 0, we have b # 0 (with non-negligible
probability), and thus we find a binding collision for the HMC, ((¥;,0,--- ,0); bjr)
and (0; s’). Detailed proof is given in the full version |[GZG™21]. O

5.2 Unbalanced linear sum relation

It is important to note that the linear sum proof may be difficult to adopt the
“compressing” technique in [ESLL19/EZS™19/ESZ22| to achieve logarithmic-size
ring signatures as there may not exist (b, 0, - ,b;g—1) such that b; = Hf;é bji;
for all ¢ € [0, N) and finding such a solution can be very inefficient. This brings
us to the idea of adopting “unbalanced” relations as in relaxed proofs: using a
stricter relation in proving, but checking the original relation in verifying. For
instance, as a linear sum relation is sound for ring signatures and a one-out-of-
many relation is stricter than the linear sum relation, a prover can use b; = §;; in
the one-out-of-many relation to generate a proof. The verifier checks the linear
sum relation instead of the one-out-of-many relation. The unbalanced linear sum
protocol is similar to the one-out-of-many protocol without the binary proof part,
which avoids the constraint of b; € {0,1}. Additionally, to ensure at least one
b; is not zero, the verifier checks whether ||b|| > 0. The unbalanced linear sum
relations are defined as follows:

Definition 6. The following defines the unbalanced relations for our unbalanced
linear sum proof, proving Rrs and relazed opening R’ g:

_ (ck, P), (I,7)) -
Res(T) = {z €0, N)A|r|| < T AP = Come(0;7) [’
o ((ck. P), (5,5, 7)) :
’ _ N N N—1
Ris(To:T) =0 ol > 0 [lal] < To A 7] < To Ay 3 biPs = Comer(0:7) [ °
=0

where y is a relaxation factor and T, ’7A7,, and 'f; are norm bounds of r, b;, and
T respectively.

Though our “unbalanced” relation is derived from relaxed relations, the mo-
tivations behind are different. In our approach, we start from the verifier’s side
and show verifying a linear sum proof suffices in ring signatures. To improve the
efficiency, we restrict the prover’s relation and require the prover to run under a
one-out-of-many relation. The key idea is to find a strict and efficient relation
for provers. On the other hand, existing relaxed proofs start from the prover’s
side and find straightforward soundness proofs do not work. They need to re-
lax the relation on the verifier’s side to overcome the complications. The key
idea is to find a relaxed but sound relation for verifiers. Thus we use the term
“unbalanced relations” to distinguish with relaxed relations.

Logarithmic-size proof. To achieve a logarithmic-size unbalanced linear
sum proof, a prover can directly apply the “compressing” technique in [ESLL19,
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EZST19]. Here we briefly describe this technique to fill some gaps before showing
the details of the formal protocol. Specifically, the prover finds and commits
to k-many sequences (.0, - ,51_7.75_1)?;& such that 0;; = Hf;é 01,4, for all
i € [0,N). After receiving a challenge z, the prover’s response contains f;; =
x0y, i + aj; with some masking values a;;’s. Let 0" = (0150, -+ ,01,_,,8-1), @ =
(@0,0, -+ ,ak-1,8-1), and f = (fo,0, - , fx—1,8—1)- The prover needs to show 1)
(1,0, ,01;,5-1)’s are short non-zero vectors and are properly committed and
2) 0;;’s can be constructed with §;; = Hf;é 01,4, such that Zf\;}l 81 P; being
a commitment to zero.
For the first constraint, the prover shows the following equations hold:

Comeg (f; *) = Comey (28’ + a; %) = 2B + A;

Bs—1 B—1 B—1 B—1 (17)
ij,i:xz&j’i—l—z%}i:x—i—z%,i, Vj e [0,/{?)
=0 =0 =0 =0

The second equation ensures at least one element in (5lj’i)f;01 is not 0 for all
j’s as Zf;l fii=o+ Zf;ol a;; implies Z;B:_ol d1,.+ = 1. Moreover, proving ¢’
being “short” is done in the norm check of HMC openings. Besides, the second
equation is not a necessary condition for the linear sum relation. However, based
on the unbalanced relations in Section the prover can efficiently show the
second equation holds with a one-out-of-many relation.

For the second constraint, the verifier computes the product p;(x) = H;:é Fiis

k—1

k—1
pi(x) =[] i, = [T 00,5, + ajs))
3=0

=0
k—1 k—1 k—1
k j k j
=" T G, + D pig 27 = dnia® + Y piga?,
i=0 =0 =0

where p; ;’s are functions of §;, ;,’s (i.e., [) and a;;’s. Equation (18) holds for

all i € [0,N). As p; ;’s are independent of z, the prover can pre-compute p; ;’s

and send E; = Zﬁvz_ol p;,; P to allow the verifier to cancel out the coefficients

of the terms 1,x,--- , 2%~ before receiving = (the randomness is omitted here

for simplicity). For x* part, it can be set to the prover’s public key P, with
N-1

Zi:O 6l,ipi-

Formal protocol. We formally describe our unbalanced linear sum proof
protocol in Protocol 3. Similar to lattice-based X-protocols, the prove samples
all masking values from special distributions (steps 2 and 5) and rejects results
that are out-of-bounds (steps 11 and 13). Accordingly, the verifier should check
the norms of the openings based on the claimed bounds (step 16).

Steps 3 and 4 generate the masking values a; ;’s for 0y, ;’s and ensure Zf:ol aj; =

0 (which further ensure Ef;ol (w0, i+aj;) = ). p;;'s in step 3 are derived from

Equation .
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Protocol 3 Unbalanced Linear Sum Proof.
PPrs(ck,P,(l,7)), Vis(ck,P)

1: Prs: Set Ty = pvVkw and Ty = (wp)*Bv/2md.
2: Prs: Sample

o & Difigys T SEY aja,ceea8m1 ¢ Deymy, Vi € [0,K).
3: Prg: Set ajo = Zﬁ 1 a;i,Vjand a = (a;, l)f;&f:}f.
4: Prs: Compute § = ((5%71) :07’2-6201 and p; ;’s based on [.
5: Prs: Sample pg « D! 1 and p; < Sg,Vj € [0, k)
6: Prs: Compute the commitments
N-1
Ej =Y pijPj+ Come(0;p;), Vj€[0,k),
i=0
B = Com(8;714), A = Comei(a;rq).
7. Prs = Vis: A, B, (E;)iZ;.
8: VLS:>’PL5:x%Ck 3
9: PLsi Set 51 ((51J’1)J S’Z’B ! and a; = (aj,i)j;é:iﬁ:_ll-

10: Prs: Compute f; = x51 + a.
11: PLSI Run Rej(fl, .7351, ¢1, Tl)
12: Prs: Compute zp = xry + 7, and z, = xkr — Z;:é xjpj.

13: Pps: Run Rej((2, 2,), (xrp, 2%r — S35 1 27 p;), 6, Th).

14: Prs = Vis: fi1, zp, Zr.
15: Vg Compute fjo = — Z 1 i, Vj € [0,k).
16: V55: Conduct the following checks

? ?
| S 2¢)1T1\/a,VJ € [O,k),VZ € [laﬁ)a Hfj,OH S 2¢1111 V ﬁd,VJ € [ka)v

 f3,i
?
[zoll; [|2: ]| < 2¢2T2Vmd; sB+ A< Comer ((fo,0, 5 fr—1,8-1); 2b);
N—1 k=1 ,
Z H fii; )Py — ZE 2l = Com,(0; z-).
=0 75=0

Upon receiving the challenge x, the prover generates the responses fi, zp,
and z,. For f, the prover can avoid sending f;o’s as Z;-B;Ol fj,i = x holds. In step
12, z, is the response to randomness in P, and Ej’s based on Equation .

Finally, the verifier computes fJO =z — Z 1 i for all j € [0,k) a

Z fj ; = x, which ensures Zz 0 51 + = 1 (and further ensures at least one

element in (61;,0,---,01,,5-1) is not 0 for all j’s). The last two checks ensure that

Efv 01 ;4P is a commitment to 0.
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Theorem 4. Let ys = (4p1v/EB)Fd 2 and v, g = (k+1)25 +2\/2¢o Bmd?wrpst
fork =k(k+1)/2 and k" = k(k—1)/2, the HMC is hiding and yrs-binding. Pro-
tocol 6 has (k+1)-special soundness for relations Rs(BvVmd) and R, s(vLs,V}.s)
and SHVZK with a completeness error 1 —1/(u(¢1)p(¢2)) defined in Lemma [

The proof is given in the full version |GZG™21].

6 RingCT Protocol

6.1 Overview

Since both Protocol 2] and Protocol 3 are public coin, we can use Fiat-Shamir
heuristic to transform them into non-interactive protocols and build a RingCT
protocol. We first show how to combine the two proofs and then address some
additional issues such as the unbalancing problem and double-spending.
Combining two proofs. In a RingCT protocol, a spender needs to prove a
transaction is valid and hides the identity of input accounts simultaneously. This
can be achieved by adding decoy accounts into inputs and proving the balance
and linear sum (ring signature) relations in one proof. Note that the binary
proofs for inputs can be reduced as they have been verified as output accounts
in previous transactions. Let CNK;, = (ra,i)f\ial and CNK ., = (rbyi)f:_ol be the
sets of input and output coin keys respectively (i.e. randomness), CN;,, = (Ai)f\ial
and CN,,; = (Bi)f\igl be the sets of input and output coins (commitments to
a;’s and b;’s, i.e., A; = Comep(a;;74,:) and B; = Comer(bi;7rp,)). Consider
N M inputs (CN(‘J));-V:_O1 = (A(]))iﬂia,;i\fjfl, which have M spender’s accounts (the

wm 7
spender owns the amount values and coin keys at index j = [, (al(l), rgl,)i)i]‘ial),

and (N — 1)M decoy accounts, CNEQ where j # [. To transfer funds to .S output
accounts, (B; = Comck(bi,rb,i))f:_()l, the spender needs to send an additional

commitment C' and compute public keys (Pj)é\’:_o1 as follows:
C = Comg(c; L),
S—1 M—1 ) (19)
Pp=3"B;- > AV -, vjelo,N).
=0 =0

Ideally, we regard P, as a commitment to zero with the private key (random-
ness) r = Zf;ol Thi — Zf‘igl r((ll’)i — r.. The spender can further show P, is a
commitment to zero as in our ring signature scheme, which proves the amount
balance and hides the identity at the same time. Unfortunately, as linear sum
proof only ensures Zi]igl b; P; is a commitment to zero instead of each P; (we use
Z,» to distinguish with the output amount b;), the above approach will incur an
unbalancing problem. For instance, if the spender owns two input accounts at in-
dices s and t with a(®) = 2 and a® = 1, she can mint b = 4 coins (b # a(*) +a(®)
by setting M =S =1, Es =3, and Et = —2. As P, is a commitment to b — a(®)
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(ie., 2) and P; is a commitment to b—a® (i.e., 3), by Ps + by Py is a commitment
to 0 (here we use the amounts directly instead of their bits for simplicity). This
is due to the security proof of our ring signatures relies on P;’s being correctly
generated (i.e., commitments to 0), which may not be true in RingCT as P;’s
are derived from different accounts. Prior to show our solution, we describe the
linkable version of our ring signature to avoid double spending.

Avoid double-spending. To avoid double-spending, we extend our ring
signature (Protocol 3) to provide linkability by checking the serial number of each
input account to ensure it is not included in previous transactions. This could be
done by following the blueprint of MatRiCT [EZST19] and MatRiCT+ [ESZ22].
Consider a new commitment key H. A serial number SN is a public commitment
to zero under H with the signing key r as the randomness, i.e., SN = H - r. At
step 6 of Protocol |3 the prover needs to additionally compute F; = H - p; for
all j € [0, k). In the verification, the verifier can 1) link the proof with previous
ones based on SN and 2) check SN is correct with 2% - SN — Zf;é T/ F; = H -z,

In a RingCT protocol, each account has an additional account key pair,
(pk,sk) such that pk = Com,(0,sk) under a set of different public param-
eters rk. For each input account, ¢ € [0, M), the spender places it at index
[ of an N-size ring PK; and runs the above linkable version of Protocol 3,
Prs(rk, PK;,SN;, (I,sk;)). Besides, as described in MatRiCT+ [ESZ22], the link-
able ring signatures for M input accounts can be aggregated into one with
Zf\ial a;pk; + P; as the public keys and Zf‘ial a;sk; + r as the signing key,
where «;’s are challenges. To avoid double-spending, the verifier simply checks
the serial numbers are distinct and not included in previous transactions.

Avoiding unbalancing problem. To address the unbalancing problem de-
scribed above, we show a simple and efficient approach to ensure the spender
can only use one P; to run the linear sum proof. Recall the linkable version of
our unbalanced linear sum proof. The serial number ensures a spender cannot
1) avoid sending any serial number of her real account and 2) include the serial
numbers of other’s accounts. Thus, the serial number set of a valid transaction
must be the serial numbers of all real input accounts. Accordingly, the number
of serial numbers must be HW(b) - S, which reveals how many accounts are used
as real inputs in our unbalanced linear sum proof. Therefore, to ensure one P;
out of an N-size list, the verifier checks the number of serial numbers being S.

The security of this approach can be derived directly from the prosperities of
serial numbers. If the count of serial numbers is different from the count of real
input accounts in a transaction (and causes the unbalancing problem), it either
excludes the serial numbers of the real accounts or includes the serial numbers
of others’ accounts. Since the serial number and secret key share the same secret
b to indicate the indices, it cannot pass the verification in either case.

6.2 RingCT functions

We present the full set of algorithms in our RingCT protocol. Consider the case

with M input amounts (a;)M ;' and S output amounts (b;)='. The balance
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proof part in RingCT protocols is a special case of linear equation satisfiabil-
ity, where N = S+ M, (wo, -+ ,ws—1) = (1,---,1), and (wg, - ,ws+m—1) =
(—1,---,—=1). Accordingly, Equation can be expressed as

- M-1
F(ag, -+ ,anm—1,bo, - bs—1) = D bi— Y ai. (20)

Let B be the set of public keys and coin keys of all registered accounts, S be
the set of serial numbers for spent output accounts, CNK;, and CNK,,; be the sets
of real input and output coin keys respectively (i.e. randomness), CN;;, and CN,;
be the sets of real input and output coins (commitments to amount with coin
keys as randomness), SK;, and SK,,; be the sets of real input and output secret
keys respectively, PK;, and PK,,; be the sets of real input and output public keys
respectively, SN, be the set of serial numbers of real inputs, CNy and PK4 be the
sets of decoy coins and decoy public keys.

In Protocol [2] denote the initial commltments as CMT.g = (D,E,F,G),
the prover’s response as RSPz = (f1,(9i)5 ', 2, 29, 2), and CMT}, = E. In
Protocol |3 denote the initial commitment as CMTrs = (A, B, (Ej)gté), the
prover’s response as RSPrg = (f1, 2p, ), and CMT} ¢ = (B, (Ej)f;ll)

e Setup(1*): Run G + CKeygen and set ck = G. Run G’ + CKeygen and
set rk = G’. Run H < CKeygen and set sk = H. Choose a hash function
H :{0,1}* — C. Return pp = (ck,rk, sk, H).

e Mint(pp, v): Sample r + {—B, --- , B} and compute Bits(v) = (vo, -+ ,vx_1),
B = Comi(v; 7). Return (cn, cnk) = (B, r).

e KeyGen(pp): Sample 7’ + {—B,--- , B} and compute P = Com,(0;7’).
Return (pk,sk) = (P,r’).

e SerialGen(pp,sk): Compute SN = Com,(0;7') where ' = sk. Return
SN.

e Spend(pp, (a:)X5", (b:)7=, CNyp, CNKyp, PKipy, SKyn, SNy, CN g, PK): Choose
[ < [0,N — 1]. Parse CN;, = (A)Mo1, eng,, = (r0) Mo, PRy, = (PU)MIT,
and SK;, = (r;(fi))f\ial. Set Bits(a;) = a; for i € [0, M) and Bits(b;) = b; for i €
[0,S). Call Mint(pp,b;) = (cn;, cnk;) = (B, 15,), KeyGen(pp) = (pk;,sk;) =
(Pyi, 7} ;), and SerialGen(pp,sk;) = SN; for ¢ € [0, S) for output accounts Set
CNoyt = (Cni)fz_ola CNK ot = (cnk; )z _0 , PKout = (pk; )f_olv SKout = (sk; )7, o and
SNour = (SN;)2 Set ey = (AV) M LN and PRy = (PY)) Mg AN for j # L.
Proceed as follows:

1. Compute ¢ = H(pp,CNyy, PKin, SNin, CNg, PK4) as the first challenge in the
partially amortized bmary proof (Protocol

2. Run PLE(Ck7 ((1 B; )z 0 7( 1A ) ) ((bh'rb Z);S 0 7((12,’)“(1 l)f 0 )) to gen-
erate CMT g based on the ﬁrst 7 steps of Protocol 2

3. Compute C' = Comg(c;r,) and P; = Z 'B; — ZM ! A(]) C for j €
[0, N) in Equation

4. Set P = (Py,--- ,PN,l) Run Prs(ck, P, (1, 35 r — S M rl) — )
steps 1 to 7 in Protocol 3] to generate CMT 1g.
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5. Foreachi € [0, M —1], set P; = (choz)7
steps 1 to 7 in Protocol |3 to generate CMT(L% for all 4’s.

6. Additionally compute F; ; = H - p; ; for all ¢ € [0, M — 1] and j € [0, k) at

. ; . M—1k—1

step 6 of Protocol |3 (as described in Section . Set F' = (Fj ;)0 ;=0
and F* = (F;); 55 040

7. Compute Tr = H(ppa CNiip; PKyn, SNy, CN g, PK g, CNowt, PRouts SNowts C'vlTLEa
(CMTLS)z 0 CMT s, F).

8. Compute RSPz by running the remaining steps of Prg (Protocol .

- POTYY . Run Prs(rk, By, (1,7, )

't a, 7

9. Compute RSP(L%’S and RSP g by running the remaining steps of P g for all
i’s (Protocol [3)).
10. Set = (CMT% , (CMTI )Mot CMT? g, F*, 2, RSP 15, (RSPUL)M o1 RSP ).
Return (CKouta CNKouty PKouta SKout7 SNouta )

e CheckAct(B,PK,CNK): For all pk; € PK and cnk; € CNK, if all (pk;, cnk;)’s
appear in B, output 1. Otherwise, output O.

e IsSpent(S, SN): For all SN; € SN, if any SN; appears more than once in SN
or appears in S, output 1. Otherwise, output 0.

e Verify(pp, S, CNip, PKipn, SNip, CN g, PK g, CN o ut, PKout, SN, 7): Compute ¢ =
H (pp, CNyy,, PKypp, SNy, CNy, PKy) as the first challenge in the partially amortized
binary proof (Protocol . Run CheckAct(B, PK;,, CNK;,,). If the output is 0,
return 0. Run IsSpent(S, SN;,). If the output is 1, return 0. Parse 1 = (CMT g,

(CMT;{; )L CMT g, F* RSPLE,(RSPLS)l o', RSPLs). Proceed as follows:

1. Return 0 if |CN,y,| # M or |PK;,| # M or |SN;,| # M.

2. Rebuild CMT ;g based on the last two verifications in stcp 12 of Protocol [I]
and the forth verification in step 17 of Protocol |2 (CMTLS) Land CMT g
based on the forth verlﬁcatlon in step 16 of Protocol [3} Rebuﬂd F by setting
Fio=2"-SN; —E 13: IF;,; — H - zp; for all i’s.

3. Return 0 if x # H(pp, CNin, PKin, SNin, CNg, PK g, CNout, PKout, SNout, CMT g,
(CMTLS)I o' CMT g, F), otherwise return 1.

B and S will be updated once transactions are recorded on the blockchain.

7 Evaluation

Implementation. To evaluate the performance of the proposed proofs, we
give a reference implementatiorﬂ of our approaches in Golang. The underling
polynomial ring operations are implemented with LAGo |LJC24]. To compare
with MatRiCT and MatRiCT+, we evaluate the performance of our approaches
(as well as MatRiCT and MatRiCT+) under settings: ¢1 = ¢o = 15, B = 1,
(d,w,p) = (64,56,8), g = 24921842941, (n,m) = (29,60), § = 231 —218423+1,
and (m,m) = (18,38) for MatRiCT; and (d,w) = (256,56), ¢ = 167770241

" https://github.com/GoldSaintEagle/RingCT_Implementation
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(= 227), (n,k) = (4,4), ¢ = 234+ — 226 — 2" + 1 and (n,R) = (5,5) for Ma-
tRiCT+. Note these settings suffice the 128-bit security of partially amortized
binary proof when the number of outputs are small (< 2) in our experiments. All
experiments are performed on a personal laptop equipped with Intel i7-8750H
2.20GHz CPU and 8GB memory.

Proof size: balance proof. We first evaluate the performance of our balance
proof. Referring to , we consider the scenario that requires 64-
bit precision for amounts (i.e., k = 64) and fix the number of output account
(S = 1). The balance proof size growth with the number of input accounts is
depicted in Figure [I] As we do not consider anonymity in our balance proofs,
the proof size does not increase much with M except when M = 1. This is an
expected result as M only contributes to the size of proof elements which is
logarithmic to the proof size. Furthermore, there is a clear burst in MatRiCT
when M = 3 if we use full range proofs to show the validate of corrector values.
This problem can be avoided by embedding the range relation in the binary
proofs of output accounts as with MatRiCT+ (MatRiCT w/o range proof in
Figure . Nevertheless, our approach can save 15% size of MatRiCT (with
range proof) when M = 1 and more than 50% in other cases, and nearly 20%
size of MatRiCT+.

Proof size: ring signature. We further evaluate the performance of our
ring signature, and compare with MatRiCT and MatRiCT+ .
As N is relatively small in existing anonymous cryptocurrencies (e.g., N = 11 in
Monero), we fix k = 1 and 8 = N. The signature size growth with the ring size N
is depicted in Figure[2] Since we set 3 = N, all approaches scale linearly with the
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ring size. Compared with MatRiCT, our approach reduces about 50% proof size.
This is contributed by removing the binary proofs, which allows us to efficiently
run under the smaller parameter set. The improvement is less significant in
MatRiCT+ settings. This is mainly due to the cyclotomic rings optimization
decreases the gap between different parameters, i.e., (¢,n, k) ~ (234,4,4) and
(g,n,R) ~ (227,5,5). Nevertheless, our approach can still save about 15% proof
size of MatRiCT+.

Time consumption. Finally, we compare the proving and verification time
of our approaches with MatRiCT [EZS™19] and MatRiCT+ |[ESZ22|. The results
are depicted in Figure|3| Our inner-product based approach reduces nearly 30%
proving time of the MatRiCT and 20% of MatRiCT+ as we do not involve ¢;’s
in binary proofs. Besides, since the commitment of ¢;’s is derived from A;’s and
B;’s, our approach also reduce the time of committing to corrector values. Fur-
thermore, our approach reduces about 20% verification time of both MatRiCT
and MatRiCT+. The main reason is verifying the inner-product relation (step
11 of Protocol [2)) is much more efficient than the balance relation with corrector
values. Therefore, the efficiency of binary verification is also improved without
corrector values.

The performances of ring signatures are depicted in Figure[d Our unbalanced
linear sum approach can reduce nearly 15% proving time of MatRiCT and Ma-
tRiCT+ when N = 50. This is mainly contributed by avoiding the binary proof
parts in our approach. When N is small, the improvement is less significant as
the binary proof cost is only a small portion of the whole cost. The improve-
ment in verification is less significant due to the same reason. Nevertheless, our
approaches outperform MatRiCT and MatRiCT+ in all settings.

8 Discussion

Security of parameters. Based on Lemma [l we can find that the security of
M-SIS increases with n whereas the security of M-LWE increases with m — n.
Thus, we balance the security aspects to choose parameters such that m =
2n. Furthermore, MatRiCT |[EZST19| and MatRiCT+ [ESZ22] aim for the root
Hermite factor of § ~ 1.0045 in Equation (2) for both M-LWE and M-SIS,
which indicates 128-bit post-quantum security [APS15]. Here we show that our
parameters ensure a same security level.

Prior to present the results, we show a technique used in [EZST19| to reduce
~Ybin Dy scarifying some completeness (increasing the completeness error).

In the binary proof of MatRiCT, after generating g;’s, the prover and verifier
further check [|(g; o (-1 — g;))7-4 | be a factor 4d smaller than the theoretical
bound (after steps 8 and 12 in Protocol [I} Equation (33) in the full version
IGZGT21]). [EZST19] shows these changes can significantly reduce 7p;, while
ensuring the completeness error less than 1%. Therefore, the norm bound of
I|(5;77)|| becomes

|8 7p)l| = 42/ dBw? (235364 + 3B2m(S + 1)) (21)
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Accordingly, vpin, becomes

Ybin = maX{BBina BAmor}

= max {4p2 VBB (PRSP0 + G3BPm2(S + 1)),

S—1
2n+153pmwn—lmd2¢2\/m Z(wp)z}
=0

Observe that Bpi, is the bound in MatRiCT (Lemma 5.5 in [EZST19)]) in-
troduced by the binary constraint (our solution has a smaller bound in this
term since we use the new encoding scheme), and Bamor is introduced by
our partial amortization technique. Meanwhile, Bamor < Bpi, when S < 2
which indicates our parameters satisfy Equation . Specifically, when S = 2,
27pin ~ 2.86 x 10, which is smaller than min{gq, 22vVndlogalosd} ~ 410 x 10
in Equation .

Additionally, 2(2wp)~ e vVwksS ~ 2.04x10° and 8(we; )*pkSd ~ 3.70x 1011
when S = 2, while q/2 ~ 2.81 x 104, which is greater than both terms. Thus, we
can safely use the our parameters for binary proofs when S < 2, which satisfies
most cases for confidential transactions.

For the linear equation satisfiability, we set ||w||f = S+ M in v,5. When S =

2 and M = 50, we have 2y, ~ 1.34x10°, which is smaller than min{g, 22V 7?18 @logd} ~
1.44 x 10° in Equation . Thus, the settings satisfy the security of our linear
equation satisfiability.

Lastly, for the unbalanced linear sum proof, we have 2v;s =~ 6788 when
N = 50, which is much smaller than 1.44 x 10 (derived from the left hand size
of Equation ) It also indicates we can use a much smaller parameter set for
ring signature applications.

Compatible with other techniques. As we improve the underlying ZKPs
of RingCT protocols, our approaches preserve all distinguishing features of Ma-
tRiCT, such as being compatible with extractable commitment techniques, which
allows one to design an auditable RingCT protocol by placing a “mini trapdoor”
in HMC (enumerating all possible values to recover the committed message).

Besides MatRiCT, other techniques in MatRiCT+ [ESZ22| to optimize the
underlying cyclotomic rings can also be applied in our approaches. Specifically,
a new CRT-packing technique is proposed in power-of-2 cyclotomic rings to
reduce the modulus with binary CRT slots (and reduce the commitment size
accordingly). Furthermore, MatRiCT+ optimizes challenges in cyclotomic rings
to reduce their Hamming weights [ESZ22|. As both techniques are “general and
of independent interest for lattice-based proof systems” |ESZ22|, our approaches
can regard them as optimized settings to further improve efficiency.

Discrete logarithm settings and other applications. Since our tech-
niques do not rely on lattice settings, the results are believed to be of independent
interest for RingCT protocols in a generic setting and other applications.

Partially amortized binary proof can be directly applied in discrete logarithm
settings to batch z; ;’s regardless of .S since the norm checks are no longer needed.
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Partial amortization extends the amortization technique in [ACF21] which
can benefit other applications with non-homomorphic constraints (e.g., reduce
the cost of responses to randomness in many X-protocols).

Linear equation satisfiability is compatible with bit-based commitments with
Equation (commit to the bits of the secret instead of its value). It also has
a wider application, such as in the R1CS check to build SNARKSs. To prove the
knowledge of z and z4 such that A-z = z4, one can run our linear equation
satisfiability by setting 24, — >_; 4i j2; = 0.

The new encoding scheme allows a prover to ensure both (d,t) = 0 and the
encoded result are short, which can be used with smaller parameters to reduce
the proof size in lattice settings as mentioned in Section

Unbalanced linear sum proof can also be applied in discrete logarithm set-
tings directly to improve their performance of ring signatures by removing the
binary proof part. Note that under the discrete logarithm assumption, b;’s do
not necessarily have to be short. Besides RingCT protocols, other ring-signature-
based applications can also be benefited. For instance, in an anonymous e-voting,
voters can use our linkable ring signature to sign their votes. The tallying cen-
ter verifies the signatures to ensure validity and avoid multiple voting without
knowing the identities of the voters.

First, an O(v/N)-size commitment scheme is proposed in [BBCT18] by en-
coding N-many secrets into S where v = | = O(v/N). Unfortunately, when
adopting this approach, the (f,2*) in Equation (15 cannot be calculated di-
rectly as Z will “batch” some f;’s when computing S - C. For instance, consider
the first element in Z, zpo = Zi;é 50,i * Ci,0 + Yo,0- As fo = S0,0 - 0,0 + Yo,05
we have 20 - 299 = 29 - fo + 20 - (Zi;% s0.4 - ¢cio) = 2°- fo +2° - eg. Therefore,
it is important to allow the verifier to cancel out 2?2—01 2t . ¢; without leaking
any information when computing (f,2*). The same issue occurs in ring signa-
tures when computing 25;01 fj, in Equation and Hf;é fi;,i; in Equation
(18)). The latter one is a much thornier problem when using z; ;’s to compute
Hj;é fj,i;- Second, Bootle et al. show the proof size of a X-protocol can be

reduced to O(N ﬁ) with d-levelled commitments or O(log®(N)) with Bullet-
proofs folding [BLNS20]. Though the result is promising, we find it is hard to
be applied in our approaches due to the same reasons above. Besides, the sizes
of the extracted solutions (denoted by “slack” in [BLNS20]) also increase.

Open problems. Though our partial amortization technique works in most
RingCT cases, directly applying it with a larger S requires larger parameters,
which hinders from a wider application. It is very useful to improve the amor-
tization technique for a larger S. Besides, our ring signature approach avoids
the binary proof part based on the fact that a one-out-of-many relation is not
a necessary condition for ring signatures. An interesting question is finding the
sufficient and necessary condition for ring signatures, which may further avoid
unnecessary parts of our linear sum proof for a better efficiency. Finally, the
linear sum relation yields a “many-out-of-many” relation [Dia20]. Unlike [Dia20]
which generates many public key index from a single secret [ with permutations,
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the linear sum relation maps b;’s to P;’s directly. Thus, logarithmic-size linear
sum proofs seem promising solutions.
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