Efficient and Secure Post-Quantum Certificateless
Signcryption with Linkability for IoMT

Shiyuan Xu, Graduate Student Member, IEEE, Xue Chen, Graduate Student Member, IEEE,
Yu Guo, Member, IEEE, Siu-Ming Yiu, Member, IEEE, Shang Gao, Member, IEEE, and Bin Xiao, Fellow, IEEE

Abstract—The Internet of Medical Things (IoMT) has gained
significant research focus in both academic and medical insti-
tutions. Nevertheless, the sensitive data involved in IoMT raises
concerns regarding user validation and data privacy. To address
these concerns, certificateless signcryption (CLSC) has emerged
as a promising solution, offering authenticity, confidentiality, and
unforgeability. Unfortunately, most existing CLSC schemes are
impractical for IoMT due to their heavy computational and
storage requirements. Additionally, these schemes are vulnerable
to quantum computing attacks. Therefore, research focusing on
designing an efficient post-quantum CLSC scheme is still far-
reaching. In this work, we propose PQ-CLSCL, a novel post-
quantum CLSC scheme with linkability for IloMT. Our proposed
design facilitates secure transmission of medical data between
physicians and patients, effectively validating user legitimacy and
minimizing the risk of private information leakage. To achieve
this, we leverage lattice sampling algorithms and hash functions
to generate the partial secret key, then employ the sign-then-
encrypt method and design a link label. We also formalize and
prove the security of our design, including indistinguishability
against chosen-ciphertext attacks (IND-CCAZ2), existential un-
forgeability against chosen-message attacks (EU-CMA), and link-
ability. Finally, through comprehensive performance evaluation,
our computation overhead is just 5% of other existing schemes.
The evaluation results demonstrate that our solution is practical
and efficient.

Index Terms—Certificateless Signcryption, Internet of Medi-
cal Things, Linkability, Lattice, Information Security, Applied
Cryptography.

I. INTRODUCTION

HE Internet of Medical Things, a new concept emerging

from the combination of medical sensor devices and
the Internet of Things, providing patients with diverse and
flexible treatment options [1], [2]. A traditional IoMT scenario
consists of three types of entities as depicted in Fig. 1,
including patient, medical monitoring device (MMD), and
physician [3], [4]. The medical monitoring device worn by
the patient transmits data from various body indicators via
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Fig. 1. A Traditional Framework of IoMT.

the Internet to the hospital for storage. Doctors can access
the patient’s medical health data by accessing the database of
patient records, and then use Artificial Intelligence algorithms
to analyze the patient’s data, point out possible conditions,
provide remote treatment, prescribe potential medications, and
make near real-time decisions for the patient. As the patient
recovers, the doctor can also remotely ask the patient for
advice and precautions to prevent the disease.

IoMT provides patients with convenient and reliable health-
care services, enabling them to prevent or treat diseases
remotely and in a timely manner [5]. However, the data trans-
mission mode of IoMT can be intercepted or even tampered
with by an adversary during the communication process of the
patient’s medical information data, resulting in the leakage of
a large amount of sensitive information such as the patient’s
personal data [6]. This could lead to doctors making incorrect
diagnoses of patients’ conditions. For example, if an adversary
tampers with the data of medical monitoring devices and sends
some worsened physical indicators to the hospital, the doctor
may think that the patient’s condition has worsened after
the analysis and make a wrong diagnosis, thus affecting the
patient’s health [7]. Therefore, it is significant and challenging
to transmit and protect medical data securely.

Numerous scholars have adopted digital signatures [8], [9]
and public key encryption [10] to secure data transmissions
between medical monitoring devices and users for user authen-
tication and personal information protection. However, directly
combining these cryptographic primitives in one scheme will
significantly increase the computational and storage overhead,
which is impractical for IoMT scenarios. Zheng [11] formal-
ized an innovative primitive, namely signcryption, which can
perform both encryption and signature operations. It not only
satisfies the authenticity and confidentiality requirements but
is also more effective than the traditional ‘sign then encrypt’



or ‘encrypt then sign’ methodologies. Classical signcryption
construction mainly includes two main categories, which are
identity-based public key cryptography (IB-PKC) and pub-
lic key infrastructure (PKI). Nevertheless, PKI-based CLSC
schemes require a Certificate Authority (CA) to distribute a
large number of certificates to users, resulting in complex
management and high storage overhead. In addition, IB-
PKC-based primitives face key escrow issues, where the key
generation center (KGC) can arbitrarily decrypt the user’s
message and forge its signature, posing to severe security risks.
To overcome the above-mentioned hindrances, Al-Riyami
et al. [12] presented a certificateless public key cryptogra-
phy (CL-PKC) primitive. Unlike IB-PKC, it introduces the
semi-honest KGC with its master secret key, which is only
responsible for generating part secret key. Then, Barbosa et
al. [13] formalized the concept of CLSC based on bilinear
pairing, where a user’s secret key consists of a secret key
value of its own choice and a partial secret key. Since then,
numerous novel CLSC schemes were proposed [14]-[17].
However, these schemes either require significant computa-
tional overhead or fail to provide data confidentiality in IToMT
scenarios. Besides, most schemes are vulnerable to quantum
attacks [18], which makes it still insecure and impractical.
However, there are circumstances where it is crucial to de-
termine if different messages come from the same sender. With
the vast amount of medical data available, it is time-consuming
for a physician to download and decrypt multiple medical data
to determine if they correspond to a specific patient [19].
To bridge the gap, the notion of signature linkability was
formalized, where a user generates several messages during
a particular event, these messages will be associated with
one another [20]. As such, physicians can directly ascertain
whether multiple sets of medical data pertain to the same
patient, significantly reducing computational overhead. To the
best of our knowledge, there does not exist a lattice-based
signcryption scheme that provides this property [21]-[29],
despite its practical benefits for privacy preservation in IoMT.

A. Our Motivation

IoMT offers patients more reliable and convenient health-
care services, enabling them to receive timely treatment from
doctors. However, transmitting medical data in IoMT presents
significant security and privacy challenges. For instance, data
can be tampered with by malicious adversaries, and patients’
sensitive personal information may be leaked. These issues
pose a bottleneck to the development of IoMT. Therefore,
ensuring the confidentiality and integrity of medical data while
achieving quantum safety remains a critical concern.

In our design, we prioritize practicality, efficiency, and
security. To get around these concerns, our intuition is to
develop a signcryption primitive that simultaneously performs
the roles of public key encryption and digital signature. In
addition, we incorporate lattice hardness to resist quantum
attacks. To simplify the complexity of key management and
deployment, a certificateless framework is promising as it
avoids the certificate management challenges associated with
public key infrastructure (PKI). In terms of security require-
ments, our design is built to be quantum-resistant and must

guarantee confidentiality and unforgeability for medical data.
Considering the real-world application, we also incorporate the
linkability so that physicians can directly determine whether
multiple sets of data are related to the same patient.

B. Our Contribution

We summarize the fourfold contribution to this work below.

« We propose the first post-quantum certificateless sign-
cryption with linkability, named PQ-CLSCL, designed
to secure medical data transmission between monitoring
devices and users (patients and physicians) in IoMT sce-
narios. It validates user legitimacy and mitigates the risk
of private information leakage while quickly determining
if multiple ciphertexts belong to the same patient. To
the best of our knowledge, this is the first quantum-safe
certificateless signcryption protocol for IoMT.

o The proposed scheme combines lattice-based certificate-
less signature and public key encryption into a single
primitive. It offers several security advantages, including
confidentiality, unforgeability, linkability, and authenticity
of transmitted data under two types of attacks.

o Our scheme has been proven to satisfy IND-CCA2, EU-
CMA, and linkability in the random oracle model (ROM).
Through rigorous security analysis, we demonstrate that
the IND-CCA2, EU-CMA and linkability of our PQ-
CLSCL primitive can be reduced to the hardness of LWE
and SIS, respectively. We also give an informal analysis
of the Man-in-the-middle attack and Impersonation at-
tack. By conducting a security comparison, our scheme
fulfills the properties of IND-CCA2, UF-CMA, quantum
resistance, and linkability simultaneously, surpassing the
capabilities of prior arts.

o Through comprehensive experiments, we have deter-
mined that our signcryption and unsigncryption overheads
are 21.067 ms and 10.567 ms, respectively, resulting in
a total computation overhead of 31.634 ms. Compar-
ative analysis with other signcryption protocols [21]—
[32] reveals that our PQ-CLSCL scheme outperforms
the overhead of all other lattice-based solutions. It is
worth noting that our signcryption and unsigncryption
overheads are only 0.07 to 1.0 times and 0.02 to 1.0 times
compared to prior arts, respectively. Our computation
overhead is just 0.05 to 1.0 times of existing lattice-based
signcryption schemes.

C. Technical Overview

Traditional lattice-based signcryption schemes typically em-
ploy the encrypt-then-sign approach [33], [34]. However, it is
not suitable for certificateless signcryption. Although Yu et
al. [28] proposed a lattice-based certificateless signcryption
scheme, the correctness of their construction is subject to
debate. Specifically, they used the SampleD algorithm in
their Extract algorithm as described in Section IV.B. How-
ever, the input for SampleD should be a matrix along
with a Gaussian parameter s and a center c, rather than
(A, R,u;,ss). Consequently, this discrepancy compromises
both the correctness and security of their scheme.



At a high level, we follow the blueprint of the scheme [28]
by addressing their problems and then additionally providing
the linkability property, which serves as a cornerstone for
medical data privacy-preserving in IoMT.

Achieving the lattice-based certificateless signcryption with
linkability is not trivial, our approach involves incorporating a
hash function H; and SamplePre technique into the partial
secret key algorithm to compute psk;. Then, each user selects
a secret value s; and combines it with psk; to derive its secret
key SK;. Concerning the linkability, we incorporate a link
label 1g = pskg + A Tsg in the ciphertext generation phase.
During the ciphertext linkability checking phase, a physician
can easily determine if two ciphertexts c; and c, are from the
same patient by comparing the two link labels 1; and Io.

D. Outline of This Paper

Section II provides literature reviews to show the recent
works. Then, we introduce the preliminary in Section III. After
that, our problem formulation is illustrated in Section IV. We
elaborate on the proposed PQ-CLSCL primitive in detail in
Section V. In Sections VI and VII, we illustrate the security
analysis as well as the comprehensive performance evaluation,
respectively. Eventually, we conclude this paper.

II. RELATED WORKS
A. Signcryption

Signcryption primitives can play the roles of public key
encryption and digital signature at the same time, thereby
ensuring the confidentiality and integrity of data transmission.
These primitives offer a lower communication overhead com-
pared to the traditional sign-then-encrypt scheme. Originally
proposed by Zheng et al. [11], signcryption combines signing
and encryption algorithms into a single logical step. In 2002,
Malone-Lee introduced an identity-based signcryption scheme
[35], where the public key can be any string. Subsequently,
Barbosa et al. [13] presented the first certificateless signcryp-
tion scheme with bilinear pairing, which provides forward
secrecy and non-repudiation. Liu et al. later proposed a novel
secure certificateless signcryption scheme within a standard
model [36], although it was found to be vulnerable to pub-
lic key replacement attacks. The certificateless signcryption
scheme described in [37] meets the requirements for unforge-
ability and confidentiality. Following this, scholars developed
an efficient certificateless online/offline signcryption primitive
for edge IoT devices [38]. In 2020, Yu et al. proposed a lattice-
based certificateless signcryption scheme [28]. Since then,
numerous researchers have focused on designing certificateless
signcryption primitives that are resilient to quantum attacks
[39], [40]. Recently, several studies have utilized certificateless
signcryption to secure message transmission and authentica-
tion in the Internet of Vehicles (IoV) [41], [42].

B. Internet of Medical Things

The Internet of Medical Things (IoMT), a combination of
medical sensor devices and the [oT [43], offers patients a more
accessible and reliable healthcare service. This advancement

TABLE I
NOMENCLATURE
Acronym Description
A security parameter
q prime number
B error distribution parameter
s Gaussian parameter
o discrete Gaussian distribution parameter
D discrete normal distribution
Hi, Ho hash functions

pp public parameter

(mpk, msk) master public-secret key pair
ID; user’s identity
S, U signcrypt/unsignerypt users set
{S,U} all users set
IDg,IDy signcrypt/unsigncrypt user
psk; partial secret key of user 1D;
(PK;,SK;) public-secret key pair of user ID;

m medical message

1, 2, p ciphertext elements

sig, sig’ signature of ciphertext element f1
c final ciphertext of medical message m

Qkc, QpPsk,QPKk R, Qsv query times
list list list :
OF O, O%% oracle lists

B; simulation algorithms to solve problems
Ar/Arr two-type adversaries
C challenger

enables them to seek prompt medical attention for their ail-
ments. However, during the communication and transmission
phase of medical data, there are risks of malicious interference
from adversaries, or potential leakage of patients’ private and
personal data [44], [45]. Hence, we necessitate the use of
cryptographic techniques to safeguard the confidentiality and
integrity of medical data transmission, in which signcryption
emerges as a promising candidate. In 2021, Zhang et al. [46]
proposed the idea of utilizing the certificateless signcryption
scheme to protect data in IoMT. Following this, Chen et al.
[2] proposed a paring-free certificateless signcryption scheme
for privacy-preserving in IoMT. The low computational and
communication overhead of their scheme meets the demands
of healthcare data transformation. However, at present, re-
search on practical schemes for protecting healthcare data in
the IoMT using signcryption primitive is scarce.

III. PRELIMINARIES

This sector introduces several fundamental knowledge, in-
cluding the notations utilized in this paper, lattice definition,
LWE and SIS hardness, lattice sampling algorithms, and left-
over hash lemma. Table I explains the acronym and description
used in this paper. In this paper, we use lowercase bold letters
to denote vectors (e.g. a) and uppercase bold letters to denote
matrices (e.g. A). We denote Z as the integers. We use [A|B]
to denote the concatenation of matrices A and B. We use ‘<’
to denote sampling values.

Definition 1: A basis of an m-dimensional lattice A is an
ordered set B = (by,bs, -+ ,b,) € R™ such that

A:A(B) :{l'lbl +£L’2b2++’£nbn|1’z GZ} (1)



Definition 2: Given a positive parameter o € RT, a center
c € Z™ and any x € Z™, we say that Dy = Z::Sg
for Vx € A is the discret;: Gaussian distribution over
A pre(x) = exp(—w@), where ¢ is a center and
Poc(N) = D ca Poc(X). Note that we need to make sure
that o < asAV6l for lattice security.

Definition 3: Given two positive integers n, € (0,1), a

prime ¢ = g(n) > 2, where ag > 2+/n, and a secret s & Zy,
we define:

(1) LWE distribution: Uniformly select a matrix A <$4
Zy*™, and a sample e < W', outputting (A,ATs+e) €
Ly ™™ X Ly

(2) Uniform distribution: Uniformly select a matrix A &
Zy*™ and a vector x & Z;, outputting (A, x) € Zy " XLy

Lemma 1: Given a vector x < Dyz» ¢ and the inequalities
Ix|| < sy/n and |x| < swy/logn hold with overwhelming
probability if s > w+/logn.

Definition 4: Given a positive integer g, a random matrix
A ¢ ngm, m random vectors a; € Z'{;, and a real number
B (g > pB), find a non-zero integer vector z € Z™ of norm
lz]| <B st Az=3"a; -2, =0€Z].

Lemma 2: When ¢ = 0, the discrete Gaussian distribution
D7, can be abbreviated as D]'. Given a vector x <+ DT,
it has ||x|| < 20\/m with overwhelming probability. Given a
real number A > 0 and a vector g € Z™, we have:

D™ (x) 1

Pr[x « D" : m <en?t¥] 127100 ()
7,8

where o = 9(||g||) and the probability distribution of D" is

m

o2
pro(x) = e~ 0722 (2mg%) 7 3)

Definition 5: For any lattice A and a positive real € > 0,
the smoothing parameter 7.(A) is the smallest real o > 0 s.t.
p1/0(A*\{0}) < e. Note that the Gaussian distribution over
lattice has good cryptographic properties when its Gaussian
parameter exceeds the smooth parameter.

Theorem 1: [47] Given three integers n, m, and ¢, where
m > 2nloggq, the TrapGen(n,m,q) algorithm returns a
matrix A € ngm and a basis T € Zgnxm, where A is
statistically close to uniform and | T| = O(v/nlogq).

Theorem 2: [48] Assume that three integers n, ¢ = poly(n),
and m > 5nlog ¢.Taking a matrix A € Z;*™, a lattice basis
T € Z™™ of AL(A) satisfying [|T[| < O(nlogg), and
a Gaussian parameter 0 > ||T| - w(v/logm) as input, the
SamplePre(A, T, v, o) algorithm outputs a vector x € Z!*,
which is statistically close to the distribution DAE (A),o satis-
fying Ax = v mod q.

Definition 6: A simplified version of the leftover hash
lemma includes two universal functions F' = {f : X — Y'}.
Given two vectors Xi,xXs(X; # Xg), it always satisfies:
Pricp(f(x1) = f(x2)) = ‘71| Specifically, given a finite ad-
dition group Z(’;, any integer m > 1, and a matrix A € ZZX"’,
the function ' = {fa : {0,1}"™ — Zy;x — fa(x) = Ax}
is two-universal.

IV. PROBLEM FORMULATION
A. System Models

As elaborated in Fig. 2, our IoMT system involves five
entities, namely, medical monitoring device (MMD), gateway,
key generation center (KGC), physician, and medical cloud
server (MCS).

« MMD: MMD is a device that is used to surveil various
health indicators of a patient and is usually carried by
the patient, e.g. stethoscope holder, sphygmomanometer,
continuous positive airway pressure, etc.

o Gateway: In an IoMT scenario, the gateway indicates
a transfer center, linking the MMD data to the gateway
router through short-range radio transceivers.

« KGC: KGC is the core infrastructure for public parameter
and master public-secret key pairs generation. In addition,
it also maintains to calculation of the partial secret keys
for MMD-embedded patients and physicians.

o Physician: Physician normally refers to the doctor-in-
charge or rehabilitation therapist with the responsibility
to communicate with the patients through a gateway and
also exchange medical information from MCS. There
exists a corresponding relationship between a signcrypt
ciphertext stored in MCS and the private information of
patients. Physicians can obtain the corresponding cipher-
text from MCS according to patients’ public information.

¢ MCS: MCS is a cloud server and it takes charge of
medical data storage. After uploading the data to the MCS
by MMD, a physician will diagnose the patient.

B. Threat Models

We make several threat assumptions regarding each entity

involved in our design as follows.

e MMD is considered as fully trusted, and all private
medical information is securely exchanged with the KGC
and gateway.

o Gateway is assumed as honest-but-curious. It acts as a
communication bond between the MMD and a physician
or MCS.

e KGC is considered as semi-honest, and the master-
public-secret key pair together with all partial secret keys
are stored in it. For the Type-Il adversary A;j, it can
obtain the master secret key.

« Physician is assumed as fully trusted in the sense that
it keeps the secret key privately and transmits the sign-
crypted data to the gateway.

e MCS is considered as honest-but-curious. It used to
store the medical signcrypted data honestly while it is
curious about the sensitive information from the medical
signcrypted data.

C. Formal Definitions of PQ-CLSCL
Our PQ-CLSCL scheme incorporates six algorithms, Setup,
Partial secret key Extract, KeyGen, Signcrypt, Unsign-
crypt, and Link. We specify the formal definitions as follows.
1) Setup(n, ) : Given a system parameter n and a security
parameter ), this algorithm is executed by KGC and
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Fig. 2. The System Model of Our Proposed PQ-CLSCL Scheme.

outputs a public parameter pp and a master public-secret
key pair (mpk, msk).

Partial secret key Extract(ID;, pp) : Given a user with
identity ID; and a public parameter pp, this algorithm
returns the user’s partial secret key psk;.

KeyGen(ID;, pp) : Given a user with identity ID; and
a public parameter pp, this algorithm calculates a secret
key value s; as intermediate and publishes a public-secret
key pair (PK;, SK;) for ID,;.

Signerypt(pp, m, IDg,IDy,SKg, PKy) Given a
public parameter pp, a medical message m, a signcrypt
user I Dg with its secret key SKg, and an unsigncrypt
user IDy with its public key PKj, this algorithm
outputs a ciphertext c.
Unsignerypt(pp, ¢, [Dg, PKg,IDy,SKy): Given a
public parameter pp, a ciphertext c, a signcrypt user I Dg
and its public key PKg, and an unsigncrypt user [ Dy
and its secret key SKy, this algorithm returns m or L.
Link(cy, co,1;1,12): Given two ciphertexts ¢, co and two
link labels 17, I, this algorithm returns Link or Unlink.

2)

3)

4)

5)

0)

D. Security Models

There are three security prerequisites for a secure PQ-
CLSCL scheme, confidentiality, unforgeability, and linkability.
Additionally, we need to consider two different types of mali-
cious attackers (Type-I: Ay and Type-II: A;;) interactive with
a challenger C when designing the cryptographic primitive.

1) Security prerequisites

o Confidentiality: A secure PQ-CLSCL primitive re-
quires to satisfy IND-CCAZ2, describing through several
interactive games between A or Ay together with C.

« Unforgeability: A requirement for a secure PQ-CLSCL
primitive is to achieve EU-CMA, depicting between
Ay or Aj together with C.

o Linkability: Our primitive also offers the linkability,
illustrating between A; or Aj; together with C.

Medical Cloud Server
(MCS)

o Resistance to the Man-in-the-middle attack: Our PQ-
CLSCL primitive can resist the Man-in-the-middle
attack in a practical IoMT scenario.

« Resistance to the impersonation attack: Our PQ-
CLSCL primitive can resist the impersonation attack
in a practical [oMT scenario.

2) Two types of adversaries

o Type-I adversaries: A PPT adversary .A; has the ability
to modify a user’s public key P K; but without learning
any knowledge about the master secret key msk.

o Type-II adversaries: A PPT adversary .A;; masters the
master secret key msk but can’t modify a user’s public
key PK;.

V. THE DESIGN OF PQ-CLSCL

In this sector, we begin by illustrating the concrete con-
struction of PQ-CLSCL scheme. Then, we give the parameters
setting and the correctness analysis. To facilitate the under-
standing of our design, we provide two illustrations about the
system initialization, and patient registration phases, as well as
the ciphertext generation, decryption, and linkability checking
phases, as depicted in Fig. 3 and Fig. 4, respectively.

A. Initialization Phase

The KGC initializes the whole system by executing the
Setup algorithm with the system parameter n and security
parameter A as input, then this algorithm processes the fol-
lowing procedures to generate a public parameter pp and a
master public-secret key pair (mpk, msk).

1) The KGC initially calls ¢ < poly(n), where g is a prime

number. Then, KGC chooses o <- {0,1} randomly.

2) The KGC also defines © = 2 - n([logq]). After that, it
calculates the error distribution parameter B = ¢ - « -

w(VIogn).
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Fig. 3. An Illustration of System Initialization and Patient Registration Phases.

3) The KGC sets gadget matrix G := I, ® g', g’ =
[1,2,---,25 1 k = [logq].
4) The KGC selects two universal hash functions:

Hy {01} x {0,1}* — Zg; “4)
Hy: 22" x {0,1}* — {-1,0,1}". 6)

5) Moreover, the KGC executes the TrapGen(n, 9, q) al-
gorithm to calculate A € ZZX@ and its basis T € Z?X@.

6) In addition to this, KGC calculates a discrete Gaussian
distribution d = 4 - w(v/logn) and defines o as the
discrete Gaussian distribution parameter.

7) After that, the KGC defines master public key mpk := A,
master secret key msk := T, and p as the lattice sampling
parameter.

8) Ultimately, it returns a public parameter pp :=
{A, )\, d,p, H;, Hy} and a master public-secret key pair
(mpk, msk).

B. User Registration Phase

In the user registration phase, it contains two procedures to
generate the public and secret keys for the patient. A medical
entity (medical device or physician) firstly calculates and sends
the partial secret key psk; to the user with identity ID;.
Subsequently, the user calculates the public-secret key pair
(PK”SKZ) by itself.

1) Generating the partial secret key: We describe the
procedure to calculate the partial secret key. After taking a
public parameter pp, and a user’s identity ID; as input, a
medical entity extracts the partial secret key psk; of user ID;
through the following Partial secret key Extract algorithm.

1) There are two user sets in the proposed scheme,
namely the signcrypt users set and the unsigncrypt users
set. We first define the signcrypt users set as S :=
{51, 82, -, s¢}, where £ is the total number of signcrypt
users, ¢ € [1,4], and s; € {0,1}*. Then, we define the
unsignerypt users set U := {uj,ug, - ,us}, where s
is the total number of unsigncrypt users, ¢ € [1, k], and
U; € {0, 1}*.

2) The KGC calculates u; = Hy(ID;), where ID; €
{S,U} = {s1,82, " ,8p,u1,uz, - ,ux} denotes the
general user.

Public parameter
Medical message
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Unsignerypt user’s public key,
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Signerypt user’s public key
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Fig. 4. An Illustration of Ciphertext Generation, Decryption, and Linkability
Checking Phases.
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3) The KGC parses A through A = [A|G — A|T]. After
that, the KGC calls the SamplePre(A, T, u;, p) algo-
rithm to obtain the partial secret key psk; of user ID;,
where psk; € Z((;).

4) Ultimately, the KGC sends psk; to the user ID; via a
secure private channel.

2) Generating the public-secret key: Now, we move to the
second to obtain the public key and secret key of the user.
The user first takes a public parameter pp together with its
identity ID; as input to perform the KeyGen algorithm.
After that, it calculates the public-secret key pair (PK;, SK;)
corresponding to I D, according to the following steps.

1) The user ID; chooses a secret value s; <i D%ga €
Z; randomly and denotes its secret key as SK; =
(si, psk;) € Z" x Z°.

2) After that, the user ID; chooses a matrix M; <i ngm

and a vector v; & Dy, € Zg" at random.
3) This algorithm calculates

m; = M, x + 2v; mod ¢ € Zy', (6)

where vector x < D” and ||x|| < 20y/m.
4) Then, this algorithm calculates PK; = (m;|M,) €
Zr ) a5 a public key of user ID;.

C. Ciphertext Generation Phase

In this phase, a signcrypt user I Dg takes a public parameter
pp, a medical message m together with its secret key SKg
and the public key P Ky of an unsigncrypt user I Dy as input.
Then, the signcrypt user performs the following Signcrypt
algorithm to generate the ciphertext ¢ and returns it to the
unsignecrypt user.

1) To begin with, a signcrypt user /Dg parses the SKg
as pskg, sg and computes the link label lg as 1g =
pskg+ ATss € Zf?.

2) A signcrypt user I Dg randomly chooses four vectors r &

{0,1},w & D

$ $
Zogo €1 € D7 4o, and ez < D7 4.

3) It then randomly selects three values ¢; <i Df, €
Zl, €9 <i Df, € 7!, and €5 <i Df, € 7!, and also defines

€1

a vector € = |eq| € 73,

€3



4) IDg calculates two vectors:

sy ap, o |em O

and t = SKsg + ¢ € Z3, where € € Z3,m € {0,1}".
5) IDg calculates a signature sig = sig’ - (0,0, -,
[41)7 € Z2, where sig = t + g with probability
Prob > min(%{(jzt), 1).
6) Then, the signcrypt user I Dg calculates three ciphertext
elements as below.

p1 = Myr + sig € Zy, ®)
pp = ATw+2ey € Z2, 9)

w= 2vy+m+(w,Hi(IDg,IDy))+(my,r)) mod q.

(10)

7) Ultimately, I Dg defines and transmits the final ciphertext
¢ = (p1|p2|p) and the link label lg to IDy.

D. Ciphertext Decryption Phase

The unsigncrypt user I Dy takes a public parameter pp, a
ciphertext c together with its secret key SKy and the public
key PKg of the signcrypt user I Dg as input. Then, an un-
signerypt user performs the Unsignerypt algorithm to decrypt
the ciphertext ¢ and thereby obtain the medical message m.

1) An unsignerypt user I Dy calculates

m = [:u’ - <M17SU> - <M27pSkU>]q mod 2. (11)

2) User I Dy calculates

. A A 0 H,(IDg,IDy)
g H2(|:O MS 1\/-[5:|t |: PKS gvm)
(12)
and verifies the two following conditions:
It]| < 20V3l and g’ = g. (13)

3) If the verification passes, I Dy accepts the medical mes-
sage m; Otherwise, I Dy outputs L, namely as the wrong
medical message.

E. Ciphertext Linkability Checking Phase

The physician takes two ciphertexts cj, c2, and two link
labels 11, 15 as input. Then, it performs the Link algorithm to
directly check whether the two ciphertexts are generated by
the same signcrypt user.

1) The physician checks if two ciphertexts cj, co are valid
and refuses to answer if one ciphertext is invalid.

2) Then, it outputs ‘link’ if 1; = ls, and outputs ‘unlink’
otherwise.

F. Parameters Setting and Correctness Analysis

To enable the proposed scheme correctly and securely, we
need to set several parameters as follows. For the security
concern, we set [ > 5nlogq. Then, considering the Gaussian
parameter and discrete Gaussian distribution parameter, we
need to make sure s > || T|lw(yv/Togn) and o < asA\V6l.
We also need to set the lattice sampling parameter p =

7(sv(T)? + 1), where sv(T) is the singular value of T.

We hereby analyze the correctness of the proposed PQ-
CLSCL scheme. Our Signcrypt algorithm is statistically
indistinguishable from the distribution D3! according to the

Lemma 1. In this way, we obtain |[t|| < 20+/3] with
LETON
D7, @ L)
As for the unsigncrypt user /Dy, it has the following
equations:

probability Prob > min(

H— <,U‘175U> - <:u‘2apSkU>
= (2vy + m+ (w,H,(IDs,IDy))+

(my, 1)) = (11,50) — (42, psky) mod g
=2(e; + vir — psky, - e) +m mod q.

(14)

If (e;+vJr—psk; -es) < 4 holds, then it has 2(e; +vir—
pskg - @) < 4. Therefore, it makes the following equation
succeed:

m= [lu - <M1asU> - <M27pSkU>]q mod 2. (15)

For link correctness, a signcrypt user [Dg generates two
ciphertexts c; and co for messages m; and ms using the
same secret key sks = (pskg,sg) containing two link labels
1, = pskg + ATsg and 1, = pskg + A Tsg, respectively.
Since 1y, 1, are generated with the same matrix A, if the
signcrypt user generates the ciphertexts for the messages mq,
mo with the same secret key, then it must be the case that
L =1.

VI. SECURITY ANALYSIS

We first analyze the security of the PQ-CLSCL scheme
with regard to confidentiality, unforgeability, and linkability.
For tight security, our PQ-CLSCL scheme has to prove its
security against two categories of adversaries, including Type-
I adversary .A;, which is an external entity capable of forging
a user’s public key; Type-II adversary A;, which refers to a
compromised KGC that possesses the master secret key. We
then give the informal analysis to show that our scheme can
resist the Man-in-the-middle attack and impersonation attack.

A. Confidentiality

Theorem 3: If there exists a Type-1 adversary A; who
has the ability to break IND-CCA2 of the proposed PQ-
CLSCL scheme with a non-negligible advantage Advyw g in
probability-polynomial time, then there exists an algorithm B
can solve the LWE hardness within Qg+ Qprskx +Qprrxr+
Qsv query time, where Qi ¢, Qpsk, Qprkr, Qsy means Aj
can perform key generation query, partial secret key query,
public key replace query, and secret value query, respectively.



Proof  Suppose there exists a challenger C who can perform
the algorithm 3;. We finished the security analysis through
three games as below.

Game 0: We simulate a real security game for an adversary
A between a challenger C. Given a system parameter n,
C initially executes (pp, (mpk, msk)) < Setup(n, A). Then,
C sends pp to A; and keeps the master secret key msk
secret. In this way, .A; knows nothing about the msk. In
addition, the challenger C maintains three lists Olg,slt, (’)ﬁit,
and O%‘}ﬁ to record H; oracle, Hy oracle, and public key

oracle, respectively. These lists are initialized empty.

e Query 1 phase: The adversary A; performs several
queries and the challenger C will respond the correspond-
ing messages to A; as the following paragraphs.

1) H; Query: After obtained the H; query of user
ID; from Aj, C looks up the Oﬁﬁt and returns
the corresponding value Hash} to Ay if the query
(ID;,Hash]) has already in the O}*'; Otherwise,

C selects Hash] & Zq randomly and inserts
(ID;, Hash}) into the O}

2) Hs Query: Aj firstly issues the Hs query of med-
ical message m, then C answers the corresponding
value Hash? to A; if this query (A, Mg,e, m) has
already in the O%Zt; Otherwise, C selects Hash? <i
{—1,0,1}"* and inserts (A, Mg, €, m) into the Ot

3) Public key request Query: After receiving the public
key extract query of user ID; from Aj, C checks
whether it exists PK; € O, If it holds, C will
give PK; to Aj; Otherwise, C will calculate and give
PK; + (m;|M]) € Z"*U™ (o A;, and also insert
(ID;, x, *,8;, m;, M, v;) into the O%sL.

4) Partial secret key extract Query: After obtaining the
partial secret key extract query of user ID; from
adversary Aj, the challenger C executes psk; <
Partial secret key Extract(/D;,pp). After that, C
sends the psk; to A; and then inserts (ID;, *, psk;)
into the O4sL.

5) Public key replace Query: A; selects and sends a
novel public key PK! to C. Then, C retrieves the
public key oracle list (’)ﬁé‘}é and updates PK; to PK]
corresponding to the ID;.

6) Secret key extract Query: After getting a query of
user ID; from adversary Aj;, C checks whether
(ID;, PK;) € OUst. If it holds and PK; has not
been replaced, C executes SK; + KeyGen(ID;, pp)
for ID;. Then, C gives the SK; to A; and inserts
(ID;, SK;) into the O%sL. Otherwise, C aborts it.

7) Signcrypt Query: To begin with, C chooses
s & {1,2,---,[q]} at random. In addition,
A; chooses IDg, IDy, and m as the signcrypt
user’s  identity,  unsigncrypt user’s  identity,
and a medical message, respectively. When
acquiring a signcrypt query from Aj, C verifies
IDg 2 IDg. If it holds, C processes and sends
¢ + Signcrypt(pp,m,IDg, 1Dy, SKg, PKy) to
Aj. Otherwise, C performs the following operations:

— C initially selects ¢ & 73! and My & Z7m.,
— Furthermore, C calculates

e= 1[5 ap, w6 (9

and inserts (A, My, ¢, g) into O%St

— Moreover, C calculates the signature sig’ = t+g =
SKsg+e+g, 1 = Myr + sig, o = ATw +
2ey, and = (2vy + m+ (w, Hi(IDg,IDy)) +
(my,r)) mod g accordingly.

— Ultimately, C calculates the ciphertext ¢ =
(11| p2|pt) and sends it to Aj.

8) Unsignerypt Query: At the beginning, Aj selects I Dg,
IDy;, and m as the signerypt user’s identity, unsign-
crypt user’s identity, and a medical message, respec-
tively. When acquiring a signcrypt query from Ay, C
verifies IDg = IDg/, where S’ & {1,2,---,[q]}.
If it holds, C calls and returns m or L+«
Unsigncerypt(pp, ¢, IDs, PKg,IDy,SKy) to Ap;
Otherwise, C manipulates the following steps: (1) C
initially calculates g’ as

A A 0 Hi(IDs,1Dy)
HQ({O M Ms] b [ PEs &™)
(17)
(2) After that, C calculates

m = [ — (p1,sv) — (p2, psky)], mod 2 (18)

(3) Finally, C verifies g’ 2 g. If the equation holds, C
publishes m to Aj; Otherwise, C publishes L to Aj.
Challenge phase: The adversary Ay chooses two different
medical messages with same length (mg,mq) corre-
sponding to the signcrypt user /D¢ and unsigncrypt user
I1Dy;. In the current query, A7 is not permitted to obtain
SK; of ID{;. At this time, we suppose that C has finished
the H; Query, Public key request Query, Partial secret key
extract Query, and Secret key extract Query. C responds
to the challenge query as follows.
1) If ID}; # IDy, C will fail this game.
€1
2) Otherwise, C defines a vector €* = |ey | € Z3!, where
€3
[ is a positive number s.t. [ > 5nlog g and then selects
b {0,1} at random. After that, C computes several
equations as below.

sig* =t* +g* = SKgg* + " +g*, (20)
sig” = sig” - (0,0, AT, @D

pi = Myr + sig* (22)
ph=ATw + 2} (23)

w* =2vy +my + (w, Hi (ID§, IDg;))+

(mys,x)) mod g @Y



Ultimately, C sends the challenge ciphertext ¢* =
(13| p3|p*) to A; and inserts ¢* to Ot
This is the end of Query 1.

e Query 2 phase: In this query, the adversary A; can
access almost the same queries as in Query 1 except
that A; is forbidden to access the Partial Secret key
extract Query and Secret key extract Query with inputting
(ID},pp) and (ID}%,IDy;), respectively. Besides, A;
is also forbidden to access the Unsigncrypt Query by
inputting c*.

o Guess phase: Finally, A; outputs a guess b'. Then, C
verifies if b’ 2 b. If it holds, C will output a solution of
the LWE hardness; Otherwise, C will output .

We define Advfg“ﬁo()\) as the advantage of A; wins the
Game 0.

Game 1: This game is identical to G;n?& except for
psk; in the partial secret key extract Query. Concretely,
C chooses psk; & Dze p.w1ogn) randomly and then
computes u; = Apsk;. If u; ¢ O, C defines
H((ID;) = u;; If u; € (’)éflslt, C recalculates psk; <
Partial secret key Extract(ID;,pp).

Wid\eﬁne Advfjg“?l()\) as the advantage of A; wins the

Game 1. - -

As for A;, Game 1 and Game 0 are statistically indis-
tinguishable due to the philosophy of the lattice sampling
algorithm. Consequently, we obtain:

| AdvGEme 1 (\) — AdvS™eO())| < megl()).  (25)
Game 2: This game is identical to G?H;I, except changing
the calculation method of master public key mpk := A. More
concretely, we specify the process as follows.

o Setup phase: To begin with, C executes pp <
Setup(n, \) to achieve the randomness for A. Then, C
sends the public parameter pp to Ar.

e Query phase: In Game 2, Ar can nearly access the same
queries as in the Game 0, excepting two queries.

1) Partial  secret key  extract Query:  After
obtaining  the  partial secret key  extract
query of wuser ID; from A;, C executes
psk; — Partial secret key Extract(/D;, pp)

and also obtains u, = H;(ID;). After that, C sends
the psk; to A; and then inserts (ID;, u;, psk;) into

the Ost.
2) Public key replace  Query: C  replaces
PK; = (IDju;,psk;, SKsg,m;,M;,v;) to

PK; = (ID;,u;, psk;, *, m;, M, *).

o Challenge phase: The adversary A; selects and also
sends two different medical message mg, m; and two
users (IDg,1Dy;) to C. Then, C performs the following
operations to reply Aj.

- If ID}; = IDg/, C has acquired one of the two items
((IDf;,u*, %, %, %, %, %) or (ID},u*,* SKgg, mg,
M’;v’)), which means the public key PK p;, has
been replaced and has not been replaced, respectively.

x If PKy Dy, has been replaced, C verifies the vali-
dation of PK; Dy, as below.

- If it passes the verification, C updates PKp:
to PKrp, = (mID/S|M}'—D/S). After that, C

chooses € <- Z[;‘H and ¢ € {0,1}"™ at random.
In addition, C sends two items (ml,, MY, ,€)

and (mly,, MY, (¢ "ml, |Mk/<)) to
Ar. We say that PKyp, is valid
if Ay can distinguish (ml,, My, €)
and (mly,, MY/, (s Tmly, | Mj,<)) with

overwhelming probability.
- Otherwise, C aborts the game.
« If PKyp; has not been replaced, C chooses
e & Zpt and < & {0,1}™ randomly.
After that, C sends two items (m,,Mj,,e€)
and (ml,, MY/, (sTml, |Mj)) to A;. We say
that PK; D is valid if A; can distinguish
(mly,, My, ¢) and (mly, My, (¢ mly [M))
with overwhelming probability.
Finally, C returns the challenge ciphertext ¢* =
(i, ph, p*) = (1, wug, MTw + 2vy) to Aj.
- If IDf; # IDg, C terminates this game and returns L
to Aj.
o Guess phase: Ultimately, A; outputs a guess b’. Then, C
verifies if b’ 2z b. If it holds, C will output a solution of
the LWE hardness; Otherwise, C will output L.

We define Advfgﬁz()\) as the advantage of A; wins the

Game2. -
As for A7, Game 2 and Game 1 are statistically indistin-
guishable according to Theorem 1. Thus, we have:

|AdvS™2(3) — AdvS™e1())] < megl()).  (26)
In summary, we say
Advpw g — |AdvSme2()) — %\
< |AdvGme O (N) — AdvGme (N |+ @7)
| AdvS™me 1)) — AdvS™e2())| < negl()).
O

Theorem 4: If there exists a Type-Il adversary A;; who
has the ability to break IND-CCA2 of the proposed PQ-
CLSCL scheme with a non-negligible advantage Adv} 5 in
probabilistic polynomial time, then there exists an algorithm
By can solve the LWE hardness within Qg + Qpsk + Qsv
query time, where Q k¢, Qpsk, @sy means Ay can perform
key generation query, partial secret key query, and secret value
query, respectively.

Proof  Suppose there exists a challenger C who can perform
the algorithm By. We finished the security analysis below.

o Setup phase: C executes (pp, (mpk,msk)) <
Setup(n,A). Then C transmits pp and msk to
Arr.

« Query phase: In this phase, .A;; can access almost exactly
the same queries as in the former theorem except the



following. Public key request Query: After obtaining
this query of user ID; from Aj;, C checks whether

ID; = IDg. If it holds, C will update M;p_, = M*

and m;p, = m*; Otherwise, C randomly chooses
$ $ $
M, + ngm, V; — ngqa, and SK;g < D%,qa'

Then, C computes m; = 2v; —|—M;'—SKig mod q. Lastly,
C inserts (ID;,m;,M;,v;) into the (’)Zit and returns
(ID;,m;, M) to the adversary Ajy.

o Challenge phase: A;; chooses and sends two different
medical messages with same length (mg,mq) corre-
sponding to the signcrypt user /D¢ and unsigncrypt user
IDj; to C. Then, C verifies if 1D}, = IDg..

1) If the equation holds, C will terminate the challenge
query and return L;

2) Otherwise, C accesses the list Oﬁfﬁt and then executes
psk;p_, < Partial secret key Extract(IDg:, pp). C
also calculates Hashy, = H;(IDg/). Eventually, C
transmits the challenge ciphertext c¢* = (ui|us|p*) =
(W, wTus,MTw 4+ 2vy) to Ajg.

o Guess: Ultimately, A;; outputs a guess b'. Then, C
verifies if b’ 2 b. If it holds, C will output a solution
of the LWE hardness; Otherwise, C will output 1. The
probability Adv} 5 for this theorem is analogous to the
former.

We obtain that M(t* —t’ 4 psky (g’ — g*)) = 0, where
t* < 20V3l t' < 20V3l, g < A and gt < A
Consequently, we can say that

t*_t/ k /_ *
+pS4U<g 8) _ o\V2l 1 2030

is satisfied with overwhelming probability.

Therefore, the probability to solve the SIS hardness is
Advsrs = Advya, - (1 —27+0°87)) since the probability
of t*—t'+psk; (g —g*) = 0 is less than (1—2~«(ogn))
due to the nature of lattice sampling algorithm [47].

O

Theorem 6: If there exists a Type-II adversary A;; who

has the ability to break EU-CMA of the PQ-CLSCL primitive
within a non-negligible advantage Advi;¢ in probability-
polynomial time, then there exists an algorithm B, can solve
the SIS hardness with probability Adv,;¢ = Adva,, - (1 —
27w(log n))

Proof  Suppose there exists a challenger C who can perform
the algorithm 54 and an adversary A;; can counterfeit a
ciphertext. We finished the security analysis below.

o Setup phase: A challenger C performs
(pp, (mpk, msk)) <+ Setup(n,A). Then C sends
pp to Aj; and keeps msk in secret. In this way, Aj
knows nothing about the msk. Besides, the challenger C
maintains three lists (’)lﬁ,slt, Olizt, and O%st, which are
identical to the former theorem.

B. Unforgeability 0

Theorem 5: 1f there exists a Type-1 adversary A; who has
the ability to break EU-CMA of PQ-CLSCL primitive within
a non-negligible advantage Advgrg in probability-polynomial
time, then there exists an algorithm B3 can solve the SIS
hardness with probability Advsrs = Adva, - (1 —2-<08n)),
Proof  Assume that there exists a challenger C who can
perform the algorithm B3 and an adversary .A; can counterfeit
a ciphertext. We finished the security analysis below.

o Setup phase: A challenger C performs
(pp, (mpk, msk)) <+ Setup(n,A). Then C sends
pp to A; and keeps msk in secret. In this way, Aj
knows nothing about the msk. Moreover, the challenger
C maintains three lists O%f, 0%t and O%5L to record
H, oracle, H> oracle, and public key oracle, respectively.
These lists are initialized empty at the beginning.

o Query phase: The adversary A; can access several
queries and the challenger C then replies the correspond-
ing response to A;. The query regulations are identical
to Query 1 in Theorem 4.

o Forge phase: A; forges and delivers ¢* = (pf|u3|p®)
of the challenge signcrypt user and unsigncrypt user
(ID%,IDf;) to C. We say that C succeeds when the
challenge ciphertext is valid. Furthermore, 4; forges
¢ = (p1|p2|n) of the challenge signerypt user and
unsignerypt user (ID¥, ID};). Accordingly, we have:

*

0 My My PKy-
_[A A 0], [HUD5IDy) ¢
0 My My PKy-

[A A 0 }t* B [Hl(IDg,ID(*J)} o
(28)

Query phase: The adversary Aj; can access several
queries and the challenger C then replies the correspond-
ing response to Aj;. The query regulations are the same
as the Query phase in Theorem 5.

Forge phase: A;; forges and delivers c¢* = (uf|us|u*)
of the challenge signcrypt user and unsigncrypt user
(ID%,IDyf;) to C. We say that C succeeds when the
challenge ciphertext is not 1. Moreover, A;; can also
forges ¢ = (p1|pe|p) of the challenge signcrypt user
and unsignerypt user (ID§,ID{;). Thus, we have the
following equalities:

[A A 0 }t* B [Hl(mg,m;;)] o

*

0 My My PKy-
_[A A 0], [HEUDgIDy)]
“lo My My PKy- g

We acquire that M(t* —t' 4 psky (g’ —g*)) = 0, where
t* < 2031, t' <2031, g’ <\, and g* < A. Hence,

t*_t/ k /_ *
+PS4U<g 8') W3+ 203

is satisfied with overwhelming probability.

To conclude, the probability of solving the SIS hardness is
Advlg;g = Adva,-(1—27%0°87)) since the probability of
t* —t'+psk; (g’ —g*) = 0 is lower than (1 —2~<(o8n))
due to the nature of lattice sampling algorithm [47].

(29)

]

C. Linkability

Theorem 7: The proposed PQ-CLSCL primitive is linkable
if the PQ-CLSCL primitive is unforgeable under the Type-I
adversary A; attacks based on SIS hardness.



Proof We assume that there exists a Type-I adversary .A;
who tries to break the linkability of the PQ-CLSCL primitive
and a challenger C can respond to queries of Aj.

o Setup phase: A challenger C performs
(pp, (mpk, msk)) <+ Setup(n,A). Then C sends
pp to A; and keeps msk in secret. In this way, Aj
knows nothing about the msk. Moreover, the challenger
C maintains three lists O%f, 0%t and O%5L to record
H, oracle, H, oracle, and pubhc key oracle, respectively.
These lists are initialized empty at the beginning.

e Query phase: The adversary A; can access several
queries and the challenger C then replies the correspond-
ing response to .A;. The query regulations are identical
to Theorem 6.

e Unlink phase: A; outputs two tuples (cj

(ailp2ilpi), 17) and (5 = (pa5|p23|p3),13), where ¢
is ciphertext and 17 is the link label.

£
’L

Analysis. We assume that .A; generates two ciphertexts c7,
c5 with non-negligible probability while holding only one
secret key, and both cj, c5 are valid. Since our PQ-CLSCL
scheme satisfies the unforgeability, these two ciphertexts can
pass the verification only if the A; honestly generates the
ciphertexts cj, c3.

When A; generates the two ciphertexts, we have two link
labels I¥ = psk} + AT "s¥, 15 = psk} + AT s} respectively.
Since A; only has one secret key, then psk] = pskj and
s] = s3. Moreover, as the matrix AT is the same, we get
17 = 15. It shows that the two tuples of .A; verified by the Link
algorithm will return ‘link’, which contradicts the assumption
of the linkability game. Therefore, the advantage of Aj is
negligible and our PQ-CLSCL scheme is linkable. (]

Theorem 8: The proposed PQ-CLSCL primitive is linkable
if the PQ-CLSCL primitive is unforgeable under the Type-II
adversary A;j; attacks based on SIS hardness.

Proof We assume that there exists a Type-1I adversary A;j;
who tries to break the linkability of the PQ-CLSCL primitive
and a challenger C can respond to queries of Ajj.

o Setup phase: A challenger C performs
(pp, (mpk, msk)) <+ Setup(n,A). Then C sends
pp to Ajr and keeps msk in secret. In this way, Aj
knows nothing about the msk. Besides, the challenger C
maintains three lists Ol’ft, Olizt, and Ot which are
identical to the former theorem.

o Query phase: The adversary A;; can access several
queries and the challenger C then replies the correspond-
ing response to Aj;. The query regulations are the same
as Theorem 7.

e Unlink phase: Aj; outputs two tuples (cf
(a7 lp2i|pi), 1)) and (3 = (pa3|p23|p3),15), where c
is ciphertext and I7 is the link label.

*
Z

Analysis. We assume that A;; generates two ciphertexts
c}, c5 with non-negligible probability while holding only one
secret key, and both cJ, c5 are valid. Since our PQ-CLSCL
scheme satisfies the unforgeability, these two ciphertexts can
pass the verification only if the A; honestly generates the
ciphertexts cj, c3.

When Aj; generates the two ciphertexts, we have two link
labels 15 = psk} + AT "st, 1 = psk} + AT s} respectively.
Since A; only has one secret key, then pskj = psk; and
s] = s5. Moreover, as the matrix AT" is the same, we get
I7 = 15. It shows that the two tuples of A verified by the Link
algorithm will return ‘link’, which contradicts the assumption
of the linkability game. Therefore, the advantage of Aj; is
negligible and our PQ-CLSCL scheme is linkable. (|

D. Informal Security Analysis

Theorem 9: The proposed PQ-CLSCL can resist the Man-
in-the-middle attack.
Informal Analysis. When each entity sends a request with re-
gard to the public-secret key generation, ciphertext generation,
the user has to generate several new random parameters, such
ezr, e & DLele &
D! € 7!, and e & D! € 7!, etc. As for the ciphertext
decryption process, if an adversary tends to launch a Man-
in-the-middle attack, it cannot pass the verification procedure.
In a nutshell, the proposed PQ-CLSCL scheme possesses the
capability to counteract the Man-in-the-middle attack.

Theorem 10: The proposed PQ-CLSCL can resist the im-
personation attack.
Informal Analysis. A malicious attacker may attempt to imper-
sonate an unsigncrypt user to decrypt the ciphertext. Regarding
this, the attacker must be able to calculate the message m =
[ = (p1,s0) — (p2, psky )], mod 2. However, the attacker
cannot know the value of the user’s partial secret key psky;
as it was generated by the real user. In addition, the user also
needs to calculate g’ and checks if g’ = g succeed. Therefore,
our scheme can protect against impersonation attacks.

n
as the secret value sl & Dy o

VII. PERFORMANCE EVALUATION AND COMPARISON

In this sector, we perform a comparative analysis of our
scheme with other existing signcryption schemes [21], [22],
[23], [24], [25], [26], [27], [28], [29], [30], [31], [32] in the
context of both computational overhead and communication
overhead !. Specifically, our simulation is conducted on a
Dell Alienware M15 R5 laptop in the Win 10 operation
system with a processor of AMD Ryzen 7 5800H, Radeon
Graphics at 3.20 GHz, and running memory of 16.0 GB with
NVME 512 GB SSD. Notably, we only consider the most
time-consuming operations in our comparison, such as vec-
tor multiplication operation, vector additive operation, scalar
multiplication on bilinear pairing group, pairing operation, pre-
image sampling algorithm, modular inversion operation, and
hash-to-point operation. For convenience, all the symbols used
in our efficiency analysis are given along with their specific
meanings as elaborated in Table II. The running time of the
seven operations involved in our compared schemes is shown
in Table III, where each data represents the average of 50
iterations.

'We omit the computational overhead and communication overhead com-
parison of schemes [21], [22], [29], and [30] since these schemes are not
resistant to quantum attacks (shown in Table VI).



TABLE II
SYMBOLS AND DESCRIPTION OF PERFORMANCE EVALUATION

TABLE III
RUNNING TIMES OF OPERATIONS

Symbols  Description Operation Execution Time (ms)

Tomul The time of vector multiplication operation. Tomul 5.183

Toadd The time of vector additive operation. Toadd 0.067

Tsmul The time of scalar multiplication on bilinear pairing group. Tsmul 1.541

Tpair The time of pairing operation. Tpair 4.156

Tys The time of Gaussian sampling algorithm. Tys 22.575

Tpis The time of pre-image sampling algorithm. Tpis 33.281

Trinv The time of modular inversion operation. Tinv 0.003

Thip The time of hash-to-point operation. Thip 3.739

|Gpair|  The length of elements in bilinear pairing group.

1Z;] The length of elements in |Z7].

I”T' %e size ‘?f messagets‘ and unsigncryption overhead for our primitive and the other
n e security parameter. . .- . .

lal The large p)I/‘iII:IC six existing mechanisms [23]-[28], [31], [32] in Table V.
|| The integer. By combining this analysis with the information in Table
] The number large to 5nlog g. III, we can determine that the pre-image sample algorithm

A. Communication Overhead Comparison

For the communication overhead, we focus on comparing
the size of ciphertext and public key. Table IV shows the
theoretical analysis of the public key size and ciphertext size
in our scheme and eight other existing schemes [23]-[28],
[31], [32]. In our setting, the value of m is lower than the
value of ©. The scheme proposed by Wang et al. [30] is not
quantum resistance, so we do not compare their scheme with
our scheme in the communication cost.

Regarding the public key size, our scheme is given by
m(n+1)log g, significantly lower than the schemes proposed
by Yan et al. [25], Yang et al. [27] and Yu, Bai et al. [28].
Although our public key size is slightly higher than those of
Li et al. [23], Zhang et al. [24], Sun et al. [26], Yu. Wang et al.
[31] and Yu and Shi [32], we offer practicality and linkability.
Therefore, the slightly higher overhead is deemed acceptable.

As for ciphertext size, it is evident that our ciphertext size
is 2knlog? ¢, which is significantly smaller than other lattice-
based signcryption schemes [24]-[27]. The ciphertext size of
our scheme is nearly equivalent to the schemes proposed by
Li et al. [23] and Yu, Bai et al. [28] and slightly larger
than the schemes proposed by Yu, Wang et al. [31], and
Yu and Shi [32]. As discussed previously, our scheme offers
practicality and linkability, which provides higher security
compared to their schemes [23], [28], [31], [32]. In a nutshell,
our proposed secure post-quantum certificateless signcryption
with linkability scheme stands out when compared to existing
schemes that can withstand quantum attacks. The public key
size of our scheme is lower than several other schemes, and
the ciphertext size is significantly smaller than most lattice-
based signcryption schemes. Despite having slightly higher
public key and ciphertext sizes compared to part of previous
schemes, our scheme offers higher security levels due to its
practicality and linkability features, which are essential for
real-world applications and make the slightly higher overhead
acceptable in exchange for these security advantages.

B. Computational Overhead Comparison
For the comparative analysis of computational overhead, we
present the theoretical computational values of signcryption

has the highest time overhead. However, in our scheme, we
have successfully avoided it to minimize the time overhead.
Specifically, the signcryption overhead in our scheme consists
of four vector multiplication operations and five vector additive
operations, while the unsigncryption overhead includes two
vector multiplication operations and three vector additive
operations. By referring to both Table III and Table V, we
can conclude that the time overhead of our protocol is equal
to the scheme proposed by Yu, Bai et al. [28] and significantly
lower than that of lattice-based schemes [23]-[27], [31], [32].
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Fig. 5. Approximate Running Time Comparison of Signcryption.

Through the MALTAB experimental platform, we con-
ducted simulation experiments for our scheme and other eight
signcryption protocols [23]-[28], [31], [32] to further com-
prehensively demonstrate the comparison analysis findings in
terms of computational overhead. The signcryption overheads
of our scheme and other schemes [23]-[28], [31], [32] are
shown in Fig. 5. Combining Table III and Table V, we
calculate that the signcryption overhead of our scheme is
5X Tyadd +4 X Tymur = 5% 0.067+4 x 5.183 = 21.067(ms).
From Fig. 5, we observe that the signcryption time overhead
of our scheme is considerably lower than the signcryption
schemes [31], [32], slightly lower than existing lattice-based



TABLE IV
COMPARISON OF COMMUNICATION OVERHEAD

Schemes Public Key Size Ciphertext Size
Li et al. [23] nO logq n + 6nlog? q
Zhang et al. [24] nO log q 796 + 36n2 log® ¢
Yan et al. [25] E(k+1)262%10g? q kOn2?log? q
Sun et al. [26] (©k +1)logq 20k2nlog? q
Yang et al. [27] n©2logq 202nlog? q
Yu et al. [28] O(n+1)logq 2kn log? q
Yu et al. [31] nkloggq (1© + k)logq
Yu et al. [32] n®logq (© +n)logq
Our Scheme m(n+ 1) loggq 2knlog? q

TABLE V
COMPARISON OF COMPUTATIONAL OVERHEAD

Schemes

Signcryption Overhead

Unsigncryption Overhead

Li et al. [23]

Zhang et al. [24]
Yan et al. [25]
Sun et al. [26]
Yang et al. [27]

Yu et al. [28]
Yu et al. [31]
Yu et al. [32]

Tpis + Tvmul
Tpis + 2Tvmul
Tpis + 5,I‘vadd + 3T’umul
Tpis + 4Tvadd + 5T’umul
Tpis + 4Tvadd + 7Tvmul
5T1)add + 4Tvmul
(e + 3)Tvmul + 5Tgs + SThtp + Tpis
(L + 2)Tvmul + 3Thtp + Tgs + Tpis

2Ty maul
2T’umul
7Yj'uadd + 7Tvmul
4T’uadd + 6Tvmul
3T’uadd + 6Tvmul
3T1)add + 2’Tvm,ul
(20 + )Ty + 3Tpis + Tys + 3Thep
(L + 2)Tvmul + 3Thtp

Our Scheme 5Tvadd + 4Tvmul

3Tyadd + 2Tvmul

TABLE VI
PROPERTIES COMPARISON

Schemes IND-CCA2 UF-CMA

Quantum Resistance Practicality Linkability

Yu et al. [21]
Chen et al. [22]
Li et al. [23]
Zhang et al. [24]
Yan et al. [25]
Sun et al. [26]
Yang et al. [27]
Yu et al. [28]
Dai et al. [29]
Wang et al. [30]
Yu et al. [31]
Yu et al. [32]
Our Scheme

CTUAXNNNUXCNNX
TUAXNUNUXNNNX

NANUXXSNNNNNNXX
SHXXANNUIX XXX XSS
NXAXXAKXXXKXX XXX X

signcryption schemes [23]-[27] and equal to scheme [28]. In
particular, our signcryption overhead is between 0.07 to 1.00
times of existing schemes [23]-[28], [31], [32].

The comparison of unsigncryption overhead is depicted
in Fig. 6. In particular, the unsigncryption overhead of our
scheme is essentially the same as schemes [23], [24] and
[28]. While the unsigncryption overheads of schemes [25],
[26], [27], [31] and [32] are obviously higher than schemes
[23], [24], [28] and ours. Especially, the calculation of the
unsigncryption cost can also show similar results to the above
simulation experiments. The overheads of schemes [23], [24],
[28] and our scheme are calculated as 2x 7T, = 2% 5.183 =
10.366(ms),2 X Tymur = 2x5.183 = 10.366(ms), 3X Tyada+
2 X Tymur = 3 x 0.067 + 2 x 5.183 = 10.567(ms), and

3X Tyadd +2 X Tymur = 3x0.067+2 % 5.183 = 10.567(ms),
respectively. Compared with other lattice-based schemes [23]—
[28], the overhead of our scheme is 0.02 to 1.0 times that of
existing schemes [23]-[28], [31], [32].

A comparative analysis of the overall computational over-
head is shown in Fig. 7. Concretely, for our scheme, the
computational overhead is 5 X T,qqq+4 X Tymul +3 X Tyada +
2 X Tymur = 5 x 0.067 + 4 x 5.183 + 3 x 0.067 + 2 x
5.183 = 31.634(ms). Consequently, incorporating theoretical
value calculations and simulation experiments, it is clear that
the computational overhead of our scheme is noticeably lower
than other lattice-based signcryption schemes [25]-[27], [31],
[32], marginally lower than schemes [23], [24], and equal to
scheme [28]. In summary, the computational overhead of our
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scheme is dramatically lower than the other five lattice-based
signcryption schemes, being 0.05 to 1.0 times that of all eight
schemes [23]-[28], [31], [32]. Due to the additional security
of practicality and linkability provided by our scheme, it is
acceptable for the computational overhead to be the same as
scheme [28].

C. Property Comparison

As far as the security of the scheme is concerned, we
mainly consider the five components: IND-CCA2, UF-CMA,
quantum resistance, practicality, and linkability. Seen from
Table VI, we find that only scheme [21], scheme [25] and
scheme [30] fail to meet the security requirements of IND-
CCA2 and UF-CMA. For the property of Quantum Resistance,
all comparison schemes, except scheme [21], scheme [22]
and scheme [30], are capable of resisting quantum attacks.
Except for our scheme and scheme [28], all schemes with
quantum resistance security are impractical. In addition, only
our scheme satisfies the linkability requirement as shown in
Table VI. In summary, our scheme guarantees practicality
while fulfilling the fullest security requirements.

VIII. CONCLUSION

In this paper, we propose a novel lattice-based certificateless
signcryption primitive with linkability, called PQ-CLSCL. It
enables medical data transmission safely in the IoMT while
resistant to the quantum computing attacks. We start by
presenting the system and security models. After that, we
provide a detailed description of our designed scheme. The
proposed PQ-CLSCL undergoes rigorous security analysis,
demonstrating its satisfaction with IND-CCA2, EU-CMA, and
linkability in a quantum setting. We also conduct extensive
experimental evaluations and comparisons, which reveal the
efficiency of our protocol. These results highlight our superi-
ority compared to most state-of-the-art protocols.
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