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A B S T R A C T

The Industrial Internet of Things (IIoT) links multiple subnets to accomplish more real-time, efficient,
and high-class production. Authentication is an essential prerequisite for secure communication and data
sharing between mutually untrusted subdomains.However, solving trust issues between subnets through third-
party trusted servers inevitably introduces security and efficiency bottlenecks. In addition, the issue of not
compromising the privacy of mutual authentication remains a challenge. Furthermore, key agreement and
access control, as two follow-up steps of authentication, is non-negligible for achieving secure and efficient
data sharing. Existing authentication works either require heavy computational overhead or lack necessary
features for data sharing. Therefore, this paper proposed a blockchain-enforced cross-domain private-protected
authentication and key agreement scheme supporting attribute-based access control, named BP-AKAA. To
the best of our knowledge, this is the first scheme that simultaneously supports privacy authentication,
key agreement, and access control. Non-interactive zero-knowledge proof technology is adopted to protect
the identities of devices. In addition, with the assistance of distributed blockchain, the untrust issue of
cross-domain authentication is solved.Performance analysis demonstrates that our scheme satisfies multiple
functions, including cross-domain, privacy-preserving, and mutual authentication, and outperforms existing
schemes in terms of key generation, authentication, and access control.
. Introduction

The Industrial Internet of Things (IIoT) is emerging as a univer-
al paradigm due to the ubiquitous application of high-performance
omputers, smart embedded devices, and 5G communications [1]. IIoT
ontains devices with different resources from different trust domains,
uch as servers, gateways, sensors, etc., which leads to various com-
unication types in IIoT, as depicted in Fig. 1. The complex network

nvironment allows some attacks to take advantage of, and intrusion
etection [2,3] is an advantageous technique to defend against attacks.
n addition, many specialized communication protocols have been pro-
osed for different types of communication. For example, an Internet
rotocol version 6 (IPv6) is used for low-power wireless personal area
etworks, message queue telemetry transport (MQTT) is a standardized
rotocol for lightweight D2D applications, and extensible messaging
nd presence protocol (XMPP) is used for real-time messaging, online
resence, and request–response services [4].

Device-to-device (D2D) communication is the core technology to
romote a new era of the industrial revolution [5]. Different from
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server-to-device communication which usually transmits big data, D2D
communication focuses on small data transmission. Unfortunately, this
small but frequent and wireless-depended communication may cause
serious security concerns. Furthermore, compared with other types
of internet of things (IoT) systems, the IIoT not only needs to link
multiple subnets for communication to complete efficient production
but more importantly, its sensitive data leakage and improper data use
may cause life-threatening consequences in addition to economic losses.
Some papers, e.g. [6], try to design efficient data clustering algorithms
to analyze big data of IIoT. However, they lost sight of an essential
precondition-effective authentication and access control (AKA) for IIoT
systems.

Considering the cross-domain D2D authentication of the IIoT (Type
3 in Fig. 1), designing a practical and efficient authentication scheme
to ensure communication security faces the following difficulties. First,
device resources are limited. Since most underlying IoT devices do not
vailable online 8 February 2023
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Fig. 1. IIoT Communication Types. Type 1 is device-to-gateway (D2G). Type 2 is device-to-device (D2D) communication within one domain with the assistance of gateways, and
Type 4 is direct D2D communication. Type 3 is cross-domain communication. Type 5 and Type 6 are device-to-server (D2S) communication using re-encryption technology and
broadcast technology.
have sufficient computing and storage resources, complex authentica-
tion protocols cannot be applied directly on feasible authentication
even with a high level of security. Second, devices are in different trust
domains, and inter-domain communication cannot rely on a centralized
trusted server. Finally, device privacy is an essential prerequisite for
defending against attacks and enabling secure data sharing.

In IIoT, each device has a unique device number when it was
produced, which naturally can be used for effective identity authenti-
cation. Nevertheless, identity-based authentication (IBA) faces the most
serious security threat: identity privacy leakage. When the device num-
ber or identity of a device is exposed, the probability of this device be-
ing the target of different attacks will increase greatly. Non-interactive
zero-knowledge proofs (NIZKP) or zero-knowledge proofs (ZKP) [7]
enable privacy-preserving identity authentication. Some works have
adopted ZKP to complete the authentication between the device and the
management node, but there are still some difficulties in implementing
D2D authentication using ZKP, considering limited device resources
and cross-domain trust issues.

Blockchain [8], designed as a distributed, traceable and tamper-
resistant technology, has been used to realize trustless authentication
between different domains. Furthermore, authentication is only a part
of the preparation for secure communication and data exchange, more
features like access control and key agreement issues need to be con-
sidered, as well. A new primitive, authentication and key agreement
and access control (AKAA) were proposed by combining identity-based
AKA and attribute-based access control (ABAC) to achieve efficient
authentication and access control functions for IoT. Unfortunately, the
use of blockchain for efficient and secure cross-domain authentication
or the design of authentication schemes that support effective access
control and key agreement have received little attention.

To sum up, designing a private-protected secure communication
scheme for IIoT D2D is challenging on account of functionality and
utility. In this paper, considering the IIoT scenario where end de-
vices (smart sensors) are equipped with secure elements (SE) and
in-domain management nodes (registration server or attribute server)
are equipped with a trusted platform module (TPM), we design a
blockchain-enforced private-preserving authentication, key manage-
ment, and access control scheme for IIoT D2D communication, named
BP-AKAA. The main contributions are listed here:
2

• This paper proposes a blockchain-enforced authentication frame-
work for cross-trust-domain communication in IIoT systems. Ben-
efiting from the blockchain advantages such as traceability, dis-
tribution, and non-tamperability, devices from different domains
can realize authentication and construct secure communication
channels.

• Our BP-AKAA scheme utilizes two NIZKP schemes, proof of
knowledge of discrete logarithms (also known as Schnorr Pro-
tocol) and proof of the equality of two discrete logarithms, to
protect the authentication privacy of IIoT devices. Specifically,
the first NIZKP scheme is used for non-key-escrow registration of
devices, and the second one is used for D2D authentication.

• The attribute-based access control is incorporated in our scheme
to implement secure data sharing. Besides, the key agreement
process is included for generating session keys and accomplishing
symmetric-key-based encrypted data exchange.

• The scheme is feasible and advisable for IIoT applications as
the security proof, theoretical analysis, and simulation results
demonstrate that the BP-AKAA scheme has a high-security level
and advisable performance.

The rest of the paper is organized as follows. Section 2 reports the
related work and we describe preliminaries in Section 3. The system
model and system procedures, and security assumption of the BP-AKAA
scheme for IIoT are defined in Section 4. Section 5 presents the concrete
construction of the proposed BP-AKAA scheme. The security analysis
and the performance analysis are provided in Section 6 and Section 7,
respectively. Finally, we conclude in Section 8.

2. Related work

ID-based authentication is widely applied in IoT applications due
to its lightweight and other advantages. Zhou et al. [9] proposed a
lightweight ID-based authentication for cloud-IoT, which uses smart
cards and pseudo-identity. Lopes et al. [10] extended ID-based AKA to
a group-signature-based AKA scheme, where a set of devices that are lo-
cationally close are constituted to a group, and a group leader is respon-
sible for secure direct D2D communication within this group. Xiong
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et al. [11] proposed a privacy-preserving authentication protocol for
heterogeneous systems, which utilizes proxy re-signature technology to
realize communications between ID-based systems and certificate-less-
based systems. But the cross-system privacy of Xiong’s scheme relies on
the Cloud server. Kumar et al. [12] presented an ECC-based ID-based
AKA scheme for authentication between devices and the trusted server.
However, identity-based authentication and AKA schemes usually face
privacy leakage issues or do not support access control, and most
abovementioned schemes are not designed for D2D communications.

Attribute-based authentication can protect the privacy and realize
access control simultaneously. Liu et al. [13] brought a new prim-
itive, attribute-based handshake for medical IoT to protect identity
privacy and to realize fine-grained access control. Ibrahim et al. [14]
presented a lightweight authentication scheme that supports attribute-
based access control. Ibrahim’s scheme depends on a trusted reg-
istration server and did not consider the key agreement issue. To
protect identity privacy, Zhang et al. [15] designed an attribute-based
group key agreement protocol to achieve secure and efficient in-group
communication. Still, this scheme did not consider the cross-domain
problem. Lin et al. [16] gave an attribute-based mutual authentica-
tion scheme, yet this scheme did not protect the privacy of identity.
Recently, Sun et al. [17] improved an outsourced attribute-based sig-
nature scheme for authentication in IoT. Sucasas et al. [18] proposed
a privacy-preserving pseudonymity authentication scheme for cloud
servers. Zhang et al. [19] designed an attribute-based encryption (ABE)
scheme and gave a progressive authentication model. Yet, compared
with id-based schemes, realizing authentication solely depends on at-
tribute structure may lead to heavy computation overhead, which
means they may be impractical for resource-constrained IoT devices
such as sensors.

Despite message authentication [20], several device authentica-
tion/ identity authentication schemes were proposed specifically for
IIoT [11] and D2D communication (not direct handshake, but with
gateways). Esfahani et al. [21] designed a lightweight authentication
mechanism for machine-to-machine communications in IIoT only based
on hash and XOR operations. Esfahani’s scheme requires a secure
channel between the device and the registration center and a pre-shared
secret key between the registration center and the authentication center
(router). Gupta et al. [22] designed a lightweight device authentica-
tion scheme, yet it did not consider the privacy of device identity.
Abdi et al. [23] proposed an anonymous ID authentication scheme
with the assistance of password and biometric technology. Lately, Xu
et al. [24] designed a cross-layer device authentication scheme based
on quantum walks on circles, which can resist attacks from quantum
computers. Some of the abovementioned schemes for IIoT are private-
preserving, but none of them considered a critical function for data
sharing between devices, the access control.

NIZKP is another technology to protect the privacy of authenti-
cation. Martin et al. [25] designed a NIZKP authentication protocol
for IoT networks based on the graph isomorphism problem. Walshe
et al. [26] constructed a NIZKP protocol for IoT using the Merkle
tree structure to create authentication challenges. Rasheed et al. [27]
proposed an adaptive ZKP authentication protocol for ad hoc networks,
which achieves various levels of privacy and can resist inside attacks
caused by parameter leakage. Soewito and Marcellinus [28] gave a
modified ZKP algorithm for IoT device authentication by combining
the most popularly adopted encryption algorithm, AES. Gaba et al. [29]
presented a mutual AKA protocol using ZKP for sustainable healthcare
applications, where the authentication between data user and sensors
requires the middle node, gateways. Nevertheless, none of the above-
mentioned (NI)ZKP protocols considers distributed cross-domain and
access control.

Owing to the advantages of blockchain, such as distribution, im-
mutability, and traceability, exploiting blockchain for authentication
has attracted increasing interest from academics [30]. For example,
3

considering the complex network architecture of IoT, Wang et al. [31]
Table 1
Notation I.

Notation Meaning

𝜅 A security parameter
MPK,ASK The master public key, the attribute secret key
RPK,RSK The public and secret key for the AS
IPK′ , ISK The incomplete public id key, the secret id key
IPK The public identity key of a DU
AK,AUK The transformed and the user attribute key
AuK The authentication key of a DU
𝛹PoK A ZKP of knowledge of a discrete logarithm
𝛹PoE A ZKP of equality of two discrete logarithms
Ack An acknowledgment of successful authentication
ATok An attribute token for access
SeK′ ,SeKey A key agreement parameter, the session key
G,G𝑇 Two multiplicative groups of prime order 𝑝
𝑔 A generator of G
𝖧1 ,𝖧2 Five collision-resisted hash functions
KDF A key Derivation function with 𝑙 output
←$ randomly choose an element from a group

N The number of attributes in attribute Universe
NAA The number of attributes in an AA’s attribute set
Ns The number of RS registered in the system
Nu The number of users registered in the system
Na The number of attributes in a user set
|UAtS| The cost for storing attribute set
|G|, |G|T , |Z∗

p| The size of an element in group G, GT and Z∗
𝑝

D A set of (G,G𝑇 , 𝑝, 𝑔, 𝑒)
|H| One hash function
|𝛹 | Communication overhead for a NIZKP
|Txt| Communication overhead for a BC transaction

E,ET One exponentiation in group G,G𝑇
P,H One pairing operation, one hash operation
BCc Overhead for consensus

proposed a cross-domain dynamic authentication with blockchain as-
sistance, which incorporates accumulator knowledge and signature
technology. An identity-based aggregate signcryption scheme with
blockchain was proposed by Yang et al. [32] for IoT-enabled mar-
itime transportation systems. Furthermore, several researchers coop-
erated (NI)ZKP to enhance privacy in blockchain-assisted authenti-
cation [33]. For unmanned aerial vehicles (UAV) networks, Andola
et al. [34] proposed a NIZKP-based authentication and authorization
scheme with blockchain assistance to realize distributed authentication
between vehicles, where four approaches were designed for progres-
sive functions, such as unlinkability, non-malleability, and trackability.
Gabay et al. [35] integrated blockchain and ZKP for authentication
between electric vehicles, which avoids the need for a central au-
thentication server. Feng et al. [36] utilized ZKP, smart contract, and
re-encryption to protect id privacy and data confidentiality, and en-
sure data availability, respectively. Kumar et al. [37] integrated per-
missioned blockchain and ZKP with deep learning to present secure
and private data for industrial healthcare systems. However, existing
blockchain-assisted authentication schemes with (NI)ZKP did not direct
IIoT D2D communications.

Based on the above analysis, it can be obtained that there is no
efficient and practical AKA scheme designed for IIoT D2D scenarios
that have blockchain-supported authentication, NIZKP-based privacy
preserve, and attribute-based access control simultaneously.

3. Preliminary

3.1. Notaions

The notations used in this article are summarized in Table 1.

3.2. ZKP

The concept of ZKP was introduced by Goldwasser et al. in 1989

[38], which generally was formulated as a decision problem. A ZKP
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Fig. 2. (NI)ZKP model.

protocol involves two participants, a prover  and a verifier 𝑉 . The
prover 𝑃 tries to prove a statement 𝑥 is true to the 𝑉 without reveal-
ng anything but the truth of the statement, where the statement is
ssociated with a language of the NP (nondeterministic polynomially)
lass. The classical ZKP protocol, Sigma protocol, contains three rounds
f message exchange between 𝑃 and 𝑉 , which are called commit-
ent, challenge, and response (as depicted in Fig. 2(a)). However,

nteractions are infeasible in some situations, such as unstable wireless
etworks. Non-interactive ZKP was achieved by the Fiat–Shamir heuris-
ic transformation [39], where a hash function is used to generate the
hallenge. In this way, only a single message is sent from 𝑉 to 𝑃 , as
epicted in Fig. 2(b). The mathematical problem that forms the basis
f a ZKP is essential, and paper [40] indicates that, under certain com-
lexity assumptions, any NP problem can be used to define a ZKP and
nly problems in BPP ((bounded-error probabilistic polynomial-time)
an be used to describe NIZKP.

Take Schnorr’s ZKP protocol as an example, which has the following
hree properties:

(a) Perfect Completeness: If the statement provided by the prover is
rue, the prover can always convince the verifier that the statement is
rue.

(b) Special Soundness: If the provided by the prover is wrong, no
rover can convince the verifier that the statement is true, except with
very small probability.

(c) Honest-verifier Perfect Zero-knowledge: If the statement pro-
ided by the prover is true, nothing can be gained by the honest
erifier in addition to the facts during the verification. Given an honest-
erifier simulator that runs in probabilistic polynomial time (PPT),
ero-knowledge means that the results produced by a real proof are
omputationally indistinguishable from the ones produced by the sim-
lator.

In this paper, we altered two discrete-logarithm-based NIZKP pro-
ocols to realize anti-key-escrow (certificateless) key generation and
rivacy-protected authentication. The underlying protocols are also
nown as Schnorr’s Protocol and Chaum-Pedersen’s protocol.

efinition 1. Proof of Knowledge of a Discrete Logarithm (PoK).
Given public parameters (G, 𝑔, 𝑝, 𝙷), where G is a multiplicative

cyclic group of prime order 𝑝, 𝑔 is a generator of G, and 𝙷 is a
cryptographically-secure one-way hash function. For Y ∈ G, a repre-
sentation of Y that related to 𝑔 is an element 𝑥 ∈ Z𝑝 that satisfies the
relation  = {(𝑥,Y) ∈ Z𝑝 ×G ∶ 𝑔𝑥 = Y}. The prover  tries to convince
a skeptical but honest verifier  that he/she knows a representation of
a given Y without revealing anything about the secret 𝑥.

-  chooses 𝑣 ← Z∗
𝑝 to compute V = 𝑔𝑣, 𝑐 = 𝙷(𝑔,Y,V) and

𝑟 = 𝑣−𝑐𝑥 (𝑚𝑜𝑑𝑝).  sends the proof 𝛹PoK = ⟨Y,V, 𝑟⟩ to the verifier.
-  computes 𝑐 first. If the condition V = 𝑔𝑟 ⋅ Y𝑐 holds,  accepts
4

this proof, otherwise rejects. i
Definition 2. Proof of Equality of two Discrete Logarithms (PoE).
Given public parameters (G, 𝑔, 𝑝, 𝙷, 𝙷′), where G is a multiplicative

cyclic group of prime order 𝑝, 𝑔 is a generator of G, and 𝙷 and 𝙷′ are
two cryptographically-secure one-way hash functions. Given another
parameter ℎ ∈ G, for (Y,Z) ∈ G2, a representation of (Y,Z) that related
to (𝑔, ℎ) is an element 𝑥 ∈ Z𝑝 that satisfies the relation  = {(𝑥, (Y,Z)) ∈
Z𝑝 × G2 ∶ 𝑙𝑜𝑔𝑔Y = 𝑙𝑜𝑔ℎZ}. The prover  tries to convince a skeptical
but honest verifier  that he/she knows a representation of a given Y
without revealing anything about the secret 𝑥.

-  chooses 𝑟 ← Z∗
𝑝 ,R ← {0, 1}∗ to compute ℎ = 𝙷′(∗, ∗,R), 𝑝1 = 𝑔𝑟,

𝑝2 = ℎ𝑟, 𝑐 = 𝙷(𝑔, ℎ,Y,Z, 𝑝1, 𝑝2) and 𝑦 = 𝑟+𝑐𝑥 (𝑚𝑜𝑑𝑝). Then,  sends
the proof 𝛹PoE = ⟨Y,Z, 𝑝1, 𝑝2, 𝑦⟩ along with R to the verifier.

-  computes ℎ and 𝑐 first. Then, it verifies if the following two
conditions follow simultaneously. If yes,  accepts this proof,
otherwise rejects it.

𝑔𝑦 = 𝑝1 ⋅ Y𝑐 , ℎ𝑦 = 𝑝2 ⋅ Z𝑐 .

3.3. Permissioned blockchain

In blockchain systems, the security of a ledger is assured by the
hash-value-linked structure and the consensus algorithm. The latest
block contains the hash value of the previous block header. The right
to generate a new block is decided by the consensus algorithm. After
the ledger is updated, the new ledger will be broadcasted to the whole
system, and honest nodes will update their local ledgers to accomplish
global consistency. In this way, no change can be accomplished unless
the adversary can control more than 51% power of the whole system.

According to ownership, blockchain can be divided into two cat-
egories, permissioned and permissionless. In a permissionless one,
also known as a public chain, such as Ethereum, any user can join
the blockchain and participant in the consensus process to compete
for bookkeeping rights. On the contrary, nodes in a permissioned
blockchain, such as Hyperledger Fabric, require legal authorization
from a membership management server. In other words, all users
can read the ledger while only permissioned nodes can write the
ledger. Considering the characteristics of these two blockchains, most
believe that permissioned chains are more suitable for most practical
application scenarios [41].

3.4. Attribute-based encryption

Waters [42] proposed an expressive, efficient, and provably secured
ciphertext-policy attribute-based encryption scheme, which contains
the following algorithms:

- 𝑆𝑒𝑡𝑢𝑝(𝜆, ) → (MPK,MSK): a center authorization takes as input
a security parameter 𝜆 and an attribute universe  to run this
algorithm to output system public and private key (MPK,MSK).

- 𝐸𝑛𝑐(MPK,MSG, 𝜙) → CT: this encryption algorithm takes as input
the system public key, the to-be-encrypted message MSG, and
an access structure 𝜙 to generate ciphertext CT such that only a
user whose attribute set satisfies the access structure can decrypt
successfully.

- 𝐾𝑒𝑦𝐺𝑒𝑛(MPK,MSK,) → DK: this key generation algorithm
takes as input the system public and private keys, and a user
attribute set  to output a decryption (private) key DK for the
user.

- 𝐷𝑒𝑐(MPK,CT,DK) → MSG: this decryption algorithm takes as
input the system public key, a ciphertext (related to an access
structure), and a decryption key (related to a set of attributes). If
the attribute set satisfies the access structure, then the algorithm
will output valid plaintext MSG.

This paper incorporates an attribute-based encryption scheme to

mplement fine-grained attribute-based access control.
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Fig. 3. System procedure.
4. Model definition

4.1. System model

The system model of our blockchain-enforced cross-domain authen-
tication and key agreement and access control scheme contains the
following four participants:

(𝟏) 𝐑𝐒 (𝐑𝐞𝐠𝐢𝐬𝐭𝐫𝐚𝐭𝐢𝐨𝐧 𝐒𝐞𝐯𝐞𝐫) ∶ Devices within one trust domain
consist of a subnet, which has a management node/ gateway node that
is responsible for device registration. Assuming each RS is equipped
with a security component, TPM.

(𝟐) 𝐁𝐥𝐨𝐜𝐤𝐜𝐡𝐚𝐢𝐧 (𝐁𝐂) ∶ There are two ways to construct a blockchain
network, using those registration servers or using non-related servers.
Assuming the registration servers are resource-adequate in our scheme,
the second way is adopted.

(𝟑) 𝐀𝐒 (𝐀𝐭𝐭𝐫𝐢𝐛𝐮𝐭𝐞 𝐒𝐞𝐫𝐯𝐞𝐫 𝐂𝐥𝐮𝐬𝐭𝐞𝐫) ∶ AS usually consists of several
resource-adequate servers, which are used to generate attribute keys
for devices for access requests. Similarly, AS is equipped with a TPM
either.

(𝟒) 𝐃𝐔 (𝐃𝐚𝐭𝐚 𝐔𝐬𝐞𝐫) ∶ DUs are IIoT end devices with limited storage
and computation resources. Considering the future IIoT, those devices
are equipped with SE. For clarity, we note two devices involved in one
authentication as DU and DUP, which belong to two trust domains.

4.2. System procedure

The basic procedures of our BP-AKAA scheme are illustrated in
Fig. 3, which consist of the following four phases:

𝟏. 𝐒𝐲𝐬𝐭𝐞𝐦 𝐈𝐧𝐢𝐭𝐢𝐚𝐥𝐢𝐳𝐚𝐭𝐢𝐨𝐧
The AS runs the 𝖲𝖾𝗍𝗎𝗉(1𝜅 ) → (𝖬𝖯𝖪,𝖠𝖲𝖪) algorithm to initialize the

system, which takes a security parameter 𝜅 to generate the master
public key MPK and the attribute secret key ASK. Then it publishes
MPK in the blockchain while keeping MSK secret.

𝟐. 𝐑𝐞𝐠𝐢𝐬𝐭𝐫𝐚𝐭𝐢𝐨𝐧
2.1 RS registration. This algorithm is conducted between an RS and

the AS, where the AS acts as a KGC.
Firstly, a RS with a TPM performs the 𝖨𝖽𝖪𝖾𝗒𝖦𝖾𝗇𝗎(𝖬𝖯𝖪) → (𝖨𝖯𝖪′, 𝖨𝖲𝖪)

algorithm. Then it constructs a zero-knowledge proof 𝛹PoK of its secret
id key ISK and sends it to the AS for registration. Then, the AS verifies
this proof. If passed, the AS runs the 𝖨𝖽𝖪𝖾𝗒𝖦𝖾𝗇(𝖬𝖯𝖪, 𝖨𝖯𝖪′) → 𝖨𝖯𝖪. Next,
the AS sends IPK back to the RS. After all the RSs are registered, they
initialize a blockchain system by writing their public keys in the genesis
block/ underlying code.

2.2 DU registration. This algorithm is conducted between a DU, its
RS (BC), and the AS (responsible for attribute key generation).
5

Firstly, the DU with a SE performs the 𝖨𝖽𝖪𝖾𝗒𝖦𝖾𝗇𝗎(𝖬𝖯𝖪)→ (𝖨𝖯𝖪′, 𝖨𝖲𝖪)
algorithm. Then it constructs a zero-knowledge proof 𝛹PoK of its secret
id key ISK and sends it to the RS for registration.

Secondly, the RS verifies this proof. If passed, the RS runs the
𝖨𝖽𝖪𝖾𝗒𝖦𝖾𝗇(𝖬𝖯𝖪, 𝖨𝖯𝖪′) → 𝖨𝖯𝖪. Next, it stores IPK in the blockchain ledger
(after consensus) and sends (IPK, IPK′) to the AS. (The RS sends the
signed message to the AS for verification.)

Third, the AS runs the 𝖠𝖪𝖾𝗒𝖦𝖾𝗇(𝖬𝖯𝖪,𝖠𝖲𝖪, 𝖨𝖯𝖪, 𝖨𝖯𝖪′) → 𝖠𝖪 to gen-
erate the attribute key based on a set of attributes (the authorization
of this user attribute set is accomplished offline, which is beyond the
scope of this paper) and sends it back to the DU.

Finally, the DU runs the 𝖴𝖪𝖾𝗒𝖦𝖾𝗇𝗎(𝖬𝖯𝖪, 𝖨𝖯𝖪,𝖠𝖪) →
(𝖠𝗎𝖪,𝖠𝖴𝖪) algorithm to gain its valid authentication key and at-

tribute key.
𝟑. 𝐀𝐮𝐭𝐡𝐞𝐧𝐭𝐢𝐜𝐚𝐭𝐢𝐨𝐧
The authentication process involved the DU and the DUP with the

assistance of the BC.
First, the DU constructs a NIZKP signature 𝛹PoE on a self-selected

random number using its secret id key and sends this proof to the BC.
Then, the BC verifies this proof. If that passes, it sends an acknowl-

edgment 𝐴𝑐𝑘 to the DU and the DUP.
𝟒. 𝐀𝐜𝐜𝐞𝐬𝐬 𝐂𝐨𝐧𝐭𝐫𝐨𝐥 𝐚𝐧𝐝 𝐊𝐞𝐲 𝐀𝐠𝐫𝐞𝐞𝐦𝐞𝐧𝐭
This phase involves the DU and the DUP.
After receiving a valid acknowledgment from the BC, the DU per-

forms the 𝖠𝗑𝖳𝗈𝗄𝖦𝖾𝗇(𝖬𝖯𝖪,𝖠𝖴𝖪,𝖠𝖼𝗄) → 𝖠𝖳𝗈𝗄 algorithm to get an access
token. Then it sends the token to the DUP.

The DUP runs the 𝖵𝗋𝖿 (𝖬𝖯𝖪,𝖠𝖳𝗈𝗄, 𝖨𝖯𝖪,𝖠𝖼𝗄) → 𝟢∕𝟣 algorithm. If the
result equals 1, it performs the key agreement.

The DUP runs the 𝖪𝖾𝗒𝖠𝗀𝗆(𝖬𝖯𝖪,𝖠𝖳𝗈𝗄) → (𝖲𝖾𝖪′, 𝖲𝖾𝖪𝖾𝗒) algorithm.
Moreover, it sends a parameter SeK′ and the corresponding NIZKP to
the DU. Finally, the DU verifies the proof and performs the
𝖪𝖾𝗒𝖠𝗀𝗆′(𝖬𝖯𝖪, 𝖲𝖾𝖪′) → 𝖲𝖾𝖪𝖾𝗒 algorithm to gain the same session key.

4.3. Threat model

The widely adopted ‘‘Dolev–Yao’’ (DY) threat model [43] indicates
that the communicating entities, including DUs (IIoT devices), RSs, and
the AS, are not fully trustworthy, and data sharing is realized over
insecure public channels. More specifically, in our scheme, based on
capability, we divide adversaries into the following three types:

(1) Outsider attackers. Generally speaking, an outsider attacker has
the following capabilities, eavesdropping on all communication links,
recording and replaying messages, and decomposing and reassembling
messages.

(2) Corrupted users (normal insider attackers). An attacker can
break a DU and use the DU’s private key to deceive the servers or
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decrypt messages. But an attacker cannot forge valid messages with the
user’s private id key stored in the SE.

(3) Corrupted servers (strong insider attackers). In addition to the
above two situations, an attacker can further manipulate the AS or the
RSs or access their database to gain information.

5. Concrete construction

This section demonstrates details for constructing the BP-AKAA
scheme, which contains the following four phases.

𝐏𝐡𝐚𝐬𝐞 𝟏. 𝐒𝐲𝐬𝐭𝐞𝐦 𝐈𝐧𝐢𝐭𝐢𝐚𝐥𝐢𝐳𝐚𝐭𝐢𝐨𝐧.
(1) The AS takes a security parameter 𝜅 ∈ N to generate two

ultiplicative cyclic groups G,G𝑇 of prime order 𝑝. Let 𝑔 be a generator
f G, and 𝑒 ∶ G ×G → G𝑇 be a bilinear map. Let D = (G,G𝑇 , 𝑔, 𝑝, 𝑒) be
bilinear group. Then, the AS selects two one-way hash functions: 𝙷1 ∶
0, 1}∗ → G and 𝙷2 ∶ {0, 1}∗ → Z∗

𝑝 for constructing NIZKP. Moreover, a
ey derivation function (KDF) [44] is selected for generating symmetric
ncryption keys.

(2) The attribute server AS selects RSK = 𝛼 ← Z∗
𝑝 as its private

ey, then it computes and publishes the publish key RPK = 𝑔𝛼 in the
lockchain and the whole system.

(3) Let UA be the attribute universe with 𝑁 attributes. The AS
elects 𝑡𝑖 ← Z∗

𝑝 for each attribute 𝑎𝑖 ∈ UA to compute attribute public
eys 𝑇𝑖 = {𝑔𝑡𝑖}.

Finally, the AS publishes the master public key MPK in the
lockchain and keeps the attribute secret key ASK private (kept in its
PM):

PK = (D, 𝙷1, 𝙷2, {𝑇𝑖}𝑖∈[1,𝑁],KDF,RPK),

SK = ({𝑡𝑖}𝑖∈[1,𝑁],RSK).

Note that there are two ways to construct a blockchain. The first
ne is initializing a blockchain independently. In this way, the master
ublic key MPK will be sent to the blockchain through a transaction
nd be stored in the first block publicly. The second way is constructing
blockchain with those registration servers of all domains. Then, the
aster public key MPK will be written in the genesis block or the
nderlying code.
𝐏𝐡𝐚𝐬𝐞 𝟐. 𝐑𝐞𝐠𝐢𝐬𝐭𝐫𝐚𝐭𝐢𝐨𝐧
I ∶ RS Registration.
An RS chooses ISK = 𝛽′ as its private id key (using its TPM to

enerate and store) and computes its incomplete public id key IPK′ =
𝛽′ . Then, it constructs a NIZKP of its private id key and then sends it to
he AS. Next, the AS verify the NIZKP. If that passes, the AS calculates
he complete public id key of the RS as IPK = (𝑔𝛽′ )𝛾′ with a newly
elected random number 𝛾 ′. Then the AS sends the public key back
o the RS. The interactions between an RS and the AS are depicted in
ig. 4. Note that the computational details of the NIZKP of knowledge
re as described in Section 3.2 Definition 1.
II ∶ DU registration.
As demonstrated in Fig. 5, the user registration phase contains the

ollowing four steps.
(1) To avoid the key escrow issue of a central RS, we adopt the

oint key generation method in certificateless schemes. Firstly, the DU
e.g. an IIoT device) with an embedded device number GID generates
ts private id key using its SE as ISK = 𝛽 = 𝙷2(𝐺𝐼𝐷∥𝑝𝑠𝑤), where 𝑝𝑠𝑤 ←
0, 1}∗ is a self-defined password. Then, it computes its incomplete
ublic id key IPK′ = 𝑔𝛽 , and constructs a NIZKP of knowledge of its
rivate id key as follows:

It selects 𝜇 ← Z∗
𝑝 to compute

= 𝑔𝜇 , 𝑐 = 𝙷2(𝑔, IPK′, 𝑢),

= 𝜇 − 𝑐𝛽 (𝑚𝑜𝑑𝑝).

′

6

inally, it sends 𝛹PoK = ⟨IPK , 𝑢, 𝜉⟩ to the RS.
Fig. 4. RS registration.

Fig. 5. DU registration.

(2) The RS verifies the NIZKP 𝛹PoK . It computes 𝑐 = 𝙷2(𝑔, IPK′, 𝑢)
first. If

𝑢 = 𝑔𝜉 ⋅ (IPK′)𝑐 ,

proceed. Otherwise, the RS rejects this registration request.
The RS selects 𝛾 ← Z∗

𝑝 to compute the DU’s public id key as IPK =
(𝑔𝛽 )𝛾 . Then it sends IPK to the BC to store (as the RSs are part of the BC,
storing a key is submitting a signed transaction with its secret id key
to the BC, and the key will be written in the ledger after a consensus
process, which essentially is a signature verification process. In this
way, the validity of the public id key is guaranteed). Next, the RS sends
(IPK′, IPK) to the AS to request the attribute key for the DU.

(3) After receiving the key request from the RS, the AS first check
the validity (The AS verifies the signature of the RS). If yes, it gets the
DU’s attribute set AU = {𝑎𝑖}𝑖∈[𝑛] (𝑛 < N) that is authorized offline. Then,
it selects 𝛿 ← Z∗

𝑝 to compute

AK1 = (IPK)𝛼 ⋅ (𝑔
∑

𝑛 𝑡𝑖 )𝛿 , AK2 = (IPK′)𝛿 .

Finally, the AS sends the attribute key AK = (AK1,AK2) along with IPK
back to the DU.

(4) The DU computes its authentication key AuK = 𝐼𝑃𝐾1∕𝛽 and its
valid attribute user key AUK1 = AK1,AUK2 = (AK2)1∕𝛽 . Finally, the
DU stores (ISK, IPK,AuK,AUK) in its SE and sends AuK in the BC.

It is worth mentioning that the registration phase in our scheme
requires no secret channel between the DU and the RS or the DU and

the AS.
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Fig. 6. Authentication.

Fig. 7. Access and Key Agreement.

𝐏𝐡𝐚𝐬𝐞 𝟑. 𝐀𝐮𝐭𝐡𝐞𝐧𝐭𝐢𝐜𝐚𝐭𝐢𝐨𝐧
Fig. 6 illuminates the authentication phase of our BP-AKAA scheme.

t can be seen that the authentication between devices DU and DUP
equires the assistance of the blockchain (not direct authentication
r relying on a central server). Specifically, it costs one interaction
etween the DU and the BC, and the DUP can accept the DU after
eceiving an acknowledgment from the BC. As the smart contract used
or authentication is performed automatically, the DUP can approve the
esult without extra checking.

Assuming the aim of the authentication is to build a secure com-
unication channel between device DU (sender) and device DUP (re-

eiver). Let IPK𝑟 and IPK𝑠 be the public id key of the receiver DUP and
he sender DU, respectively.

(1) Let 𝑚𝑠𝑔 ← {0, 1}∗ be the authentication request message and TS
e a timestamp. The DU selects random numbers 𝑟 ← Z∗

𝑝 and R ← G,
nd constructs a NIZKP of equality as follows:

The DU computes ℎ = 𝙷1(TS, 𝑚𝑠𝑔,R) to calculate Z = ℎ𝛽 with it
dentity secret key 𝛽. Then, it calculates

1 = ℎ𝑟, 𝑝2 = AuKs
𝑟,

= 𝙷2(AuKs, ℎ, IPKs,Z, 𝑝1, 𝑝2), 𝑦 = 𝑟 + 𝑐𝛽 (𝑚𝑜𝑑𝑝).

inally, it sends 𝛹PoE = ⟨IPK𝑠,Z, 𝑝1, 𝑝2, 𝑦⟩ along with (TS,𝑚𝑠𝑔,R,AuKs)
o the BC.

(2) The BC (smart contract) verifies this proof by firstly checking
he validity of the received timestamp 𝑇𝑆 − 𝑇𝑆 < 𝛥𝑇 , where 𝑇𝑆 is

the time when the proof is received, and 𝛥𝑇 is a pre-setted maximum
transmission delay.

If passes, it computes ℎ = 𝙷1(TS, 𝑚𝑠𝑔,R) and 𝑐 = 𝙷2(AuKs, ℎ, IPKs,
Z, 𝑝1, 𝑝2) with BC-stored keys of the sender AuKs, IPKs. Next, it checks
if both the following two equations hold.

ℎ𝑦 = 𝑝 ⋅ Z𝑐 , AuK 𝑦 = 𝑝 ⋅ IPK𝑐 .
7

1 s 2 s s
If yes, it accepts this authentication request and sends an acknowl-
edgment Ack ∈ G to the DU while sending (Ack,TS, IPKs) to the DUP.
This step is accomplished by smart contract automatically.

𝐏𝐡𝐚𝐬𝐞 𝟒. 𝐀𝐜𝐜𝐞𝐬𝐬 𝐚𝐧𝐝 𝐊𝐞𝐲 𝐀𝐠𝐫𝐞𝐞𝐦𝐞𝐧𝐭
The access and key agreement between the DU and the DUP are

depicted in Fig. 7.
(1) After receiving the valid Ack, the DU selects three numbers

𝜃, 𝑠, 𝑦𝐴 ← Z∗
𝑝 to generate an attribute access token.

𝜎1 = AUK1 ⋅ (
∏

𝑛
(𝑇𝑖))𝜃 ⋅ Ack

𝑠,

𝜎2 = AUK2 ⋅ 𝑔
𝜃 , 𝜎3 = 𝑔𝑠, 𝜎4 = 𝑔𝑦𝐴 .

Next, it sends ATok = (𝜎1, 𝜎2, 𝜎3, 𝜎4, 𝐴𝑈 ) to the DUP.
(2) The DUP estimates if the DU can access its data by checking the

following equation:
𝑒(𝑔, 𝜎1)

𝑒(
∏

𝑛(𝑇 (𝑖)), 𝜎2) ⋅ 𝑒(Ack, 𝜎3)
= 𝑒(𝑔𝛼 , IPK𝑠).

If yes, it proceeds.
Correctness:

𝑒(𝑔, 𝜎1)
𝑒(
∏

𝑛(𝑇 (𝑖)), 𝜎2) ⋅ 𝑒(Ack, 𝜎3)
= 𝑒(𝑔𝛼 , IPKs)

𝑒(𝑔,AUK1 ⋅ (
∏

𝑛(𝑇𝑖))𝜃 ⋅ Ack
𝑠)

𝑒(
∏

𝑛(𝑇 (𝑖)),AUK2 ⋅ 𝑔𝜃) ⋅ 𝑒(Ack, 𝑔𝑠)
= 𝑒(𝑔𝛼 , (𝑔𝛽 )𝛾 )

𝑒(𝑔, (𝑔𝛽⋅𝛾⋅𝛼) ⋅ (
∏

𝑛(𝑇𝑖))𝛿 ⋅ (
∏

𝑛(𝑇𝑖))𝜃 ⋅ Ack
𝑠)

𝑒(
∏

𝑛(𝑇 (𝑖)), 𝑔𝛿 ⋅ 𝑔𝜃) ⋅ 𝑒(Ack, 𝑔𝑠)
= 𝑒(𝑔𝛼 , (𝑔𝛽 )𝛾 )

𝑒(𝑔, (𝑔𝛽⋅𝛾⋅𝛼)) = 𝑒(𝑔𝛼 , (𝑔𝛽 )𝛾 )

(3) The DUP performs the key agreement section. It selects 𝑦𝐵 ← Z∗
𝑝

o compute the seed of the session key as Seed = 𝑒(𝜎4, 𝑔𝛼)𝑦𝐵‖TS‖𝑇𝑆′.
hen, it uses the KDF to generate the session key as SeKey =
DF(Seed, 𝑙). Next, it sends SeK′ = 𝑔𝑦𝐵 along with a NIZKP 𝛹PoE of

𝑦𝐵 (requires DUP’s private id key and a timestamp TS′) to the DU.
(4) The DU first verifies the NIZKP of SeK′ with the DUP’s pub-

lic id key. If this passes, it uses the parameter 𝑔𝑦𝐵 , the parameter
𝐴 and the timestamp TS′ to compute the session key SeKey =
KDF(𝑒(𝑔𝑦𝐵 , 𝑔𝛼)𝑦𝐴‖TS‖TS′, 𝑙). Finally, these two data users (IIoT devices)
an implement secure communication with symmetric encryption.

. Security analysis

According to the threat model defined in Section 4.3, there are
hree levels of adversaries. In this section, we prove that our BP-AKAA
cheme can resist not only general attacks, such as the impersonation
ttack, the replay attack, and the man-in-the-middle attack but also
ore advanced attacks, such as the RS corruption attack and the user-

erver attack. Note that the security against chosen-message attacks of a
KP-based signature scheme is proved in [7]. Due to similarity, we omit
etails of the CMA security of our proposed authentication scheme.

(1) Resistant to impersonation attack: Impersonation attack means
hat an adversary  tries to masquerade as a registered DU. In our
cheme,  knowing the identity and the attribute set of the registered
ser cannot generate a valid NIZKP proof 𝛹PoE as long as the identity
ecret key of the registered user is confidential. Specifically,  can
avesdrop IPK′ = 𝑔𝛽 , IPK = 𝑔𝛽⋅𝛾 , AK and even AuK = 𝑔𝛾 , but the
dentity secret key 𝛽 and valid AUK are kept secret from . As a result,
ur BP-AKAA scheme can eliminate the user impersonation attack.

(2) Resistant to replay attack: Essentially, the NIZKP proof 𝛹PoE
s a signature with the private signing key 𝛽. Benefiting from the
sage of timestamps in our scheme, an adversary  who intercepts an
uthentication message from the public channel and resends it after a
hile cannot pass the verification. In a word, our BP-AKAA scheme can

esist replay attacks.
(3) Resistant to man-in-the-middle attack: Assuming an adver-
ary  obtains a valid message 𝛹PoE = ⟨IPK,Z, 𝑝1, 𝑝2, 𝑦⟩ along with
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(TS,𝑚𝑠𝑔,R,AuK).  tris to implement the man-in-the-middle attack by
enerating its own timestamp TS′.  can compute ℎ′ = 𝙷1(TS

′,𝑚𝑠𝑔,R),
but it cannot calculate the corresponding Z as Z′ = (ℎ′)𝛽 that can
pass the verification without knowing the identity secret key 𝛽 of the
original DU. Hence, our BP-AKAA scheme has the ability to resist the
man-in-the-middle attack.

It is worth mentioning that our BP-AKAA scheme also satisfies non-
repudiation, which is a critical characteristic of a signature scheme.
Because the identity secret key of a DU is seen only for the DU, and
our scheme is proven to resist the abovementioned three attacks, no
adversary or any participant can forge a valid message to pass the au-
thentication verification. Thus, given a valid message, a corresponding
user cannot later deny the transmission of this message.

(4) Resistant to corrupted RS (AS): It is straightforward that our
authentication scheme can resist dishonest registration servers as the
registration phase of our scheme is key-escrow, including the RS reg-
istration and the DU registration. In other words, even the RS (AS)
of a domain responsible for registering a valid user cannot imperson-
ate the user because it did not know the paired identity secret key.
Furthermore, although all public keys of valid users are stored in the
distributed ledger in our scheme, no RS or blockchain node can realize
this attack successfully owing to the same reason.

Another security advantage that can be gained by no key escrow,
is resistance to server collaboration attacks. This means that, with
the collaboration between the AS and an RS, they cannot forge valid
keys for unregistered users, or forge valid NIZKP with invalid keys for
registered users (frame).

(5) Resistant to database insertion attack: Recall that in our scheme,
the id key generation and the attribute key generation for a DU are
conducted by two servers. Assuming  can insert the database of RSs
(basically equal to the public ledger) to get a valid public key of a user,
yet it cannot generate a valid attribute key for the user as it did not
know the RSK of the AS (which is stored in the security component,
TPM). It is notable that the adversary cannot deceive the AS that he
is the RS, because there is a verification process between the AS and
the RS. Furthermore, assuming  can insert the database of the AS, it
still cannot generate a valid attribute key for the user due to the same
reason.

(6) Resistant to users collaboration attack: This attack mainly targets
attribute key abuse, which indicates that several legal users may col-
laborate and combine their attribute keys to gain unauthorized access.
Recall part of a valid attribute key is formed as AK1 = (𝑔)𝛽𝛾𝛼 ⋅ (𝑔

∑

𝑛 𝑡𝑖 )𝛿 .
The belonged DU only controls the parameter 𝛽, thus the combined
attribute key cannot pass the access verification. In a word, DUs in our
scheme cannot collaborate to gain extra access power.

(7) Resistant to user-server collaboration attack: A DU may conspire
with its RS to violate the privacy of another DU (within or beyond
its domain) by revealing its own private id key. However, the private
id key of each DU in our scheme is chosen by the user itself, which
indicates strong independence. Thus, even the RSs or the blockchain
nodes that know all public id keys and the private id key of the
malicious user cannot disclose the privacy of other users. This analysis
shows that our BP-AKAA scheme can resist the user-server collaboration
attack.

7. Performance analysis

7.1. Functionality comparison

We compare the functionality comparison of our system with related
schemes in Table 2, including identity-based authentication, attribute-
based authentication, and (NI)ZKP-based authentication.

Concerning id-based authentication (and key agreement) schemes
[9,10], and [11,21,22] (designed for D2D IIoT applications), all of
them did not consider some critical functions, such as cross-domain,
key escrow resistance, identity privacy protection, and access control.
8

Scheme [14] and scheme [19] adopted attribute-based access con-
trol and attribute-based encryption separately, yet both two schemes
did not support key agreement and blockchain-assisted cross-domain
mutual authentication. Similarly, another two (NI)ZKP-based privacy-
protected schemes [25,28] are not blockchain-assisted either.

Although schemes [35,36] combined the blockchain and ZKP to
accomplish authentication, they did not realize functions such as key
agreement, key escrow resistance, and secret channel free. Scheme [34]
incorporated NIZKP and blockchain to accomplish authentication be-
tween devices through transactions without considering access con-
trol and key agreement, thus cannot be used for secure communica-
tion. Nevertheless, our proposed BP-AKAA scheme accomplishes not
only some essential characteristics for authentication, including mu-
tuality, privacy-preserving, secret channel free, and key agreement,
but also some additional benefits for secure communications, such
as blockchain-assisted cross-domain, key escrow free, and attribute-
based threshold access control. Thus, it can be concluded that our
BP-AKAA scheme has excellent functional superiority compared with
other authentication schemes.

7.2. Performance comparison

We compare the performance of our system with existing ones in
three aspects, communication overhead, storage overhead, and com-
putation overhead (which contains theoretical analysis and simulation
results).

7.2.1. Communication overhead
The communication overheads between different participants are

depicted in Table 3. The initialization phase generates the master public
key that contains N attribute public keys, which need to be sent to the
BC. Besides, all communication costs between the RSs and the DUs, or
between other participants are constant. Therefore, it is concluded that
our BP-AKAA scheme is applicable and practical for IIoT scenarios with
tons of end devices.

In our scheme, there are two types of NIZKP messages, 𝛹PoK and
𝛹PoE. As defined in Section 3.2, the size of the first type is one element
of the group G and one element of the group Z∗

𝑝 , and the size of the
second type is four elements of the group G and one element of the
group Z∗

𝑝 .

7.2.2. Storage overhead
The storage overhead of our scheme is concluded in Table 4. In

our BA-AKAA scheme, the public keys of the RSs and DUs are publicly
stored in the BC and the authentication section does not involve the
AS, thus the storage overhead of the AS is only (1 + N)|Z∗

𝑝| (no space
is costed for storing public keys) and that of the BC is related to the
number of attributes, users and RSs ((N + Nu + Ns)|G|). For the same
reason, the storage overhead of each RS is only one element in group
Z∗
𝑝 (its secret key). Furthermore, the storage overhead of a DU in our

scheme is constant (irrelative to the number of attributes N𝑎 contained
in its attribute set), which is suitable for resource-limited IIoT devices.

The storage advantage of our BP-AKAA scheme is highlighted by
comparison with three other schemes, [14,19,34]. For attribute-based
AKA scheme [14] (single registration server, no cross-domain, no key
agreement, with access control) and [19] (multi-attribute-authority, no
key agreement, with attribute-based encryption and access control), the
storage overheads of all participants are related to the number of users
or attributes, which means the DU (IIoT device) requires more storage
space to govern its keys. Scheme [34] (cross-domain, with blockchain
assistance, no access control) realized blockchain-assisted authentica-
tion without supporting access control, thus the storage overhead of it
is solely related to the number of users.
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Table 2
Comparison of functionality.

Scheme Theory BC (distributed) CroDom No Key-Esc Pri-P Mu-Authen AccCont Key-Agree No SecChan

[9] IB+PW × × ✓ ✓ ✓ × × ×
[10] IB-group × × × Anonymity ✓ × ✓ ×

[11] IB+CL × ✓ ✓ ✓ ✓ × × ×
[21] IB × × × ID-Conf ✓ × ✓ ×
[22] IB × × × × ✓ × ✓ ×

[14] AB+NIZKP × × ✓ ✓ × ✓ × ✓

[19] AB+ZKP × × ✓ × × ✓ × ×

[25] NIZKP × × × ✓ ✓ × ✓ ✓

[28] ZKP+PW × × × ✓ × × × ✓

[34] NIZKP ✓ ✓ ✓ ✓ × × × ✓

[35] ZKP ✓ × × ✓ × × × ×
[36] ZKP ✓ × × ✓ × × × ×

Ours AB+NIZKP ✓ ✓ ✓ ✓ ✓ AB-Threshold ✓ ✓

Abbreviations: ✓: supports functionality. ×: do not support functionality. CroDom: cross-domain. Key-Esc: key escrow. Pri-P: privacy-preserving. Mu-Authen:
mutual authentication. AccCont: access control. Key-Agree: key agreement. SecChan: secret channel.
Table 3
Communication overhead.

Phases Communication Overhead

Initialization (AS → BC) |D + 2|𝖧| + (N + 1)|G| + |KDF|
RS Rg (RS→AS; AS→RS; RS→BC) 1|𝛹 |; 1|G|; |Txt|
DU Rg (DU→RS; RS→DU; RS→BC) 1|𝛹 |; 1|G|; |Txt|
DU Rg (RS → AS; AS → DU) 2|G|; 2|G|

Au (DU→RS; RS→DU(P); RS→BC) 1|𝛹 |; 1|G|; |Txt|
AcKA (DU→DUP; DUP→DU) 4|G| + |UAtS|; 1|𝛹 | + 1|G|

7.2.3. Computational overhead

A: Theoretical Analysis
Based on phases and participants, Table 5 depicts theoretical anal-

ysis and comparison of computation overheads. For simplicity and
without loss of generality, cost-lighted operations, including scalar
multiplication, modular multiplication, KDF, and modular addition
and subtraction are omitted (focused on exponentiation and pairing
operations).

Compared with the two AKAA schemes [14,19], the computational
overhead of user registration of our scheme’s DU is lightweight (no
multiple exponentiations and pairings). Moreover, unlike schemes [14,
19], the operations for access control of our scheme are constant
and irrelevant to the number of attributes. Besides, as the attributes
of scheme [19] are controlled by multiple authorities, the DU needs
to calculate multiple ZKP messages for authenticating with related
authorities, which quite increases the communication and computation
overheads. On the other hand, focusing on the authentication phase of
the blockchain-assisted scheme [34] (the fourth approach) and ours,
our scheme has computational superiority in both the DU and the
BC part in spite of that scheme [34] only achieves authentication
without access control and key agreement. In a word, the theoretical
analysis demonstrates that our scheme is more efficient and practical
for resource-constrained IIoT devices on the bases of satisfying reliable
authentication and access control.

B: Simulation Comparison
All simulation experiments are performed in a VMware virtual

machine, including the blockchain part. The detailed settings of the
experiment environment are summarized in Table 6. We compare
the computation performance of our scheme with three related ap-
proaches [14,19,34], where [14,19] are two ZKP-based authentication
schemes with attribute-based access control, and [34] is a blockchain-
assisted ZKP-based authentication scheme.

The computation overhead of the setup phase, the user registration
phase of the user, and the key generation server are indicated in
Fig. 8(a), (b), and (c). It can be gain straightforward that the setup
9

overheads of the three schemes grow linearly with the number of
attributes. Regarding the user registration phase, i.e. the authentication
between the user and the verifier (key generation server), Fig. 8(b)
shows that the overhead of users in our scheme is a constant (including
Phase 2.1.1 and 2.1.4 in Section 5) while that of the other two schemes
are linearly related with the number of attributes in a user attribute set.
Similarly, the overhead of the server (including the RS and the AS) in
our scheme is also a constant. Yet the result of scheme [14] is relative
to the number of attributes, and that of scheme [19] is relative to the
number of attributes and the overhead of the polynomial generation.

Fig. 9 compares the authentication and verification algorithms of
the four schemes, where the prover represents the DU, and the verifier
represents the blockchain node in our scheme. Scheme [19] utilized
PoK instead of PoE thus its time consumptions are less than the other
three schemes that utilize PoE. Moreover, the results of scheme [34] are
higher than the others as this scheme realizes additional features such
as unlinkability, sender trackability, and malleability attack resistance.
As we can see from Fig. 9 that our scheme’s overhead is on the medium
and is slightly high than that of scheme [19] because our scheme
assigned the verifier with the associated identity public key.

Furthermore, in addition to simulating ZKP algorithms with the Go
language, we also test the transaction per second (TPS) of ZKP verifi-
cation algorithms of those four schemes with the Hyperledger Fabric
platform. The results are depicted in Fig. 10, where the TPS decreases
with the number of endorsers (blockchain nodes that participate in the
consensus process). It can get that the ZKP used for user registration
in our scheme (PoK defined in Section 3.2) is roughly equal to that
in scheme [19], and the ZKP used for authentication (PoE defined in
Section 3.2) essentially resembles that in schemes [14,34].

To better comparison, we divided the access part of the three
schemes from the authentication phase and set the threshold of the
scheme [14] as t = 𝑛 = 𝑁𝑎, as illuminated in Fig. 11, where the sub-
fig (a) and the sub-fig (b) contains the overhead of users (DU) and
the verifier (DUP in our scheme) respectively. Fig. 11 highlights an
excellent advantage of our scheme, which is that both overheads of the
DU and the DUP are independent of the number of attributes required
for access (more suitable for resource-constrained IoT devices), while
the overheads of the other two schemes are burdensome.

We built a more realistic test environment to further test the feasi-
bility and practicality of our proposed scheme, as shown in Fig. 12. The
computer on the left is connected to the server, the two red Raspberry
Pi devices in the lower right corner are controlled through the computer
screen in the middle, and the wireless local area network of the whole
environment is set up through the router on the right. The resource
configuration of the server is the same as the one used in the above
simulation experiments, while the CPU, memory, and disk capacity of
the Raspberry Pi 4B are Broadcom BCM2711 64-bits 1.5 GHz, 8G, and

32G.
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Table 4
Storage overhead.

Key Type [14] [19] [34] Ours

AttKey RS ∶ N + |G| + Nu|GT| AA ∶ NAA(|G| + 2|Z∗
p| + |GT|) – AS ∶ (1 + N)|Z∗

p|

SysKey RA ∶ N|Z∗
p| + N|G| – – RS ∶1|Z∗

p|

UPK – – BC ∶ Nu|G| BC ∶ (N + Nu + Ns)|G|

USK DU ∶ 1|Z∗
p| + Na|G| + 2|GT| + |UAtS| DU ∶ 1|Z∗

p| + 1|G| + Na|G| + |UAtS| DU ∶ 1|Z∗
p| DU ∶ 1|Z∗

p| + 4|G| + |UAtS|

Abbreviations: RS: cloud server (= AS). RA: registration authority (= RS).
Table 5
Computation overhead.

Phases [14] [19] [34] Ours

Initialization RS ∶ NE AA ∶ 2NAAE + NAAET – AS ∶ (N + 1)E

RS Regist – – – RS ∶ 1E + 1H + [1E + 1H];
AS ∶ [2E + 1H] + 1E

DU Regist DU ∶ 1ET + 1P + [1E + 1H]|NaE;
RA ∶ [2E + 1H] + Poly + NaE + 1ET

DU ∶ 1H + [2E + 1H] + 1H + 1E
| 2H + (N′

a)(2P)
AA ∶ [2E + 1H] + 3H + 2P + (N′

a)E

DU ∶ 1E DU ∶ 1H + 1E + [1E + 1H] | 2E;
RS ∶ [2E + 1H] + 1E + BCc ;
AS ∶ 3E

Authen DU ∶ [3E + 2H];
RS ∶ [4E + 2H]

DU ∶ [1E + 1H];
ES ∶ [2E + 1H]

DU ∶ [7E + 3P + 1H];
BC ∶ [3E + 1P + 1H] + BCc

DU ∶ [3E + 2H];
BC ∶ [4E + 2H] + BCc

Acc DU ∶ 0;
RS ∶ tET+tP

DU ∶ NaE
ES ∶ (2Na + 2)P + 3H

– DU ∶ 5E;
DUP ∶ 4P

KA – – – DUP ∶ 1P + 1ET + 1E + [2H + 3E];
DU ∶ [2H + 4E] + 1P + 1ET

Abbreviations: Poly: operations for constructing a polynomial. t: the threshold value of access. AA: attribute authority. NAA : number of attributes governed by an AA. ES:edge server. N′
a :

equals to NAA ∩ Na .
Fig. 8. Setup and user registration.
Table 6
Simulation setting.

Name Setting

Operation System Ubuntu 20.04.4 LTS 64-bit
Memory 15.6 GiB
Processor 11th Gen Intel® Core™ i7-11700K @ 3.60 GHz
Disk Capacity 53.7 GB

Language Go 1.11.4
Cryptography Library PBC 0.5.14
Blockchain Platform Hyperledger Fabric 1.4.2 with Solo Consensus
Docker Docker 20.10.12
TPS Test Tool Tape 0.1.2

In this environment, we tested the delay of three main phases of
ur scheme: first is Raspberry Pi 1 generating 𝛹PoK to register with the
erver to get the required keys, i.e. as in Fig. 5; second is Raspberry Pi
generating 𝛹PoE and send it to the server for authentication, i.e. as in

ig. 6; finally is Raspberry Pi 1 generating access token AToK and send
t to Raspberry Pi 2 for access and key agreement, i.e. as in Fig. 7. The
elay times of the above three phases are summarized in Table 7.

In conclusion, our scheme achieves user registration and authenti-
ation by two classical ZKP protocols and access control by attribute-
ased encryption. The simulation results show that our scheme per-
orms better in setup, user registration, and access control. Besides, the
10
Fig. 9. Authentication.

Table 7
Delay time.

Phase Dealy (ms)

Registration 13.606
Authentication 38.744
Access and Key Agreement 55.537

blockchain throughput result indicates that the proposed blockchain-
enforced authentication scheme is feasible and efficient.
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Fig. 10. Throughputs of BC authentication.

Fig. 11. Access control.

Fig. 12. Test environment.

8. Conclusion

This paper proposed a blockchain-enforced private-preserving au-
thentication and key agreement and access control (BP-AKAA) scheme
for IIoT D2D communication. Specifically, blockchain technology and
non-interactive zero-knowledge proof are utilized to ensure cross-
domain and privacy protection, respectively. Besides, we designed a
comprehensive and secure communication framework for industrial IoT
applications to realize authentication, key agreement, and attribute-
based access control. Theoretical and simulation analysis indicates
that the BP-AKAA scheme has predominant performances in security
and computational overheads and is suitable for resource-limited IIoT
devices.

As this paper solely focused on D2D communications, we plan to
exploit more potentials of blockchain in other communication types in
IIoT, such as cross-domain S2D.
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