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SkyShield: A Sketch-Based Defense System
Against Application Layer DDoS Attacks
Chenxu Wang , Tony T. N. Miu, Xiapu Luo , and Jinhe Wang
Abstract— Application layer distributed denial of service (DDoS) attacks have become a severe threat to the security
of web servers. These attacks evade most intrusion prevention
systems by sending numerous benign HTTP requests. Since most
of these attacks are launched abruptly and severely, a fast
intrusion prevention system is desirable to detect and mitigate
these attacks as soon as possible. In this paper, we propose an
effective defense system, named SkyShield, which leverages the
sketch data structure to quickly detect and mitigate application
layer DDoS attacks. First, we propose a novel calculation of the
divergence between two sketches, which alleviates the impact of
network dynamics and improves the detection accuracy. Second,
we utilize the abnormal sketch to facilitate the identification of
malicious hosts of an ongoing attack. This improves the efficiency
of SkyShield by avoiding the reverse calculation of malicious
hosts. We have developed a prototype of SkyShield and carefully
evaluated its effectiveness using real attack data collected from
a large-scale web cluster. The experimental results show that
SkyShield can quickly reduce malicious requests, while posing a
limited impact on normal users.
Index Terms— Application layer DDoS attacks, sketch data
structure, intrusion prevention system.

I. I NTRODUCTION

D

ISTRIBUTED denial of service (DDoS) attacks have
been a severe threat to the Internet for decades and
numerous defense schemes have been proposed to mitigate
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DDoS attacks at the network layer [1]–[8]. Recently, application layer DDoS (app-layer DDoS) attacks against web
servers grow rapidly and bring victims with great revenue
losses [9]–[12]. App-layer DDoS attacks attempt to disrupt
legitimate access to application services by masquerading flash
crowds with numerous benign requests. Flash crowd refers to
the situation when many users simultaneously access a popular
website, producing a surge in traffic to the website and causing
the site to be virtually unreachable [13]. The stealthiness of
app-layer DDoS attacks makes most signature-based intrusion
prevention systems ineffective.
Since most DDoS attacks are launched abruptly and
severely, it is desirable to design a defense system that
can detect and mitigate app-layer DDoS attacks as soon as
possible to minimize the losses [14]. Turing test schemes
based on graphical puzzles have been proposed to address
the above problem on the cost of additional delays [15], [16].
Unfortunately, since a few milliseconds extra delay may cause
users to abandon a web page early [17], [18], applying such
mechanism to all users will negatively affect the Quality
of Experience (QoE). Therefore, an effective defense system
should mitigate app-layer DDoS attacks as soon as possible while posing a limited impact on the access of normal
users.
The increasingly high-speed network links demand an efficient data structure to process a huge volume of network traffic
efficiently, especially under HTTP flooding attacks. The sketch
data structure can efficiently estimate the original signals by
aggregating high dimensional data streams into fewer dimensions, making it very suitable for DDoS attack detection [19].
A series of sketch-based approaches have been proposed for
anomaly detection in large-scale network traffic [20]–[25].
Since sketches contain no direct information about the malicious hosts, they cannot be directly used for the mitigation
of attacks. To tackle this problem, several efficient reverse
hashing schemes have been proposed to infer the IP addresses
of malicious hosts from reversible sketches [22], [26], [27].
These studies attempt to retrieve the anomalous keys either
by using reverse hashing methods or by storing parts of the
keys. However, these methods are either computation-intensive
or storage-demanding, limiting their applications in intrusion
prevention systems.
The challenge of designing a sketch-based defense system
lies in the coordination between the detection and mitigation
of attacks. First, since network traffic is inherently dynamic
in the real environment, a proper measure of network traffic
is essential to accurate anomaly detection. Second, when an
attack occurs, it needs to identify malicious hosts accurately
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without affecting the access of legitimate users. Third, since
most attacks are launched abruptly, the defense system should
adopt an effective light-weight process to detect and mitigate
the attack as soon as possible.
To address these issues, in this paper, we propose SkyShield,
a novel defense system based on sketches to defend against
app-layer DDoS attacks. Akin to previous studies, SkyShield
exploits the random aggregation property of sketches to
improve its capability. Differently, SkyShield mitigates the
attacks without retrieving the exact IP addresses of malicious
hosts, and thus avoids the intensive computation process.
The rationality of this scheme is the fact that attacks are
usually persistent. Therefore, the abnormal sketch could be
reused to facilitate the identification of malicious hosts by
examining whether an incoming host is the one that caused
the anomaly in the previous detection cycle. This avoids
the reverse calculation of malicious hosts and thus greatly
improves the efficiency of the system. In summary, we make
the following major contributions in this paper:
• We propose a sketch-based anomaly detection scheme for
app-layer DDoS attacks. The scheme utilizes the divergence of sketches in two consecutive detection cycles to
detect the occurrence of an anomaly. We design a new
variant of Hellinger Distance [28] to measure the divergence for mitigating the impact of network dynamics.
• We design an effective attack mitigation scheme without
the need of reverse calculation or storage of malicious
hosts. The scheme exploits the detected abnormal sketch
to identify malicious hosts directly. This avoids the
computation-intensive process to infer the malicious hosts
and thus greatly improves the efficiency of the system.
• We develop an adaptive mitigation scheme which dynamically determines the number of malicious hosts according
to the volume of requests. Basically, it will discriminate
more hosts as suspicious if the load of the server is
heavy and regard fewer hosts as suspicious if the load
is moderate and tolerable. This scheme well balances the
trade-off between attack mitigation speed and accuracy.
• We develop a prototype of SkyShield and evaluate its
effectiveness using real attack data collected from a
large-scale web server cluster. The experimental results
show that SkyShield can quickly mitigate app-layer
DDoS attacks with a limited impact on legitimate users.
The rest of the paper is organized as follows. Section II
introduces the background knowledge. Following an overview
of the system in Section III, we detail the mitigation and detection schemes in Section IV and V, respectively. Section VI
describes the implementation of SkyShield. Section VII
presents the evaluation results. Section IX reviews relevant
literature. After a brief discussion in Section VIII, we conclude
the work in Section X.
II. BACKGROUND
A. Sketches
A sketch is a type of data structure composed of H hash
tables of size K . It is used to efficiently estimate the original
signals by aggregating high dimensional data streams into
fewer dimensions. Fig. 1 shows a diagram of the sketch

Fig. 1.

Fig. 2.

A diagram of the sketch data structure.

A diagram of the Bloom filter data structure.

data structure. The incoming data stream is composed of
pairwise items encompassing a key and an associated value.
Each row of the sketch is associated with an independent hash
function to index the incoming keys. When a pairwise item
(key, value) arrives, the data in the bucket corresponding to
the key is updated by the value.
A sketch is an approximation tool to efficiently estimate a
signal by sacrificing tolerable accuracy. Due to the randomization of hash functions, the distribution of values in each hash
table is relatively stable for normal network traffic. Therefore,
sketches are capable of detecting significant changes in massive data streams, such as high-volume network traffic [20].
SkyShield adopts the sketch techniques for anomaly detection
and malicious hosts identification.
B. Bloom Filters
A Bloom filter is a space-efficient data structure for set
membership queries. It employs an array of m bits to represent
a set. Fig. 2 illustrates a diagram of the Bloom filter data
structure. A Bloom filter employs k independent hash functions h 1 , h 2 , · · · , h k with a range {1, 2, · · · , m} to represent
a set S = {e1 , e2 , · · · , en }. For each element e ∈ S, the bit at
the location indicated by h i (e), 1 ≤ i ≤ k are set to 1. A bit
can be set to 1 for multiple times. To query if an element e
is in the set S, the bits at locations indicated by h i (e),
1 ≤ i ≤ k are checked. The element is supposed to be in the
set with high probability if all checked bits equal 1 and not if
otherwise.
A Bloom filter may also lead to a negligible false positive
rate. A false positive means that an element being checked
is mistakenly determined by the above criteria whereas it
is actually not in the set. It is caused by conflicts of keys
that occasionally share common hashing results for all hash
functions. The false positive rate can be decreased by carefully
adjusting the number of hash functions based on the cardinal
of the set and the size of the bit-array [29]. SkyShield employs
Bloom filters to implement the black and white lists that are
utilized to filter requests from malicious hosts.
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Fig. 3.

The process of SkyShield.

C. Comparison Between Sketches and Bloom Filters
The main difference between sketches and Bloom filters
is their data representations, which are determined by their
different applications. Sketches are used to store a summary
of large-scale data streams in situations where it is costly to
store the whole data. The storage unit of a sketch is determined
by the types of values to be stored (e.g. an unsigned integer
for frequency count). By contrast, Bloom filters are used for
efficient set membership queries. The storage unit is one bit
and multiple true-value bits combined together indicate the
existence of an element in the set with high probability.
The common of the two data structures lies in the usage
of hash functions. The principle behind both data structures is
the power of randomness that stems from hashing algorithms.
Specifically, we employ sketches to detect the occurrences of
attacks and Bloom filters to serve as black and white lists.
Both of them have IP addresses as input keys.
III. S YSTEM OVERVIEW
Fig. 3 depicts the process of SkyShield. It is deployed
behind a network firewall that will filter out malformed
HTTP requests, and the process consists of two phases,
namely, mitigation and detection.
In the mitigation phase, SkyShield employs two Bloom
filters, including a whitelist (B1 ) and a blacklist (B2 ) to filter
incoming requests. The whitelist (resp. blacklist) contains
the legitimate (resp. malicious) hosts that are confirmed by
the CAPTCHA techniques. Normal requests verified by the
whitelist are passed to the detection phase directly whereas
malicious requests verified by the blacklist are filtered and
logged. The remaining requests are inspected based on the
abnormal sketch S3 . The rationality behind this scheme is that
malicious hosts need to send numerous requests persistently to
launch effective app-layer DDoS attacks. Therefore, SkyShield
can identify malicious hosts without reversely calculating
their IP addresses. Detailed mitigation method is described
in Section IV.
For a suspicious request, SkyShield first examines whether
its origin is in the whitelist. If not, the host will be checked
by the CAPTCHA module. If the host passes the CAPTCHA
test, it will be added to the whitelist. Otherwise, it will be
added to the blacklist. Since only suspicious hosts are tested
by the CAPTCHA, only parts of legitimate users might be
affected. Additionally, to prevent blacklisted users from being
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blocked forever, both the blacklist and whitelist are emptied
periodically. Initially, B1 , B2 and S3 are set to be empty and
no hosts are suspected and filtered.
In the detection phase, SkyShield exploits the divergence
between two sketches S1 and S2 as a signal to detect anomalies
that are caused by numerous requests originated from malicious hosts. SkyShield conducts the detection cyclically with
a fixed time interval T , which is an adjustable parameter.
By adjusting T , the system can balance the trade-off between
the attack mitigation speed and the detection accuracy.
In each detection cycle, all incoming requests are aggregated
into S1 , with the source IP addresses as input keys. The backup
sketch S2 stores the results of S1 in the last normal detection
cycle. At the end of each detection cycle, the divergence
d(S1 , S2 ) between S1 and S2 is calculated. If d(S1 , S2 ) exceeds
a threshold θt , the system is supposed to suffer an attack and
an alarm is raised. If an anomaly is detected, S2 will not be
updated anymore. This guarantees that the current sketch is
always compared with a normal pattern. Alternatively, S3 will
be updated by S1 and the abnormal buckets are calculated.
When the alarm is lifted, S2 will be updated by S1 again at the
end of each detection cycle and S3 is emptied. The detection
method is detailed in Section V.
IV. ATTACK M ITIGATION
A. Locating Abnormal Buckets
When an anomaly is detected, SkyShield needs to locate the
abnormal buckets that cause the sharp change in the divergence
between S1 and S2 . Since incoming requests are mapped to
every row of a sketch, the abnormal buckets for every row of
the sketch are calculated.
SkyShield classifies the top g buckets with the largest
request volumes as abnormal ones. Since attackers usually
employ more compromised hosts (or bots) to generate a larger
volume of requests in a short time, we define the value of g
as a function of the volume of the total requests. Denote the
i -th row of S3 as a vector n i1 , n i2 , . . . , n i K , where n i j is the

value of the j -th bucket in the i -th row. Let Ni = Kj=1 n i j
represent the volume of total requests in a detection cycle.
Then the value of g is defined as:
g = (ln Ni )r ,

(1)

where r is an adjustable parameter. When g is calculated, the
indexes of abnormal buckets in the i -th row are obtained as:
Ai = { j |n i j ≥ n ig },

(2)

where n ig is the g-th largest value in v i . The abnormal buckets
in other rows are obtained similarly.
B. Identifying Malicious Hosts
SkyShield further employs these obtained abnormal buckets
to identify malicious hosts. We denote the abnormal buckets
set for row i as Ai and the bucket index of a specific IP address
in row i as h i (IP), respectively. If h i (IP) ∈ Ai is true for all
i = 1, 2, . . . , H , then we label the IP address as suspicious
and the host will be verified by the CAPTCHA module.
Fig. 4 demonstrates the flow chart of the identification
procedure. The mitigation module first checks if the host
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Fig. 4.

The flow chart of the identification procedure.

is in the whitelist or blacklist. If not, the host is examined
against S3 . A suspicious host is then tested by a graphical
puzzle. If the host passes the test, it is added to the whitelist
and the associated requests are passed to the detection phase.
Otherwise, the corresponding host is added to the blacklist
and the associated requests are filtered and logged. The
employment of the whitelist guarantees that legitimate users
will not be checked by the CAPTCHA module repeatedly.
Since the compromised hosts may become normal and the
legitimate hosts may be controlled by attackers some time
later, we clean the blacklist and the whitelist periodically with
a longer interval than the detection cycle. In this paper, we
set 100T (i.e., 2000s) as the default clean period. This
value is selected because it has been reported that 80% of the
DDoS attack intervals last less than 1081 seconds [14]. It is
worth noting that the cleaning of the blacklist and whitelist
will not affect the detection accuracy because the clean period
is much longer than the detection cycle. Even if an attack
lasts longer than the clean period, SkyShield will recapture
the attacking hosts, just like how it does at the start of a
new attack. We can also choose a much longer clean period
(e.g., a day or even a week) in order to block the malicious
hosts longer.
The rationality behind the mitigation scheme is that a
malicious host detected in current detection cycle has a high
probability to appear in the next detection cycle. An attacker
may be able to evade the system by violating this assumption.
However, such attempts will greatly increase the cost of an
effective attack. (see detailed discussion in Section VIII-B).
V. A NOMALY D ETECTION
A. Divergence of Sketches
We employ the divergence between S1 and S2 as a signal
to detect the occurrence of an attack. This metric is selected
according to the observation that the distribution of bucket
values in a sketch for normal network traffic is steady. It is

worth noting that such steadiness does not contradict with the
implication of network dynamics that describes the uncertainty
of individual requests, including the source IP address, request
time, body size, etc. Although the aggregate network traffic
of all normal users is often steady in a short time scale, the
request rates of individual users may have large variations.
Since sketches map the request rates of individual users into
single buckets, network dynamics will influence the measure
of divergence between sketches.
To mitigate the impact of network dynamics, we propose
a novel calculation of sketch divergences. We denote the
i -th row of a sketch as a vector n i1 , n i2 , . . . , n i K , where n i j
is the value
of the j -th bucket in the i -th row of a sketch.
K
Let Ni =
j =1 n i j represent the volume of all requests.
We define a probability vector as Pi =  pi1 , pi2 , . . . , pi K 
for the corresponding row, where pi j = n i j /Ni measures
the probability that an incoming request is mapped into
the j -th bucket by the i -th hash function. The divergence
between two probability vectors could be measured by their
Hellinger Distance (HD). Given two discrete probability
vectors Pi =  pi1 , pi2 , . . . , pi K  and Q i = qi1 , qi2 , . . . ,
qi K , the Hellinger distance is defined as

 K
1  √
√
d(Pi , Q i ) = √  ( pi j − qi j )2 .
(3)
2 j =1
However, it is improper to use such distance to measure the
divergence between two sketches, because the uncertainty of
source IP addresses in the dynamic network traffic makes
the probability distribution in each row of a sketch vary
dramatically and consequently the unpredictable divergences
will result in high a false positive rate. What’s worse, since the
last normal sketch is stored as a baseline of normality when
an anomaly is detected, using the original Hellinger distance
between two probability vectors may lead to continuous false
alarms even when the actual attack has stopped.
To solve this problem, we propose computing the Hellinger
distance of two sorted probability vectors instead of the
original vectors. Specifically, we first sort the probability
vectors in a descending order, and then we have Pi =
 pi(1) , pi(2) , . . . , pi(K )  and Q i = qi(1) , qi(2) , . . . , qi(K ) ,
where pi(1) ≥ pi(2) ≥ · · · ≥ pi(K ) and qi(1) ≥ qi(2) ≥
· · · ≥ qi(K ) . The improved divergence between Pi and Q i
is calculated by the Hellinger distance between Pi and Q i :
d (Pi , Q i ) = d(Pi , Q i )

 K
1  √
√
= √  ( pi( j ) − qi( j ) )2 .
2 j =1

(4)

According to Equation 4, we can calculate the divergence
between the corresponding hash tables of two sketches.
Fig. 5 shows the comparisons between the original and the
improved Hellinger distances of a hash table for one of our
datasets. We can see that the improved divergence is much
lower and more stable than the original one. This benefits
from the randomness of hashing algorithms and the sorted
probability distributions of hash tables are more predictable
for normal network traffic.
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The implementation architecture of SkyShield.

VI. I MPLEMENTATION
A. Architecture

Fig. 5.

Different divergences of sketches versus the time.

B. Dynamic Threshold Estimation
Since network traffic is inherently dynamic and fluctuates
persistently in long time scales, using a constant threshold
for detection will result in many false positives. Hence, we
employ the Exponential Weighted Moving Average (EWMA)
method [30] to obtain an adaptive threshold. However, if
we use the averaged divergence of hash tables in the two
sketches for detection, a large deviation of any individual
hash table pair may cause a large deviation of the average
divergence, which leads to high false alarm rates. Practically,
we prefer to a conservative criterion. Therefore, we propose
a Multiple Independent Exponential Weighted Moving Average (MIEWMA) method to compensate the fluctuations caused
by individual hash tables. Specifically, denote dt(i) as the
calculated divergence between the i -th hash tables in S1 and S2
(i)
at time t, d̂t as the estimated divergence for time t according
(i)
to historical observations, and d̂t +1 as the estimated divergence
for time t + 1. Then we have

B. Selection of Hash Functions
We use the modular hash functions which are randomly
selected from a universal family H = {h a,b }, where h a,b is
defined as
h a,b (x) = (ax + b) mod p,

(9)

where a, b are randomly selected positive integers, and p is the
largest prime less than K and m for the sketches and Bloom
filters, respectively. For example, for sketches with K = 212 ,
we set p = 4093. For Bloom filters with m = 222 , we set
p = 4, 194, 301. This hashing method generates uniformly
distributed values of input keys, and thus yields negligible
impact on the accuracy of the system.

(i)
(i)
d̂t(i)
+1 = αdt + (1 − α)d̂t ,

(5)

C. Parameter Configurations

et =
2
σt +1 =

(6)
(7)

Since the effectiveness of SkyShield depends on the proper
configurations of the parameters, we provide guidelines for
determining the proper configuration of the parameters.
1) Sketch’s Parameters: A sketch has two parameters,
namely the number of hash functions H and the hash table
size K . We configure H and K to satisfy two constraints.
The first constraint stems from the requirement of a low
FPR. Let the total number of IP addresses be N and the
numbers of abnormal buckets detected in each row of S3
be |A1 |, |A2 |, . . . , |A H |, respectively.
Then the FPR for com

(i)

θt +1 =
(i)

Fig. 6 shows the implementation architecture of SkyShield.
We adopt parallel techniques to hash the hosts of incoming
requests with multiple cores in order to improve the efficiency.
When the detection module discovers an anomaly, it passes
the abnormal sketch to the mitigation module. On receiving an abnormal sketch, the mitigation module identifies
the malicious hosts and filters out all requests from these
hosts. We have developed a prototype of SkyShield using
Python 2.7 and evaluated it on a 64-bit Windows 10 system
with an Intel(R) Core(TM)2 Quad CPU Q9550 @2.83GH and
8.0GB RAM.

(i)
(i)
|d̂t − dt |,
βet2 + (1 − β)σt2 ,
(i)
d̂t +1 + λσt +1 ,

(8)

where θt +1 is the calculated threshold at time t + 1 for the
i -th hash table, α, β, and λ are adjustable parameters. Since
the app-layer DDoS attacks will overwhelm the victim server
in seconds with numerous malicious requests, it will greatly
(i)
(i)
disturb the probability vectors of S1 . Therefore, if dt +1 > θt +1
for all i = 1, 2, . . . , H , then an alarm is raised. Fig. 5 also
shows the obtained thresholds of a hash table for different
calculations of sketch divergences. We can see that the new
definition of Hellinger distance derives more stable thresholds
than the original one.
When an alarm is raised, SkyShield performs two actions
to protect the normal baseline. On one hand, S2 will not be
updated by S1 , thus the sketch of the next detection cycle will
always be compared with the normal pattern. On the other
hand, the threshold will not be updated until the alarm is lifted.
This protects the threshold from the impact of attacks.

i=H

|A |

i
pletely random hashing is N i=1
approximately, where
KH
K is the cardinal of set Ai . Since we take the top g
|Ai |
buckets with the largest number of requests as abnormal ones
in each hash table, the ratio between the number of abnormal
buckets for each row and the size of hash tables K is fixed.
Denoting the fixed ratio by τ , we can obtain the false positive
1. For a given constant false
rate as Nτ H , where 0 < τ
positive rate bound ≥ Nτ H , we have

H≥

ln N − ln
− ln τ

(10)
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For example, if N = 232 , = 10−5 , and τ = 0.01, we have
H ≥ 7.32, and thus H = 8 is a suitable choice for the above
condition. The second constraint is to choose a proper value
of K such that the size of the sketch H × K is small enough
to fit the sketch into fast memory in order for updates to
be performed at high speed. In this paper we set K = 212
following [22]. With an unsigned integer as a bucket, each
sketch consumes 64KB memory.
2) Bloom Filter’s Parameters: A Bloom filter has two
parameters, namely the number of hash functions k and the
hash table size m. Given a set S containing n elements and
a Bloom filter with parameters k and m, after all elements
of S are hashed into the Bloom filter, the probability that a
specific bit is still 0 is

1 kn
≈ e−kn/m
(11)
p = 1−
m
The probability of a false positive is
f = (1 − p)k = 1 − e−kn/m

k

By minimizing f as a function of k, we obtain
m
k = ln 2
n

(12)

(13)

Then, the false positive rate f = (1/2)k = (0.6185)m/n .
Above analyses show that the false positive can be significantly
reduced by a sufficiently large m, which consumes more
memory storage. Given a positive rate > f , we have
m

f = (1/2)k = (1/2) n

ln 2

≤

(14)

Solving the above inequality we get
n log2 (1/ )
= n log2 e log2 (1/ )
(15)
ln 2
According to the fact that most botnets have tens of thousands
of compromised hosts, we assume that n = 105 . Given a false
positive rate = 10−5 , we have that m ≥ n log2 e·log2 (1/ ) ≈
2396264.6. Therefore, m = 222 is a proper choice. Since
k = mn ln 2 ≈ 14.5, we set k = 15. The parameters are
also applicable to the whitelist Bloom filter. Each Bloom filter
consumes about 16KB memory.
In practice, the intrinsic FPR of sketches and Bloom filters
are relatively small compared to the FPR caused by the
detection mechanism of the system itself. For instance, the
intrinsic FPR of a sketch with parameters H = 8 and K = 212
is expected to be two or three orders of magnitude smaller than
that caused by the detection system (10−5 vs. 10−2 ).
3) MIEWMA’s Parameters: Each EWMA method has three
parameters, namely the damping coefficient α, the variance
damping coefficient β, and the threshold damping coefficient λ. The parameter α determines the memory of the
EWMA model (i.e., the weight of “elder” data in the calculation of EWMA). A larger α implies that the most recent data
is more important in the estimate of next values. The value of
α is suggested between 0.2 and 0.3 [31]. The parameter β is
used to smooth the estimates of the variances and the value is
suggested to be smaller than 0.5 [31].
m≥

TABLE I
D EFAULT VALUES OF THE PARAMETERS IN S KY S HIELD

Different from the parameters α and β, the parameter λ
directly influences the obtained thresholds. Therefore, the
value of λ is more important than that of α and β. It is
suggested that the value of λ is either set to 3 or 1.96 in
order to obtain the X-sigma control limits. We evaluate the
impact of λ in a much wider range as we prefer a lower FPR.
4) Other Parameters: There are two other important parameters, namely the detection time interval T and the parameter r that determines the number of abnormal buckets g
in a hash table. The parameter T determines the response
time of the system. Small T empowers fast detection of
attacks on the cost of frequent divergence calculations between
S1 and S2 . However, this may result in high computation
consumption. In addition, short detection intervals may also
result in insufficient statistics of network traffic and thus
increases the false alarm rate.
We employ the parameter r and use Equation (1) to dynamically adjust the number of abnormal buckets in a hash table.
The parameter r determines the number of abnormal buckets to
be selected when an anomaly is detected. It influences the true
positive rate (TPR), false positive rate (FPR), and the detection
accuracy in the following detection cycles. Since the value of
g is much smaller than the hash table size K , the impact of
the parameter r is similar to that of g. To lower the FPR, we
can set the number of abnormal buckets g to be sufficiently
small by decreasing the value of r . However, it may increase
the number of false negatives. When we increase the value
of g, the probability of falsely discriminating a legitimate host
increases. Moreover, when the value of K and the detection
interval T are fixed, a small g will lead to a long mitigation
phase as we only filter out a limited number of malicious
hosts in a single detection cycle. We empirically determine
the values of T and r based on the collected datasets.
Table I summarizes the parameters of SkyShield and their
default values, which are optimized by empirical experiments.
VII. E XPERIMENTS
In this section, we first describe the collection of datasets,
and then report the extensive evaluation results of SkyShield
using the real datasets.
A. Datasets
We collect the datasets from a large-scale web cluster
that manages the traffic of about 200 customer websites.
Fig. 7 illustrates the architecture of the cluster that employs
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Fig. 7.

The architecture of the reverse proxy cluster.
TABLE II
S UMMARY OF THE D ATASETS

NGINX servers as reverse proxies to serve the customer
websites. The load of reserve proxies is scheduled by
IP-hash based balancers, and thus requests from a specific
source IP address are processed by deterministic balancers.
All processed requests are recorded in the access log by the
balancers. The cluster also includes a CAPTCHA module to
test whether an incoming request is malicious. To alleviate
the impact on the QoE, the CAPTCHA module is configured
working on a sampling mode and incoming requests are tested
with the probability of 0.01. Requests that did not pass the
test are recorded in the mitigation logs. Since attacking hosts
usually send a lot of requests, the probability of testing a
malicious host by the CAPTCHA module is very high. For
instance, the probability of a host which sent more than 200
requests to be recorded in the mitigation logs is greater than
1 − (1 − 0.01)200 = 0.886. Therefore, most of the attacking
hosts are contained in the mitigation logs. We extracted the
IP addresses in the mitigation logs and treat them as the ground
truth of attacking hosts.
We obtained three datasets from the cluster, each of which
contains three days of access logs with an attack reported in
the middle day according to the reports of customers. We also
extracted the mitigation logs in the corresponding periods
of these datasets. In the following experiments, we refer to
the dataset of dates from 2015/08/14 to 16 as Dataset1508,
that of dates from 2016/03/16 to 18 as Dataset1603, that
of dates from 2016/04/13 to 15 as Dataset1604, respectively.
Table II presents a brief summary of the datasets. The second
column lists the number of requests in each dataset. The number of the total requests are obtained by combining requests in
the normal access logs with those in the mitigation logs. The
large differences of the total requests are caused by seasonal
tides and different attack traffic rates. The 3rd and 4th columns
list the numbers of distinct hosts and distinct malicious hosts
(mal-hosts), respectively.
B. Parameter Evaluation
Q1: How do the parameters impact the performance of
SkyShield?
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We employ the true positive rate (TPR), false positive
rate (FPR), and the fraction of filtered malicious requests over
the total attacking requests (Fraction) as criteria to evaluate the
impact of parameters on the performance of SkyShield. True
positive rate (TPR) measures the proportion of attacking hosts
that are correctly identified as malicious by SkyShield. False
positive rate (FPR) measures the proportion of benign hosts
that are mistakenly identified as malicious by SkyShield. The
impact of a parameter is evaluated by adjusting its value in a
proper range while keeping others as their defaults.
1) Impact of MIEWMA’s Parameters: Fig. 8 presents the
evaluation results of α based on the three datasets. Each subfigure contains three lines, with the red representing the FPR,
the black representing the TPR, and the blue representing the
fraction of filtered malicious requests, respectively. It is shown
that the parameter α has a negligible impact on the detection
results because attacks usually result in sharp changes in the
divergence between the normal and abnormal sketches and
hence the detection results are not sensitive to the weights of
history data in the calculation of the EWMA statistic. The
evaluation results of the parameter β are shown in Fig. 9.
According to the evaluation results, we set α to 0.3 and β to
0.4 as their defaults.
Fig. 10 demonstrates the evaluation results of λ. We can
see that the detection results are sensitive to the change of λ.
Both TPR and FPR decrease with the increase of λ. This is due
to the fact that a larger λ leads to a higher threshold, which
consequently results in a greater degree of tolerance to the
change of divergence. Subsequently, the system becomes more
conservative to raise an alarm and might let more real attacking
hosts pass, leading to a lower TPR. Meanwhile, it will also
give the green light to more benign hosts that might be
mistakenly discriminated as malicious once an alarm is raised.
This interprets the decreasing trends of FPR. In practice, the
operator usually prefers to a lower FPR to maintain a high
QoE providing that an attack does not impact the availability
of service significantly. Hence, we select λ = 6.0 as the default
value in SkyShield.
2) Impact of T and r : Fig. 11 shows the impact of T .
The results show that the FPR monotonically decreases with
the increase of T for all datasets. With the increase of T ,
TPR first monotonically increases when T ≤ 20s, and then
decreases sharply when T > 20s. However, the fraction of
filtered malicious is always significant and robust to the change
of T . Comprehensively taking all these factors into account,
we select T = 20s as the default detection interval.
Fig. 12 depicts the evaluation results of r . It demonstrates
that both TPR and FPR increase with the increase of r .
With the increase of r , more buckets will be discriminated
abnormal. Thus, more malicious hosts, as well as legitimate ones, are filtered out, leading to the increase of both
TPR and FPR. As analyzed above, we would like to find a
balance between a higher TRP and a lower FPR. According
to the evaluation results, we select r = 2.0 as its default in
SkyShield.
It is worth noting that the fractions of filtered malicious
requests are always above a significant percentage in all
experiments. Therefore, SkyShield is effective in preventing
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Fig. 8.

Impact of parameter α. (a) Dataset1508. (b) Dataset1603. (c) Dataset1604.

Fig. 9.

Impact of parameter β. (a) Dataset1508. (b) Dataset1603. (c) Dataset1604.

Fig. 10.

Impact of parameter λ. (a) Dataset1508. (b) Dataset1603. (c) Dataset1604.

the protected system from being overwhelmed by numerous
malicious requests.
Summary: The configuration of system parameters has
limited impact on the performance of SkyShield in terms of
filtering out malicious requests.
C. Effectiveness Validation
Q2: How is the effectiveness of SkyShield in mitigating
different kinds of DDoS attacks?
Since SkyShield aims at reducing the attacking traffic as
soon as possible in the presence of an app-layer DDoS attack,
we evaluate its effectiveness in filtering malicious requests.
We simulate the real network environment by replaying the
original request flows. The request rate is defined as the

number of requests in a detection cycle. Fig. 13 to 15
present the request rates versus the time for the three datasets.
In each subfigure, the blue line represents the original request
rate and the red one represents the filtered request rate by
SkyShield.
Fig. 13a shows that the cluster suffered from a flooding
attack at 2015-08-15 04:21 and it is overwhelmed by a large
volume of requests quickly. Fig. 13b illustrates the detail
during the attacking period from 2015-08-15 04:00 to 06:00.
We can see that the cluster suffered from five waves of attacks
in this period. For all attack waves, SkyShield can reduce the
overwhelming request rate to a reasonable level in about two
or three detection cycles (i.e., less than 1 minute). Fig. 13c
displays the detail at the start of the Dataset1508. The filtered
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Fig. 11.

Fig. 12.

Fig. 13.
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Impact of parameter T . (a) Dataset1508. (b) Dataset1603. (c) Dataset1604.

Impact of parameter r. (a) Dataset1508. (b) Dataset1603. (c) Dataset1604.

Experimenal results of Dataset1508. (a) Request rate overview. (b) Detail of the attack. (c) Detail of the start.

curve follows the original one for a long time, indicating a
low false alarm rate of SkyShield.
Fig. 14a demonstrates the overview of the request rate
for Dataset1603. Different from the short-term overwhelming
attack demonstrated for Dataset1508, the attack in Dataset1603
persisted much longer. In addition, the volume of total requests
is relatively small and volatile, indicating a challenging scenario for SkyShield. It is shown that the system suffered from
slow rate attacks in all three days. However, SkyShield could
still effectively reduce the request rate to a reasonable level.
Fig. 14b presents the detail of the attack for Dataset1603. It can
be seen that there are no obvious spikes in the filtered request
rate, indicating that the attacking hosts are already detected
before they increase their request rates. Fig. 14c illustrates the

start of the Dataset1603. As illustrated by the black frame,
we can see that the attacking request rate increases very
slowly. However, SkyShield still detects the anomaly, and thus
performs the mitigation of malicious requests. This is because
SkyShield detects the distribution changes of request numbers
in the sketch and thus can identify the malicious hosts which
cause the abnormal increase of the request rate.
Fig. 15a shows the request rates for Dataset1604. It is seen
that the system encountered a low request rate attack at an
interval of 30 minutes in all three days. Insight into the original
access log shows that this attack is against one of the web
servers hosted in the cluster. Such attack is speculated to
be caused by slow rate crawlers which access the website
in a fixed time interval. Fig. 15b is the detail of an attack

568

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 13, NO. 3, MARCH 2018

Fig. 14.

Experimenal results of Dataset1603. (a) Request rate overview. (b) Detail of the attack. (c) Detail of the start.

Fig. 15.

Experimenal results of Dataset1604. (a) Request rate overview. (b) Detail of the attack. (c) Detail of the start.

Fig. 16.

The number of hosts in the blacklist versus the time. (a) Dataset1508. (b) Dataset1603. (c) Dataset1604.

for Dataset1604. There is an obvious spike in the curve of
the filtered request rate and in only one detection cycle the
curve returns to its normal level. Fig. 15c demonstrates
the detail of the start of the Dataset1604. The result validates
the effectiveness of our system in the mitigation of such
attacks. However, these crawlers may be benign users such as
search engines or even partners. The deployment of SkyShield
forces these users change their access policies to avoid being
filtered.
Fig. 16 depicts the number of hosts in the blacklist versus
the time. In this experiment, we block each detected malicious host for 100T (i.e., 2000s) instead of cleaning the
blacklist, which may provide us an insight into how bots

cooperate with each other to launch an attack. It is shown
that the number of blacklisted hosts for Dataset1603 is much
smaller than that for Dataset 1508 at the attacking period. The
number of blacklisted hosts for Dataset1604 is the smallest
and exhibits greater fluctuations than the other datasets. This
is because that most of the blacklisted hosts are crawlers.
These crawlers send plenty of requests to a specific web server
simultaneously with a fixed interval of 30 minutes. As the
blacklist is emptied periodically, therefore the fluctuations
are caused by the release and recapture of these crawlers.
We also conduct experiments to evaluate the number
of blocked hosts with another clean period of 150T
(i.e., 3000s). We obtain very similar results but with larger
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Fig. 17.
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Performance comparison between the original and the improved Hellinger Distances. (a) TPR. (b) FPR. (c) FRA.

TABLE III
P ERFORMANCE OF S KY S HIELD W ITH D EFAULT PARAMETERS

numbers of blocked hosts. Moreover, the values of TPR, FPR,
and Fraction of filtered malicious requests are also close to the
results shown in Table III, indicating that the selection of clean
period has limited impacts on the performance of SkyShield.
We omit these results because they are very similar to the
results presented in Fig. 16 and Table III.
The above experimental results validate that SkyShield
can quickly detect and mitigate different kinds of app-layer
DDoS attacks. Table III presents the TPR, FPR, and the
fraction of filtered malicious requests for different datasets
with the default optimal parameters. It shows that the TPR
for Dataset1603 is much lower than that for the other two
datasets. This is because the duration of attack in Dataset1603
is much longer and the strength of the attack is much weaker
than that of the other two datasets. This results in that the
distribution of requests in a detection cycle is evener than
others. Additionally, the number of the abnormal buckets is
a function of the volume of requests. Hence, fewer buckets
are discriminated suspicious and fewer hosts are blocked for
Dataset1604 and Dataset1508 since their request volumes are
smaller than that of Dataset1603. Overall, the fraction of
filtered malicious requests for Dataset1603 is still above 94%.
We compare the performance of SkyShield between with
the original HD distance and with the improved one. Fig. 17
demonstrates the obtained results. Fig. 17a and 17c show that
both the TPR and the Fraction are improved with the new
HD distance. Although the new HD distance may lead to an
increase in FPR, as shown in Fig. 17b, such an increase is
marginal compared to the benefits of TPR (Note the placement
of the decimal points in Fig. 17b). Such an increase is due to
the fact that the new HD distance sorts the request numbers in
the sketches before calculates the distance, and hence is more
sensitive than the original one.
Summary: The experimental results based on all datasets
demonstrate the effectiveness of SkyShield in the mitigation
of flooding attacks.

Fig. 18.

The throughput of the system in a single thread.

D. Efficiency Evaluation
Q3: Can SkyShield efficiently process the large volume of
requests during large flooding attacks?
The efficiency of SkyShield is mainly affected by the number of hash functions. To evaluate the capability of SkyShield
to handle large flooding attacks, we define the throughput as
the number of requests processed by the system per second.
The processing time is mainly consumed by the calculations
of hash functions. Fig. 18 shows the throughput as a function
of the number of hash functions in a single CPU core. We can
see that the throughput is a reciprocal function of the number
of hash functions, which can be presented as:
f (x) =

a
x

(16)

where a is a parameter to be estimated. The least square fitting
method obtains an a = 529, 500. According to the above
analysis, SkyShield totally needs 23 hash functions, which
results in a throughput slightly greater than 23,000 requests
per second. The calculations of different hash functions are
independent and thus can be paralleled with multiple cores. For
instance, if we use four cores for hashing, each core processes
six hash functions, and the throughput can be as high as 88,250
requests per second. Note that all incoming traffic are wellformed HTTP requests and thus such a request rate is relative
high. Therefore, the system is capable of handling large-scale
flooding attacks.
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Performance of SkyShield in flash crowd mimicking attacks. (a) The original data. (b) The combined data. (c) Insight of the combined data.

Summary: SkyShield is efficient in handling a large volume
of HTTP requests.
E. Performance of Mitigating Flash Crowd
Mimicking Attacks
Q4: Can SkyShield distinguish flash crowd mimicking
attacks from real flash crowds?
App-layer DDoS attacks utilize legitimate HTTP requests to
overwhelm a victim. What’s worse, attackers prefer to launch
attacks during or mimicking a flash crowd event in order to
evade the detection. We employ the WorldCup98 data [32] to
validate the effectiveness of SkyShield. This dataset is used
because it has similar scenarios with our application and all
requests in this dataset are guaranteed to be normal. We refer
readers to [32] for detailed descriptions of the data.
We conduct two experiments. The first aims at testing
whether SkyShield disrupts the access of normal users in flash
crowd events. In the experiment, we apply SkyShield to the
WorldCup98 data and see whether an alarm is raised. Fig. 19a
shows that SkyShield does not raise any alarms for the original
WorldCup98 data from 1998/6/28 to 30 when the website
experienced four waves of flash crowds. SkyShield does not
detect any anomaly even at the sharpest increase of requests
because the sharp increases in flash crowds are caused by
the simultaneous access of numerous normal users and these
hosts are evenly mapped into the sketch data structure. Since
all hosts send similar numbers of requests, the values in the
buckets of the sketch are evenly distributed and therefore the
divergence of sketches in two consecutive detection cycles is
small and steady, resulting in no alarms in the flash crowds.
The second experiment is conducted to test whether
SkyShield can effectively detect the attacks occurred during
a flash crowd event. In this experiment, we combine the
data of Dataset1603 with selected three days of WorldCup98
data from 1998/6/28 to 30 in order to simulate an app-layer
DDoS attack occurred during a flash crowd event. Fig. 19b
demonstrates the detection results for the synthetic data. It is
shown that SkyShield can effectively mitigate the attacking
requests. Fig. 19c illustrates a detailed view of the time interval
from 16:00 to 20:00 for the second day, which is the period
of the largest flash crowd. The result shows that there is an
obvious attack at the time 18:40:00. The attack is brought from
the Dataset1603. However, SkyShield still detects the anomaly

and mitigate the attack in a very short time, indicating that
SkyShield is effective to mitigate DDoS attacks even during
flash crowds. We also combine other types of attacks with the
flash crowd, and all experiments evidence the effectiveness of
SkyShield. We omit these results for space concerns.
Summary: SkyShield can distinguish malicious requests
from normal ones even the attacks occur during flash crowds.
F. Comparison With the State-of-the-Art Methods
Q5: What are the advantages of SkyShield compared to
other state-of-the-art methods?
We qualitatively compare SkyShield with two the
state-of-the-art methods, namely the Hidden semi-Markov
Model (HsMM) based approach [10], [33], [34] and
the Transductive Confidence Machines for K-Nearest
Neighbors (TCM-KNN) based approach [35].
HsMM based method profiles normal users’ behaviors and
regards any deviations from the normal profiles as an anomaly.
The entropy is used to detect the potential app-layer DDoS
attacks. With proper configuration of parameters, the HsMM
method could achieve an FPR as low as 1.5% and a detection
rate about 90%. However, the model needs to be frequently
updated by stable and low-volume Web workload. Additionally, the training of the model is computation intensive and
the training data should be newly collected in order to keep
its freshness. This greatly limits the application of the HsMM
method in real-time DDoS attack detection. In addition, the
HsMM model needs a priori knowledge of the website page
structure which sometimes is daunting to collect. The wide use
of dynamic web pages makes this issue even worse. Compared
to the HsMM method, SkyShield can mitigate attacks more
quickly and the parameter configuration is much easier for
SkyShield.
The TCM-KNN method is designed to be a light-weighted
DDoS attacks detection scheme for web servers. The reported
TPR and FPR are 99.53% and 1.93%, respectively. The
method utilizes a new objective measurement as the input
features and employs the Genetic Algorithm based instance
selection method to boost the real-time detection performance.
However, the training of the model is still expensive even for
the improved version, although the authors then developed an
extended fuzzy C-means algorithm to solve this problem [35].
What’s worse, the model is not adaptive to network dynamics.
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Models trained by data of specific periods may not be suitable
for the detection of anomalies occurred in other time periods.
Compared to the TCM-KNN model, SkyShield is also lightweighted and detects DDoS attacks against web servers in real
time. SkyShield employs a novel measure of sketch divergence
which is stable to network dynamics. The number of abnormal
buckets is adaptive to the request volumes, thus in an intensive
attack more malicious requests will be filtered.
Compared to the above methods, SkyShield has a relative
lower TPR. However, the main goal of SkyShield is to
guarantee the availability of service when the system suffers
abrupt overwhelming attacks. Although only partial malicious
hosts are detected, the attacking traffic can be reduced more
than 94%. Therefore, SkyShield is effective to defend against
app-layer DDoS attacks and can well prevent the web server
from being overwhelmed when it suffers heavy flooding
attacks.
Summary: Compared with the state-of-the-art methods,
SkyShield can effectively handle HTTP requests and quickly
mitigate attacks. Moreover, it is robust to network dynamics
with easily configured parameters.
VIII. D ISCUSSION
A. Potential Improvement of Performance
The ground truth of the malicious hosts are extracted from
the mitigation logs. However, it may contain some normal
users who were annoyed by the CAPTCHA test and failed to
pass the test. Besides, SkyShield tends to filter out the hosts
with large request volumes. We speculate that these hosts may
contain NAT or proxy users. Since we conduct the experiments
based on the off-line data, the whitelist of the system cannot be
activated. If the whitelist is functioned, the FPR can be even
lower. Hence, we expect SkyShield to perform even better
when it is applied in the real environment.
B. Possible Ways to Evade SkyShield
Although experimental results demonstrate that SkyShield
is effective in mitigating flash crowd mimicking attacks, it is
still possible for attackers to evade SkyShield. One approach
is to produce a real flash crowd event using as many bots as
possible. However, Yu et al. found that the number of active
bots should be sufficiently large to mimic a genuine flash
crowd [36]. Besides, it also requires the attackers have the ability to coordinate the bots accurately. However, due to diverse
reasons such as regular power-off, the installation of anti-virus
software, software patching, etc., the number of active bots
at a specific time is limited. Therefore, this approach will
greatly increase the cost of attackers. Recently, it has been
observed that attackers can control compromised bots through
social networks [37] and the Tor network [38], which provide
attackers with possible ways to control bots more precisely.
This brings another potential method to evade SkyShield by
launching an attack with waves of new bots. Consequently,
the malicious hosts detected by current detection cycle will
not appear in the next cycle and thus will not be added to
the blacklist. However, attacking with waves of new bots can
only prevent malicious hosts from being added to the blacklist,
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but cannot prevent SkyShield from raising alarms. Therefore,
even if the attackers have the ability to launch such an attack,
SkyShield will raise consecutive alarms since the malicious
requests are not blocked. SkyShield can easily recognize such
an alarming pattern by counting the number of consecutive
alarms, and then changes the detection interval deliberately to
defend against such an attack. In addition, launching an attack
with waves of new bots requires the attackers know the exact
detection cycle and precisely controls the active bots, which
will increase the cost of the attack.
Someone may argue that attackers might evade the detection
by increasing the request rate very slowly because the sketch
divergence between detection cycles is relatively small. However, it is difficult to launch such an attack because it requires
attackers to precisely coordinate the compromised bots. Even
if the attacker has such an ability, they cannot control the
distribution of request numbers in the detection sketch due to
the randomization of hash functions. Therefore, SkyShield can
detect the malicious hosts which cause the abnormal increase
in request rate even if it increases slowly. The experimental
result in Fig. 14c illustrates the effectiveness of SkyShield
against such attacks. More precisely, as shown by the black
frame in Fig. 14c, the request rate increases very slowly.
However, SkyShield can still detect the anomaly, and perform
the mitigation of malicious requests. Moreover, launching an
attack by increasing the request rate slowly also increases the
cost of the attack and limits the influence of the attack.
In summary, SkyShield follows the DDoS attack countermeasure principle by forcing either an attacker to increase the
costs or the possibility of attack traffic to be distinguished
from legitimate traffic [39].
IX. R ELATED W ORK
Sketch techniques have already been widely used in the
detection of DDoS attacks. Barford et al. [41] found that
the detection of a sharp increase in the local variance of
the filtered network traffic is an effective way of exposing
anomalies. Ganguly et al. [23] proposed a novel sketchbased data-streaming algorithm for robust and real-time DDoS
attack detection in large ISP networks. Tang et al. [24],
[25] developed an efficient online flooding attack detection
scheme by integrating the sketch techniques with Hellinger
distance. Su et al. [42] proposed a weighted k-NN clustering
method to detect DoS attacks in real time. They employed
a different genetic algorithm to select significant features to
discriminate malicious requests. However, those studies focus
on detecting anomalies without considering the mitigation of
attacks.
To address the above issues, Schweller et al. [22] proposed
an efficient reverse hashing scheme to infer the IP addresses of
malicious hosts from reversible sketches. Salem et al. [26] proposed a flooding attack detection method using a multiple layer
reversible sketch. Liu et al. [27] proposed a two-level approach
for scalable and accurate DDoS attack detection by exploiting
the asymmetry of the attack traffic. These methods attempt to
retrieve the anomalous keys either by reverse hashing methods
or by storing parts of keys, which are either computation
intensive or storage consumptive. Compared with the above
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literature, SkyShield avoids the reverse calculation process,
which makes it efficient in real-time anomaly detection.
The CAPTCHA techniques are adopted in this work.
Kandula et al. [15] proposed a system to protect web clusters
from app-layer DDoS attacks by employing the CAPTCHA
techniques [43]. Rangasamy et al. [16] designed a graphical
puzzle authentication mechanism to determine whether a client
is suspicious or not. Despite their effectiveness, these methods have several evident drawbacks. Firstly, the CAPTCHA
techniques also bring normal users with extra burdens which
harm the Quality of Experience (QoE) [44]. In addition, they
also prevent the accesses of legitimate robot crawlers, thus
go against the Search Engine Optimization (SEO). What’s
worse, the CAPTCHA itself may become the attack target of
adversaries [45]–[47]. In this paper, we employ the CAPTCHA
techniques to verifies the legitimization of only suspicious
hosts, which greatly reduces the chance of normal users to
be tested. The design of a secure and effective CAPTCHA
technique is out of the scope of this paper.
Several studies address the mitigation of app-layer DDoS
attacks. Filter-based approaches use ubiquitously deployed
filters to block unwanted traffic [15], [20], [48]. Capabilitybased mechanisms focus on controlling resource usage by
clients [33], [49]–[51]. Clients have to obtain servers’ explicit
permissions before transmitting packets. Traffic from authorized or privileged clients with valid capability permissions are
served with a higher priority during an attack. Liu et al. [52]
compared the effectiveness of filters-based methods to that
of capabilities-based ones. They find both filters and capabilities are highly effective DDoS defense mechanisms, but
neither is more effective than the other in all types of DDoS
attacks. Several studies utilize proxy nodes between clients
and protected hosts to absorb and filter out attack traffic.
Wang et al. [53] proposed a moving target defense mechanism that defends authenticated clients against Internet service
DDoS attacks. The scheme employs a group of dynamic
proxy nodes that relay traffic between protected servers and
authenticated clients. Joldzic et al. [54] proposed a fully
transparent system monitoring network traffic for DoS attacks.
The system offers an effective way of isolating the attack
sources during a DDoS attack. SkyShield is orthogonal to these
work and can benefit from the integration of these schemes.
X. C ONCLUSION
To defend against application layer DDoS attacks, it is
essential to have a fast response system that can automatically
detect and mitigate malicious requests as soon as possible.
In this paper, we design and implement such a system named
SkyShield by taking advantages of the sketch techniques. First,
to alleviate the impact of network dynamics, we propose a
novel variant of Hellinger distance to calculate the divergence
between sketches in two consecutive detection cycles. Second,
to identify malicious hosts efficiently, we use the abnormal
sketch obtained from the last detection cycle to avoid the
reverse calculation of IP addresses. Third, we leverage other
techniques including Bloom filters and the CAPTCHA techniques to guarantee the effectiveness of SkyShield. We have
developed a prototype of SkyShield and carefully evaluated

its performance using real attack datasets collected from a
large-scale web cluster. The experimental results demonstrate
that SkyShield can effectively mitigate application layer DDoS
attacks and pose a limited impact on normal users.
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