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Abstract —Wireless networks are propelled to improve the network throughput effectively to face the challenge of sustaining the
rapid growth of data traffic and the high density of wireless nodes. Exposed terminals are a main source in wireless networks
that degrades the network throughput performance through excessively avoiding interferences and forbidding concurrencies. To
combat the exposed terminal problem and exploit the concurrent transmissions in wireless networks, we present the design
of Interference Resistant Multiple Access (IRMA) in this paper, which can achieve higher throughput compared to the 802.11
standard. By observing that nodes in current protocols waste transmission opportunities in two different scenarios, IRMA exploits
the concurrency in two aspects. IRMA proposes a signature detection method in the physical layer to combat control frames’
collisions, thus exploits the concurrency at the transmitter side. IRMA also designs a new NAV update scheme in the MAC layer
to differentiate the interference ranges of different transmission links, thus exploits the concurrency of all non-interfering links.
Experimental results based on USRP2 demonstrate the feasibility of the signature detection method, and simulations based on
ns-2 show that IRMA outperforms the 802.11 standard and other protocols significantly.

Index Terms —Keywords: Wireless Networks; Exposed Terminals; Cross Layer Design; Signal Correlation.
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1 INTRODUCTION The first scenario occurs due to the collision avoidance of
_ _control frames at the transmitter side. As shown in Fig.,1(a)
Nowadays, most wireless local area networks are organizgthough the data frame collision only exists at the regeive
with the 802.11 standard [1], in which nodes use the CarriR[ nodes that are in the carrier sense radwof the trans-
sense multiple access (CSMA) to avoid collisions: Beforgitter T should also be prohibited to transmit concurrently,
transmitting, a sender senses the medium to determine ifaorder to avoid the ACK frame collision aF. Nodes
nearby node is transmitting. If the channel is determingd the grey area waste their transmission opportunities, as
idle, the node proceeds the transmission; otherwise, ##ir concurrent transmissions will not interfere wits
sender will defer until the end of the ongoing transml%ception of Ongoing data. Specia”y, when there are 0n|y
sion. The CSMA can also be performed through a virtuglo links T—R and T’-R in the system, as shown in
mechanism. The virtual carrier sense uses the exchangg. 1(a), CSMA will lead to 50% performance degradation

of RTS and CTS frames to reserve the medium for thfe to the forbidden of their concurrent transmissions.
actual data transmission. The RTS and CTS frames Containrhe second scenario occurs due to no differentiation

a NAV field that defines the period of time that the mediumetween interfering and non-interfering links. In wiredes
is to be reserved for the transmission of the actual datgmmunications, a collision (or interference) event indi-
frame and returned ACK. All nodes that receive the RTgates the transmitted signal cannot be detected sucdgssful
or CTS frames will keep silence during the NAV time tqhat means, the received Signal to Interference plus Noise
avoid collisions. However, CSMA introduces the exposedatio (SINR) is below a threshold [9]. As indicated in [10],
terminal problem that causes performance degradation,tgé interference rangdir of the receiver is proportional
senders are prevented from transmitting data frames c@g-the transmitter-receiver distandeof the ongoing trans-
currently even when their transmissions have no mutuglission link. As shown in Fig. 1(b), ifl is fairly small,
interferences [2]. dir can be shorter than the transmission radgg [10].

This problem has attracted much attention [2]-[7] agowever, under the 802.11 standard, nodes in the grey area
wireless networks should improve the performance effegre prohibited to transmit concurrently although they are
tively to face the challenge of sustaining the rapid growtimore thand,r from the receiver and will not interfere with
of data traffic and the high density of wireless nodeshe ongoing transmission link—R. Nodes waste transmis-
Although the transmission rate in the physical layer hason opportunities as the medium around the receiver has
been increased through advancing new technologies [1], [Bken simply reserved through the CTS frame. Specially,
the wasted transmission opportunities or collisions imdlicin a two link scenario shown in Fig. 1(b), CSMA also
by CSMA impede their effectiveness remarkably. causes 50% performance degradation through forbidding

Our observations on the 802.11 standard reveal ththe concurrency of - R andT'—>R.
nodes waste transmission opportunities in two scenariosOur observations also reveal that nodes may induce



(a) Nodes around the transmitter T’ (b) Nodes out of the interference (c) Nodes within the interference range
are prohibited to transmit data. range of the receiver R are of R and out of carrier sense range of 7
prohibited to transmit data. are permitted to transmit data.

Fig. 1. Two scenarios that nodes waste transmission opportunities and one scenario that nodes induce collisions.

unnecessary collisions due to no differentiation between ithe transmitter side by using a signature detection method,
terfering and non-interfering links. As shown in Fig. 1(€), in which nodes use known symbol sequences, called as
d is relatively larged r will be larger than the transmissionsignatures, to convey information. When transmitting a
rangedrx. However, under the 802.11 standard, nodes gontrol frame, nodes need to map the control information
the slash area are permitted to transmit packets althoughledicated signatures, attach the signatures to the faame
they are less thad g from the receiver and will definitely the physical layer and send the frame out. When receiving
interfere with the ongoing transmission lifk=R. Nodes a control frame, nodes discern the signatures from the
induce collisions as they cannot receive the CTS franiecoming signals and convert the signatures to the original
correctly. Ref. [10] intends to solve this problem throughontrol information. As signatures can be discerned in the
reducing the effective transmission range so as to mapreesence of strong interferences, IRMA can exploit concur-
dir smaller than the real transmission rartgg. However, rent transmissions by using signature detection method to
this mechanism will obviously prohibit more concurrentolerate control frame collisions.
transmissions and degrade the network throughput. IRMA also exploits concurrent transmissions through
Recent studies that address the exposed terminal probRifferentiating between the interfering and non-interfgr
fall into solving one or two of the above scenarios. SDN [J|nks in an easy way. IRMA allows the receiver to use
exploits non-interfering links that have no interference®e CTS frame to reserve the medium for the transmitter's
at both the transmitter and receiver sides for concurredata transmission for the NAV time. Only the nodes in
transmissions. In SDN, each node constructs an interfereitiee interference range of the receiver will update the NAV
graph by periodically exchanging power-exchange packeti@te for keeping silence. IRMA further uses a new channel
with nearby nodes. The node may transmit its own fran&cess scheme for nodes to determine whether to initiate a
if there is no interference between its transmission linét arransmission or not when they intend to send a data frame.
any of current transmission links. However, SDN cannd{ote that IRMA can differentiate between interfering and
determine interfering links effectively whet is larger non-interfering links even when the interference range is
than drx. Meanwhile, it does not exploit transmissiorlarger than the transmission range, as the new designed
opportunities at the transmitter side. CTS frame can be detected correctly in very low SINR

CMAP [2] considers two scenarios in Fig. 1(a) angnvironments. Thus, it can avoid collisions effectively in
Fig. 1(b). It builds a conflict map for each node usin§1€ Scenario of Fig. 1(c). _ o
empirical observations of packet loss and uses the map tol he paper makes the following key contributions:

differentiate between interfering and non-interferinks. « IRMA is the first protocol that can fully exploit
By listening to the ongoing transmissions and consulting  concurrent transmissions in the two scenarios shown
the map, nodes can decide whether to transmit data immedi- in Fig. 1(a) and Fig. 1(b), and avoid collisions in the

ately or not. CMAP also exploits transmission opportuaitie scenario shown in F|g 1(0) IRMA exp|0it3 concur-
around the transmitter side, and tries to mitigate the ACK  rency at the transmitter side as collided control frames

collision at the transmitter through a window-sized ACK can be detected correctly using the signature detection
and retransmission protocol. However, in the scenario of method. It also exploits concurrency in the network
Fig. 1(a), concurrent transmissions have a high ACK loss through differentiating between interfering and non-
rate, which causes many redundant retransmissions and interfering links according to the ongoing transmission
degrades the network throughput. Meanwhile, this protocol |ink, no matter the interference range is larger or
still cannot prevent collisions in the scenario of Fig. 1(c) smaller than the transmission range.

In this paper, we propose Interference Resistant Multiples IRMA discusses the scenario when nodes in the net-
Access (IRMA), a novel cross layer protocol, to improve  work support multiple transmission rates to improve
the throughput of wireless networks. Our protocol can the bandwidth efficiency. On the contrary, other pro-
exploit the concurrency in both scenarios of Fig. 1(a) and tocols such as [2], [3] do not consider this situation.
Fig. 1(b). IRMA combats the control frame collision at . The paper quantifies the signature detection method



through hardware experiments. The results demowhich may differ from the transmitted symbol sequence
strate the feasibility of our signature design as the amplitude, phase, and frequency. Suppagd is the
control frames’ signatures can be detected correcibpmplex number that represents tifetransmitted symbol,
in the presence of strong interferences. the corresponding received samp[@] can be denoted as:

« The paper demonstrates IRMA's significant throughput 2 T
improvement through simulations. The results show yIn] = Hxn]e™ "+ win],

that IRMA can outperform both 802.11 standard prayhere H is the channel attenuation factay; is the fre-
tocols L:lnd.er different network tOpOIOgieS and diﬁ:ererﬁuency difference between the sender and recei[/e's
transmission rates. the sampling period, ané[n] is the background noise,
The rest of this paper is organized as follows. Sectiomhich contains the thermal noise and interferences from
2 briefly introduces the background knowledge of thether concurrent transmissions.
signature detection method. Section 3 gives an overview ofSuppose two nodeS1 andS2 transmit signals simul-
the IRMA architecture and mechanism. Section 4 describeseously, and are both received at ndRleSuppose the
the design of IRMA in detail. Section 5 demonstratesansmitted symbol isq[n] in S1, andxy[n] in S2, then
the feasibility of the signature detection through hardwathe received signal &R is
experiments. Section 6 evaluates the performance improve- (ornonT (orrorT
ment of IRMA through simulations. Section 7 gives the YNl = Hixi[nje + Haxo[nle +win].
related work. Section 8 concludes this paper and puts futureAs 6¢ can be estimated based on the history information,

work. according to which we can compensate the frequency offset
of the received signal, we will omit it in the following
2  PRELIMINARY equations.

) ) o Let the samplessk], 1 < k < L, refer to a known
In this section, we will give some background of Crosgequence, andgK] be the complex conjugate ofK]. We

correlation used in the signature detection process. can define the cross correlation of signalandy at the
The signature detection process in our protocol is %sitionA as:

discern a known signature from the incoming signals, L

and then recover the original information. We Proposer () = Zm(H1X1[k+A] + Hoxolk + A] + WK + A]).
to accomplish the process of discerning the signature by —

exploiting the cross correlation, which is commonly used \yhen the transmitted signa} from S2 matchess at the

for searching for a known feature in a long duration sigsysition A’, we can get:

nal [9]. Cross correlation has already been used in preamble L L

synchronization, which is to accomplish the physical eaurri N = N Tl m — 2

sense mechanism in the 802.11 standard [1]. It also has Rd&) ;S[k](HZXZ[k+A]) H;Hk“ '

some applications in recent works such as [5], [11]-[15]. The correlation valu&(A’) is the sum of energy of this

In the signature detection process, the cross correlatitbn YSegment of signal, and it reaches a peak value if the known
b_e conducted b_etween the inco_ming s_ignal anc_i the kno‘é@quence appears in the received signal. If Ry(A’)
signature. A spike may appear if the signature is presentggiq be close to zero as the received signal is independent

in the incoming signal. Therefore, nodes can determine theine known sequence. The valRgA’) can be normalized
presence or absence of a signature in the received SigW'the signal strength o, as Ry(A’) = Ru(2) [13].

: i i R AENE
through this cross cor_relatlo_n operat|on_. Practically, the valudRy(A’) is compared with a constant
A wireless signal is typically described as a strea

. >al, esholdBcorr to detect the known sequence:Rfi(A') is
of complex numbers_, and the_b|t sequence of the sig oveBcorr, the known sequence is detected in the received
should be mapped into a series of complex symbols

the digital modulati At th ver, after RPJ14! at positiony’.
€ digrial moduiation process. € recewer, after Different thresholds may lead to different signature de-
down-converter and sampler in the demodulation proce

the sianal i ted . f | Sction results. As shown in Fig. 2, a higher threshold
€ signal IS represented as a series of complex samp csé,},(high) increases the probability of a false negative error
(a signature that is in the received signal is missed), and

‘ ‘ a lower thresholgBcqr (Iow) increases the probability of a

— P DIED) T+ false positive error (a signature that is not in the received
53 o i signal is mistakenly detected). We should mitigate both
o>V . . . .
=5 2 errors in the signature detection design.

ET o5F B
Se
8 ozl | | frnllow) | | | 3 OVERVIEW OF IRMA
In this section, we first introduce the architecture of IRMA
0° Sample Number 2 .2 protocol and overview the IRMA mechanism through an ex-

_ _ ample for ease of understanding, then discuss the scenario
Fig. 2. Correlation threshold Bcorr - when multiple transmission rates can be supported in the
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Fig. 3. System architecture of IRMA. Comparing
with the 802.11 standard, IRMA needs additional grey Fig. 4. A scenario of IRMA, where S1 and S2 are
blocks to accomplish the protocol. exposed terminals when they transmit data to R1 and

R2 respectively. IRMA permits their concurrent trans-

_ . _missions. Note that S3 is out of the interference range
network. Based on that, we summarize the key informatiq), of R1, but in the interference range dir of R2.

that should be detected using signature detection method
(SDM) in the case of collisions for the IRMA protocol

design. For ease of understanding, we illustrate the IRMA mech-
anism in a typical scenario with the time sequence diagram
3.1 Architecture of IRMA of each node, as shown in Fig. 81 andS2 are exposed

Fig. 3 briefly illustrates the architecture of IRMA. Com_termma_ls as the)_/ intend to_transmit _da_taRdl and R2, .
: respectively. Their concurrent transmissions are peeohitt
pared with the 802.11 standard, IRMA needs new blocks . e . .
. by IRMA. S3 can interfere wittR2’s data reception, but it
to accomplish the protocol. . L . :
cannot interfere wittR1’s receptionS4 may also interfere

Under the 802.11 standard, when a transmitter begms\}/cl{h R2's data reception. Comparing to the 802.11 standard,

transmit a frame, it first generates a MAC protocol da : ST )
unit (MPDU), then adds a physical layer header, final;@?MA works differently, which is illustrated as follows:

transmits the frame out after modulation. For a control * |f S1 wants to transmit data tR1, the transmission
frame to be transmitted, IRMA will attach signatures, —Can be permitted by the channel access scherfd as
which represent specific control information, to the stadda ~ NAV state is zero. It then sends a RTS frame after a
frame before modulation. A new channel access scheme backoff time to initiate the transmission, and begins to
in the MAC layer is designed to achieve more concurrent transmit data frame after receiving the CTS feedback
transmissions and avoid data collisions. from R1 successfully. Althougl®3 (which acts ag”’

In the receiving process, after completing the preamble N Fig. 1(b)) is in the transmission rangex of Rl and
synchronization, the receiver begins to demodulate the sam ~€an receive this CTS message, it should not update its
ples in the MPDU field. At this time, IRMA lets the receiver ~ NAV state, as it is outside the interference raigeof
perform the SDM to discern the signatures at specified R1. Note that althougl$2 is out ofdrx of RL, it can
positions of the incoming samples after the preamble, then IS0 detect this CTS message correctly using SDM. It
recover the original information. The outputs of MPDU  Should not update its NAV state as it is also outside
demodulation and signature detection are both used for dir Of RL. o
the MAC disposal. A new differentiated NAV state update ¢ During the data transmission fro81 to R1, although
scheme in the MAC layer is designed to distinguish the ~S2 (which acts asT” in Fig. 1(a)) is in the carrier
interfering and non-interfering links around a node, while ~ Sense rangelcs of S1 and determines the channel

the results can assist the channel access scheme to make!© P& busy, it can be permitted to transmit data to
proper decisions. R2 by the channel access scheme as its NAV state is

zero.S2 then sends a RTS frame after a backoff time
_ ) to initiate its transmission. The corresponding CTS
3.2 Overview of IRMA Behavior feedback fronR2 will be interfered aS2 by the data
IRMA uses RTS/CTS/DATA/ACK four-way handshake transmission fromS1. However, this interfered CTS
mechanism for the medium access and data transmission. can be detected correctly using SDM. Therefd8,
Physical carrier sense is disabled by IRMA as the interfered can continue the data transmissionR® accordingly.
control frames at the transmitter side can be detected Note thatS3 andS4 (both act ad”’ in Fig. 1(c) here)
correctly using SDM. Moreover, all the new components can also detect the CTS frame correctly using SDM
in Fig. 3 work collaboratively to increase concurrent trans  and get the NAV information, although they are out
missions. of the transmission range &2. They should update



their NAV states to keep silence, as they are both tnansmit the following bits. In the receiving process, afte
the interference rangér of R2. detecting the PLCP preamble and PLCP header correctly,

. After finishing the reception of the data fram@l the node switches to the rate in the signal field to receive
will reply an ACK to S1. The ACK frame would be the following bits.

interfered aS1 by the data transmission fro82. This In IRMA, different data rates will severely affect the
interfered ACK can be detected Byl using SDM, behavior of nearby nodes around the transmission link. As
completing the transmission successfully. shown in TABLE 1, the SINR threshold increases along

From this scenario, we can see that three key control iwith the increase of the transmission rate when different
formation should be detected correctly from the CTS/ACKnodulation schemes are adopted. That means, in Fig. 4,
frames even when they are under collisions. The first oahoughS3 is out of the interference range 8L when
is the receiver address (RA) of the CTS/ACK frames. TH8€ transmission rate &1—R1 is low (such as 6Mbits/s in
nodes (such a$1 andS2 in Fig. 4) should be able to 802.11a), it can have a high probability to be in the interfer
obtain the RA information in the CTS frame to check ignce range oR1 when the transmission rate increases to a
it is the target of this frame even when the CTS fram@gher value. MeanWhile, the NAV information should also
is interfered by other transmissions. Meanwhile, the RA€ adjusted according to the rate. As the transmission rate
information in the ACK frame notifies the node that its dat®ill strongly affect the NAV information and interference
frame has been received correctly. The second one is fa@ge, it should be carried in the CTS frame, and also
NAV information in the CTS frame, with which nodes thaPe detected correctly in the case of collisions, so that
do not involve in the RTS/CTS handshake (suctSasin  the nearby nodes can make a proper decision to exploit
Fig. 4) can update their NAV state to keep silence. The thigPncurrency and avoid interferences.
one is the interference range of the ongoing transmission
link, which should be obtained by the nearby nodes as an
input to the channel access scheme so that they can make

a proper decision on accessing the channel concurrentl§is section describes the design of the IRMA protocol.
while avoiding interferences. We first accomplish the control frame design according

to the analysis in Section 3, then we discuss the new
blocks of IRMA (gray-color blocks shown in Fig. 3),
including signature attachment, signature detection atketh
According to the 802.11 standard [1], nodes in wirele$DM), channel access scheme, and differentiated NAV
networks can support multiple data rates through differestiate update. In the end, we discuss an address conflict
modulation schemes and coding rates. A higher data rgi@blem when multiple nodes choose the same signature
can bring a dramatic increase in bandwidth efficiencgs their own addresses.

TABLE 1 lists several data rates and modulation schemes

that 802.11a supports [1], [16]. The choice of which rate to :

be used depends on the current channel environment, The Control Frame Design

rate of each transmission link in the network can either ba Section 3, we have summarized four key control infor-

DESIGN OF IRMA PRoTOCOL

3.3 Multi-rate Support

configured manually or selected automatically [17]. mation that should be detected correctly when a collision
occurs: the receiver address (RA), the NAV information,
TABLE 1 the interference range and the transmission rate. Thexefor
Several Data Rates and Modulation Schemes That e design new control frames to make these control in-
802.11a Supports. formation detectable using SDM. We add some new fields
Data rate | Modulation | Coding rate | SINR to the 802.11 standard control frames, as shown in Fig. 5.
(Mbps) scheme threshold(dB) In the transmitting process, these new fields are filled with
g SEEE ;ﬁ g:% signatures that carry specific control information. In the
17 OPSK 13 9.03 receiving process, nodes can recover the information after
18 QPSK 3/4 10.79 discerning signatures in corresponding fields.
gg ig:gﬁm ;ﬁ ig-gg For the new RTS frame, we attach a new field called
78 64-0AM 3 5405 TA(S) to the tail of the frame in the physical layer, as
54 64-QAM 374 24.56 shown in Fig. 5(a). A transmitter will assign a signature,

which represents its own address, in the TA(S) field of the
The 802.11 standard supports multiple data rates BR$S frame. For the new CTS or ACK frame, three new
follows [1]: All the control frames and DATA frames havefields RA(S), NAV(S) and EXT(S), which are also filled
a PLCP header, which contains an 8-bit signal field thatith signatures, are attached to the tail of the frame, as
indicates the selected rate at which bits in the MAC layshown in Fig. 5(b). RA(S) indicates the receiver address
will be transmitted. When a node begins to transmit af the frame, which will be filled directly with the TA(S)
frame, it first transmits the PLCP preamble and PLCsignature derived from the received RTS frame. NAV(S)
header at the minimum rate (such adl@its/sin 802.11a), indicates the NAV information represented by a signature.
then switches to the selected rate in the signal field EXT(S) carries the combined information of both the data



e | e | e INAV] RA|TA |CRC| TAG) s in the signature seByay will be filled in the NAV(S)
field of the CTS frame to carry the NAV time information.

(a) RTS frame

e | Heder | conme |NAV| RA |CRC | RA(S) |NAV(S)| EXT(S 4.1.2 Data Rate Indicator Design
(b) CTS/ACK frame [ PHY Layer The data rate indicatarrepresents the selected data nate
[ MAC Layer for the following data frame transmission. All the nearby
Fig. 5. The format of new RTS/CTS/ACK frames. nodes received the CTS frame should firstly obtain the

data rate information, then recover the NAV time and
interference range accordingly.
rate and interference range (IR) of the ongoing transmissio Each 802.11 standard can support different data rates
linkl. Vp. In this paper, we use the 802.11a as an example. It
Each of the TA(S)/RA(S), NAV(S) and EXT(S) need<an only support eight, values ranging from Blbits/s to
a group of global-unique signatures to represent their iR4MDits/s, as shown in TABLE 1. We set the indicator
formation. We design a signature 8k = {Su.. ... Sp} with the_ value of O~ 7 to represent the eight, values
for TA(S)/RA(S). A node can randomly select a signaturé€spectively.
s(i=1,2..,p) from the set as its own signature, and put
it in the TA(S) field when sending a RTS frame. 4.1.3 IR Indicator Design
We then design a signature s&av = {S1, ..., Sy, Sack}
for NAV(S), wheresc(k = 1 ~ q) represents the NAV time,
andsack is a unique signature specially used to differentia
the CTS and ACK frames. With th&ck, the node, such as
S3in Fig. 4, will not misinterpret th&k1l's ACK feedback
as a CTS frame when a collision occurs.
We also design a sighature s8gxt = {Smxn} for
EXT(S), to represent the combination of the data rate a
interference range:

The IR indicator| represents the interference range of a
receiver of the ongoing transmission link, with which each
Wode around the receiver can make a proper decision about
whether its transmission will interfere with the ongoing
transmission link.

In this paper, we use the two-ray ground propagation
rr]ndodel [18], which is widely adopted in wireless network
research studies (such as [3], [10]) as well as the network
simulators (such as ns-2 [19]). Based on this model, the
receiving powerP, of a signal is inversely proportional to

21 22 2: the distanceEthetween the transmitter and receiver, i.e.,
Smxn = ] . o, Pr = PIGG, -, whereP; is the transmission poweGt

: : I and G, are antenna gains of the transmitter and receiver

St S ... Sm respectively,h; and h, are the heights of both antennas,

where s; is a signature, the rate indicatorepresents a a is a factor larger than 2 and reflects the attenuation

data transmission rate, and the IR indicajorepresents degree of the signal. Here, we assume al f[he nodes in
an interference range. Her andn denote the maximal the network are homogeneous, i.e., all the radio parameters
values ofi and j, respectively, are the same at each node, all the antenna heights are the

We next illustrate the design of the NAV(S) and EXT(S ame, and all the nodes have the same fixed transmission
FIEowerPt. Thus, we can simplify the equation to calculate

in detail. To simplify the description of the system, w P -2 wh . tant. We al th

denote the selected data rate as the corresponding rd"_’ls rh_ CWI' wherec |sta_ cons a’?h. gaslohaSSltJhme €

transmission range akx(v,), and the corresponding sINR'@dIo channel IS symmetric, 1.€., the signal has the same
propagation attenuation in both directions. Here we should

threshold a Vp), respectively. . . )
Bsinr(vb) P 4 admit that if the assumptions do not hold, the calculated

411 NAV(S) Design interference range in thg foIIowmg parts may be dewa.ted

) ] ) from the real one, thus either leading to collisions or Igsin
We design a set of signatures to represent different traigme concurrent transmission opportunities, both of which
cannot exceed a thresholdax according to the 802.11 |f a node receives a RTS frame, the receiving poRer
standard, the MPDU transmission time is upper-bounded Isyobtained, and the data rate can be determined ta,be
lmax- 8/Vb. We define the maximum data frame transmissiohn€ node first useB; to compute its distance from the

time aStymy = Imax - 8/Vh + tery, Wheretpny is a constant sender. Then, according to the physical interference model

time for transmitting the PLCP preamble and PLCP head%ﬁiog]s?#ée%éh%;mﬁ{;e{gfg@:range{ of this transmission

We divide tyax into g segments, each of which lasts for

Lyay = {%1. Therefore, each NAV timénay can be SINR c%
P . . = — > Vb),
mapped to a specific NAV indicatde = round(tNﬁ), and CP 4P+ Py = Bsinr(Vh)
IR
1. Though we can use two different signatures to carry bétmmation, WhereP; indicates the cumulated interference power from
we use one EXT(S) signature in this paper to reduce the imteti Other concurrent transmissionBy is the thermal noise
transmission overhead of signatures. power and it can be ignored. SuppoBe is negligible



; ; Py .
comparing W|thc%, we have: | Find out a set
of Rywhich meets Detected
Py Ry 2 P,
SINR~ 58 IRy 5 5 m(ve) zsfﬁs en |V alue
~ =(— 2 PsINR(Vb), . Select S, which
Py d Cut Samples has maximumR,,

di
which means only nodes that are at leagt = d -
{Bsinr(Vp) away from the receiver are permitted to trans-
mit concurrently. Note that the threshglgnr(W) is related
to the selected data ratg. Generally, the transmission link Fig. 6. The signature detection method that discerns
with highervy, has a larger interference range. a known signature s from the incoming samples and

Oncev, is determined, the transmission rardi&(vp) is  recovers the original information. The signature set
also fixed. Then, the maximum interference range is  hereis{s;...5}.

dir max = drx(Vb) - VBsiNR(Vb)- 1)

We dividedr max into n segments, each of which has a
lengthLg = [%;IW], then each interference randg can
be mapped to a specific IR indicatpe F%T-

It is noted that in certain real scenarios, the real i
terference range may be larger than the calculated
which isd- 1/8sinr(Vb), due to multiple nodes’ concurrent
transmissionsK; is not negligible). This problem can be4.3 Signature Detection Method

partially mitigated since the interference range infoiotat gince signatures that carry useful information are at@che
carried by j is generally larger tharmr. Moreover, the i, conirol frames when they are transmitted, nodes can use

problem can also be mitigated by using a high&kr(Vo)  the SDM to discern these signatures from incoming control
when calculatinglir, which makes the transmitter convey grame’s samples and recover the original information.

larger interference range information in the CTS. The value\y,e construct three signature &g, Snav and Sext
of Bsinr(Vb) that can maximize the performance should bgyntainingp, g + 1 andmx n signatures, respectively. To

3. Correspond
the selected Ry,
with real value

Similarly, when the node intends to reply an ACK frame
after a successful data reception, besides the RA(S) field,
it puts the sack signature in the NAV(S) field and then

roadcasts it.

determined by the real network scenarios. illustrate the SDM in general, we assume the number of
_ signatures in a signature setlisThe SDM first discerns
4.2 Signature Attachment which signature can be found in the incoming samples. As

Fig. 3 shows that when a transmitter/receiver intends shown in Fig. 6, the cross correlation is conducted between
transmit a control frame RTS/CTS/ACK, it will generatéhe incoming samples and each of thinown signatures,
specific signatures and put them in the corresponding fielde outputs of correlation valuegs, . .., Ry are compared
according to the format of these frames shown in Fig. 5with the thresholdscor. We select thes which has the

When a transmitter intends to send a RTS frame fonaximum valueRs among those ones that exceggh.
initiating a transmission, it randomly selects a signatufgg. 7 demonstrates an example of SDM in whickquals
from the signature s&aqqr as the TA(S), trying to make theto 16. Although bothRs, and Ry, are over the threshold
signature unique in the vicinity of the transmitter/re@iev Bcorr, We decidess, whose correlation result is maximum,
each time. is in the received signal.

Upon receiving a RTS frame, a node first checks if it As all the signatures have their fixed positions after the
is the designated receiver. If the node is the designateteamble field in the control frames, as shown in Fig. 5,
receiver, it will generate a CTS frame with required sigrodes can easily obtain the positions of signatures by
natures. It fills the RA(S) field of the CTS frame withoffsetting the fixed number of samples after the position
the TA(S) that is directly obtained from the received RT®f the preamble is determined. Thus, the SDM only needs
frame. to cross-correlate the “cut samples” (i.e., the fixed-langt

For the NAV(S) field of the CTS frame, it calculatessamples at certain positions) of the incoming signal with
its NAV time tyav according to the NAV time set in the the known signatures. This mechanism makes the compu-
RTS frame, by subtracting the SIFS and the transmissitational complexity of the SDM in the order of the size of
time of the CTS frame. It then calculategay to be[t%*}, the signature set.
according to the selected data transmission xgteThe For the TA(S), since IRMA does not permit the RTS
resultant time duration is mapped to a NAV indicakoe frame to be collided at the receiver, TA(S) can be easily
[E’:ﬁ}, and the signaturs, of Syay is put in the NAV(S) decoded by the receiver.
field. For the detection of the RA(S), the correlation process

For the EXT(S) field, the node first sets the rate indicatehould just be performed one time between the incoming
i according to the selected data rate It then calculates cut samples at the RA(S) field and its own signature. The
the interference rangér through the receiving power of node simply determines itself to be the designated receiver
the RTS frame anslh,, then mapsl i to an IR indicatorj = of the frame if the correlation value exceegigy:.

F%T- The signatures; of Sy is put in the EXT(S) field.  For the detection of the NAV(S), the node should perform
The node finally replies this CTS frame to the transmittethe correlation procespt+1 times between the incoming cut
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4.5 Differentiated NAV State Update

In this scheme, upon receiving a CTS frame, nodes that
b are in the interference range of the ongoing transmission
link should update their NAV states, while other nodes
do not update the NAV states so that they do not waste

o
©

o
)

Normalized
Correlation Result
o
N

0.2 ] transmission opportunities.
T T b T T T T 1 T When the EXT(S) field in the CTS frame is detected to
055 s s 50080 S,(S) S, Su S S S S S S be sj, the transmission rate can be determined tojac-
Signature set cording to the indicator, and the interference randgs can

Fig. 7. An example of the signature detection method. be determined to b¢- Lir, whereLr = F% Vs,
We use a threshol6.cts to represent the signal strength at
a position which isdé R away from the CTS transmitter, that
samples at the NAV(S) field and each signaturéSjgny. IS, Brers = PiGiGr héf By comparing the signal strength
If the discerned signature Bck, the node determines theof the received CTS frame WitB,cts, @ node can decide
received frame to be an ACK. If the signature is a signatuvgnether its concurrent transmission would interfere with
Sc in Snav, the node determines the received frame to lthe ongoing transmission link or not. The signal strength
a CTS, then calculatelsyay to be[t%], and converts the of the CTS frame in the presence of an interference can be
NAV time to bek- Lyav. Note thattyy is determined by obtained through an easy way: As a sharp change appears
the data rates,, which can be obtained after detecting thin the amplitude variation of the received signal when a
EXT(S) field. new frame arrives [20], together with the signal strength
For the detection of the EXT(S), the node should perforimefore and after the sharp change, we can determine what
the correlation process x n times between the incomingthe frame’s power level is.
cut samples at the EXT(S) field and each signature inFor the scenario shown in Fig. 4, bo81 andS3 can
Sext. If the signature is a signaturgj of Sp.n, the receive the CTS fronRR2, but the signal strength of this
node first determines the data rate of the correspondifigme is aboves,crs at S3, and belows,crs at S1. Thus,
transmission link to b, according to the rate indicatoy S3 concludes that it should update its NAV state, wiSle
then calculates thi g to be[% VBsinet) 1 and converts Would not yet.
the interference range to ke L. The !\IAV sta_te of e.ach. node can be _updateq by the
control information carried in a CTS frame in two different
ways: It can be updated by the NAV field of the frame
4.4 Channel Access Scheme at the MAC layer; it can also be updated by the NAV(S)

IRMA disables the physical carrier sense and only relies di§ld of the frame at the physical layer. As the NAV
the NAV state, which is set by the virtual carrier sense, f¢£!d carries more precise NAV time information than the
avoid the interference caused by data transmissions. WHV(S) field, the former has a higher priority in the
a node intends to send a data frame, it first checks the NNV state update process. If the frame can be correctly
state and waits the NAV state to become zero. Then, it wffecoded at the MAC layer, the node's NAV state will
initiate a RTS transmission after a backoff time.Meanwhil®€ updated by the decoded NAV value; otherwise, it will
when a node receives a RTS and detects the frame corredlfy, updated by the NAV time determined by the NAV(S)
it should also check the NAV state, and respond a CTS affig!d, that is,k - Lnay, wheres is the discerned signature
SIES if the NAV state is zero. in the NAV(S) field, andLnyay = ftnix-| Note that the
The NAV state in IRMA is merely updated by the NAvinconsistent NAV time carried in the NAV(S) fie_ld will not
or NAV(S) field in the CTS frame, which is different fromchange the node’s channel access opportunity to a great
the mechanism used in the 802.11 standard, where the NgXtent. For example, ifa,=1500bytesy, = 6Mbits/s and
state is updated by the NAV field in either the RTS ofl = 150'L the maximum difference induced by NAV(S) is
CTS frame. Since IRMA permits concurrent transmissiorfex = ~3° ¥ gagxiso ~ 6-5uS. This value is even
at the transmitter side, the NAV field in the RTS frame i§maller than one time slot 8) used in the backoff process.
not used to update the NAV state. It is also conditional
in IRMA to use the detected NAV or NAV(S) value in4.6 Signature Detection Range Analysis
the CTS frame to update the NAV state, as it may makBMA prohibits nodes that are within the interference range
nodes miss transmission opportunities. As shown in Fig. dyt outside the transmission range of the ongoing link from
whenR1 replies a CTS t&1, S2 also detects the EXT(S) transmitting data, so as to avoid collisions, as shown in
correctly. AsS2 does not interfere witR1’s data reception, Fig. 1(c). Thus, nodes within the interference rartye
it will miss a transmission opportunity if its NAV stateshould have the ability to detect the CTS frame correctly
is updated by the NAV(S) field of the received CTS. Tdo keep silent. In this part, we will give the theoretical
make a proper channel access decision, we propose dmalysis about it.
following differentiated NAV state update scheme to solve To simplify the analysis, we define the signature de-
this problem. tection rangeds as the maximum range within which
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_ps ST DTS 0 4.7 Address Conflict Analysis
| 1 | |
Ry ORI R > Though each transmitter independently chooses its sig-
e B3 t

nature TA(S) fromSpagar €ach time when it transmits a
RTS frame, it still has a small probability to pick up the
Fig. 8. A potential address conflict scenario. The two same signature used by other nearby nodes, leading to a
circles indicate the transmission range of R1 and R2, potential address conflict problem. Fortunately, this adsir
respectively. conflict can be naturally resolved in our protocol due to the
CTS timeout mechanism that has already been specified in
802.11 standard [1].
signatures can be detected correctly. Here we first formulat We illustrate this mechanism through a scenario shown
ds, then compare it with the maximum interference ranga Fig. 8. Supposeés2 sends a RTS frame tB2 using a
dir_max, Which has been discussed in Section 4.1.3. signatures in the TA(S) field, this RTS is collided &2
According to the physical interference model, a daigith a data frame sent frof®3, leading to no CTS feedback
fsrizrr?a?l %%r\}vgf ige;%%t\‘fg g%r]rreec;trl]y q;fgthe ?AgtRisO_f the recevefln ro t0 S2. S2 will wait for the CTS feedback only for
INR» : a CTS timeout interval, then it can initiate a retry if it fil
P:(data) ch to receive the CTS. The CTS timeout interval is always set
Pl+Py PL+Py 2 Psing: to be SIFS plus the transmission time of CTS [1]. Suppose

whereP! indicates the cumulated interference power at thet intends to send a data frameRd, and it also selects the
data frame’s receiver side. Wheh= drx, we setSINR=Same signature in the TA(S) field of the corresponding

Collided at receiver

SINR=

Bsinr, then we have: RTS frame. HoweveiS2 will not misinterpretRl’'s CTS as
its own feedback although this CTS’s RA(S) field has the

dry = /C—Pt (2) same values as the one used i82's RTS. We consider
(P} + Pn) - Bsing there are two possible situations in this scenario. The first

We define the signature detection threshBighr s as one is that both RTS frames are collided. As shown in
the threshold that, a signature can be detected correqty. 8, whenS2 sends a RTS atl, andS1 sends a RTS

through SDM if its SINR is abovgsing s, that is: att2, there is no CTS feedback as the two RTS frames are
P, (signature) el both collided. The second situation is tHf82 experiences
SR = e T T Ry D PRs a CTS timeout before receiving a CTS frame. As shown in

hereP? indicates the cumulated interference power at t Fig. 8, whenS2 initiates a retry and sends a RTS&tand
\ggnatur'el’s rlecei\?er sidg #Vhah:l ds, we setgl\ll\lvR _ h§1 sends a RTS a#l, S2 will not misinterpretR1l’s CTS as
Bsinm_s, then we have: ' its own feedback as this CTS is not within its CTS timeout

interval. S1 then transmits its data frame after receiving the

ds = c-P . 3 CTS, without any collision aR1.
(P?+ Pn) - Bsinrs Meanwhile, since the medium has been reserved by the

SupposePll _ P|2. Combining Eq. (2) and Eq. (3), we RTS/CTS handshake before an actual data transmission, no

get: conflict will appear in the ACK frame transmission.

de o ofBone PLo L] Baine @
" \Bswrs P2 \Bonrs ¢ 5 EXPERIMENT EVALUATION

According to the experiment results in Section 5.2.2, tH8 this section, we evaluate the feasibility of using the
signatures can be detected correctly with the probabifity DM to detect control frames’ signatures in the presence
about 100% when the signature length is 160bits and tBgjnterference through hardware experiments. The experi-
%m éshaéag.vc(alilggg ’Etg_u(s4\)l\l?/vseeg gth—S =-10dB=0.1. 1 ents use Universal Software Radio Peripheral 2 (USRP2)

' package tool and the open source GNU Radio for the signal
o | BsINR o processing blocks. We implement IRMA on an 8-node
ds = \ =gz ~9rx> VPsinw- trx = Girmax USRP2 testbed and the topology is randomly set up in our

Therefore, we can conclude that the signature detectiais. Each node is a USRP2 connected to a commodity PC
range is always larger than the interference range, and that configured GNU Radio, and each USRP2 operates at
nodes within the interference range can detect the CPSIGHz with a sample rate of 2M samples/sec. We choose
frame correctly to keep silent. Note tHat may notequal to DBPSK as the modulation method in the experiment.
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A real time performance evaluation based on USRPBs2.1 False Negative Error

is difficult because of the hardware delays in obtaining] order to quantify how the false negati\/e error can be
samples from the RF front-end to the connected PC, aaflected by the signature lengthand SINR, we test three
also the artificial software delays induced by GNU Radigets of data with three signature lengthsinder different
Therefore, we also resort to trace-based evaluation tfiNR environments and channel conditions. For ehch
is used in [5], [11], [13], [14]. Each node saves all thgve conduct the experiment for ten times in two places, and
incoming samples for off-line processing. each time we select four different nodes from the testbed
For each experiment, we pick up four nodes to form tw form the two links. As shown in Fig. 9, the results
links, each of which has a sender and a receiver. The twigarly show that the correlation spike appears even under
selected senders should be exposed terminals and IRM®ong interferences where SINR i20dB. The longer
permits their concurrent transmissions, so as to genergie signature is, the easier the signature is to be detected.
control frame collisions at the sender side. Different SINRloreover, when both the SINR value ahdare fixed, the
environments are tested for SDM by adjusting the transerrelation value has a variance in a certain range, which is
mission power of one sender and fixing that of the otherinduced by various channel environments. In the following
Similar to CSMA/CN [13], we also use two metrics,parts, we will use the average correlation results to cateul
the false negative error rate and false positive error ratbe false negative and false positive error rates.
to measure the performance of SDM in this part. The Fig. 10 demonstrates the false negative error of the three
difference from CSMA/CN is that, we focus on designingets of data. The result shows that a longer signature (such
the signature set that will be used in this protocol. Thuas 200 bits) can have a lower false negative error under the
we need to strike a balance among the ability of combatisgme SINR, and the error decreases significantly when the
interferences, the signature length and the size of sigmat®INR increases.
set through this experiment. We use the SDM to detect signatures in the presence
of interferences. The lower SINR the SDM can support,
the more transmission opportunities the nodes can explore.
5.1 Threshold Bcor Here we make a tradeoff between the SDM'’s detection
ability and the signature length. We set the minimum
The SDM determines if a known signature is found iSINR that the SDM can support to bd 0dB. To minimize
the incoming samples by performing the cross correlatiahe false positive error, we select theto be 160 bits,
between the two signals. In the correlation process, tkigen the error rate is below.3% when the SINR is above
normalized correlation peak is always detected by com4(0dB.
paring the peak value with a threshggyr, as described  Note that wherl is 160 bits and SINR is below10dB,
in Section 2. A higher thresholdco(high) can lead to the false negative error rate is a little more than that was
more false negative errors, and a lower thresifelg (low) tested by CSMA/CN, that's because the correlation result
can lead to more false positive errors. Both errors willas a wider fluctuation range when SINR is lower (as shown
make the CTS or ACK receivers get wrong informatiorin Fig. 9), thus the calculated positive/negative erroesat
leading to either collisions in data packet transmissians @ill be more affected by the channel characteristics in the
failure to exploit concurrent transmissions, thus degradi experiment.
the network throughput. To make a tradeoff between the
two errors, we adjust the threshgdd,, of the normalized 5.2.2 False Positive Error
correlation process to bg, wherey is set to be 0.55 in Here we explore how to mitigate the false positive error in
the experiment. the correlation process. Fig. 11 shows both false positive
Empirically, the false negative error rate is closely retht error rate and false negative error rate wheis 160 bits.
to L and SINR, as a shortdr or lower SINR would lead The result indicates that the SINR has almost no effect on
to a lower correlation peak. The false positive error rathe false positive error when the SINR is abeveldB, as
is more affected by the Hamming distance between the
signature and the correlated incoming samples, as a shortc |,
distance would lead to a higher false correlation peak. In 8120 Bits

1r -I— -I— 0160 Bits

the experiment, we try to mitigate both error rates from the :2

two aspects. Eosl D200 Bits
qu 0.6

5.2 Signature Detection Evaluation é ol

In this part, we quantify SDM’s ability to detect signatures ?% oo |

at the presence of strong interferences. We also demamstra =

that the size of the signature set is large enough to mee 0 P — T o
the protocol’'s requirements. Our experiment starts from SINR=Pr (Signature)-Pr (Interference) (dB)

mitigating the two errors in the correlation process. Fig. 9. Normalized correlation value vs. SINR.
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A 120Bis —0— 150 Bis —0— 200B1s exploits cross correlation to avoid collisions and improve

2. the network throughput. We implement all the protocols in
§ g os ns-2.
%g For IRMA, we do not implement the signature detection
. o oo ‘ process in ns-2, but utilize the experiment results and the
0 -5 . -10 -15 -20  SINR of the received signal to determine whether the
SINR=Pr(Signature)-Pr(interference) (d&) control frames can be detected or not. We implement it as
Fig. 10. False negative error rate. follows: If SINR > —5dB, the signatures can be obtained
04 : : : : : : correctly with the probability of 100%; #10dB < SINR <
. 03l —©— False Negative Error | —5dB, the probability is 99%; otherwise, §INR < —10dB,
5 —* False Positive Error the signatures will be ignored. Note that the strength of
85 %7 ] interference used to calculate the SINR is measured as the
o1 accumulated signal strengths from all other transmitting
® ® ® @ % * nodes, which has already been implemented by ns-2. In the
0 z s,NF{fP,(Sign;ﬁ”e)_p,(_,fte,feregclg (dB) 2 M gimulations, we use manually configured data rate and do

not implement the automatic rate adaption mechanism. As
Fig. 11. False positive/negative error rates for signa- |IRMA has no modification to the data frame transmissions,
tures with 160 bits. we consider the throughput gain of IRMA benefitted from
the rate adaption is the same as any other protocols.

there is enough Hamming distance between the signaturérable 3 lists the basic configuring parameters used in our

. imulation.
and the correlated samples. As shown in Fig. 11, whéf ulatio
the Hamming distance is 52, the false positive error rate is TABLE 3
below Q5% when the SINR is-14dB. Simulation parameters.
Table 2 shows the false positive error rates under vari- Paramae | Value T Paramde | Value
ous Hamming distances when the SINR-$0dB, which Preamble 20us || SIFS 16us
indicates that the false positive error rate decreases when ;i_me slot lglés 8{,'\:,5 lgg#;
: : : ignature us max S
the Hamming distance increases. o 507150 | CWmin T5:s
8 16
TABLE 2 m L
False positive error rates under various hamming
distances (SINR=-10dB). The aim of our simulations is to discover how each proto-
Hamming distance 34 20 76 57 col can exploit concurrency and avoid collisions to improve
False positive error raté 0.170 | 0.047 | 0.008 | 0.002 the network performance in different transmission rates.

Hence, we select three valueswfdefined in the 802.11a
ﬁgandard to evaluate the performance of each protocol in the
fwo simulation scenarios, the corresponding transmission
ngesdrx(v), carrier sense rangeks(vw,) and the SINR
resholds8s;nr(Vp) are all listed in Table 4. Note that we

XS default SINR thresholds in ns-2 in the simulation, thus

When we set the signature length to be 160 bits and t
minimum Hamming distance between any two signatures
be 52, the SDM can achieve a very low signature detecti{;h
error rate (less than 1%) even when the SINR18dB. We
use the pseudo-noise code in this paper to accomplish . .
signature design. We have more than 200 signatures wigl§ values oPsinr(ve) may be slightly different from that

160 bits and the Hamming distance between any pairs |§fTabIe 1 We let th_e PLCP preamble qnd header f'eld.s
them is above 52. that are in the physical layer be transmitted using basic

modulation (BPSK), that means, the transmission rate for
these fields are fixed toMbits/s, all the transmission rate

6 PERFQRMANCE EVALUATION ) of control frames and the data frames in the MAC layer
In this section we evaluate IRMA's throughput improveyjj| be changed to the configured rate.

ment in wireless networks compared with 802.11 standard

and three recent protocols under two topology scenarios, a TABLE 4

linear topology and a random topology. The two mecha-Three transmission rates selected in the simulation.
nisms of CSMA in the 802.11 standard that we choose to Vb drx(Vb) [ des(Wb) | Bsinr(Vb)
compare are (1) PCS, which uses the standard’s physical 264'\('/'%'%5/5 iggﬂ gga 155-0(;1(158

carrier sense mechanism to access a wireless channel, (2) 48Mb:tjz e e e

PCS+VCS, which uses both the physical and virtual carrier
sense mechanisms to access a wireless channel. The three
protocols we choose to compare are CMAP [2], SDN [3
and 802.11ec [5]. CMAP and SDN are two typical recerft:1 Linear Topology

protocols that solve the exposed terminal problem, as d&ke first conduct the simulation under a four-node linear
scribed in Section 1, and 802.11ec is a recent protocol thiapology to evaluate the effectiveness of IRMA compared
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D () d i (V) NG In this case, each sender is in the interference range
RI S 2 R2 of the other transmission link and concurrency should be
prohibited. As each sender is out of the transmission range
of the other sender, it can not decode the packets from
the other link correctly. IRMA and 802.11lec can avoid
collisions successfully as the CTS information , which is
carried by signatures in IRMA and by primitives in 802.1ec,
can be obtained correctly in very low SINR environment.
PCS and PCS+VCS can also avoid collisions through
with the other five protocols and also their constraint®hysical carrier sense. However, as both CMAP and SDN
As shown in Fig. 12, the network contains two link pairglisable physical carrier sense, when a sender can not detect
S1-R1 andS2—R2. The sender-receiver distances of botfhe packetS from the other transmission link COTTECtly,iﬂt w
links diin(Vi) are fixed to 256, 80m and 30n when the decide there is no conflict and initiate transmissions,ifegad
transmission rate, is set to be ®bits/s, 24Mbits/s and t0 mutual interferences. The corresponding scenarios are
48Mbits/s, respectively. The distance betwesfh andS2 200 < d < 350m in Fig. 13(b) and 100< d < 500min
is denoted byd, which will be varied from 56énto 70am.  Fig. 13(c).
Each link pair has a CBR (Constant Bit Rate) flow set up at Case 3: Concurrent transmissions are permitted by IRMA
the sender to be transmitted to the receiver. We evaluate & CMAP but prohibited by other protocols when both the
network throughput by adjusting the distaricéThe packet following conditions hold:
delivery rate (flow rate) and packet length will also be
changed in the simulation to g?at more detailed evaluationin(V) - ( VBsinr(Vo) = 1) < d < din(Vb) - (VBsinr(¥)),
Note that the packet length here means the length in the d<d
upper layer; obviously, the frame length should be a little < Orx(Vo)-
longer as additional headers will be attached in the MAC aq the two transmission links have no mutual interfer-

layer and physical layer. ences to their data frame receptions, both IRMA and CMAP

. . can exploit concurrent transmissions under this case, such
6.1.1 The impact ofd|stance§ . as the scenarios when 250 d < 400m in Fig. 13(a).
The IRMA protocol can exploit concurrent transmissionfjowever, the performance of CMAP in this scenario is even
when there is no mutual interference in their data framgyer than that in Case 1, because of spurious retransmis-
receptions, and can avoid collisions when mutual integ&ons due to ACK collisions. Although CMAP design a
ferences exist. Therefore, we first evaluate the impact @fndowed-ACK mechanism to reduce the ACK collisions,
the distanced in the following simulation. The simula- anq this mechanism really can increase the throughput from
tion is conducted for three times, each with a differenfnoyt 16Mbits/s to about 24Mbits/s, it can not reach the
transmission rate listed in Table 4, according to which t"!fpproximately & performance improvement as IRMA. For
sender-receiver distanakn(vb) should also be adjusted.ihe other protocols, PCS, PCS+VCS and 802.11ec can only
The packet length is fixed to 1500 bytes. permit one link's transmission as the sender will determine

Fig. 13 shows the aggregate throughput of the netwofke channel to be busy after physical carrier sense; SDN
with three transmission rates. The simulation results @&n gj5q only permit one link’s transmission to avoid control

Fig. 12. A linear topology, where four nodes R1, S1,
S2 and R2 form a line. The distance between S1 and
R1 as well as that between S2 and R2 are both set to
dink(Vb). The distance between S1 and S2, denoted by
d, is varied from 50mto 700m.

summarized into six cases: _ frame collisions at the transmitter side.
Case 1: Only one transmission is permitted by all proto- cage 4. Concurrent transmissions are permitted by
cols when the following conditions hold: IRMA, CMAP and SDN but prohibited by other protocols
d < diink(V) - (A/Bsinr(Vo) — 1), when both the following conditions hold:
d < dyx(Vb)- iink(Vb)  (VBsiNr(Vb) — 1) < d < diink(Vb) - (VBsINR(Vb)).

In this case, each sender is in the interference range of the
other transmission link, and it is in the transmission raofge
the other sender, concurrent transmissions can be prediibit |n this case, IRMA can exploit concurrency as each
successfully by all protocols to avoid the interferences &ender is out of the interference range of the other link.
the reception of the data frame, such as the scenario wheswever, CMAP and SDN permit concurrency just because
d < 250min Fig. 13(a), the scenario wheth < 150min  one node can not correctly decode the packets from the
Fig. 13(b) and the scenario whein< 50min Fig. 13(c).  other link and determine there is no conflict, such as the

Case 2: Only one transmission should be permitted bsenario of 40t < d < 500m in Fig. 13(b) andd = 550m
CMAP and SDN induce collisions when the followingin Fig. 13(c). The performance of these two protocols in
conditions hold: this case is lower than that of IRMA as both protocols face

YR control frame collisions. PCS, PCS+VCS and 802.11ec also
d < dinc(vo) - (VBsinr(Vo) = 1), can only permit one link's transmission due to physical
d > drx(w). carrier sense.

trx(Wp) < d < des(vb).
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Fig. 13. Average throughput in terms of d under three transmission rates in the linear topology.
Case 5: Concurrent transmissions are exploited laypd VCS+PCS can also partially handle this problem as

IRMA, CMAP and SDN successfully but prohibited bythe carrier sense range is always much larger than the
other protocols when both the following conditions hold: transmission range, collisions may be avoided due to the

_ . physical carrier sense mechanism.
d > Chink(Vo) - (VBsinm(vb). Meanwhile, we should admit that the throughput im-
d < des(Vp). provement of IRMA decreases along with the increases of

. ) the transmission rate. As shown in Fig. 13(c), when the
In this case, IRMA, CMAP and SDN can exploit conyate is 48vbits/s, the performance improvement of IRMA
currency as there is no mutual interferences for both d%asignificantly lower than twice over PCS or PCS+VCS
frame and control frame receptions, such as the scenajig to the reason that the overhead induced by signatures

of 500 < d < 600m in Fig. 13(a) and Fig. 13(b). The js mych larger in a higher transmission rate.
performance of CMAP is a little higher than IRMA and

SDN because of no overhead in transmitting RTS and CTS )
frames. PCS, PCS+VCS and 802.11ec can only permit d®d-3 The Impact of Signatures

link's transmission due to physical carrier sense. IRMA adds signatures in the control frames to convey
Case 6: Two links can transmit independently when thge information that can be detected when a collision
following condition holds: occurs, as shown in Fig. 5. Introducing the signatures
d > des(V). into control frames will cause throughput degradation. To

evaluate the overhead induced by signatures, we conduct

In this case, the two transmission links are independettee simulations with three transmission rates shown in
from each other. They can transmit simultaneously withoible 4, and the packet lengths are 500, 1000, 1500 and
any interferences. 200(ytes, respectively. We set the distanddo a specific

We should note that Fig. 13 just shows the throughpualue so that the conditions of Case 2 or Case 3 can hold.
of this scenario when the sender-receiver distatigg is Under these conditions, the throughput gain of IRMA can
about one-half of the transmission randgc(v,) in each theoretically be up to twice over PCS+VCS as concurrent
transmission rate. Obviously, @i is set to be a smaller transmissions of two links are exploited. However, IRMAs
value, concurrent transmissions can be exploited in afargeroughput cannot reach the expected value due to the over-

area because of the shorter interference range. head induced by transmitting signatures. The simulation
results are shown in Fig. 14.
6.1.2 The impact of transmission rates Fig. 14 indicates that the throughput gain of IRMA over

As the interference range of a transmission link witB02.11 standard decreases while the transmission rate in-
distance djjk(vp) can be calculated asl > diw(vy) - creases. For example, when the packet length is I226€§)
(x/Bsinr(Wb)), @ higher transmission rate that corresponds the throughput gain is about twice when the data rate is
a higheiBs)nr value may lead to a larger interference rang@Mbits/s, but this value decreases to 74% when the data
Thus, the situation of the interference range larger than thate is 24Mbits/s, and decreases to 47% when the data rate
transmission range (as described in Fig. 1(c)) will morie 48Mbits/s. Fig. 14 also indicates that the throughput
easily occur at a higher transmission rate. For examplegiain increases along with increases of the packet length.
will happen even wheuni(v) = 3m andv, = 48Mbits/s. For example, when the transmission rate Mh#ts/s, the
CMAP and SDN are more vulnerable to this situatiorthroughput gain is about 51% when the packet length is
leading to a performance degradation due to collisions00bytes, much lower than that of 100% when the packet
On the contrary, IRMA and 802.11lec can combat thigngth is 2000ytes. That is because the time proportion in
problem successfully as their CTS and ACK informatiotransmitting the control frames increases with the dats rat
can be detected in very low SINR environments. PC&hd decreases with the packet length.
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Fig. 14. Average throughput in terms of packet length under three transmission rates in the linear topology.
Concurrent transmissions are exploited in this scenario.

6.1.4 Constrains of protocols and the throughput is always up-bounded when the packet

IRMA, SDN and CMAP will have no throughput improve-de"very rate reaches a specific value.
ment in a sparse network where there is no exposed terminafFig. 15 also shows that PCS+VCS has the lowest per-
problem and no additional concurrent transmission can fgmance in all the configurations, even comparing with
exploited. In Fig. 12, when the distandds larger (such as the PCS protocol. The reason is that the hidden terminal
700m) and the two links have no mutual interference, PCroblem is not so serious in dense networks, where PCS
can have the best performance among all protocols degn avoid collisions in most cases through the physical
to the overhead induced by transmitting control frames Rarrier sense. 802.11ec also has low performance especiall
other protocols. We should admit that IRMA has the loweét @ lower transmission rate, because, although it can
performance in this scenario because of the overhead indirate control frame collisions and reduce transmission
by signatures. The simulation results indicate that IRMAlurations of control frames, it may prohibit more concutren
SDN and CMAP are not suitable for sparse networks, whelf@nsmissions even comparing with PCS and PCS+VCS due
they will even reduce the network throughput. to the high detection ability of the CTS primitive.

802.11ec can tolerate control frame collisions and re- We can see that IRMA, CMAP and SDN can improve
duce the duration of the control frame transmissions, btite network performance through exploiting concurrent
it can not exploit concurrent transmissions. Furthermorgansmissions comparing with both PCS and PCS+VCS,
comparing with PCS and PCS+VCS, more concurreahd IRMA can outperform other protocols in most cases,
transmissions will be prohibited by this protocol due to thbut the throughput gain decreases along with the increase
high detection ability of the CTS primitive. Thus, 802.11eof transmission rate and increases along with the increase
is not suitable for intensive networks. of packet length. As shown in Figs. 15(a) and 15(d),
when the transmission rate i8bits/s, IRMAs throughput
gain is about 83% over PCS and 103% over PCS+VCS
when the packet length is 5bfes. These values in-
In this experiment we evaluate the performance of IRMArease to 98% and 112% respectively when the packet
compared with other protocols in a general scenario whég#gth is 2000ytes. When the transmission rate increases
the network topology is randomly generated. We set i 24Mbits/s, as shown in Figs. 15(b) and 15(e), the
10 transmitter-receiver link pairs in a 1086 1000m area throughput gain decreases to about 17.9% over PCS and
for three times to derive three configurations. For ead$.7% over PCS+VCS when the packet length isty@s;,
configuration, nodes will use one transmission kgtésted and about 31.5% over PCS and 50.7% over PCS+VCS
in Table 4 to transmit packets. To set up the 10 link pairéhen the packet length is 206f3es. We can also see from
we first randomly generate one link (two nodes) in the areligs. 15(b) that CMAP can even outperform IRMA a little
calculate their distance and compare with the transmissighthis situation. The reason is that the overhead induced
rangedrx (), the link will be reserved if the distance isPy signatures in IRMA is much larger when shorter packet
shorter thandrx(vy); otherwise, it will be dropped. This lengths and higher transmission rates are configured.
process will be repeated for 10 times to generate 10 linksAccording to the analysis in Section 6.1, the interference
in the network. range is more likely larger than the transmission range at

Fig. 15 shows the average throughput of IRMA coma higher transmission rate scenario because of the higher
paring with the other five protocols for different packeSINR threshold, making CMAP and SDN face a high
delivery rates when the packet length is B@@s and probability of collisions. In this random topology scergri
200Mytes, respectively. The figure indicates that the awhen the transmission rate increases tdvVids/s, the
erage throughput of all protocols increases along with tlleroughput gain of SDN really decreases, but that of
increases of the packet delivery rate and packet leng@AP surprisingly increases on the contrary, as shown

6.2 Random Topology
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Fig. 15. Average throughput in terms of packet delivery rate in the random topology, under three transmission
rates and two packet lengths.

in Figs. 15(c) and 15(f). After analyzing the throughput ii o WA
of each link, we find that CMAP faces a more serious B
—x—PCS+VCS

unfairness issue in this scenario, even comparing with PCS
and PCS+VCS. Fig. 16 shows a snapshot of the throughput
of ten links for each protocol when the transmission rate is
48Mbits/s and the packet length is 200@es. We see that
CMAP makes five links have very high throughputs and
three links have close-to-zero throughputs. This unfasne
situation largely avoids collisions in the network, anadai N / \
the network to achieve a higher average throughput. We : T s e 7 s
also see from Fig. 16 that IRMA, SDN and 802.11ec are HinkNumber
relative fair among all the links. Fig. 16. The throughput of each link when | = 200(bytes
Generally speaking, IRMA can outperform the othesnd v, = 48Mbits/s.
protocols in most cases, as concurrent transmissions ex-
ploited by this protocol lead to significant performance
improvement, despite the overhead induced by signatuigs rate. However, this model only considers situations
and control frames. Meanwhile, IRMA has a high fairnesgith two contending senders, and it ignores MAC-level
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performance as it can avoid collisions successfully. mechanisms such as the ACK and backoff. The result may
not reflect real network conditions.
7 RELATED WORK Throughput improvement through exploiting concurrent

Throughput improvement in wireless networks is an evef@nsmissions has shown much potential. MACA [22] ex-
lasting topic and attracts intense research interester PRIOIS transmission concurrency by using a three-way hand-

work mainly falls in the following two categories: shal§e RTS/CTS/DATA_ mechanism. It disables thg physical
carrier sense to permit more concurrent transmissions. As
. o there is no ACK in the protocol, it does not need to
7.1 Exploit Concurrent Transmissions consider collisions at the transmitter side. MACAW [23]
Physical carrier sense is widely used in wireless networkhows that ACK is essential in the wireless networking as
to avoid interferences, this mechanism is well known tthe packet loss recovery can be done much faster in the
have a very low performance. Brodsky and Morris [21MAC layer, and the loss always appears in the presence
recently presented a theoretical model to analyze a twaF intermittent noises which are likely presented in the
sender carrier sense performance and concluded that thigeless network. The 802.11 standard inherits the four-
performance is close to optimal for radios with an adaptiweay handshake protocol of MACAW,; therefore, it can avoid
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ACK collisions at the transmitter side. defer its packet transmission immediately. However, this
Recently, besides CMAP and SDN [2], [3], many approtocol can only avoid packet collisions at the receiver
proaches are proposed to maximize transmission caide to solve the hidden terminal problem, it does not com-
currency for throughput improvement in wireless netat the exposed terminal problem nor exploits concurrent
works [4], [24]-[27]. C-MAC [4] disables the carriertransmissions.
sense to maximize the number of concurrent transmissionsRTS/S-CTS [14] presents a symbol-level detection mech-
RTSS/CTSS [26] lets nodes differentiate between interfeanism that can combat both the CTS collision problem
ing and non-interfering links through an offline trainingand the remote hidden terminal problem, as the sym-
which is just applicable to the line topology. MACA-P [27]bol sequences that carry useful information in the new
tries to avoid the control frames’ collisions by scheduling-CTS packet can be detected in very low SINR and
them properly. Based on the exchanges of RTS/CTS,3SNR environments. It can improve the network throughput
schedules multiple transmissions in parallel to increase ¢ through avoiding collisions during packet transmissions.
current transmissions as well as avoiding their collision802.11ec [5] also exploits the cross correlation to accom-
However, besides introducing a significant protocol oveplish the control frames’ transmissions. Comparing with
head for information exchanges, it does not differentiathe 802.11 standard, this protocol uses three kinds of
the interference ranges of different transmission links. primitives to convey the RTS, CTS and ACK information.
As the primitives can tolerate strong interferences, and
the duration of these sequences is much less than that
of the corresponding packets, this protocol can improve
Some other studies [5]-[7], [11]-[14], [20], [28]-[35] em-the network throughput through both avoiding collisions
phasize on a strategy that aims to recover the collide@éd reducing the transmission overhead of the control
packets, instead of avoiding collisions. Especially, #&ht frames. However, both protocols cannot combat the exposed
nology of cross correlation has been leveraged to comBagminal problem.
collisions. Comparing with the protocols in Section 7.1 which in-
Jamieson and Balakrishnan [28] propose a partial packghd to solve the exposed terminal problem, and comparing
recovery mechanism to recover the whole packet via Soffith the protocols in Section 7.2 which exploit the cross
PHY. The SoftPHY interface can analyze the symbol levgbrelation technology in other contexts, IRMA is the first
information at the physical layer to identify the corruptegrotocol that exploits the cross correlation to combat the
bits in the collided packet. ZigZag [11] works under 802.1¢xposed terminal problem and maximize concurrent trans-
protocol that supports different transmission rates, amgissions. Nodes in IRMA can take the real interference
can deal with general collisions (i.e., collisions occur ifange into consideration when accessing their channels,
the AP-Station model where all stations are within AP'and control frame’s collisions at the transmitter side can
transmission range) to combat hidden terminals, but it c@@ tolerated, leading to more concurrent transmissions and
not solve the exposed terminal problem. Symphony [13] higher throughput.
encourages collision of packets among transmitters at APs
and cooperatively decode all the packets by utilizing a
Zigzag-like decoding process and the coordinationinfermg  CoNcCLUSION AND FUTURE WORK
tion among APs, so as to improve the WLAN'’s throughput.
However, it also does not exploit concurrency and solve ttie this paper, we identify that nodes in the 802.11 standard
exposed terminal problem. waste transmission opportunities in two scenarios and in-
SIC [20] exploits a well-known capture effect techniquejuce collisions in one scenario, we then propose IRMA to
in which a strong interfering signal can be successfullgxploit transmission concurrency and avoid interferences
received during collision, to recover an inferior strongn all the scenarios. IRMA employs new components to
signal if its SINR is above the threshold after decoding anork collaboratively to increase network’s transmission
subtracting the strongest one. Similar techniques areegpplconcurrency. We propose the signature detection method in
in [31]-[33] to solve the collisions under different scenartthe physical layer to combat control frame’s collisions at
ios. In [34], a MAC protocol is designed based on SIC arithe transmitter side. We propose a channel access scheme to
the full duplex communication technique to improve th@ermit concurrent transmissions while avoid data receptio
throughput and fairness of of wireless networks. Howeventerferences. We show the feasibility of signature detec-
the stringent requirement of full duplex communications fdion method via hardware experiments. We also show the
supporting SIC seems hardly accomplishable with low cosignificant throughput improvement over the two 802.11
in a near future. Moreover, the throughput improvemestandard and three recent protocols by ns-2.
from SIC is reported not promising according to a recent In our current work, we just propose IRMA to solve
work [35]. the exposed terminal problem in wireless networks by
CSMA/CN [13] exploits the cross correlation to detecleveraging the signature detection method. We considsr thi
the collision notification information, which is sent byphysical layer mechanism can also be exploited to benefit
the receiver when detecting a collision and transmittedore wireless communication systems, such as cellular
concurrently with the data packet, making the transmittaeetworks, RFID systems, and so on.

7.2 Exploit Cross Correlation
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