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Introduction
• Blockchain

• Cryptocurrencies
• Online payment
• Data tracking

• IoT
• Smart home appliances
• Indoor and outdoor sensors

• IoT Blockchain
• Record transaction data
• Optimize system performance 
• Additional security
• Automatic transaction management
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Introduction

• Trend of IoT Blockchain
• Popularity

• Range of Applications

• Development of underlying technology

• Business Model

• Challenge of IoT Blockchain
• Resource constraints

• Computational power, Storage, Bandwidth

• Scalability
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Problem Statement

• Architecture needs to support an enormous 
number of IoT devices

• Blockchain consensus mechanism need specifically 
design

• Limited storage

• Low computing capability

• Traffic modeling is needed 
• Realize high system performance

• Optimization
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Related Work

• Some previous work has discussed the integration 
of IoT and blockchain

• Christidis et al. investigated smart contracts of 
IoT-blockchain.

• Marco et al. conduct a systematic literature 
review of blockchain

• Alfonso et al. categorize IoT blockchains into 
different domains and survey their challenges

• Dorri et al.  present study of a smart home 
efficiencies and the integration of blockchain 
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Related Work

• Previous work provides surveys of IoT networks 
and blockchain systems separately

• We survey the integration of IoT and 
blockchain.

• Provides a survey of traffic analysis of IoT 
blockchain 

• Not been done before
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Contribution

1. We survey IoT-blockchain applications and
propose a general IoT-blockchain architecture.

2. We make comparisons of current consensus 
mechanism and show their strengths and 
shortcomings in IoT blockchains

3. We analyze the current blockchain traffic models 
and propose a traffic model of IoT-blockchain 
systems
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Architecture

• IoT architecture
• Physical layer

• Sensor
• RFID
• NFC
• Mobile phone

• Network layer
• 4G, 5G 
• WiFi
• Bluetooth

• Application layer
• Services
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Architecture

• Blockchain architecture
• Summarizes from previous work
• Physical layer

• Full node 
• Light node

• Network layer
• P2P network

• Consensus layer
• Consensus mechanism

• Propagation layer
• Gossip protocol
• Kademlia

• Application layer
• Services
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Architecture

Comparison of blockchain applications
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Architecture

• Comparison between IoT-Blockchain 
Applications
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Architecture

• Summary of IoT-Blockchain Architectures 
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Architecture

• Proposed
general
IoT-blockchain
architecture
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Consensus

• Helps multiple participants in a network to 
reach a necessary agreement

• Fault-tolerant in providing reliable services

• Set of rules to maintain a synchronized 
state
• Efficiency 

• Cost-effectiveness 

• High performance.
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Consensus

• Byzantine Fault Tolerance Series
• PBFT
• HQ replication 
• SBFT
• RBFT

• Proof-of-Somethings (PoX) Series
• PoW, PoS, PoC, PoA, PoI, PoB

• DAG Series
• Ripple Series
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Consensus

• Small scale network – BFT consensus
• Public chain – PoX mechanism
• DAG - high efficiency, low computational 
overhead, high throughput, early stage
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Traffic Model

• Carried out from the Internet to IoT 
networks in many research

• Blockchain traffic models
• Peer-to-peer (P2P) traffic models 

• Message exchange
• Message validation
• Transaction process

• No IoT-blockchain traffic models
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Traffic Model

• P2P network modeling

• Gossip network modeling

• Kademlia network modeling
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• Block generation
• Proof-of-Work
• Mining difficulty increases over time as the 

global computing power of miners increase
• A block is produced in every 10 minutes

• Block propagation
• Blocks 
• Transactions 

Traffic Model
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Traffic Model
• Our simulation

• 2000, 5000, and 10000 nodes

• Seven gossip rounds
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Traffic Model

• IoT Devices in the Blockchain Network 
Structure

• IoT device nodes are considered as light nodes
• Blockchain nodes as backbone
• Failure of IoT nodes will 
not affect performance

Traffic follow our traffic model
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Traffic Model

• IoT Devices Outside of the Blockchain 
Network Structure

• Proxy server act as traffic regulator
• IoT nodes not directly connected to the 

blockchain network
• Easy configuration and maintenance
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Conclusion

• Blockchain provided practical solution to IoT 
applications

• This paper presents a comprehensive 
overview of IoT blockchains

• Typical architectures
• Consensus mechanism
• Traffic models 

• Future research directions
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