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Tetrahedron Based Fast 3D Fingerprint
Identification Using Colored LEDs Illumination
Chenhao Lin, Ajay Kumar
Abstract—Emerging 3D fingerprint recognition technologies have attracted growing attention in addressing the limitations from contactbased fingerprint acquisition and improve recognition accuracy. However, the complex 3D imaging setups employed in these systems
typically require structured lighting with scanners or multiple cameras which are bulky with higher cost. This paper presents a more
accurate and efficient 3D fingerprint identification approach using a single 2D camera with multiple colored LED illumination. A 3D
minutiae tetrahedron based algorithm is developed to more efficiently match recovered minutiae features in 3D space and address the
limitations of 3D minutiae matching approach in the literature. This algorithm significantly improves the matching time to about 15 times
than the state-of-art in the reference. A hierarchical tetrahedron matching scheme is also developed to further improve the matching
accuracy with faster speed. The 2D images acquired to reconstruct the 3D fingerprints are also used to recover 2D minutiae and further
improve matching performance for 3D fingerprints. A new two-session database acquiring from 300 different clients consists of 2760
3D fingerprints reconstructed from 5520 colored 2D fingerprints is also developed and shared in public domain to further advance
much needed research in this area. Extensive experimental results presented in this paper validate our approach and demonstrate the
effectiveness of proposed algorithms.
Index Terms—Biometrics, 3D Fingerprint Matching, 3D Minutiae Tetrahedron, Hierarchical Tetrahedron
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I NTRODUCTION

INGERPRINTS biometrics is one of the most reliable
and widely employed biometrics to identify individual
humans. It is primarily due to its uniqueness and invariance
[1] that the fingerprint identification technologies have been
widely employed for forensics, security and other authentication applications for a long time. The contact-based 2D
fingerprint recognition systems such as Automatic Fingerprint Identification System (AFIS) [2] and NIST Biometric
Image Software (NBIS) [3] are widely employed in several
government, forensic and law enforcements applications.
Traditional fingerprint identification relies on the scanning of signals generated from the physical contact of fingers to acquire data. The fingerprint images are popularly
acquired by pressing or rolling one’s fingers against the
sensors surface which can be from silicon, glass or the
polymer. There are several limitations of such contact-based
fingerprint acquisition methods. These can be due to sensor
noise, improper placement of fingers, finger rotation, skin
deformation and smearing of fingers due to pressure. The
resulting fingerprint images are therefore often distorted
and/or degraded in their quality [4]. By avoiding contact
with system acquisition surface, the contactless fingerprint
acquisition technologies [5], [6], [7], [8] have been proposed
in recent years to address these limitations. Contactless
fingerprint sensing enables recovery of high quality fingerprint images that can represent true finger surface and such
approach can alleviate skin deformations and sensor noise.
Unfortunately these systems offer limited accuracy and fail
to recover/match the 3D information available during the
fingerprint imaging.
In order to address the intrinsic limitations from contactbased acquisition of fingerprint and further improve the
recognition accuracy, contactless 3D fingerprint systems
have been introduced [9], [10], [11]. In comparison with the

contact-based 2D fingerprints, the reconstructed 3D fingerprints provide more accurate representation of the ground
truth. The theoretical estimates in [11] also suggest that
individuality of 3D fingerprints is significantly higher than
those from 2D fingerprints. Parziale et al. [12] acquired 3D
rolled equivalent fingerprints by using multiple cameras.
The TBS [13] also introduced contactless 3D fingerprint system. Their technology is based on shape from silhouette and
viewpoints under different illuminations. Wang et al. [14]
employed structured light illumination [15] through phase
measuring profilometry (PMP) to recover 3D ridge depth
information. Such system requires a high speed camera and
specialized projector. The main obstacle in the popularity
of these systems is their complexity which also increases
the cost. In addition, these systems also fail to recover and
match the most popular fingerprint minutiae features in 3D
space. Microscopic surface geometry details from textured
surfaces, including those from human skin like from palm,
can also be acquired using elastomeric sensors. Such an
approach in conjunction with a high-magnification camera
is detailed in [45], [46] and illustrates promising application
for recovering 3D details from palm or fingers. However,
the requirement associated with such elastomeric sensor to
have contact with the imaged skin surface is discouraging
as it cannot benefit from the advantages associated with
contactless fingerprint imaging.
In recent years, ultrasound based 3D fingerprint identification has received renewed attention [16], [17], [18], [19],
[20], [21]. Reference [16] describes recovery of fingerprint
images in the form of 3D data array using a new ultrasonic
fingerprint imaging technique. Instead of using conventional piezoelectric transducers, 3D ultrasound imaging of
fingerprints can also be achieved using micro-fabricated
capacitive transducers. Such attempts for 3D fingerprint [18]
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TABLE 1
Comparative summary of 3D fingerprint identification system

Finger

Imaging Complexity

Distortion & Blurs
due to Finger Motion

Matching Complexity

Matching Time

Reference [11]

Seven Image Shots
(Minimum three)

High

Minutiae Alignment
in 3D Space

2.435 seconds

This Paper

Two Image Shots
(At least one)

Very Low

Minutiae Alignment based
on 3D Minutiae Tetrahedron
Minutiae Alignment based
on Hierarchical Tetrahedron

0.167 seconds
(∼15 times faster)
0.361 seconds
(∼7 times faster)
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2D Fingerprint
Preprocessing
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Match Score

2D Fingerprint
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Finger Motion
Estimation
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Fig. 1. The block diagram for fast 3D Fingerprint identification using colored LED illumination.

and 3D palmprint [19] imaging have also appeared in the
literature. Despite many encouraging efforts to advance ultrasonic 3D imaging techniques, any systematic evaluation
of performance to ascertain matching accuracy using a 3D
fingerprint database is yet to be attempted in the literature.
In our earlier work [11], we presented a low-cost and
more accurate approach for 3D fingerprint identification.
The 3D minutiae features were successfully recovered from
the reconstructed 3D fingerprints. However, this approach
requires multiple image shots, which can be highly time
consuming. Another key limitation of [11] that can limit
its application for online usage lies in the complexity of
matching algorithm. The 3D minutiae based alignment proposed in [11] requires complex alignment in 3D space to
generate useful matching score. Therefore, our objective has
been to develop faster and more accurate 3D fingerprint
identification algorithms to address limitations with the
current state of art system. Table 1 for provides comparison
of key features.
1.1

Our Work and Contributions

This paper proposes a more efficient and accurate contactless 3D fingerprint identification system to address several
limitations of currently available 3D fingerprint technologies. 3D fingerprints are reconstructed from a single 2D
imaging sensor by using colored 2D fingerprint images. The
contactless fingerprint images are acquired in a short time to
accelerate data acquisition process. We propose 3D minutiae
based tetrahedron matching method to achieve faster and
more accurate recognition performance. The experimental results demonstrate that the proposed approach can
efficiently recover 3D fingerprints and achieve improved
performance. The key contributions of our work can be
summarized as follows:

1. The 3D minutiae matching method requires complex
transformations for every minutia to align them in 3D
space and this is the key reason for high computational
complexity in state of art methods [11]. In order to
address such limitations, we propose 3D minutiae tetrahedron alignment and matching method. The Delaunay
tetrahedron based feature representation and matching
is proposed to significantly speed up the matching of
3D fingerprint templates and improve the identification
performance. The comparative experimental results presented in this paper indicate about 15 times improvement
in matching speed as compared to the method in [11].
Hierarchical tetrahedron matching method is also developed to significantly improve the matching accuracy with
competing matching speed.
2. This paper also presents a new 3D fingerprint database
in the public domain [22]. It is the largest database (so
far) and consists of two session 2D/3D fingerprints images
data. This database from 300 different clients consists of
2760 3D fingerprints reconstructed from 5520 colored 2D
fingerprints and will help to advance further research in
this area.
The challenges and limitations of the existing 3D fingerprint systems are not just because of their high cost and bulk
[12], [23] but also due to the limited speed of fingerprint
acquisition. Therefore another useful contribution of this
work is on the development of more efficient and effective
3D fingerprint acquisition approach using colored (Red,
Green and Blue) LEDs and a fixed camera. Unlike earlier
work [9] which uses seven images, only two image shots, or
at least one shot, are acquired to reconstruct 3D fingerprint.
We also develop and detail a method to detect the finger
motion to enable accurate recovery of 3D fingerprints. Such
approach is therefore tailored for real applications as it
results in significantly faster 3D fingerprint acquisition.
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1.2

System Overview and Block Diagram

The developed system consists of a single 2D camera and
six colored LED (Light Emitting Diode), two blue, two green
and two red LEDs, respectively. These LEDs are symmetrically distributed on a board, which is configured in front
of the lens for illumination. The average distance between
the camera and finger is around 75mm. The acquisition of
fingerprint image is synchronized with the switching of
LED illumination. One red, one green and one blue LED
are simultaneously illuminated and one imaging shot is
acquired. An iron ball is used to automatically calibrate the
LEDs position and these calibrated pixel positions are also
made publicly available [22] for reproducible research.
Three imaging shots are automatically acquired in sequence. The first two images are used for 3D fingerprint
reconstruction and the last shot is the repetition of the first
illumination position, which is used to detect the finger
motion. The 1400 × 900 pixels region of interest (ROI) from
acquired of fingerprint is automatically extracted by edge
detection and image segmentation algorithm. We applied
a method to remove specular reflection of 2D fingerprint
images. The color photometric stereo approach is used to
reconstruct 3D fingerprint after removing specular reflection
from acquired 2D images. 3D minutiae and 3D tetrahedron
using 3D minutiae representation are extracted from the
reconstructed 3D fingerprint. Finally, the information from
2D images used for the 3D reconstruction is employed to
further consolidate 3D fingerprint identification. The block
diagram of our 3D fingerprint identification approach is
shown in Fig. 1.
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Fig. 2. Positional Differences during 3D fingerprint imaging with/without
motion. The images in first two rows are sample with motion. The images
in last two rows are sample without motion.

these regions with average value of neighborhood pixels.
This approach is faster (0.064s) than the method in [24]. The
region of interest (ROI) images are automatically segmented
from the acquired images using background detection as in
[25]. The ROI images from two color images are split to
RGB channels. Then automatically generated six gray level
images are used to reconstruct 3D fingerprint.

DATA ACQUISITION AND F INGER I MAGING

Two imaging shots are acquired from the presented fingers to reconstruct the 3D fingerprint. Despite high speed
imaging, it is still possible to observe some motion in the
fingers during successive imaging. In order to address such
limitation, we accelerate the image acquisition process and
incorporate finger motion detection (Fig. 1). Two shots are
acquired in a short time (∼250 milliseconds) interval. In
order to detect finger motion, three shots are acquired from
presented finger in a short time (∼800 milliseconds). The
third image is essentially the repetition of the image with
same illumination positions as the first one and is used to
ascertain finger motion. By computing the mean squared
error (MSE) and key point positional differences in the first
and the third images, fingerprint samples with motion are
ignored with thresholds (MSE > 5 and ∆X, ∆Y > 10 pixels)
as also shown in Fig. 2. Sharpness of each fingerprint image
is measured by using the magnitude of image gradient. If
the average magnitude of the fingerprint gradient image is
larger than predetermined threshold, this image is considered as blurred image and automatically discarded.
In addition, specular reflection of fingerprints also degrades the quality of 3D fingerprints reconstruction. Mallick
et al. [24] proposed to use SUV color space to remove specular reflection. It helps to separate the specular and diffuse
components into S channel and UV channels. However, due
to the high computation complexity (0.322s) of this method,
a simple approach was employed by using a predefined
threshold to identify specular reflection regions and fill

2.1

3D Fingerprint Reconstruction

Color (RGB) photometric stereo approach is used to reconstruct the 3D fingerprint. Photometric Stereo is a popular
approach to reconstruct 3D model, which is first introduced
in [29] and works well under the Lambertian model assumption. Let I(x, y) be image irradiance of 2D fingerprint
images and n(x, y, z) be the unit surface normal vectors at
one finger surface. S(x, y, z) is the location of calibrated LED
lights while ρ represents the surface albedo. For Lambertian
surface,
I = ρn ⋅ S
(1)
where I = [I1 , I2 , ..., Im ], S = [S1 , S2 , ..., Sm ] and m is
number of LED light source. Then by solving (1), ñ = ρ⋅n can
be estimated using least squares solution for the following
equation,
T
−1 T
ñ = (S S ) S I
(2)
Reflectance albedo can be calculated by ρ = ∣ñ∣. For RGB
images, (1) can be rewritten by three sets of equations, one
per color channel:

IR = ρR Sn
IG = ρG Sn
IB = ρB Sn

(3)
(4)
(5)

The surface normal can be used to compute the depth of
3D fingerprint and recover 3D fingerprint details for the
automatic matching. Frankot and Chellappa algorithm [26]
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(a)

(b)

(c)

(d)

Fig. 3. Reconstructed 3D fingerprint samples using colored illumination (a) from Frankot Chellappa [26] (b) from Poisson solver [27] (c) from
Shapelets correlated [28] and (d) from Frankot Chellappa [26].

can be further used to reconstruct the 3D surface. Poisson
solver in [27] can also be used to recover the depth of
3D fingerprint by solving a Poisson equation. Shapelets
correlated is another approach detailed in [28] that uses
slant and tilt to reconstruct 3D surface. Fingerprint surface
gradient is used to represent surface color and the surfaces
are shown in Fig. 3.
2.2

3D Reconstruction Accuracy and Time Complexity

It may be noted that it is very difficult to evaluate the precision of reconstructed 3D fingerprints due to the fact that
such evaluation requires measuring 3D ground truth from
the presented 3D fingerprints which is a very difficult task.
In [30], a promising method to evaluate 3D targets is introduced. However, this approach can’t be used to evaluate the
depth of 3D data which make it unsuitable for evaluating 3D
reconstruction accuracy. In order to address this issue, an
approach is used to evaluate accuracy of fingerprint surface
normal recovered by computing intensity error [31]. Mean
squared error (MSE) is used to measure the average of the
squares of the difference between the ground truth normal
and reconstructed 3D fingerprint surface normal.
Color image can be separated into its RGB channel with
the help of known weights. Given a color image F , it can be
decomposed in three channels by following equation:

F = ω1 ∗ FR + ω2 ∗ FG + ω3 ∗ FB

(6)

where ω is the weight of RGB channel. We evaluate the accuracy of surface normal using different weights to separate
RGB images and calculate time complexity. One group of
sample is used to perform experiments. When ω1 = 0.3,

TABLE 2
Comparative MSE and computational complexity
Method

Method [26]

Method [27]

MSE

2.7749

1.9276

Method [28]
0.3061

O (Synthetic Data)

0.00869s

0.02506s

0.04627s

O (Ground Truth)

0.10121s

0.31368s

1.27850s

ω2 = 0.4 and ω3 = 0.3 the mean squared error value is
observed to be minimum with M SE = 0.1087. Accuracy
is also computed on the entire dataset. Our results achieve
M SEmin = 0.0696, M SEmax = 0.1615 and M SEavg =
0.1202.
A synthetic model with known depth data, which is
similar to the model in [27], is employed to evaluate the
accuracy of recovering 3D depth from the model. Different
3D reconstruction approaches in the [26], [27] and [28] are
evaluated respectively. Computational complexity is also
computed on both synthetic data and ground truth (with
fixed fingerprint image resolution of 1400 × 900). The results
in Fig. 4 and Table 2 suggest that recovering 3D fingerprint
using Shapelets correlated approach [28] can offer superior
accuracy.

3

F EATURE E XTRACTION AND M ATCHING

This section details on the extraction of 2D fingerprint
and 3D fingerprint features. The method of 2D fingerprint
feature extraction and matching is firstly detailed in section
(3.1). Section (3.2), (3.3), (3.4) and (3.5), respectively describes different methods for the extraction of 3D fingerprint
features and corresponding matching algorithms.
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(a)

(b)

(c)

(d)

Fig. 4. (a) Synthetic model (b) 3D reconstruction model using Frankot Chellappa method [26] (c) 3D reconstruction model using Poisson solver
method [27] (d) 3D reconstruction model using Shapelets correlated method [28].

3.1

2D Fingerprint Minutiae Extraction

The 2D color fingerprint images, under different illumination, are primarily acquired to reconstruct the 3D fingerprints. However these (noisy) contactless 2D images can also
be incorporated to recover 2D minutiae features and such
matching was also considered in our experiments. Since
each of the 2D fingerprint images are acquired from a distance that reduces the image contrast, contrast enhancement
is required. Two methods, i.e. adaptive histogram equalization [32] and homomorphic filters [33], were considered to
enhance the contrast between fingerprint ridge and valley.
The NFIQ [3] algorithm is employed to ascertain the quality
of 2D fingerprint images before minutiae extraction. Each
channel of color LED illuminated 2D fingerprint image is
also used to simultaneously recover 2D minutiae features
using the approach that similar to [34].
The 2D fingerprint minutiae template are conventionally
[35] represented as m = [x, y, θ, q, t], where x, y are minutiae location, θ is the minutia direction, q is the minutia
quality and t is the type of minutia (ridge ending or ridge
bifurcation). For each fingerprint, minutiae are recovered
from two colored images and combined as one fingerprint’s
feature. Spurious minutiae are ignored. The minutia templates are converted into spherical coordinate. For example,
reference minutia template MP and probe minutia template
MQ are selected respectively from P and Q images. MP
can be converted into spherical coordinate, represented as
[r, AS , Aθ , q, T ]. The minutiae will be aligned using the
following Transformation Matrix,
⎡⎢ cos θ
⎢
R(θ) = ⎢⎢⎢⎢ − sin θ
⎢⎢
0
⎣

sin θ
cos θ
0

0
0
1

⎤⎥
⎥⎥
⎥⎥
⎥⎥
⎥⎦

(7)

Aligned minutia is:

MP = R(θ) ∗ (x − xr , y − yr , θ − θr )
′

Then we get:

√
r = (x′ − x′r )2 + (y ′ − yr′ )2

(8)

(9)

y − yr
AS = atan2( x − x ) − θr

(10)

Aθ = ( θ − θ r )

(11)

r

matching. If the difference between [ri , ASi , Aθi , qi , Ti ] in
P and [rj , ASj , Aθj , qj , Tj ] in Q is smaller than a predetermined threshold these two minutiae are considered as the
matched pair. Then matching score is computed as follows:

S2DM inutia =

n2
NP ∗ NQ

(12)

where n is the total number of matched 2D minutiae pairs
and NP , NQ are the number of 2D minutiae in P and Q
image respectively.
3.2

3D Fingerprint Minutiae Extraction

The 3D fingerprint images provide minutiae features that
can be recovered and matched in 3D space. Similar to
our earlier work in [9] 3D minutiae are extracted and can
be represented as [x, y, z, θ, φ, q, t], where z is the height
of the reconstructed surface at position (x, y ) while θ is
minutiae direction (azimuth) and φ is minutiae orientation
(elevation). The location and direction of 2D minutiae are
extended to generate 3D minutia position and direction.
Minutiae orientation φ can be computed by calculating the
reconstructed surface’s principle axes [36] along minutiae
direction θ. 3D minutia matching algorithm is used to generate matching score between two 3D fingerprint templates.
Reference minutia template MP and probe minutia template
MQ are selected respectively from P and Q 3D fingerprint.
The 3D minutiae are aligned with x and z axes firstly and
then converted into spherical coordinate, represented as
[r, As , Aθ , Ag , Aφ , q, T ], where r is the radial distance with
the probe minutiae, Aθ is the azimuth angle and Aφ is the
elevation angle that localizes the minutiae in 3D plane. The
As and Ag are angles to localize the radial vector r in 3D
space. Two transformation matrices can be represented as
follows:
⎡⎢ cos θ − sin θ 0 ⎤⎥
⎢
⎥
Rz (θ) = ⎢⎢⎢⎢ sin θ cos θ 0 ⎥⎥⎥⎥
(13)
⎢⎢ 0
⎥⎥
0
1
⎣
⎦
⎡⎢ cos φ 0 − sin φ ⎤⎥
⎢
⎥⎥
⎥⎥
1
0
Ry (θ) = ⎢⎢⎢⎢ 0
(14)
⎢⎢ sin φ 0 cos φ ⎥⎥⎥
⎣
⎦
−1

where r is the radial distance with the probe minutiae, AS
is the angular separation of the minutiae and Aθ is the
orientation of the minutia. T = t is the type of the minutia.
Two minutiae with same type will be used to perform

sph([x y z ]) = [atan2(y, x) sin

z]

(15)

Then the converted minutia can be computed as follows:
√
(16)
r = (x − xr )2 + (y − yr )2 + (z − zr )2

1
′ ′ ′
T
[x y z ] = Ry (−φr )Rz (−θr ) ⋅ r [x − xr , y − yr , z − zr ] (17)
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(a)

(b)

(c)

(d)

Fig. 5. (a) 2D minutiae Delaunay triangulation and features. mi represents 2D minutia. li presents the side of minutiae triangle, ϕ presents the
largest angle of minutiae triangle. (b) 3D minutiae Tetrahedron (c) Tetrahedron sample and features. mi represents 3D minutia, lmax presents the
largest side in this tetrahedron, ϕ presents the largest angle of the tetrahedron’s face. (d) Minutiae sample of tetrahedron and its minutiae direction
θ and orientation φ (blue line). Red line illustrates its projection on x − y plane.

[As Ag ] = sph([x y z ])
′

′

′

−1

(18)
T T

[Aθ Aφ ] = (Ry (−φr )Rz (−θr )(sph ([θ φ])) )

(19)

The difference between two minutiae is compared with the
same type in spherical coordinate and if their difference is
smaller than a predetermined threshold these two minutiae
from P and Q images are considered as matched pair.
Matching score is computed as follows:

S3DM inutia =

n2
NP ∗ NQ

(20)

where n is the total number of matched 3D minutiae pairs
and NP , NQ are the number of 3D minutiae in P and Q 3D
fingerprint respectively.
3.3

3D Minutiae Tetrahedron

Delaunay triangulation approach has been evaluated for fingerprint identification in [37], [38]. Localized 2D fingerprint
minutiae can be connected using such unique topological
structure. As compared to the minutiae triangles based
approach, Delaunay triangulation method can reduce the
number of minutiae triangles, which are associated with

computational complexity. The Delaunay triangulation can
be efficiently computed by firstly generating Voronoi diagram as detailed in [39]. Delaunay triangulation for minutiae features is used to recover scale invariant features as
illustrated in Fig. 5 (a). As in [37], following invariants are
computed:

0≤

l1
l2
≤ 1, 0 ≤
≤ 1, −1 ≤ cos(ϕ) ≤ 1,
l3
l3

(21)

where li presents the i − th side of the minutiae triangle
which are sorted in ascending order (i.e. l1 ≤ l2 ≤ l3 ). ϕ
is the largest angle of the minutia triangle. mi presents the
i − th minutia. Features are extracted based on these triangulations then minutiae alignment and fingerprint matching is
performed. In this work, we generate Delaunay tetrahedron
based on 3D minutiae mi in 3D space. For simplicity, we
use tetrahedron to represent 3D Delaunay tetrahedron in
this paper. A general tetrahedron is defined as a convex
polyhedron consisting of four triangular faces. It fills the
convex hull of the points with tetrahedron so that the
vertexes of the tetrahedron are those of the data points, i.e.
minutiae. It can be specified by its polyhedron vertexes as
(xi , yi , zi ) where i = 1, ..., 4. The circumscribing sphere of
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(a)

(b)

(c)

Fig. 6. (a) Tetrahedron with minutiae quality>0.7 (b) Tetrahedron with minutiae quality>0.5 (c) Tetrahedron with all minutiae.

any tetrahedron does not contain any other point inside
sphere. The algorithm of generating such tetrahedron is
described in [40]. Every four 3D minutiae will be connected and generated one tetrahedron. Each four minutiae
correspond to tetrahedron’s four vertexes (m1 , m2 , m3 , m4 ).
Each vertex can be represented as m = [x, y, z, θ, φ, q ]. The
tetrahedron can be uniquely represented from following 8tuple representation in 3D space:
[lmax , lmin ,

lmax
, ϕ, θ̃max , θ̃min , φ̃max , φ̃min ]
ls max

(22)

∆lmax = ∣lP imax − lQjmax ∣, ∆lmin = ∣lP imin − lQjmin ∣
lQjmax
(26)
l
∆l = ∣ P imax −
∣, ∆ϕ = ∣ϕP i − ϕQj ∣
lP is max lQjs max
∆θ̃max = ∣θ̃P imax − θ̃Qjmax ∣
∆θ̃min = ∣θ̃P imin − θ̃Qjmin ∣
∆φ̃max = ∣φ̃P imax − φ̃Qjmax ∣
∆φ̃min = ∣φ̃P imin − φ̃Qjmin ∣

where lmax and lmin presents the largest side and smallest
side of the tetrahedron respectively. ls max is the second
largest side while ϕ is the largest angle of each tetrahedron’s
four faces. The length of the tetrahedron side can be computed as follows:
√
l = (x1 − x2 )2 + (y1 − y2 )2 + (z1 − z2 )2

tures is smaller than a given threshold, these two minutiae
tetrahedron template can be considered matched.

(23)

Besides these geometric features, the differences of minutiae
direction and orientation can be computed as features.

θ̃ = θ1 − θ2

(24)

φ̃ = φ1 − φ2

(25)

θ̃max presents 2D orientation difference between two vertexes (i.e. minutiae) of the largest side in tetrahedron. φ̃max
presents 3D orientation difference between two vertexes (i.e.
minutiae) of the largest side in tetrahedron. These invariant
features are used to do Delaunay tetrahedron match. For
each matched tetrahedron, we do 3D alignment based on its
vertex, i.e. 3D minutiae. 3D minutiae tetrahedron is shown
in Fig. 5 (b). One tetrahedron sample and its features are
illustrated in Fig. 5 (c). m1 , m2 , m3 , m4 represent the four
3D minutiae. lmax and ϕ represent the tetrahedron features.
Fig. 5 (d) illustrate a 3D minutia m3 of the tetrahedron. θ3
and φ3 represent 2D and 3D orientation of 3D minutia m3 .
Red line illustrates the projection of φ3 (blue line) on x − y
plane.
The 3D minutiae tetrahedron matching algorithm is
proposed to generate matching score between two 3D fingerprint templates. Reference minutia tetrahedron template
T Pi and probe minutia tetrahedron template T Qj are selected respectively from P and Q 3D fingerprint. 3D features
in (22) are extracted from these two minutiae tetrahedron
templates. If the difference of T Pi and T Qj templates fea-

(27)

(28)

If ∆lmax < thlmax , ∆lmin < thlmin , ∆l < thl , ∆ϕ < thϕ ,
∆θ̃max < thθ̃ , ∆θ̃min < thθ̃ , ∆φ̃max < thφ̃ , ∆φ̃min < thφ̃ ,
two tetrahedron will be considered as matched. Then 3D
minutiae tetrahedron alignment is implemented. Transformation matrix is explained by (13), (14) and (15). Matching
score can be computed as follows:

S3DT etrahedron =

m2
NP ∗ NQ

(29)

where m is the total number of matched 3D minutiae pairs
and NP , NQ is the number of 3D minutiae in P and Q
3D fingerprint respectively. This fast and accurate matching
method is summarized as the algorithm 1.
Algorithm 1 Tetrahedron based 3D Fingerprint Matching
Input: Each two 3D fingerprint P , Q and corresponding
minutiae mP i and mQj ;
Output: Matching score of each 3D fingerprint;
1: Generate tetrahedron model T P and T Q in 3D space,
each tetrahedron is defined as a convex polyhedron
consisting of four triangular faces can be specified by its
polyhedron vertexes as (xi , yi , zi ) where i = 1, .., 4. it is
can be shown in minutia vertexes T = (ma , mb , mc , md );
2: for each tetrahedron T Pi in T P do
3:
extract features using (22)∼(25);
4:
for each tetrahedron T Qj in T Q do
5:
extract features using (22)∼(25);
6:
if equation (26), (27), (28)<Threshold then
7:
for each vertex VT Pi in T Pi and VT Qj in T Qj do
8:
3D minutiae alignment and matching (13)∼(19)
compute matching score using (29)
9:
end for
10:
end if
11:
end for
12: end for
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The local surface curvature [41] of reconstructed 3D fingerprint can be a valuable feature for the matching. Similar
to our earlier work [9], we also attempted to match two
3D fingerprint images using surface curvature attributes.
Median filter and Laplacian smoothing [42] are applied to
smooth and suppress the noise of 3D fingerprint surface
The principle curvature of fingerprint surface is computed as descriptor. In differential geometry, the two principal curvatures at a given point of a surface are the eigenvalues of the shape operator at the point. A Cubic-Order
approximation method [43] is implemented to compute
the surface maximum and minimum principle curvatures
(pmax , pmin ). Shape index (SI ) proposed in [44] to can be
used to describe 3D surface using principle curvature. SI
can be computed as follows:

1 1
−1 pmax + pmin
SI = − π tan p
(30)
2
max − pmin
The finger surface codes representation in [9] was also
investigated for matching reconstructed 3D fingerprints.The
four bit binary code is used to describe each of the SI from
finger surface. The Hamming distance is used to compute
the matching score between two 3D fingerprint surfaces,

(b)
Comparative ROC for Matching Fingerprint using Proposed and Conventional Method
1

0.95

0.9
GAR

3.5

1

GAR

The 3D minutiae tetrahedron based fingerprint matching
achieves high matching accuracy with less alignment and
matching time. Note that spurious minutiae may introduce
false tetrahedron and missing minutiae may remove correct
tetrahedron. It may impact the matching performance. In
order to address this issue, we propose to implement 3D
minutiae hierarchical tetrahedron matching method to further improve the matching performance.
The 3D minutiae are divided into different classes based
on minutiae quality. Then minutiae will be connected to generate hierarchical tetrahedrons and these hierarchical tetrahedrons can be used for matching. As shown in Fig. 6 (a),
(b) and (c), tetrahedron can be classified into three classes. In
different classes, tetrahedron is generated by minutiae with
different minutiae quality (q > 0.7, q > 0.5 and all minutiae).
Duplicate tetrahedrons in different classes will be ignored.
3D minutiae tetrahedron matching is applied on hierarchical
tetrahedrons. As a result, correct minutiae are more likely to
be matched in class one. Missing minutiae are more likely
to be matched in class three.
The matching process of hierarchical tetrahedron
method is similar to 3D minutiae tetrahedron matching
algorithm that is introduced in section (3.3). Matching score
is computed on all different classes of tetrahedrons.
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(c)
Comparative ROC for Matching Fingerprint using Combination of 3D and 2D Features
1
0.95
0.9
0.85
0.8
GAR

3.4
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U

Dcur =

V

1
∑ ∑ ⊗(P (p, q ), Q(p, q ))
4 ∗ U ∗ V p=1 q=1

(31)

2D Minutiae + Hierarchical Tetrahedron
2D Minutiae + 3D Minutiae Tetrahedron
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3D Minutiae
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where ⊗ denotes the Hamming distance between two Finger
Surface Codes U , V of surface P and Q.
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(d)

4

E XPERIMENTAL R ESULTS

There is no publicly available database of 3D fingerprint
images acquired using colored illumination. Therefore in

Fig. 7. (a) ROC curve using 3D minutiae feature (b) ROC curve using
different 3D features (c) ROC curve using 3D/2D features (d) ROC using
combination of 2D fingerprint and 3D fingerprint features.
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Comparison CMC using Combination of 2D and 3D Features
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(b)
Fig. 8. (a) CMC curve using 3D features (b) CMC curve using combination of 2D and 3D features.

this work we also developed this database and is made
publicly available [22]. This dataset was acquired in two
different sessions from the volunteers of different ethnicity,
age groups and genders. The first session database was
acquired from 300 different client fingers and contains 3600
colored 2D fingerprint images. For each of the fingers, six 2D
image samples were automatically acquired using the setup
described in section 2. This resulted in 1800 3D fingerprint
images which were reconstructed using 10800 (1800 × 6)
grayscale 2D images that were split from 1800 color 2D fingerprint images. The second session images were acquired
after an average interval of 33 weeks (maximum of 65 weeks
and minimum of 7 weeks from a volunteer). However not
all volunteers were available for the second session and
therefore second session database consists of 1920 colored
2D fingerprint images acquired from 160 distinct client
fingers. In our experiments, we present experimental results
using two protocols, i.e., protocolA which uses one session
database as in [22] and protocolB which uses two session
database where second session images are matched with
first session data. The 2D images in our dataset are acquired
using a single camera with six colored fixed LEDs as detailed in section 2. The programs of image preprocessing, 3D
reconstruction and fingerprint identification programs were
run on a PC with i7-4770 CPU and 32GB RAM. The original
resolution of acquired 2D fingerprint images is 2048 × 1536.

We used automatically segmented 1400 × 900 pixels region
of interest (ROI) images to reconstruct 3D fingerprint.
We firstly evaluated the performance on our dataset
[22] using 3D fingerprint minutiae extracted from 3D fingerprints using different reconstruction approaches. The
matching experiments using protocolA or the first session
database of 3D fingerprints generated 4500 genuine and
1614600 imposter matching scores. The matching results
for the verification experiments are shown in Fig. 7. The
results from recognition experiments are shown in Fig.
8 using cumulative match characteristics (CMC). We also
did experiments using protocolB or the second session
database which generated 2400 genuine and 457920 imposter matching scores. The average number of 3D minutiae
from 3D fingerprint in first session data is 30.356 and it is
31.346 in second session data. As can be observed from the
ROC curve (Fig. 7 (a)), the experiments using protocolA
for matching 3D minutiae by [28] recovery method and
[27] achieve similar performance that is better than for
the method in [26]. The EER (5.20%) of the result using
Shapelets correlated [28] recovered 3D fingerprint is smaller
than the other two ( [27], 5.41% and [26], 7.09%). The ROC
curve (Fig. 9 (a)) illustrates the same experiments using
protocolB . The EER (4.12%) of the matching result using
Shapelets correlated [28] recovered 3D fingerprint is smaller
than the other two ( [27], 4.29% and [26], 4.71%).
The comparative performance of protocolA using the
proposed 3D minutiae tetrahedron and 3D hierarchical
tetrahedron is shown in Fig. 7(b) and Fig. 7(c). These two
figures also show performance from other 3D features.
The ROC curves suggest that the 3D minutiae tetrahedron
matching approach achieves superior results than from 3D
minutiae matching method. The 3D hierarchical tetrahedron approach offers best performance among these five
methods. Moreover, the time complexity of matching two
3D fingerprints using 3D minutiae tetrahedron (0.167s) and
using 3D hierarchical tetrahedron (0.361s) is less than using
3D minutiae (2.435s). Finger Surface Code matching method
achieves superior performance than using depth information in [14]. Fig. 7 (c) illustrates the matching results comparison for proposed method and 2D fingerprints acquired for
reconstruction as in [11]. The proposed hierarchical tetrahedron matching method achieves the best performance. The
matching experiments for comparing proposed methods
with other methods using protocolB are also implemented
and illustrated in Fig. 9(b) and Fig. 9(c). The proposed 3D
minutiae tetrahedron method and hierarchical tetrahedron
matching method achieves superior performance than using
other methods.
The 2D fingerprint features were simultaneously recovered from the images acquired for 3D fingerprint reconstruction. Therefore we also investigated performance
improvement from the combination of these 2D and 3D
features. Such combined performance can be observed from
the results in Fig. 7 (d) and Fig. 9 (d). The matching experiments using protocolA show that the EER using 2D
minutiae matching was reduced from 5.02% to 2.72% when
combining 3D minutiae tetrahedron features and reduced
to 1.41% when combining hierarchical tetrahedron features.
For matching experiments using protocolB , when combining hierarchical tetrahedron features with 2D minutiae the
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TABLE 3
Matching performance using protocol A

ROC for Matching 3D Minutiae using Different Reconstruction Approach
1
0.95

Equal
Error Rate

Rank-1
accuracy

2D Contactless Minutiae

5.02%

95.65%

3D Finger Surface Code

14.44%

72.01%

3D Minutiae

5.20%

93.20%

3D Minutiae Tetrahedron

3.50%

97.23%

3D Hierarchical Tetrahedron

1.52%

98.61%

2D Minutiae + 3D Minutiae

3.92%

96.05%

2D Minutiae +
3D Minutiae Tetrahedron

2.72%

98.33%

2D Minutiae+
3D Hierarchical Tetrahedron

1.41%

99.72%
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(b)
Comparative ROC for Matching Fingerprints using Proposed and Conventional Methods
1

0.95

0.9
GAR

EER was reduced from 4.06% to 1.25%.
Furthermore, the performance can also be evaluated by
CMC. The CMC curve in Fig. 8 (a) illustrate the recognition
experiments using protocolA for the comparison of 3D
features. The score level combination of 2D and 3D features
is also used to ascertain the performance using CMC in Fig.
8 (b). The same experiments were also performed using
protocolB and the performance is shown in Fig. 10 (a)
and Fig. 10 (b). Table 3 illustrates improvement in EER
and (rank-one) recognition accuracy using protocolA from
proposed method and combination of 2D and 3D features.
The matching performance using protocolB shown in table
4 also illustrates the improvement using proposed methods.
The experimental results using both two protocols demonstrate improved performance and validate the matching
approach proposed in this paper.
It was observed that experimental results using
protocolB (table 4) generally offered better accuracy than
respective results from protocolA (table 3). It is generally
expected that single session database or protocolA should
offer better accuracy than protocolB . However the reason
for better performance from protocolB lies in the fact that
not all client fingers in protocolB were made available and
therefore comparatively smaller database size in protocolB
may be the reason for slightly better accuracy than those
from protocolA.
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(c)
Comparative ROC for Matching Fingerprint using Combination of 3D and 2D Features
1
0.95

C ONCLUSIONS AND F UTURE W ORK

This paper has presented an efficient and accurate 3D
fingerprint identification approach using a single camera
and colored LEDs. A method to automatically detect and
ignore fingerprints with motion during the contactless imaging is implemented. The accuracy of the reconstructed 3D
fingerprint is evaluated. As compared with the state-ofart of our earlier work in [11], our experimental results in
section 4 indicate that the proposed system offers faster 3D
fingerprint images acquisition and 3D fingerprint matching.
The minutiae features are widely believed to be most
reliable and popularly employed for the fingerprint recognition. However the computational complexity for matching
3D minutiae is significantly high. Therefore tetrahedron
based matching method is proposed in this paper to speed
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(d)
Fig. 9. (a) ROC curve using 3D minutiae feature (b) ROC curve using
different 3D features (c) ROC curve using 3D/2D features (d) ROC using
combination of 2D fingerprint and 3D fingerprint features.
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research. The imaging method employed in this work can
have problems for some elderly or someone with neurological disorders. Currently six LEDs are used to acquire
two RGB images for the reconstruction. It can be reduced
to three LEDs and one image shot and/or also incorporate
higher speed camera, with a small global shutter, in further
work. Due to the varying quality of 3D minutiae and 3D
reconstruction error, full potential from 3D fingerprints is
yet to be realized for more accurate matching. Therefore
further work is also required to more accurately estimate 3D
minutiae quality and develop more accurate reconstruction
algorithm for images acquired under colored illumination.
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