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Deep Reinforcement Learning for
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Abstract—Satellite communication networks have attracted widespread attention for seamless network coverage and collaborative
computing. In satellite-terrestrial networks, ground users can offload computing tasks to visible satellites that with strong computational
capabilities. Existing solutions on satellite-assisted task computing generally focused on system performance optimization such as task
completion time and energy consumption. However, due to the high-speed mobility pattern and unreliable communication channels,
existing methods still suffer from serious privacy leakages. In this paper, we present an integrated satellite-terrestrial network to enable
satellite-assisted task offloading under dynamic mobility nature. We also propose a privacy-preserving task offloading scheme to
bridge the gap between offloading performance and privacy leakage. In particular, we balance two offloading privacy, called the usage
pattern privacy and the location privacy, with different offloading targets (e.g., completion time, energy consumption, and
communication reliability). Finally, we formulate it into a joint optimization problem, and introduce a deep reinforcement learning-based
privacy-preserving algorithm for an optimal offloading policy. Experimental results show that our proposed algorithm outperforms other
benchmark algorithms in terms of completion time, energy consumption, privacy-preserving level, and communication reliability. We
hope this work could provide improved solutions for privacy-persevering task offloading in satellite-assisted edge computing.

Index Terms—Integrated Satellite-Terrestrial Networks, Edge Computing, Privacy-Preserving, Deep Reinforcement Learning.

1 INTRODUCTION

In recent years, satellite technology has made significant
improvements across commercial, civil, and military fields,
primarily driven by the development of space communica-
tion networks. Satellites are also serving as one of the crucial
components in 6G networks [1], [2], [3], [4], especially
the Low Earth orbit (LEO) satellites with small sizes, low
costs, and easy deployments. Both academia and industry
are interested in the satellite constellations deployment for
global and seamless network coverage [5], [6].

As the continuous development and enrichment of satel-
lite services, satellite-terrestrial networks enable more and
more opportunities for collaborative computing among the
satellites and various types of ground equipment. For exam-
ple, ultra-small satellites (e.g., remote sensing satellites) usu-
ally transmit their data samples to terrestrial data centers for
intelligent data processing. In recent decades, many satel-
lites are also equipped with high-performance computation
resources, generating more satellite-terrestrial cooperation
scenarios.

Thus, the computational capabilities of available satel-
lites have been gradually exploited to facilitate resource-
constrained ground user equipment. For this purpose, re-
cent studies have integrated edge computing into satellite
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networks. Edge computing is a promising approach that
leverages the computational capabilities of network edge
nodes for efficient data processing [7], [8], [9], [10]. By in-
tegrating edge computing into satellite-terrestrial networks,
ground users can offload computation tasks to their nearby
visible satellites to enable more efficient service guarantees
for latency-sensitive and compute-intensive applications.
However, task offloading policies are usually constrained
by various factors such as device capabilities, network
conditions, server capacities, and user requirements (e.g.,
completion time, energy consumption, privacy). Also, in
integrated satellite-terrestrial networks, the altitude limita-
tion of satellites generates increased transmission delays for
terrestrial users, presenting challenges in fulfilling real-time
communication requirements.

Previous solutions on satellite-assisted edge computing
have predominantly focused on optimizing system perfor-
mance, such as completion time and energy consumption,
during task offloading. However, two critical issues have of-
ten been overlooked in existing solutions. The first issue is the
potential exposure of the user’s private information. Offloading
tasks to an insecure satellite may expose the user’s location
privacy and usage pattern privacy. For location privacy,
insecure satellites can infer communication channel states
to obtain the user’s location, as channel states are highly
correlated with the distances and locations among the UE
and satellites. For usage pattern privacy, insecure satellites
might extract statistical information as a unique identifier
or fingerprint of the user, directly from its task offloading
history. The second issue is the high mobility and the limited
coverage time of each satellite. Each satellite can only provide
services to the user at specific time periods or locations. If a
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satellite becomes invisible, it should migrate its computation
results to the nearest satellite within the visible range, which
transmits these results back to the user to ensure a reliable
backhaul transmission.

To tackle these issues in the satellite-assisted edge com-
puting architecture, in this paper, we propose an integrated
satellite-terrestrial network to optimize the offloading cost,
communication reliability and user privacy leakage, subject
to certain constraints such as satellite mobility and coverage
time. We further formulate this problem with a Markov
Decision Process (MDP) model. We also propose a PPO-
based deep reinforcement learning algorithm to achieve
an optimal task offloading policy, which minimizes the
total time and energy consumption required for the task
computation, in accordance with the requirements of a pre-
specified privacy level and a reliability level.

To the best of our knowledge, we are the first work to
consider the high mobility of satellite movement as well
as the privacy-preserving requirement for satellite-assisted
task offloading. The main contributions of this paper can be
summarized as follows:

1) We propose an integrated satellite-terrestrial net-
work, which leverages the computational capabil-
ities of LEO satellites to provide efficient comput-
ing services for terrestrial users. Compared with
existing solutions, we also consider the dynamic
nature of satellite mobility, and present a backhaul
migration mechanism to support offloading results
transmission for invisible satellites.

2) We present a privacy-preserving task offloading
scheme in the satellite-terrestrial network to bridge
the gap between offloading performance and pri-
vacy leakage in this area. In particular, we balance
two offloading privacy metrics (i.e., the usage pat-
tern privacy and the location privacy) with tradi-
tional satellite offloading targets (e.g., computation
time, energy consumption, and communication re-
liability), and determine a joint optimization frame-
work.

3) We propose a deep reinforcement learning-based
privacy-preserving task offloading algorithm for
an optimal offloading policy. Experimental results
show that our proposed algorithm outperforms
other benchmark algorithms, producing an excel-
lent balance among task completion time, energy
consumption, privacy-persevering level, and com-
munication reliability.

The remainder of this paper is organized as follows.
Section 2 gives an overview of the related work. Section
3 introduces our satellite-terrestrial network for privacy-
preserving task offloading. Section 4 presents a deep re-
inforcement learning algorithm to achieve an optimal task
offloading policy. Section 5 shows the experimental results.
Finally, Section 6 concludes this paper.

2 RELATED WORK
2.1 Satellite-Assisted Task Offloading

Task offloading is an efficient computation approach for
many resource-constrained devices [19], [20]. Inspired by

2

MEC technology, LEO satellite networks will also lever-
age their abundant computational resources to enable the
provisioning of computing services to UEs. To exploit the
computation abilities of LEO satellites, [21] introduced a
satellite-terrestrial-based edge computing solution that of-
floads tasks from IoT devices to nearby satellites for fast
computation. Tang et al. [16] proposed a hybrid cloud-
edge assisted architecture where LEO satellite networks
offer heterogeneous computing resources to minimize the
UE’s energy consumption. Wang et al. [22] addressed a joint
computation offloading and resource allocation scheme in
an LEO satellite-based edge computing system, producing
a mixed-integer nonlinear programming problem with a
game theory and Lagrange multiplier operator. Cheng et
al. [23] formulated the task offloading decision in a satellite-
UAV-served IoT network as an MDP model under network
dynamics, determining an optimal computation offloading
policy with Deep Reinforcement Learning (DRL). In [24],
a space-air-ground-sea integrated network, constituted of
UEs, unmanned aerial vehicles (UAVs), and LEO satellites,
was investigated to facilitate hybrid computing services in
maritime IoT applications. Their computation and commu-
nication resources are also jointly allocated by DRL. Wang
et al. [25] introduced a novel satellite-terrestrial network
architecture to enable double edge computing, where MEC
servers are deployed on terrestrial base stations as well
as the satellite network, to tackle the challenge of limited
computing resources in edge servers in remote areas. In this
work, a minimum cost matching algorithm is employed to
optimize the global energy consumption and the average la-
tency on edge servers. Zhang et al. [26] deployed a dynamic
Network Functions Virtualization (NFV) system to inte-
grate computing resources within the coverage area of LEO
Satellites. They also proposed a collaborative computation
offloading method for Satellite-MEC scenarios to reduce the
user perception delay and energy consumption. Further-
more, Qiu et al. [27] proposed a software-defined satellite-
ground network to dynamically manage their cache and
computation resources, solving the joint resource allocation
optimization problem with a deep Q-learning algorithm.

In summary, these satellite-based edge computing sys-
tems generally focus on task offloading schemes in different
application domains. However, the satellite mobility prob-
lem is not considered in existing solutions. Also, little atten-
tion has been paid to the privacy leakage problem during
the task offloading process. To the best of our knowledge,
we are the first for joint satellite mobility patterns and
offloading privacy in the satellite-assisted edge computing
area.

2.2 Privacy-Preserving Task Offloading

Privacy-preserving task offloading has become an emerging
research hotspot in recent years. It has been confirmed that
the task offloading process will lead to potential privacy
leakages, where an adversary can infer user locations and
usage patterns by monitoring offloading decisions [28].
During the task offloading process, there are several
privacy metrics to measure the privacy-preserving level.
The first one is so-called privacy entropy, extending from
traditional information entropy [29]. For example, privacy
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Fig. 1: Integrated satellite-terrestrial network.

entropy is considered as an optimization objective in [30],
and also referred to quantify the probability of being at-
tacked in offloading tasks [31]. There are also many other
privacy metrics. In [29], it proposed a heuristic privacy
metric to jointly quantify the location privacy and the usage
pattern privacy of mobile users, where the task offload-
ing process is modeled as a constrained Markov decision
process (CMDP) to minimize the energy consumption and
the latency under a pre-specified privacy level. In [32], it
further studied the usage pattern privacy and the location
privacy in healthcare IoT scenarios, and proposed a rein-
forcement learning algorithm to jointly optimize the privacy
level, computational latency, and energy consumption. In
[33], it further extended the idea of [32] by removing the
prior knowledge of any system-level information. In [34],
it measured privacy leakages by comparing the number
of locally computing tasks and the number of offloading
tasks. Other privacy metrics are also considered, such as task
sensitivity, location privacy loss [35], [36], and differential
privacy [37]. For example, in [38], it provided user location
privacy protection by interfering with the distance between
the user and the edge server with differential privacy.

In summary, these solutions mainly focus on privacy-
preserving task offloading in traditional edge computing
scenarios. However, these solutions are not well-suited
to the satellite-assisted edge computing systems, due to
complicated environmental constraints and high mobility
patterns in satellite systems.

3 SYSTEM MODEL

In this section, we briefly introduce the integrated satellite-
terrestrial network for users’ task offloading. We also pro-
pose several specific models for each component including
satellite coverage, user channel, time delay, energy con-
sumption, transmission reliability, and offloading privacy.
Finally, we formulate our task offloading problem.

3.1 Integrated Satellite-Terrestrial Network-Assisted

Edge Computing Architecture

In this paper, we propose an integrated satellite-terrestrial
network-assisted edge computing architecture to support
an energy-efficient, low latency, and privacy-preserving task
offloading scheme, as shown in Figure 1. The architecture
contains two main components: a satellite layer consisting
of LEO satellites that are equipped with MEC servers, and
a terrestrial layer where a UE generates the computational
tasks. We consider a scenario with a single UE and multiple
LEO satellites, where the UE can transmit directly to the
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Fig. 2: Satellite coverage model.

LEO satellites with wireless communication signals. Each
satellite is flying at high speed over the Earth, equipped
with a MEC server to provide distributed computing ca-
pabilities. Computational results can be migrated between
these satellites via inter-satellite links (ISL). Besides, the
UE can obtain vital information about the loading situa-
tion of all satellites through beacon signals or communica-
tion/control plane messages [42].

The communication time between UE and LEO satellites
is limited by the coverage time of LEO satellites, so LEO
satellites can only provide computing services for the UE
under certain circumstances. Therefore, we employ a partial
offloading scheme, which means computational tasks are di-
vided into two parts: one executed on the UE and the other
executed on the satellites. Computational tasks can be rea-
sonably allocated between the UE and satellites to achieve
efficient offloading of computational tasks. Thus, the UE has
two offloading policies to handle each computational task,
i.e., the UE can keep the task locally for computation or
offload the task to the satellites for computation. The task
distribution in the UE offloading follows a time-sequential
scheme, where each task is transmitted in order, utilizing
the entire channel bandwidth, rather than simultaneously.
Therefore, a reasonable task offloading order can optimize
the task execution efficiency and reduce the total cost.

Assume that the UE has N tasks, these tasks are indi-
visible, and the data size of task i is denoted by D;, where
t = 1,2,...,N. The UE also has a certain computational
capacity, and the local computation speed is «. Suppose
there are M satellites and the computation speed of the jth
satellite is 3;, where j = 1,2,..., M.

We denote the task offloading decision by 7;;, where
n;; = 1 if the UE offloads task i to the satellite j, and 7;; = 0
otherwise. Based on the offloading decision for task i, the
flag g; = ij\iﬂlij is defined for whether task ¢ is offloaded
to satellites. If g; = 1, it means task i is offloaded; if g; = 0,
it means task ¢ is for local computation. The other symbols
used in the paper are listed in Table 1.

3.2 Satellite Coverage Model

We assume a uniform distribution of LEO satellites lo-
cated in the same orbital plane. Each satellite’s position
dynamically varies as it orbits the Earth at a consistent
angular speed V. According to [16], [17], LEO satellites can
only provide services to the UE at specific time periods or
locations. Consequently, the UE cannot communicate with
LEO satellites at all times and can only communicate when
a specific relationship is satisfied.

Figure 2 illustrates the spatial geometric relationship
between LEO satellites and the UE. The reference line is
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TABLE 1: Summary of notations in our system.

notation description

N Total number of tasks

M Total number of satellites

i Task number

i Satellite number

D; Data size of the task ¢

o Local computing speed

B; Computing speed of the satellite j

Nij Task offloading decision

gi Flag for offloading the task 4 to satellites

R The radius of the Earth

H Orbital altitude of LEO satellite operation

\% Satellite movement speed

vy The angle between the line connecting the satellite and
the geocenter and the clockwise direction of the refer-
ence line

s5(t) Distance between the UE and the satellite j at time ¢

hj(t) Channel gain between the UE and the satellite j at time
t

SNR;(t) SNR of the link between the UE and the satellite j at
time ¢

R;(t) Data transmission rate of the link between the UE and
the satellite server j at time ¢

bj(t) BER of transmitting the task to the satellite j at time ¢

tzg.load Upload time to offload the task i to the satellite j at time
t

t?m P Computation time of the task ¢ on the satellite j

tggmp Computation time of the task ¢ on the UE

omp

Computation time for all local tasks

End time of the offloading transmission of the UE
Start time of local computation by the UE

End time of local computation by the UE

Task received by the satellite p

local
tupload,end
comp,start

local
tcomp,end

local

tey ¥ start  Computation start time of the task M}

tap ¥ end  Computation end time of the task M}

ggrate Time to migrate the computation result of task ¢
gmigrate.end \fioration end time of the computation result of the task

i
tf‘;w”l"“d Time to backhaul the computation result of the task 4
tg?wmadﬂnd End time of computation result to backhaul for the task

(2

tend Completion time of the task ¢

Tiotal Total time to complete all tasks

Eeomp Energy consumption generated by the computation of
the UE

Etran Energy consumption generated by the offloading trans-

mission of the UE
E Total energy consumption of the UE

riuccess Probability of successful transmission of the task i

pouccess Probability of successful offloading of the UE

rfailure Probability of failure offloading of the UE

Py(n) Usage pattern privacy-preserving rewards for the n-th
offloading decision

Py(n) Location privacy-preserving rewards for the n-th of-
floading decision

Piotar(n) Total privacy-preserving level for the n-th offloading
decision

Piotal Total privacy-preserving level of the UE
Total cost of the UE

defined as the line connecting the UE and the geocenter.
The angle ~y represents the position of satellites, measured
in the clockwise direction from the reference line. This angle
is used to calculate the distance between the user and the
satellite. The visible range of the satellite is depicted as the

arc AB in Figure 2. Only satellites in this range can receive
tasks transmitted from the UE. If the satellite is invisible, it
becomes necessary to migrate the computation result data
to the nearest satellite within the visible range and transmit

it back to ensure a reliable backhaul transmission.

Suppose that -y represents the angle between the line
connecting satellite j and the geocenter, measured in the
clockwise direction from the reference line at time t. In
the triangle formed by the geocenter, the UE position, and
the position of satellite j, the distance between the UE
and satellite j at time ¢ can be expressed using the cosine
theorem as s;(t) = \/R?+ (R+ H)? —2R(R + H) cos(7),
where R is the radius of the Earth, and H is the orbital
altitude at which the LEO satellite operates.

3.3 Satellite-Terrestrial Channel Model

Due to the continuous movement of satellites, the wireless
transmission conditions also change constantly, bringing
in significant challenges for satellite task offloading pro-
cess. The transmission link utilizes the Ka-band for wire-
less communication, which ensures channel robustness in
the presence of rainfall dynamics. Therefore, the channel
conditions are primarily influenced by the communication
distance. Since our paper focuses on a single UE, there
is no interference among UEs. To facilitate analysis, the
widely used free-space path loss model is adopted [39],
[40]. This model neglects small-scale fast fading since the
satellite is positioned at a high altitude, and line-of-sight
(LoS) propagation dominates. Moreover, the Doppler effect
resulting from satellite mobility is assumed to be perfectly
compensated at the UE.

Therefore, assuming that the distance between the UE
and the satellite j is s;(t) at time ¢, the channel gain between
the UE and the satellite j is h;(t) = Sﬁ—:)z, where (3, denotes
the channel gain at a reference distance of 1 m.

To ensure communication quality and reliability in a
satellite-terrestrial system, it is assumed that each satellite
utilizes distinct frequency bands during transmission to pre-
vent signal interference. The Signal-to-Noise Ratio (SNR),
denoting the ratio of signal strength to environmental noise
[41], for the link tbetween the UE and satellite j at time ¢
is SNR;(t) = %f:jm, where P'"*" and Nj denote the
transmission power of the UE and noise power, respectively.

To determine the achievable data transmission rate for
computational offloading between the UE and the satellite j
at time ¢, combined with the Shannon formula, this can be
denoted as R;(t) = Blog, (1 + SNR;(t)), where B denotes
the channel bandwidth from the link between the UE and
the satellite.

In addition, we can assess the channel state condition
by evaluating the magnitude of the channel gain, denoted
as h(t). A channel gain exceeding a pre-specified threshold
signifies a favorable channel state condition, while a channel
gain below the threshold indicates a poor channel state
condition. This method facilitates a more comprehensive
understanding of the channel conditions in satellite com-
munication systems. By considering the dynamic changes
in the channel state during task offloading decisions, we can
enhance the performance of task offloading significantly.

In our paper, the Bit Error Rate (BER) is utilized as a
metric to quantify the probability of data corruption for a
single bit in the transmission system at time ¢. A significant
correlation exists between the theoretical BER and the SNR.
Specifically, as the SNR increases, the BER decreases. We
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assume that the satellite communication system employs
Binary Phase Shift Keying (BPSK) modulation. The BER for
transmitting the task to the satellite server j at time ¢ can

be determined by b;(t) = erfe(y/SNE; (1) ”iNRj(t)), where erfc()
is the complementary error function. In this way, we can
estimate the BER during task transmission under varying
SNR conditions. Accurate BER estimation enables a com-
prehensive evaluation of transmission quality in the satellite
communication system at different time intervals, thereby
offering a dependable reference for making informed task
offloading decisions.

3.4 Time Delay Model

The total time for processing tasks considers four essential
components: transmission time, computation time, migra-
tion time, and backhaul time.

3.4.1 Satellite Computation

We assume that the satellite operates using a single-core
Central Processing Unit (CPU). Therefore, when the UE of-
floads computational tasks to the satellite for execution, the
satellite can only execute one task at a time. Consequently,
when the satellite receives multiple tasks from the UE, these
tasks are computed sequentially in a first-come, first-served
order.

Assuming that at time ¢, the UE offloads task ¢ to the
satellite j through the satellite-terrestrial transmission link,
the upload time is t;" toad — D, /R;(t), where D; represents
the task size and R?; (t ) represents the available transmission
rate of the satellite j at time t.

The computation time ;""" for task i on the satellite j
can be calculated by dividing the data size D; by the compu-
tation rate 3; of the satellite j, expressed as ¢;"" = D;/f3;.

3.4.2 Local Computation and Satellite Uplink-Transmission

When executing computational tasks on the UE, we also
consider it as a single-core CPU, executing only one task at
a time. This implies that multiple tasks will be computed
sequentially on the UE and executed in a first-come, first-
served order. For a local task ¢ with a data size D;, its local
computation time is ;""" = D;/a, where «a denotes the
computation speed of 'the UE. The total computation time
for all local tasks is £;°7"? = S"N | (1—g;)D;/a, where g; = 0
for local tasks.

In the time-sequential offloading scheme, the transmis-
sion of a new task is delayed until the previous task com-
pletes its transmission. The end time of the UE’s offloading
transmission is ¢uPload-end — SN Z Nij %ﬂoad

Once the UE has finished transmlttmg tasks to be of-
floaded to the satellite, it can immediately starts local com-
putation. Therefore, the start time for the UE’s local com-
putation is ¢;o"P-stert — pupload.end and the corresponding

local
. .. ycomp,end _ ,comp,start comp
end time is ¢ =t ocal thlocal.

local

3.4.3 Queuing Model for Offloading and Computation

The offloading order of tasks plays a crucial role in the
computation time. It is necessary to arrange the task of-
floading order rationally to minimize waiting time in the
task queue. Let M), = M}}, Mg, e ,MZ’f represent a set of k

5

P comp, start goompstart tacomp‘slarl t:omp‘s(ar(

~ P ? ° Time
1 upload o
M3 0 :
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3 upload comp

M;

K upload comp.
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Fig. 3: Queuing model for task offloading and computation.

tasks received on a satellite p, where k = Zi\il Nip- When
a task is transmitted to the satellite p, the satellite will start
computation immediately if it is idle; otherwise, this task
enters the computation queue to wait for the ongoing tasks’
computation. The offloading-computation queuing model
on the satellite server p is illustrated in Figure 3.

For task MI’f on the satellite p, once it completes upload-
ing, the computation can immediately start if task le_l
has completed computation. In this case, the start time
of computation for task M, is ¢y " start — tzgload S
However, if task Mjf ! has not completed computation, task
M;f must wait until task M[’f’l completes its computation.

In this situation, the computation start time for task M;f is
tcomp,start tcom,p,end
kp (k=1)p
that the start time of computation for task M;f depends on

the latter of the end time of computation for task M;f_l

and the end time of upload for task MP, represented as

comp,start __ comp,end upload end
thp max(t(k Dp otk

end time of computation for task M} is determined as
tromp,end t(’omp,start +tcomp

. Considering both cases, it is evident

). Consequently, the

3.4.4 Migration and Backhaul Model

Due to the high satellite mobility, the satellite might become
invisible when it completes its task computation. In this situ-
ation, the computation result must be migrated to a satellite
within the visible range through ISL. The migration process
follows an order, starting from the nearest adjacent satellite
and progressing towards the farthest satellite until reaching
those within the visible range. The migration mechanism is
designed to ensure a high success rate and stability of the
backhaul transmission. Let ¢;"" "d denote the completion
time of offloading task 7 on the satellite j. If satellite 5 is not
within the visible range at that time, the computation results
need to be migrated as follows.

Firstly, the geocentric position v of the satellite j is deter-
mined. If the geocentric position falls between 0° and 180°,
to minimize the number of migrations, the computation
result will be migrated in the counterclockwise direction.
Assuming that the computation result of task 7 is migrated
A; times counterclockwise, it will be migrated to the nearest
satellite j — A; within the visible range. If the geocentric
position of the satellite j is between 180° and 360°, the
computation result will be migrated in the clockwise di-
rection, and the satellite where the computation result is
located after migration will be j + A;.

Assuming that the data migration speed between adja-
cent satellites is V,igrate, the time required to migrate the
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computation result of the task i is tmlgrate = % The
migration end time of the computation result of the task i
s t;nzgr(zte end t;omp ,end + tngrafe In partlcular if the
computation result of task i does not need to be migrated,
then tngrate end tcomp@nd

When the mlgratlon of the task i’s computation result
is completed in clockwise order, the satellite j + A;, where
the computation result is located, can promptly transmit
the computation result back to the UE. The time required
to transmit the computation result of the task ¢ to the
UE is tdownioad = D; /10R; ¢z, (£]"9"**“"). Consequently,
the completion of the computation result for backhaul %
is represented by tdownload end _ tmzqrate send + t;iminlload
When the UE receives the computation result of the task
1, it also indicates the completion of the task ¢. Thus, the
completion time of the task i is t{"¢ = tflow"load end,

Therefore, the completion time for all ofﬂoadlng tasks is
toffload end — max tend

gi=1

3.4.5 Total Time Delay

When the offloading transmission is completed, the UE
will compute its task locally immediately. After that, the
offloading tasks of satellites and the local tasks of the UE
will be executed simultaneously. Therefore, the total time
for all tasks to be completed is the larger of the completion
time of the offloaded tasks and the completion time of the
local tasks, expressed as:

toffload,end $comp, End) (l)

Tiotal = maX( local

3.5 Energy Consumption Model

The energy consumption of the UE is determined by two
processes: local computation and offloading transmission.

For local computation, it refers to the energy consumed
by the UE when executing local tasks, including the en-
ergy consumption of the computational resources inside
the UE and the energy consumption of the software run-
ning to perform the computational tasks. Suppose f is the
CPU clock frequency of the UE, and L is the number of
CPU cycles to complete 1-bit computation, satisfying the
relation & = f/L. According to [18], the computational
power PP = kf3, where k is a hardware-determined
parameter. Therefore, the computation energy consumption
is Beomp — peompyeen? g f(N D(1 - g,)) o

For offloading transmission, it refers to the energy con-
sumed by the UE when offloading tasks to satellites, in-
cluding the energy required to establish a connection and
transmit data through wireless communication. Here, we
only focus on the energy consumption of data transmission.
Assuming that the transmission power is P"%" | the trans-
mission energy consumption is E!7" = ptrangupload

Thus, the total energy consumption of the UE can be
expressed as:

E = Ecomp + Et'r‘anA (2)

3.6 Transmission Reliability Model

Due to the high mobility of satellites’ movement, the of-
floading policy should exhibit fault tolerance and adapt-
ability to the unstable wireless transmission environment.

6

In short, it is necessary to ensure that the probability of
transmission failure is within an acceptable range to ensure
reliability. Here, we do not consider the local computing
tasks which are not influenced by the wireless transmission.
We also neglect the backhaul transmission due to its small
data size. That is to say, we focus on the offloading trans-
mission from the UE to satellites.

As discussed in Section 3.3, we assume that the UE of-
floads the task i to the satellite j at time ¢ with a transmission
BER b;(t). For simplicity, we rewrite it as b; = b;(t). Thus,
the correct probability is 1 —b;. Considering the task offload-
ing decision, the probability of successfully transmitting 1-
bit data is (1 — b;)g;, where g; = 1 for offloading tasks.

For each task, its successful offloading requires the cor-
rect transmission of every bit of its data. Hence, the prob-
ability of successfully transmitting the task 7 is rj“®*® =
((1—b:)) )"

For the UE, the offloading process is considered suc-
cessful only if each task is transmitted successfully. Thus,
its probability of successful transm1ss1on is peuccess
I, rpuecess — TTN (((1 — b)) gi) ). If any task fails to
offload, it indicates a failure in the task offloading process
for the UE. Therefore, the probability of offloading failure of
the UE is determined by:

N
_ psuccess _ 1 _ H(((]_ — bl))gz)Dl) (3)

=1

Tfmllure =1

3.7 Privacy-Preserving Model

In this paper, we focus on the privacy leakage on untrusted
satellites, assuming that the UE is fully trusted and se-
cure. In the satellite-terrestrial network, vulnerable satellites
might experience malfunctions caused by potential nearby
attackers. Previous studies also indicate that these com-
promised satellites may be repurposed as eavesdropping
satellites, fostering possibilities of collusion. For example,
recent literature has demonstrated instances of collusion
among multiple eavesdroppers in wireless networks [44],
[45], [46], [47], [48]. Further discussions on collusion within
the context of satellite networks are available in [49], [50],
[61]. It is essential to note that our analysis does not pre-
suppose attacks on all satellites. Even if only a subset of
satellites falls victim to attacks and subsequently colludes,
the potential for significant privacy leakage remains evident.
Specifically, during the task offloading process, we consider
two crucial privacy concerns: the usage pattern privacy and
the location privacy.

Usage Pattern Privacy-Preserving: Usually, the UE gen-
erates data of varying sizes and formats based on different
usage patterns. As a result, an insecure satellite has the
potential to deduce the usage pattern by analyzing the size
of the data volume associated with the offloaded tasks. For
instance, the satellite might extract statistical information
from its task offloading history, as well as the UE’s usage
patterns. This information can be utilized as a unique iden-
tifier or fingerprint to detect the UE. In addition, the satellite
might even pinpoint the application running at the UE when
there is a certain pattern in the task properties generated by
the application, which poses a significant security threat to
privacy-sensitive UEs.
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To protect the UE’s usage pattern privacy, the data
volume can be manipulated by intentionally allowing the
device to transmit redundant information. This prevents ad-
versaries from accurately determining the actual size of the
data volume in the offloading task. Assuming the current
offloading decision is denoted as the n-th, the corresponding
reward for preserving usage pattern privacy is denoted as
[28], [32], [43]:

Pyu(n) = {Z10cation(n) > 0} - {Zredundance(n) = 1} - {h(n) > w}

+ {Ilocation(n) = 0}7
4)

where {-} is an indicator function, h(n) means the channel
state during the task offloading, and w is a threshold value
for the channel state, xj,cqtion > 0 indicates the task of-
floading, Ziocation = 0 indicates the local computing, and
Zredundance() = 1 indicates the intentional addition of
redundant information during the task offloading.

In the above equation, the first item means that re-
dundant information is intentionally appended to enhance
the usage pattern privacy level, when the task offloading
process has a good channel state. In particular, the data
size of the appended redundant information is set to 10%
of the original data size. The second item demonstrates
that no redundant information will be appended for local
computing.

Location Privacy-Preserving: To minimize computation
delay and energy consumption, the UE tends to offload
tasks to satellites with good channel conditions. However,
this scheduling policy may potentially expose the UE’s
location privacy. The main reason is explained as follows.
The channel state is highly correlated with the distances
and locations among the UE and satellites. Thus, insecure
satellites can infer the channel state records to obtain the
UE’s location. Moreover, if multiple satellites collude, they
could extract an accurate location of the UE.

To protect location privacy, the UE might intentionally
offload tasks to satellites with a poor channel state to create a
deceptive decision. The location privacy-preserving reward
for the n-th offloading decision is denoted as:

Pi(n) = {ziocation(n) > 0} - {h(n) < w}
+ {Ziocation(n) = 0} .

In the above equation, the first item means strengthening
the location privacy by offloading tasks to satellites even
with poor channel states, and the second item indicates no
location privacy protection for local computing tasks.

Total Privacy-Persevering: In conclusion, the privacy-
preserving level of the n-th offloading decision can be
quantified as the weighted sum of the usage pattern privacy
and the location privacy, denoted as Pjoq1(n) = Py(n) +
wy,Pi(n), where w, is a weighting factor reflecting the
relative importance of the location privacy with respect to
the usage pattern privacy. We calculate the total privacy-
preserving level of the UE by considering the offloading
decisions for all tasks, represented as:

®)

1
Piotal = Nzrlyzlptotal(n)' (6)

3.8 Problem Formulation

Our objective is to determine an optimal policy to minimize
the total offloading cost including the computation delay

7

and the energy consumption, while satisfying pre-specified
constraints on the reliability and the privacy-preserving
level. It can be formulated as:

min  C = Tyotar + Etotal,

s.t. Tt_otal < T»
rfailure 7, 7)

Piotar 2 P,
g; = {0,1},Vi € N.

In Equation (7), p is a weighting factor reflecting the
relative importance of energy consumption relative to com-
putational delay [20], [21]. The first constraint requires that
the total completion time remains below a pre-specified
threshold 7'. The second constraint is that the total prob-
ability of the offloading failure should be less than a pre-
specified reliability threshold 7. The third constraint is that
the total privacy-preserving level must reach a pre-specified
privacy level. The fourth constraint indicates that each
task is either offloaded or locally computed. By satisfying
these constraints, the offloading policy can effectively meet
the pre-specified requirements for completion time, energy
consumption, reliability, and privacy. Consequently, it can
provide efficient, reliable, and privacy-preserving offloading
services for user devices in real-world applications.

Computation complexity: In our problem, each task
should determine either local computing or remote offload-
ing to one of the M satellites. It should also determine
whether to include redundant information for the privacy
protection. As a result, there exist a total of ((M + 1) x 2)¥
potential offloading schemes for allocating N tasks. For
the time-sequential offloading scheme, the order of the
transmission tasks also has an impact on the final cost.
Thus, the number of offloading schemes expands further
to (M +1) x 2)N x N!), where N! represents the total
permutations of N tasks. Due to the huge complexity, it is
infeasible to exhaustively enumerate all offloading policies
to select the optimal one. Therefore, we need to develop a
more efficient algorithm, which can effectively allocate tasks
among the UE and multiple satellites, and determine the
optimal offloading order.

4 DEEP REINFORCEMENT LEARNING BASED
PRIVACY-PRESERVING TASK OFFLOADING

In this section, we will solve the task offloading problem in
the integrated satellite-terrestrial network. We formulate it
as an MDP-based task assignment problem, and then pro-
pose a deep reinforcement learning approach for problem-
solving.

4.1 Problem Description with an MDP Model

To address the task offloading problem, we reformulate and
describe it with an MDP model, where each task will be
assigned to the UE or satellites according to the state space,
the action space, and the reward function. Our formula-
tion focuses on the perspective of the UE, which aims to
find an optimal policy to minimize its cost function. At
each time step, the UE observes the current state of the
satellite-terrestrial network and selects an action based on
information such as satellite positions and their workloads.
Subsequently, the UE receives a reward and performs a
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task assignment corresponding to its chosen action. This
process continues until the task assignment is completed
or a constraint is violated.

In the MDP model, we denote the time step as t, the
action performed by the UE at time step ¢ as a, the state
observed by the agent at time step ¢ as s;, the reward
received by the agent at time step ¢ as ¢, and the new state
entered by the agent after executing action a, from state s;
as s¢4+1. The fundamental module of the MDP is defined as
follows:

State space: The state space is used to represent the
environment with which the UE is attempting to interact.
In our problem, the UE needs to observe the system state
at each decision moment to optimally decide on the part
to offload to the satellites. Consequently, the state space
consists of three components: the offloading situation of all
tasks, the current time, and the load situation of all satellites.
We further define it as s; = {Siasx(t),t, SLEo(t)}, where
Stask(t) is the offloading situation of all tasks, and Spgo(t)
is the load situation of all LEO satellites.

Action space: In our integrated satellite-terrestrial net-
work, three decision elements need to be considered
comprehensively for the behavioral decision of the UE
when offloading tasks. These elements are the transmis-
sion order of tasks, the corresponding offloading loca-
tion, and whether to attach redundant information. The
decision action vector of UE can be defined as a; =
{Znum (t), Tiocation (1), Tredundance (t) } , In this action vector,
the first term is the task number of the current decision.
The second term is the selected locations for offloading,
where ‘0" indicates local computation and the other numbers
indicate the number of the selected satellite for offloading.
The third term indicates whether redundancy information is
intentionally attached to the offloading, where ‘1" indicates
that redundancy information is attached and ‘0" indicates no
redundancy information.

Reward function: The reward function is usually asso-
ciated with an objective function, which in our formulation
is to minimize the offloading cost of the UE considering the
reliability and privacy-preserving level. When the UE makes
a decision, we define the immediate reward as r; = ¢p—C(t),
where 1) is a custom constant, and C'(t) denotes the total cost
spent by the UE to make a decision at the time step ¢.

4.2 PPO-Based Privacy-Preserving Task Offloading

In our integrated satellite-terrestrial network, the task of-
floading policy encompasses various factors such as the
computation location for each task, the transmission order
of offloading tasks, and the attached options for redundancy
information. Consequently, the decision-making process in-
volves optimizing a multi-dimensional discrete action space,
which makes it challenging to solve using traditional al-
gorithms due to the non-convex nature of the problem. In
the above MDP model, both the state dimension and the
available action space are significantly large.

Thus, we employ a deep reinforcement learning algo-
rithm to efficiently solve the optimization problem. For the
multi-dimensional discrete action spaces problem, the Prox-
imal Policy Optimization (PPO) algorithm demonstrates
good convergence, efficient sampling, greater scalability,
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Fig. 4: PPO-based task offloading policy optimization.

and robustness, serving as a suitable choice to optimize
our offloading policy. We implement an Actor-Critic style
algorithm for task offloading policy optimization based on
PPO, as depicted in Figure 4.

The PPO algorithm involves three neural networks: a
new action network mg parameterized by 6, an old action
network mg_,, parameterized by 84,4, and a value network
V., parameterized by . The new action network mg and the
old action network 7y, are utilized to generate probability
distributions of actions in the current state, where the old ac-
tion network mg_,, is also used to restrict the changes in the
new policy. The value network V., approximates the state
value function in the current state, and its output can be
interpreted as the expected cumulative discounted reward
for the current state, which evaluates the performance of
the new action network 7g.

The training process of PPO is outlined as follows. At
the beginning of each task offloading round, the satellite
environmental parameters such as satellite positions and the
number of tasks are initialized. The agent then interacts with
the satellite environment through the new action network
Tg. Specifically, at time step ¢, the PPO algorithm takes
the satellite environment state s, as an input to the new
action network g, which outputs a probability distribution
over various task offloading actions. Subsequently, the agent
selects a task offloading action a; based on this probability
distribution and applies it to the satellite environment,
resulting in a reward r; and the next state s, 1. This process
generates experience data in the form of (s, a, 7, S¢+1).
Through multiple interactions with the satellite environ-
ment, the agent accumulates a certain amount of experience
data, which is then utilized for small-batch updates of the
parameters € and (.

After one iteration, the parameters of the old action
network 60,4 are replaced by the parameters of the new
action network 6. Once the parameter update is completed,
the PPO algorithm clears the accumulated experience data
from the training process to prepare for a new iteration. This
ensures that the task offloading model learns from a fresh
satellite environment in each iteration and generates new
action selections based on the latest action network param-
eters, thereby enhancing the performance and effectiveness
of the algorithm.
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TABLE 2: Experimental settings.

Parameter description Value
Task number (N)

Task size (D;) [400, 800, 1000] M B

Transmission power of UE (Ptren) 5W

Total bandwidth (B) 800M Hz
Noise power (No) 10-"W
Computing speed of LEO satellites (3) 45M Bps
Computing speed of UE («) 30M Bps
CPU clock frequency of UE (f) 3.0GHz
Hardware factor of UE (k) 0.2Ws3 /cycle?
Reference channel gain at a distance of 1m (8,) —50dBm
Radius of the Earth (R) 6371km
Orbital height of the LEO satellite (H) 780km
Angle between adjacent LEO satellites (6) 2°
Weighting factor of location privacy (w.) 1

Weighting factor of total energy consumption 1

(1)

Transmission rate between LEO satellites 10000M Bps
(‘/tran)

Threshold of Total time for task completion (T) ~ 200s
Threshold of offloading failure probability () 1%

The pre-specified level of privacy-preserving  60%

(P)

Threshold for evaluating channel state condi- 1076

tions (w)

5 PERFORMANCE EVALUATION

In this section, we evaluate the performance of our proposed
PPO-based optimization algorithm for privacy-preserving
task offloading in the integrated satellite-terrestrial network.

5.1 Experimental Settings

In this experiment, we conducted our research using a simu-
lation environment and relevant programming tools. Specif-
ically, we utilized OpenAl Gym as the simulator, Stable
Baselines3 as the reinforcement learning library, and Python
3.8.13 as the programming language. OpenAl Gym is an
open-source toolkit that offers a collection of environments
with a standardized interface, allowing for the creation of
custom environments. During the training phase, the model
and network parameters were saved for subsequent testing.
The scheduling agents were implemented and trained using
the Stable Baselines 3 (SB3) library, which provides a robust
implementation of state-of-the-art reinforcement learning
algorithms based on PyTorch. This library also facilitates the
training, testing, and saving of RL agents within the OpenAlI
Gym environment. These tools and environments enabled
us to perform simulations and evaluate the performance
of different algorithms for our research problem. For our
experiments, we utilized a server equipped with a 2.40
GHz Intel(R) Xeon(R) Gold 6240R CPU and an NVIDIA
Corporation GV100GL [Tesla V100S PCle] graphics card
with 32 GB video memory.

We consider a semi-circular region encompassing a UE
along with 25 LEO satellites that are uniformly distributed
in orbits. These satellites are situated sequentially, starting
from a geocentric angle of 344°. The UE generates a large
number of computational tasks that need to be processed
under pre-specified requirements. Table 2 provides a sum-
mary of the essential parameters for our experiments.
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Fig. 6: Convergence perfor-
mance under different deep
reinforcement learning al-
gorithms.

Fig. 5: Convergence per-
formance under different
learning rates.

5.2 Convergence Performance of the PPO-based Algo-
rithm

In this section, we will evaluate the converge performances
of the PPO algorithm with different learning rates. We also
compare it with other common DRL algorithms.

521
Rates

Convergence Performance Under Different Learning

To investigate algorithm convergence, this paper compares
the convergence curves of reward values under different
learning rates. In our experiment, we set the total training
time steps to 1 x 10° to effectively demonstrate the per-
formance variations resulting from different learning rates.
We employ a learning rate decay to gradually decrease the
learning rate during the model training, with an initial value
of 0.001 and a final value of 5.76 x 10~". As shown in Figure
5, during the training time, the reward value curve gradu-
ally increases, exhibiting reduced oscillation amplitude. It
converges around 700,000 steps, indicating that the agent
has been trained to make an optimal decision. However,
when the learning rate is fixed at 0.0001 and 0.01, the reward
value curves fail to converge, and significant differences are
observed compared to the learning rate decay approach.
Experimental results show that the choice of learning rate
significantly affects the convergence performance of the pro-
posed PPO algorithm. By employing the learning rate decay
technique, the stability, convergence, and training speed of
the algorithm are improved. Therefore, in the subsequent
experiments, we will adopt learning rate decay with an
initial value of 0.001 to enhance the overall performance.

5.2.2 Convergence Performance Under Different DRL Al-
gorithms

We further evaluated the convergence performance of our
PPO algorithm in comparison with several typical DRL
algorithms including DQN, A2C, and TRPO. As depicted in
Figure 6, we observed that the PPO algorithm outperforms
other algorithms, producing superior reward values after its
convergence. For the convergence speed, the PPO algorithm
also exhibits significantly faster and smoother convergence
than the others. It can be attributed to the PPO algorithm’s
capability to improve data utilization through the clipping
of the objective function in the policy network, which con-
tributes to a more stable learning process.

Authorized licensed use limited to: Hong Kong Polytechnic University. Downloaded on May 27,2024 at 10:32:01 UTC from IEEE Xplore. Restrictions apply.

© 2024 |IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Mobile Computing. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TMC.2024.3366928

PR AR 300| —=— PPO-based
Tl ny DQN-based
1. ‘.‘ I I 250+ —A— Random Offloading
204 i i —v— Uniform Offloadi
£l ! 200
4 -
Q150
10 ] —
> /
, Multi-Core 50—
(j 200000 400000 600000 800000 1000000 0
Timestep 15 30 45 60 75 0

Number of Tasks
Fig. 7: Convergence perfor-

mance under different num-
ber of CPU cores.

Fig. 8: Total cost under dif-
ferent numbers of tasks.

5.2.3 Convergence Performance Under Different Number
Of CPU Cores

In addition to executing UE’s computing tasks, satel-
lite servers shoulder diverse responsibilities encompassing
communication protocol processing, navigation and posi-
tioning calculations, satellite control, and command trans-
mission. Consequently, the computing resources allocated to
the UE may not consistently prove adequate. To address this
concern, we employ a simplified assumption in previous
section, positing that satellite servers are outfitted with
single-core CPUs in previous section. It is worth noting that
this assumption is general and can be extended to scenarios
involving multi-core CPUs.

We assume that the satellite p has O, CPUs for task
computation. Similar to previous task computation model
in Section 3.4.3, let M, , = M} ,,M?2 . --- M}  represent
a set of k tasks received on the ¢-th CPU of the satellite p,
where ¢ = 1,2, -+, 0,. When a task is transmitted to the g-
th CPU of the satellite p, the CPU will start computation
immediately if it is idle; otherwise, this task enters the
computation queue to wait for the ongoing tasks’ compu-
tation. For task M ¢ once the g-th CPU on the satellite
p completes uploadmg, the computation can immediately

start if task M;f_ 4 ! has completed computation. In this case,

the start time of computation for task M¥ , is t;o7"#*!"" =

k.p.q B
t:pzf(;ad md However, if task M} has not completed com-
putation, task M), b o Must wait untﬂ task M;f’;l completes its

comp,start __ ,comp,end . .
computation, w1th Cepog = t(_1),p,q- COnsidering both

comp,start tcomp,end upload,end)
k.p.q (k—=1),p,q’ "k.p.q )
Consequently, the end time of computatlon for task M*

cases, we have ¢ = max(

Zomp,end — tcomp,staTt +t
WPd k.p.q

We have evaluated the convergence performance of the
PPO algorithm when the satellite servers are equipped with
multi-core CPUs. As shown in Figure 7, we observed that
when the satellite servers are equipped with multi-core
CPUs, the convergence curve shows a stable upward trend
and eventually reaches a greater reward value. It is worth
noting that this reward value surpasses the reward value
achieved when utilizing single-core CPUs. This improve-
ment can be attributed to the enhanced parallel processing
capability of multi-core CPUs in satellite servers, which
significantly reduces task waiting time and leads to a greater
reward value. Our observations indicate the high adaptabil-
ity of the PPO algorithm and confirm the scalability of our
initial assumption.

is determined as ¢

10

5.3 Performance Analysis for Privacy-Preserving Task
Offloading

To better evaluate our proposed PPO-based task offloading
algorithm, we compare it with three benchmark algorithms:
DQN-based algorithm, Random Offloading algorithm, and
Uniform Offloading algorithm.

DQN-based: In this algorithm, we employ the Deep Q-
Network (DQN) algorithm to optimize the task offloading
problem. DON is a value-based reinforcement learning algo-
rithm that leverages the learning of action-value functions
to determine the optimal policy. Considering the imple-
mentation of the DQN algorithm in the SB3 library, it is
necessary to reduce the dimensionality of the action space in
the MDP model. Specifically, the original three-dimensional
action space needs to be transformed into a one-dimensional
action space to satisfy the input requirements of the DQN-
based algorithm and facilitate better action selection and
parameter optimization during the training process.

Random Offloading: This algorithm generates a pool
of 1,000 random offloading policies. After evaluation and
comparison of these policies, the algorithm identifies and
selects the policy with the best performance.

Uniform Offloading: In this algorithm, all tasks are
uniformly distributed among available satellites to ensure a
rough load balance for each satellite. The allocation follows
a counterclockwise order on the orbital plane.

5.3.1 Total Cost Under Different Numbers of Tasks

We investigate the task offloading performance with differ-
ent numbers of tasks. Figure 8 illustrates the total cost for
task numbers ranging from 15 to 90, encompassing three
different task sizes (400MB, 800MB, and 1,000MB), with an
equal distribution of these tasks among the total number
of tasks. As shown in Figure 8, as the number of tasks
increases, the total costs of all algorithms increase, but the
total cost of our algorithm is always the smallest. For 15
tasks, the total cost of each algorithm is almost identical.
When the number of tasks is larger than 15, the differences
among them become significant. With 30 tasks, our PPO-
based algorithm reduces the total cost by 40.40%, 27.20%,
and 17.15% in comparison with the DQN-based algorithm,
Random Offloading algorithm, and Uniform Offloading al-
gorithm, respectively. It means that our proposed algorithm
achieves the best decision for each task. When the task
number reaches 60, the DQN-based algorithm exhibits the
highest cost. This can be attributed to the fact that the DQN-
based algorithm relies on experience replay and an e-greedy
policy, striking a balance between exploration and exploita-
tion within the action space. When the action space becomes
larger, it may result in insufficient exploration or excessive
exploration, thereby affecting the quality of the offloading
policy. Furthermore, for a wide range of action spaces, the
DQN-based algorithm may require more training data and
a longer training time to discover the optimal offloading
policy, thus yielding relatively inferior offloading policies
and higher costs. As the task number reaches 75 or 90, the
exploration becomes more challenging for the DQN-based
algorithm due to the increased size of the action space,
making it difficult to find offloading policies that satisfy the
constraint conditions. In summary, the PPO-based algorithm

Authorized licensed use limited to: Hong Kong Polytechnic University. Downloaded on May 27,2024 at 10:32:01 UTC from IEEE Xplore. Restrictions apply.

© 2024 |IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Mobile Computing. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TMC.2024.3366928

801 ([ PPO-bosed
300-| —®— PPO-based c [ DQN-based
DQN-based -2 60| I Random Offloading
250{| —a— Random Offloading g | [ I Uriform Offloading
—w— Uniform Offloadin 3
200+ o
Q 8 40
o
E£150]
= =)
100 o2
w
501 0
o 15 30 45 60 75 90

5 30 45 60 75 90
Number of Tasks

Number of Tasks

Fig. 10: Total energy con-
sumption under different
numbers of tasks.

Fig. 9: Total time under dif-
ferent numbers of tasks.

shows significant performance advantages in terms of the
total cost, achieving more economical and efficient task
offloading policies compared to other algorithms.

5.3.2 Total Time Under Different Numbers of Tasks

We have conducted a study on the total time taken by
different algorithms for varying numbers of tasks. Figure 9
illustrates the total time taken by different algorithms when
the number of tasks ranges from 15 to 90. It can be observed
that among these algorithms, the PPO-based algorithm
demonstrates superior performance. As the number of tasks
increases, task transmission and computation pressures also
significantly increase, requiring much more time for task
transmission, computation, and migration. Consequently,
the total time for all approaches also increases. However,
even with an increasing number of tasks, our proposed
PPO-based algorithm consistently exhibits the lowest total
time. This indicates a significant advantage of our algorithm
in handling a large number of tasks, effectively reducing
the total time and improving system performance and effi-
ciency.

5.3.3 Total Energy Consumption Under Different Numbers
of Tasks

We investigate the total energy consumption of our algo-
rithm for different numbers of tasks. The variations in total
energy consumption among different algorithms are shown
in Figure 10 where the number of tasks ranges from 15 to
90. It can be observed that the task number increment leads
to more transmission and local computation, resulting in
an overall increment in energy consumption for all algo-
rithms. However, our proposed PPO-based algorithm still
consistently exhibits the lowest total energy consumption,
especially when the number of tasks reaches a large num-
ber (e.g., 90). It confirms the significant advantages of our
proposed algorithm in handling a large number of tasks,
effectively reducing the total energy consumption of the UE.

5.3.4 Total Cost Under Different Reliability Requirements

When the number of tasks is set to 45, the total costs
for different algorithms are shown in Figure 11 with the
pre-specified reliability requirement increasing from 94%
to 99%. We can infer that as the reliability requirements
increase, the total costs of the PPO-based algorithm, DQN-
based algorithm, and Random offloading algorithm also in-
crease due to their offloading policy adjustments. The main
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reason can be explained as follows. As the pre-specified
reliability requirement gradually increases, the offloading
policy undergoes a series of changes such as task re-
ordering, the adjustment of offloading locations, and the ad-
dition of redundant information. Specifically, to meet higher
reliability requirements, the UE may prioritize offloading
tasks to satellites that are closer in proximity and have
favorable channel conditions. Alternatively, it may choose
to perform computations locally. These choices result in ex-
cessive workloads in the UE or certain satellites, increasing
the task completion time and the total cost. Furthermore, the
UE also needs to make more refined offloading decisions to
ensure reliable task completion. It should be noted that the
Uniform Offloading algorithm adopts a fixed task offloading
order, so its offloading policy remains unchanged with a
constant total cost, as the reliability requirements increase.
However, even in this scenario, our proposed PPO-based
algorithm maintains the lowest cost, demonstrating its su-
perior performance under high reliability requirements and
making it an effective choice for offloading policies.

5.3.5 Total Cost Under Different Privacy Levels

When the privacy-preserving level increases from 60% to
90%, the total cost of different algorithms are illustrated
in Figure 12. As the pre-specified privacy-preserving level
requirements gradually elevate, a series of changes occur in
the offloading policy. Specifically, to meet higher privacy-
preserving level demands, the UE may prioritize task of-
floading to satellites located at a larger distance with poorer
channel conditions, or opt for its local computation. These
offloading policies will prolong task completion time and
increase energy consumption. As the privacy-preserving
level rises, the total costs of the PPO-based algorithm,
DQN-based algorithm, and Random offloading algorithm
increase due to their offloading policy adjustments. When
the privacy-preserving level requirement is set at 60%, our
proposed PPO-based algorithm reduces the total cost by
40.41%, 27.20%, and 17.15% in comparison with the DQN-
based algorithm, the Random Offloading algorithm, and the
Uniform Offloading algorithm, respectively. As the privacy-
preserving level requirement rises, our proposed PPO-based
algorithm can still achieve a reasonable balance among task
completion time, energy consumption, privacy-preserving
level, and communication reliability, thereby maintaining
the lowest total cost. It demonstrates the effectiveness of our
PPO-based algorithm in achieving optimal offloading poli-
cies even under high privacy-preserving level requirements.

6 CONCLUSION

In this paper, we seek the task offloading opportunity in a
satellite-terrestrial network. Our initial target is to optimize
the offloading cost, communication reliability, and the user
privacy leakage in satellite-assisted edge computing scenar-
ios, subject to certain constraints such as satellite mobility
and coverage time. We formulate this problem with an MDP
model, and propose a PPO-based deep reinforcement learn-
ing algorithm to achieve an optimal task offloading policy.
Extensive experimental results showcase the superiority
of our proposed algorithm compared to other benchmark
algorithms, producing an excellent balance among task
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completion time, energy consumption, privacy-persevering
level, and communication reliability. We believe it is an
effective solution for privacy-preserving task offloading in
satellite-assisted edge computing, thereby contributing to
the enhancement of the quality and security of satellite-
assisted edge computing services.
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