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Abstract Keywords

Electromagnetic (EM) covert channels pose significant threats to
computer and communications security in air-gapped networks.
Previous works exploit EM radiation from various components
(e.g., video cables, memory buses, CPUs) to secretly send sensi-
tive information. These approaches typically require the attacker
to deploy highly specialized receivers near the victim, which lim-
its their real-world impact. This paper reports a new EM covert
channel, TEMPEST-LoRa, that builds on Cross-Technology Covert
Communication (CTCC), which could allow attackers to covertly
transmit EM-modulated secret data from air-gapped networks to
widely deployed operational LoRa receivers from afar. We reveal
the potential risk and demonstrate the feasibility of CTCC by tack-
ling practical challenges involved in manipulating video cables to
precisely generate the EM leakage that could readily be received by
third-party commercial LoRa nodes/gateways. Experiment results
show that attackers can reliably decode secret data modulated by
the EM leakage from a video cable at a maximum distance of 87.5m
or a rate of 21.6 kbps. We note that the secret data transmission can
be performed with monitors turned off (therefore covertly).
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1 Introduction

Physically isolated (air-gapped) networks are among the most effec-
tive ways of enhancing the computer and communications security
against real-world attacks [33, 56] in industry, business, finance, and
medical sectors. Electromagnetic (EM) covert channels, however,
pose serious threats to the physically isolated networks [18, 35].
Previous research has demonstrated that implanted malware can
manipulate electromagnetic radiation (EMR) of computer compo-
nents (such as DRAM [19, 59], USB [22]), thereby covertly mod-
ulating and exfiltrating confidential data to covert receivers. The
EM covert channels can bypass the air-gapped systems indepen-
dently of traditional communication channels (e.g., Internet, WiFi,
Bluetooth, etc). Constrained by the emission characteristics (e.g.,
ultra-low power of EMR, EM modulation fidelity and resolution,
and data rate), existing covert channel attacks typically require
very short communication ranges (e.g., <10m) and necessitate the
physical deployment of highly specialized bulky receivers (e.g.,
high-end software defined radios) close to the isolated networks,
which practically limit their risks and real-world implications so
far.

In this paper, we reveal a new risk of EM covert channels, which
could allow attackers to exploit existing operational LoRa (Long
Range Radio [40]) nodes/gateways widely deployed worldwide to
receive secret data leaked from air-gapped networks at much greater
distances and higher data rates. Some third-party LoRa devices are
freely accessible to attackers across the globe. To demonstrate the
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Figure 1: TEMPEST-LoRa reveals the risk of a new cross-
technology covert communication attack, where attackers
can manipulate video cables to generate LoRa-compatible EM
packets, which can be received and processed by operational
LoRa nodes/gateways widely deployed worldwide.

feasibility of such cross-technology (i.e., EMR to LoRa) covert com-
munication (CTCC), we develop TEMPEST-LoRa, which modulates
EMR from video cables (VGA or HDMI) and thereby generates
EMR-modulated LoRa packets. By doing so, attackers can leverage
Commercial Off-The-Shelf (COTS) LoRa gateways as receivers to
covertly receive secret data as depicted in Figure 1. Unlike previous
work that necessitates close proximity from the EMR sources, the
LoRa-like EMR signals can penetrate a few concrete walls and retain
a sufficiently high signal strength over long propagation distances
thanks to the unique noise-resilience feature of LoRa modulation
and the high sensitivity of LoRa receivers [64].

We demonstrate that realizing this new type of covert communi-
cation, though challenging, is indeed possible for attackers at a very
low attack launching cost and has a substantial security implica-
tion. To generate LoRa-compatible EMR signals with video cables,
attackers must accurately modulate the EM leakage, which requires
a new technical design. Although previous studies [20, 21, 30, 63]
have investigated the problem of generating the EMR by manipulat-
ing video cables, the modulation fidelity and resolution of existing
works fall short in supporting the cross-technology covert commu-
nication with commercial wireless protocols such as LoRa.

We revisit the EMR model of video cables and develop a novel
fine-grained pixel-level EM modulation method. In particular, we
repurpose a video cable as a direct radio-frequency (RF) sampling
transmitter, enabling high-fidelity modulation up to the pixel clock
(PC) frequency. With this new EMR control technology, a curated
attack image can cause variations of electronic signals over the
video cable to generate EMR at different frequencies. However, the
PC frequency is typically much lower than the wireless frequency
of LoRa gateways (e.g., 915 MHz in US). To address this problem, we
exploit the harmonics of EMR and shift the frequencies to the target
LoRa band, making the EM packets readily decodable by operational
LoRa nodes/gateways, widely deployed and freely accessible to
attackers worldwide.

To ensure covertness during the secret data transmission, we
also study how to achieve visual invisibility on the victim’s monitor.
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We find that by modifying the power management interface of
the monitor using DDCcontrol [4], attackers can deactivate the
monitors while keeping the video cables active and continuously
emitting EM packets. This could allow attackers to covertly send
the secret data with a black display on the screen.

This paper makes the following key contributions:

e We develop a fine-grained pixel-level EMR modulation tech-
nique that transforms a video cable into a direct RF sam-
pling transmitter, enabling attackers to generate protocol-
compatible EMR signals for cross-technology covert com-
munication with wireless protocols such as LoRa.

e We reveal the risk of a new type of covert channel from
EMR to operational LoRa devices. Unlike previous works,
this new covert channel poses a unique threat to air-gapped
networks, since LoRa-compatible EM packets can penetrate
thick concrete-walls over long attacking ranges and be di-
rectly received by LoRa nodes/gateways deployed world-
wide.

e We prototype TEMPEST-LoRa and evaluate the performance
in various practical settings. Our experiment results with
both VGA and HDMI cables show that TEMPEST-LoRa can
covertly transmit secret data to COTS LoRa nodes or gate-
ways at a maximum rate of 21.6 bps or up to 87.5m away,
and even further to low-cost software-defined radios (SDR)
such as HackRF One with customized EM packets.

2 Related Work

TEMPEST (Transient ElectroMagnetic Pulse Emanation STandard
[70]) was established by the NSA and NATO in response to the
concerns about the acceptable level of EMR from computers. Van
Eck [66] first demonstrated that attackers can recover the displayed
content by analyzing the EMR of a TV. Such passive eavesdrop-
ping [23, 34, 45-47, 57] is collectively referred to as TEMPEST
attacks. Soft-TEMPEST [30] extended this concept by actively gen-
erating controlled EM emissions through software-layer operation.
For example, by displaying carefully crafted black-white images on
a monitor, the video cable can emit signals at specific frequencies.

EM covert channels [18, 32] are designed to modulate the
EMR emitted from electronic devices to exfiltrate confidential in-
formation, without relying on conventional communication media
(WiFi, Bluetooth, Internet, etc). Previous works explored various
manipulable leakage sources as summarized in Table 1. GSMem [19]
manipulates the EM emission of the memory bus (DRAM) using
specific memory-related CPU instructions, modulating secret data
using Binary Amplitude Shift Keying (B-ASK) and sending it to
a nearby (within 5.5m) spy phone with a rootkit implanted in its
baseband firmware. BitJabber [75] improves the data rates of the
DRAM-related EM covert channel, achieving a throughput of 100-
300 kbps within a 3m distance (its modulation methods include Bi-
nary Frequency Shift Keying and Multiple Frequency Shift Keying).
Noise-SDR [5] focuses on the customizability of DRAM’s EMR using
Radio-Frequency Pulse-Width Modulation (RF-PWM), and demon-
strates receiving EM emission signals with multiple modulation
modes on a USRP B210. Air-Fi [17] manipulates DRAM to emit bi-
nary data modulated with On-Off Keying (OOK modulation) on the
2.4 GHz band, requiring prior modifications for the WiFi adapter’s
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Table 1: TEMPEST-LoRa v.s. other works.

Leak

Method Range Speed Receiver
source
GSMem [19] DRAM | 1-55 100-1kbps Phone w/
em ~m P modified firmware
BitJabber [75] DRAM <3m 100k-300kbps SDR
NoiseSDR [5] DRAM <5m 11.2-2.56kbps SDR
- WiFi w/
Air-Fi [17] DRAM 2.1-8m 1-16bps modified frmware
TEMPEST Video .
for Eliza [63] Cable <5m unknown AM radio
. . Phone w/
AirHopper [20] | Video Cable | 7-22m 100-480bps FM radio
SideComm [11]
(Cross-LoRa) Processors | 10-15m 1kbps SDR
EMLoRa [59]
(Cross-LoRa) DRAM 40-137m 1.25-14bps SDR
COTS LoRa
TEMPEST-LoRa Video Cable | 40-132m | 180-21.6kbps node/gateway
(Cross-LoRa) or SDR

driver and firmware. “TEMPEST for Eliza’ [63] demonstrated that
crafted screen images can generate intentional EM emission from
VGA cables. While initially designed to transmit AM-modulated
music via VGA cable’s EMR, it provided foundational insights into
image-based EMR signal modulation. AirHopper [20] encodes data
into Frequency-Modulation (FM) radio signals by manipulating
VGA or HDMI cable’s EMR via crafted screen images, using Audio
Frequency-Shift Keying (A-FSK) or Dual-Tone Multiple-Frequency
(DTMF) audio modulation to transmit data to nearby smartphones
with FM receivers. SideComm [11] and EMLoRa [59] are recent
advances in cross-LoRa side-channel communication. EMLoRa is
the first study to integrate the DRAM’s EMR with CSS modulation,
significantly extending the attack range, albeit at the cost of low
transmission speeds. SideComm focuses on using processors’ EMR
to provide additional wireless communication capabilities for low-
power IoT devices. However, due to the limited EMR modulation
capability (e.g., DRAM’s EMR frequency cannot be modulated to the
LoRa bands), the system implementations in all the above studies
rely on specialized receivers such as SDRs.

Cross-technology communication (CTC) aims to achieve
transparent transmission between incompatible wireless commu-
nication devices / protocols without the need for additional radio
modules. Examples include WEBee [42] (WiFi to ZigBee), Blue-
bee [25] (BLE to ZigBee), BlueFi [6] (BLE to WiFi), L2X [65] and
ZIMO [74], which achieve CTC between different IoT connectivity
technologies. Similarly, cross-LoRa studies such as LoRaBee [60]
(LoRa to ZigBee), BLE2LoRa [41] (BLE to LoRa), WiRa and Wi-
Lo [15, 71] (WiFi to LoRa) facilitate interactions between LoRa and
other wireless systems.

In contrast, TEMPEST-LoRa enables attackers to receive secret
data through COTS LoRa nodes or gateways, outperforming most
previous EM covert channels in both attack distance and data rates.
To our knowledge, TEMPEST-LoRa is the first to integrate tradi-
tional CTC techniques with EM covert channels, achieving full
compatibility of EMR with commercial wireless protocols.
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Figure 2: (a) Monitor’s line-by-line scanning manner. (b) The
screen consists of a display area and some ‘hidden pixels’. (c)
EMR of video cables at PC frequency and harmonics.

3 Overview

3.1 Background

EM leakage of video cable. Monitors display images through a
process of scanning and refreshing pixels. As depicted in Figure 2
(a), when an image is transmitted to the monitor through a video
cable, the monitor displays the pixels line-by-line from the top-
left to the bottom-right corner and refreshes the entire screen at
a frame rate F,. Additionally, it includes a hidden display area at
the edge of the screen, which is used for pixel synchronization and
blanking [37], as shown in Figure 2 (b).

Suppose each frame contains Y scanlines, with each scanline
consisting of X pixels. The duration of one pixel T} is:

X ; F W
"

While the monitor is in operation, the video cable will emit EMR
at the Pixel Clock (PC) frequency and its harmonics as shown in
Figure 2 (c) (these EMR spectra were captured while the monitor
was displaying a black image). The value of PC can be calculated
as:

Tp

1
= E 2

In this paper, we take the typical 1080X1920@60Hz display set-
ting as a representative case for analysis. This setting corresponds
to 1125 vertical lines and 2200 horizontal pixels per line, resulting
in PC of 148.5 MHz [2]. In addition, because the HDMI employs
Transition Minimize Differential Signaling (TMDS) [10] for pixel
encoding, HDMI’s leakage spectrum contains more frequency com-
ponents [36].

LoRa physical layer. LoRa features long-range, low-power and
high-sensitivity communication, which has been widely deployed
all around the world to support various Internet of Things (IoT)
applications [26] such as environment monitoring, pet tracking,
logistics and so on [72, 73].

CSS modulation: LoRa’s physical layer employs Chirp Spread
Spectrum (CSS) modulation. A basic up-chirp (as shown in Figure 3

(a)) whose bandwidth spans from —% to % can be represented
as:

PC

BW  BW )

Upchirp(t) = /2712 +31 3)
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Figure 3: (a) Basic up-chirp and basic down-chirp. (b) An
up-chirp with fy shifting. (c) Demodulation for the basic up-
chirp. (d) Demodulation for the up-chirp with fy shifting.

where T denotes chirp duration. CSS modulates symbols by cycli-
cally shifting the initial frequency f; as illustrated in Figure 3 (b):

Ye = Upchirp(t)eﬂ”fot 4)

within the BW range, up-chirps that commence at distinct initial
frequencies are mapped to unique symbols. In the LoRa standard,
BW is partitioned into 25 distinct initial frequencies to encode
SF-bits of data, where SF refers to the spreading factor. The most
prevalent BW values for COTS LoRa are 125 kHz, 250 kHz, and 500
kHz, with SF varying from 6 to 12.
For demodulation, a LoRa receiver accumulates energy through
coherent de-spreading. The coherent signal down-chirp can be
; BW _ BW
expressed as Downchirp(t) = e/27*("2- =21 1) By utilizing the
coherence of up-chirp and down-chirp, the result of multiplying the
modulated up-chirp and the basic down-chirp is a single-frequency
signal:
Dechirp(t) = ye - Downchirp(t) = eJ2mfot (5)

Next, the receiver performs a Fast Fourier Transform (FFT) on
Dechirp(t), producing a power peak at frequency fy. The index of
this peak corresponds to the initial frequency of the coded symbol,
as shown in Figure 3 (d).

In this paper, similar to the Signal-to-Noise Ratio (SNR), we de-
fine the dechirp-to-noise ratio (DNR) to quantify the signal quality
of the demodulated chirp signal:

Peak
Noise

DNR=20-1g (6)

where Peak is the peak value of the dechirp + FFT, and Noise is the
noise level. A higher DNR indicates superior signal quality.

3.2 Attack Model

Victim: We assume that the target is a computer storing confiden-
tial data of interest to the attacker, typically located in high-security
environments such as isolated internal networks. To protect against
cyber-attacks, the victim’s air-gapped computers have removed
conventional communication modules (e.g., Wi-Fi, Bluetooth, and
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Ethernet). The victim’s computer only retains essential components,
including the host and the monitor with a VGA or HDMI cable.

LoRa technology has been widely deployed in both indoor and
outdoor I0T scenarios for data transmission [28], environmental
sensing [9], industry control [39], etc. We assume the presence
of LoRa nodes or gateways near the victim. This assumption is
based on the fact that real-world standards for constructing air-
gapped networks in various critical infrastructures, such as gov-
ernments [3, 13, 53, 58], the European Union [49, 50, 67, 76], busi-
nesses [8, 31], industry [27, 38, 62], medical [1], and military sec-
tors [7], primarily focus on strictly disconnecting the external com-
munication interfaces on air-gapped computers. These air-gapped
systems have not yet delineated essential procedures for the elimi-
nation or segregation of commercial wireless devices within their
vicinity (e.g., around 100m).

Attacker: Consistent with previous EM covert channels [18], we
assume that an attacker has implanted malware carrying TEMPEST-
LoRa on the victim’s computer through supply-chain attacks [12,
33, 52, 56] or social engineering tactics [29, 68]. Once implanted,
the malware scans the computer to locate confidential files and
encrypts the secret data using the attacker’s private key to ensure
confidentiality. The attacker then covertly generates and plays an
attack video when the computer is ensured to be unattended (such
as in standby mode). The malware can obtain the resolution and
refresh rate of the victim’s monitor (e.g., ’xrandr’ command in
Linux) and generate the corresponding attack video.

For the receiving end, TEMPEST-LoRa considers two possible
approaches:

Approach 1: Receiving via operational COTS LoRa Gate-
ways/Nodes. The attackers can deploy their own COTS LoRa nodes
or gateways near the air-gapped systems, or leverage third-party
operational LoRa gateways deployed worldwide to receive EM
packets.

Subsequently, as shown in Figure 1, the EM packets carrying
sensitive data are transmitted to nearby LoRa gateways. The (third-
party) LoRa receivers can then forward the LoRa packet to the
attacker’s application server in the cloud. A unique feature of
TEMPEST-LoRa is its fine-grained control of EMR signals, which
allows TEMPEST-LoRa to generate EM packets compatible with
all LoRa packet configurations (all combinations of BWs and SFs).
Thus, all deployed COTS LoRa devices could potentially receive
and relay the covert packets with suitable parameter configurations
to attackers worldwide.

Approach 2: Receiving with SDR on Flexible Spectrum.
Similarly to previous EM covert channels [59], attackers can also
use low-cost SDRs (e.g., HackRF) to receive EM packets. TEMPEST-
LoRa has a strong frequency-modulation capability for EMR (within
10 MHz to 1000 MHz). We demonstrate that attackers can select less-
crowded frequency bands and customize LoRa-like (but different)
EM packets to achieve even longer attack distances at higher data
rates than LoRa-compatible EM packets.

Visual covertness: To ensure visual covertness, we assume at-
tackers can use DDCcontrol [4] to turn off the screen and keep the
video cable continuously emitting EM packets. Specifically, attack-
ers can first use ddccontrol -p command to obtain the device code of
the monitor, such as dev:/dev/i2c-3. Subsequently, the attackers can
modify the Oxel register address of the monitor to 1’ to turn off
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Figure 4: (a). Voltage of VGA’s blue bus when transmitting
black/white pixels. (b). Voltage of VGA’s Hsync and Ysync
buses. (c). The voltage swing of HDMI’s clock bus. (d) and
(e). Voltage of VGA’s blue bus and Voltage swing of HDMI’s
DATA1+- buses when displaying a 60 MHz attack image and
their EMR spectra.

the screen: ddccontrol -r Oxel dev:/dev/i2c-3 -w 1. The 0xel address
corresponds to the power supply status. When the value of Oxel is
modified to 1, it prevents the monitor from refreshing the screen
and shows a black-screen, while keeping the video cable trans-
mitting the pixel stream and emitting EM packets. This capability
enables attackers to launch covert transmissions during periods
of inactivity, such as after office hours or when the system is left
unattended.

4 TEMPEST-LoRa

This section presents the technical details of TEMPEST-LoRa. First,
we discuss the EMR model of video cables and how to manipulate
the EMR through customized attack images. Second, we elaborate
how to construct EM packets compatible with the LoRa protocol,
which can be directly received by operational COTS LoRa devices;
and then, we present an enhanced version with low-cost SDRs.

4.1 Video Cable EMR Transmitter

We focus on the EMR inherently caused by the voltage fluctuations
on video cables (VGA and HDMI). These fluctuations mainly stem
from the operation of data buses responsible for transmitting pixel
information and the clock buses that ensure synchronization.

VGA uses [R,G,B] data buses to transmit red, green and blue
pixels in the form of analog signals, and HDMI has three pairs
of differential data buses (DATAO0+-, DATA1+-, and DATA2+-) for
pixel transmission with digital signals. For clock synchronization,
VGA’s VSync and HSync buses are used for vertical and horizontal
pixel synchronization, respectively, while HDMI employs a pair of
independent clock+- differential buses.

To visualize the relationship between EMR and various bus ac-
tivities, we use an oscilloscope (RIGOL Oscilloscope MSO5000) to
measure the voltage waveforms of the data buses and clock buses
of VGA and HDML. It should be noted that when transmitting black
[0,0,0] or white [1,1,1] pixels, VGA’s R, G, and B buses exhibit iden-
tical voltage waveforms; The same applies to HDMI’s three pair of
differential data buses (DATAO+-, DATA1+-, and DATA2+-). Fig-
ure 4 (a) illustrates the voltage waveforms on the Blue bus when

(a) Traditional Direct RF Sampling Transmitter Architecture

S s
£
Pixel Stream - Bus Voltage <| EM Leakage
(Digital) 0101... to (Analog) —
Graphics ~~ Video Cable (Antenna) =~ ——— 2PC 3 Eg

Card
(b) Video Cable EMR Transmitter

Figure 5: Contrast of direct RF sampling transmitter archi-
tecture and video cable EMR transmitter.

transmitting 3 rows of black or white pixels, respectively. When
scanning to the Porch and Sync areas, the voltage of the data bus
is OV (same as the voltage of the black pixel). Figure 4 (b) is the
voltage waveforms of VGA’s Vsync and Hsync buses, and Figure 4
(c) is the voltage waveform of the clock bus of HDML. Since the bus
speeds of the data buses and clock buses are both equal to the Pixel
Clock (PC) frequency, the EMR frequencies of the VGA and HDMI
cables are mainly concentrated at PC and its harmonics as shown
in Figure 2 (c).

Modeling: We model the EMR according to their sources as
follows:

Ssum = Scolor + Ssync + Sother (7)
where S0, is the aggregate EMR of all data buses that transmit
pixel colors, Ssync is the sum of the EMR of clock buses, and Sype
is the EMR collection of other sources (such as the GND bus). We
further measure the voltage waveforms of other buses and confirm
that the EMR signals come mainly from S, and Ssync, so we
ignore Sy;pe, in subsequent analysis.

Fine-grained control over the EMR source is essential to establish
an EM covert channel. Ssync comes from the clock bus that cannot
be manipulated and constantly appears at the PC and its harmonics.
In contrast, S¢yjr, Which comes from the data bus that transmits
image information, is adjustable. Next, we focus on designing the
pixel stream of attack images to modulate the EMR of S,

Video cable EMR transmitter: From the radio-frequency (RF)
transmitter perspective, the principle of EMR is similar to that of a
’direct RF sampling transmitter’ (a typical RF hardware architecture
that directly digitizes high-frequency RF signals [61]). Specifically,
during the transmission of image data from the graphics card to the
monitor via the video cable, the digital pixel stream is converted to
the analog voltage, and the color of pixel determines the voltage
level on the data bus (i.e., the pixel stream corresponds to the base-
band of the video cable). This conversion process from the pixel
stream to the bus voltage largely fulfills the functionality of the
Digital-to-Analog Converter (DAC) module in a direct RF sampling
transmitter that converts the digital signal from the baseband to
an analog signal, as shown in Figure 5 (a). The video cable EMR
transmitter operates at a sampling rate of PC, and the emitted EMR
is directly determined by the frequency components of the voltages
on the cable’s buses, with the cable itself serving as the antenna.
The difference is that the band-pass filter in the direct RF sam-
pling transmitter can filter out noise outside the desired frequency
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Algorithm 1 Algorithm for designing attack image

1: Input: Expected attack frequencies {fi, f2, ..., fu}, pixel dura-
tion of each frequency {t1, t2, ..., tn }, pixel clock PC

2: Timer = 1;

3: PixelStream = [];

4: fork =1tondo

5 fori=1tot; do

6: DownSampRate = mod(f, PC)/PC;

7: Val = sin(2.0 - = - DownSampRate - Timer);
8: if Val > 0 then

9: PixelStream(Timer) = 1; // White pixel
10: else

1 PixelStream(Timer) = 0; // Black pixel
12: end if

13: Timer++;

14: end for

15: end for

16: PixelStream = [PixelStream FramePadding];

—
Q

: Image = reshape(PixelStream, ScreenH, ScreenW);
: Save2Image(Image[DisplayArea]);

—_
3

band, and the power amplifier can boost the power of the RF signal.
In contrast, the video cable EMR transmitter lacks such filtering,
resulting in EMR at multiple harmonic frequencies of the PC, as
illustrated in Figure 5 (b).

To actively manipulate the frequency of EMR, the key idea is
to emulate down-sampling of the pixel rate S.,j,, from PC to an
expected frequency. Specifically, by carefully designing the pixel
arrangement within the pixel stream to adjust the pixel frequency,
the voltage frequency on the data bus can be indirectly modulated.
When the frequency of bus voltage is the same as the expected EM
leakage frequency, the video cable will emit EMR of the correspond-
ing frequency. Algorithm 1 outlines the EMR frequency modulation
process in the attack image.

Algorithm 1 is designed to generate an attack image that can
manipulate the video cable sequentially to emit EMR at f; to f;, fre-
quencies, with each frequency’s emission lasting for t - Tp,. Lines
6 to 13 are the core of Algorithm 1. Line 6 calculates the ratio for
downsampling S, from the PC to fi.. The mod(fy, PC) function
serves to downsample the EMR harmonics when the expected fre-
quency fi. exceeds PC. Lines 7 to 13 compute the pixel sequence
required for the video cable to emit a single-frequency emission at
f; here, white and black pixels are strategically utilized to alter the
voltage waveform on the data buses. The benefit of using a black-
white pattern is that it stimulates the cable to emit EM emission
with maximum intensity. The sine function in Line 7 is an example
of modulating the EMR into a sine wave (it can be modified to
perform other modulation patterns). If the length of PixelStream
is less than one frame, Line 16 fills the end with black pixels to
make it a complete frame. Line 17 transforms the 1D PixelStream
into a 2D attack image. For 1080x1920 resolution, the screen height
ScreenH and width ScreenW equal 1125 pixels and 2220 pixels [2].
Line 18 selects the pixels of the Display Area (1080x1920) from the
Image matrix (1125x2200) and saves as an attack image.
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Figures 4 (d) and (e) show examples of the voltage waveforms of
the VGA and HDMTI’s data bus when the monitor displays a 60 MHz
attack image. For the emission spectrum, since the waveform of the
black-white pixel pattern is similar to a square wave, there are some
frequency components near the expected frequency (the intensity
of these components is always weaker than the expected frequency).
These frequency components can be weakened by modifying Line
9 to Line 11 in Algorithm 1 to the grayscale value corresponding to
Val (thus making the voltage waveform closer to a sine wave), but
at the same time we find that the EMR intensity at the expected
frequency f; will also be weakened. Therefore, in practice, we
still use the black-white pattern, focusing on the EMR at f; and
disregarding the lower intensity frequency components.

To illustrate how the attack image shifts the EMR’s frequency,
Figure 6 compares the HDMI leakage spectrum when no attack
image is displayed and the 150 MHz attack image is displayed.
The upper part is Ss;;m near the PC frequency (148.5 MHz), and the
monitor displayed a web page at this time. When the 150 MHz attack
image is displayed, only the Sy leakage is left at the PC. The EMR
that appears at 150 MHz is downsampled from the 2nd harmonic
of S¢olor (297 MHz) to 150 MHz (at the same time, the fundamental
band of S, at 148.5 MHz is downsampled to 1.5 MHz). Building
on this example, Figure 7 provides an abstract illustration of how
EMR components at PC and its harmonics can be downsampled
to an arbitrary target frequency fi. When f;. € (0,PC], EMR is
shifted from the PC frequency to f; by a specially crafted pixel

Electromagnetic b
.

Video Cable

Figure 8: We use HackRF with an EM probe to measure the
EMR intensity of VGA and HDMIL.
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Figure 9: Actual EMR intensity of VGA and HDMI with attack frequencies from 10 MHz to 1000 MHz.

stream that forms a strong EM emission component at f. (from the
perspective of the RF transmitter, it is equivalent to reducing the
baseband rate from PC to fi). When f;. € (PC, +0), Algorithm 1

targets the manipulation of [F],P—’é"l-th harmonic of S;qjor-

Emission spectrum. The main operating frequency bands of
LoRa include 433 MHz - 470 MHz and 868 MHz - 915 MHz, which are
within the 3rd - 7th harmonic range of EMR. To verify that the video
cable EMR transmitter has the capability to be frequency compatible
with LoRa protocol, we measured the SNR of EMR from VGA and
HDMI cables using a HackRF [14] with an electromagnetic probe as
shown in Figure 8, and the probe was tightly attached to the video
cable. In an electromagnetic darkroom, we create and display attack
images on the monitor, configured at 1080x1920@60Hz, with attack
frequencies sweeping from 10 MHz to 1000 MHz. Each attack image
is designed to emit one single attack frequency, with a frequency
interval of 0.5 MHz between adjacent attack images.

Figure 9 illustrates VGA and HDMI's EMR intensity at attack fre-
quencies ranging from 10 MHz to 1000 MHz. It is evident that VGA
demonstrates significantly higher leakage intensity than HDMI
within the frequency band below the PC’s 3rd harmonic (10 MHz -
445.5 MHz). In contrast, above the PC’s 5th harmonic (742.5 MHz -
1000 MHz), HDMI shows a slightly higher intensity than VGA.

The disparity in EMR intensity between VGA and HDMI is due
to their voltage ranges and pixel encoding methods. In the low-
frequency band, the EMR intensity is mainly determined by the
magnitude of cable voltage fluctuation. VGA operates within a
voltage range of 0V to 0.7V, whereas HDMI has a voltage swing
of 0.4V, hence VGA’s EMR intensity is higher than that of HDMI
below PC Hz. However, the black-white pixel stream drives the
voltage waveform of VGA to approximate an ideal square wave,
which more effectively concentrates the emission energy in the
lower frequency band. Due to TMDS encoding, HDMI disperses
part of its energy across frequencies other than the target attack
frequency, resulting in a wider emission spectrum [51] and a more
evenly distributed EMR intensity across the 10-1000 MHz range
compared to VGA. In addition, we observed deviations between the
actual bus voltage and the prescribed manufacturing standards. For
example, when the monitor displays a 60 MHz attack image, the
actual valley and peak voltages of the VGA are 0.0673V and 0.696V
as illustrated in Figure 4 (d), which are not strictly equal to the
specified 0V and 0.7V. We speculate that the alternating black-and-
white pixel pattern leads to voltage overshoot and undershoot [44],
which in turn results in fluctuations in emission intensity across
various attack frequencies.

Although VGA and HDMI exhibit sufficient emission intensity to
achieve frequency compatibility with LoRa bands (433-470 MHz and
868-915 MHz), the SNR significantly degrades near the PC frequency
and its harmonics. This decline is mainly due to interference from
the EMR of Sync. Therefore, to maintain covert channel quality,
attackers should avoid selecting frequencies close to the 3rd and
6th harmonics of the PC.

4.2 CTCC to LoRa

In this subsection, we present the methodology for constructing
LoRa-compatible EM packets. Then, we explore strategies for per-
formance enhancement that attackers could exploit with low-cost
SDRs.

The core idea of modulating EMR into LoRa waveforms is to
continuously shift the emission frequency in accordance with LoRa
receiver’s settings (SF and BW) at a selected LoRa frequency. This
controlled frequency sweeping emulates the chirp signals used in
LoRa modulation and enables the construction of LoRa-compatible
EM packets.

Figure 10 (a) illustrates a standard LoRa packet configured with
SF=8&BW=500kHz. The Preamble part comprises multiple consec-
utive basic up-chirps and helps the receiver detect the incoming
signal and synchronize its timing; the SyncWord, made up of two
up-chirps, serves to distinguish different LoRa networks; the Start
Frame Delimiter (SFD) contains 2.25 basic down-chirps, which mark
the beginning of the Payload part; finally, the Payload carries ac-
tual encoded data. To ensure that EM packets can be recognized
and decoded by the COTS LoRa devices, the chirp duration and
frequency band need to comply with LoRa standards.

Mapping chirp duration to pixel number. A LoRa chirp
consists of 25F samples at a sampling rate of BW. Thus, the chirp
duration can be calculated as follows:

9SF
Tchirp = m 8)

Given that the sampling rate of the video cable EMR transmitter
is equal to PC (Hz), generating a LoRa-style EM chirp requires
Npixel consecutive pixels:

Npixel = Tchirp -PC )

EM chirp modulation. We modified the input and modulation
parts of Algorithm 1 to emit an EM chirp whose frequency varies
linearly over the [fz - %, fe+ %] range.

In Algorithm 2, fj,,, and fp;gp, define the frequency boundaries;
Npixel is the pixel length required for the video cable to emit an EM
chirp; SF and BW are consistent with the LoRa receiver settings; K
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Figure 10: COTS LoRa signal waveform and EM chirps.

Algorithm 2 For emitting a modulated up-chirp EMR

t: Input: f,,=fc - %, Shigh=fe + %, pixel duration Nyl
spreading factor SF, chirp symbol offset K, PC

: F1 = mod(fiy,, PC)/PC;

: F2 = mod(fhigh, PC)/PC;

: Fstep = (F2 - Fl)/NpixeB

6: Val = sin(2.0-7- (F1+Fstep mod (Npixel - 557 +Timer—1, Npiyel))-
Timer)

SN N

is the symbol offset corresponding to the chirp to be transmitted.
Line 3 to line 5 calculate the downsampling ratios F1 and F2 to
emit the EMR at fj,,, and fh4, frequencies. Line 6 modulates an

EM chirp with an initial frequency of f;,,, + ZSLF -BW and K is an

integer between [0, 25F-1]. For the SFD part, Algorithm 2 reverses
Siow and fpigp to emit the down-chirp.

To demonstrate the effectiveness of this approach, Figure 10 (b)
shows a high-fidelity EM packet emitted by a VGA cable, which
closely mirrors the chirp duration and frequency of the standard
LoRa packet in Figure 10 (a). The noise within the EM packet is
attributed to signal intervals when the monitor scans to the end
of each scanline. Due to LoRa’s high sensitivity and strong noise
resilience, COTS LoRa receivers can still reliably identify and decode
these LoRa-compatible EM packets.

Since LoRa’s configuration encompasses a rich combination of
BW and SF, each combination requires the video cable to emit EM
chirp signals based on different EMR shifting speeds and trans-
mission durations. Specifically, the combination of SF6&500 kHz
requires the shortest chirp duration, while SF12&125 kHz corre-
sponds to the longest chirp duration, which are the upper and lower
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Figure 12: Minimum number of attack frames required as-
suming the payload size are 24 bits.

limits of all possible combinations. Fortunately, the video cable EMR
transmitter’s high sampling rate (148.5 MHz) provides sufficient
resolution and timing precision to handle all such cases. Figures 10
(c) and (d) demonstrate these two extremes via HDMI cable.

Impact of frame interval: When the duration of a single EM
packet exceeds the time span of one frame (approximately 16.7ms),
TEMPEST-LoRa combines multiple attack frames into an attack
video to emit a longer EM packet.However, the unavoidable frame
interval (the time interval between the end of one frame and the
start of the next) introduces an emission gap of approximately
0.673ms, which may disrupt the continuity of the EM signal and
cause the resulting packet to be decoded incorrectly. Figure 11(a)
illustrates a segment of an EM packet affected by such a frame
interval. In this example, the chirp is configured with SF6&BW500
kHz. The intended LoRa-compatible EM packet carries the Payload
of Hello, TEMPEST-LoRa. However, due to the emission gap caused
by the frame interval, the decoded output is Hello, TEMOEST-LoRa
as shown in Figure 11(b).

The settings of SF and BW, the number of frames, and the payload
length jointly determine the effect of the frame interval on the EM
packets. To provide an understanding of this trade-off, Figure 12
illustrates the number of frames required by TEMPEST-LoRa to
construct an attack video under various combinations of SF (6 to
12) and BW (125, 250, and 500 kHz), assuming a fixed preamble of
4 up-chirps and a payload length of 24 bits (raw data length). Since
the duration of the frame interval is fixed, Figure 12 also shows
the ratio between the frame interval duration and the duration of
the corresponding chirp. Increasing the chirp duration reduces the
relative impact of frame intervals may corrupt EM packets, but at
the cost of requiring more frames in the attack video. Note that since
the LoRa physical layer uses error correction mechanisms such as
the Hamming code, even EM packets containing frame intervals
may be correctly decoded. We evaluated the packet reception rate
under different parameter configurations in Section 5.4.
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4.3 Low-cost SDR-based Enhancement

The above section showed that attackers could generate LoRa-
compatible EM packets and receive them with operational LoRa
devices deployed worldwide. To exploit LoRa nodes/gateways, at-
tackers are limited to the parameter configurations (e.g., SF, BW,
central frequency, payload size, etc) of the LoRa standard. In the
following, we present an SDR enhanced TEMPEST-LoRa, which
could enable attackers the increased flexibility in generating EM
packets not limited by the commercial LoRa standard.

Flexible frequency selection. Given the flexible frequency
selection capabilities of the video cable EMR transmitter and SDR,
attackers will be capable of selecting and generating an arbitrary
attack frequency within 1000 MHz to evade potential detection
mechanism or select frequencies with higher intensity to enhance
attack distance. We selected f;4, = 201 MHz as the representative
frequency of this SDR-based version from Figure 9. f;4, is away
from the crowded ISM band, which can reduce interference from
other coexisting wireless protocols (e.g. RFID [55], ZigBee [54],
NB-IOT [48] and GSM [16]), and the risk of being detected by other
COTS wireless receivers.

Align the signal interval: To overcome the damage to the con-
tinuity of EM packets caused by the signal intervals, we customized
a stepping chirp to align the line interval and frame interval as
shown in Figure 13. Within one frame image, each scanline emits
one single-frequency EMR, and consecutive 25 scanlines together
constitute a stepping chirp EMR. In this way, the line interval is
aligned in each step, and the frame interval is aligned in each frame,
thus ensuring the signal continuity of the EM packets. The fre-
quency separation between two adjacent steps is I;TV,‘E/. Each line
step T;orq1 comprises the duration Tj;,,. of one scanline within dis-
play area and the line interval T,,,;;4, Which can be expressed
as:

Trotal = Tline + Tinvalids
(10)

Tiine = Tp : Xpixels Tinvalid = Tp - Xinvalid

here, Xpixe represents the horizontal pixel count (1920 pixels)
within the display area, while X;,,,41;4 denotes the aggregate pixel
count of Porch and Sync regions with in a single scanline (2200 -
1920 pixels). Thus, one stepping up-chirp UCsyep () in Figure 13
can be expressed as:

25F 1

BwW BwW t—i-T
UCup(t) = ), Si“(z”(fc‘T”‘zs*F)t)'r“t(%)

i=0 line
(11)
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Figure 14: (a) The monitor displaying the attack image/video.
(b) COTS LoRa node (SX1262) and gateway (SX1302) with
LoRa antennas. (c) SDR-based receiver.

where the rectangular window function is defined as

1 1

1, —5<7t<5

rect(r) = 2 T2
0, otherwise

where f; is the chirp’s center frequency, and rect(r) is used to
describe the transmission of the signal within a specific period of
time. Specifically, for each step (T;yz41), the rect(z) function acts
as a switch only when ¢ is ’on’ (value 1) in the period of Tj;;,, and
‘off’ (value 0) in Tjp,,41i4- This ensures that the step frequency of
each EMR is emitted only within the specified time slot, resulting
in a stepping chirp signal. In the stepping dechirp calculation, the
receiving end utilizes the basic stepping down-chirp DCs;ep (t) to
demodulate the received stepping up-chirp:

25F 4 .

DCstep(t) = iZ;‘ sin (Zn’ (fc + ? —i- fs—‘/}:) t) - rect (tlTnethal)

k (12)

In this SDR-based version, we set the SF to 10, and the residual

56 scanlines (1080-21%) and the frame interval serve as a guard

interval. This stepping chirp’s duration is approximately equal to

the parameter configuration of SF = 12 and BW = 250 kHz in the
standard LoRa protocol.

5 Experimental Evaluation

Experiment setup: Except for the cross-device evaluation in Sec-
tion 5.1, we use a DELL P2317H monitor connected via a 1.5m VGA
or HDMI1.4 cable (manufactured by UGREEN) to play the attack
videos. The monitor is configured with a resolution of 1080x1920
and a refresh rate of 60 Hz, as illustrated in Figure 14 (a).

For COTS LoRa receivers, we use SX1262 LoRa nodes (for evalu-
ation at 433 MHz) from LILYGO [43] and SX1302 LoRa gateways
(for evaluation at 915 MHz) from WaveShare [69], equipped with
standard circular antennas (2.2 dBi gain) as shown in Figure 14
(b). Upon detecting EM packets, these devices return data (Pay-
load) and Received Signal Strength Indicator (RSSI). For SDR-based
TEMPEST-LoRa, the chirp bandwidth is fixed at 500 kHz, and we
employ a HackRF One [14] paired with a log-periodic antenna (6
dBi gain) to capture the physical layer samples for processing, as
shown in Figure 14 (c).

5.1 Cross-device feasibility

To evaluate the cross-device feasibility of TEMPEST-LoRa, we use
various commercially available display devices and video cables to
emit EM packets at 433 MHz and 915 MHz. Then we record the
RSSI values returned by the COTS LoRa devices.
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Table 2: Testing of TEMPEST-LoRa on different cable specifi-
cations.

Cable T Lensth Returned RSSI | Returned RSSI

Manuf. ype eng at 433MHz at 915MHz
VGA/ -76 dBm/ -97 dBm/
SAMZHE | g | 1OM 79 dBm -74 dBm
VGA/ -76 dBm/ -96 dBm/
PHILIPS | ppnrng | 1™ -77 dBm -74 dBm
VGA/ 74 dBm/ -93 dBm/
CHOSEAL | pnimpg | 19 76 dBm -76 dBm
VGA/ 73 dBm/ 94 dBm/
HP HDMIT4 | 1P -75 dBm -76 dBm
VGA/ 05 -78 dBm/ -95 dBm/
HDMI14 | O™ -78 dBm -75 dBm
UGREEN | VGA/ 78 dBm/ 95 dBm/
HDMIL4/ | 1.5m -77 dBm/ -75 dBm/
HDMI2.0 -77 dBm -76 dBm
VGA/ 5 76 dBm/ 94 dBm/
HDMI1.4 m -75 dBm -75 dBm
VGA/ o 73 dBm/ 92 dBm/
HDMI1.4 m -73 dBm -73 dBm

This test used Dell P2317H monitor.

We first tested video cables from different manufacturers, with
cable types and lengths as shown in Table 2. All cables have shielded
metal layers (i.e., aluminum foil wrapped around each bus) to mini-
mize EM leakage. The results show that all video cables tested were
able to be manipulated by TEMPEST-LoRa to emit EM packets. The
reason for TEMPEST-LoRa’s cross-device compatibility is that the
electrical characteristics of commercially available display devices
and video cables all follow the manufacturing standards defined by
the Video Electronics Standards Association (VESA) [2], so their
EM emission characteristics are also similar.

In general, there was no significant difference in the EMR inten-
sity of the video cable of different manufacturers, and the corre-
sponding RSSI values were similar. TEMPEST-LoRa is also compat-
ible with VGA and two mainstream versions of HDMI (1.4 and 2.0).
In the measurement of cable length, we tested VGA and HDMI1.4
from UGREEN with lengths of 0.5m, 1.5m, 5m, and 10m. We noticed
that the RSSI value increased slightly with increasing cable length.
For example, the RSSI corresponding to HDMI1.4 from 0.5m to 10m
increased from -78 dBm to -73 dBm. We speculate that the actual
power of the longer cable will increase slightly, resulting in an
increase in EMR intensity.

Next, we test TEMPEST-LoRa on different display devices. De-
tailed manufacturers and models are shown in Table 3. The results
show that TEMPEST-LoRa shows a wide range of feasibility on
display devices from different manufacturers/models, and there
is no significant difference in the RSSI values returned by COTS
LoRa receivers. Additionally, although the main attack scenario of
TEMPEST-LoRa is a monitor connected to a video cable, it can also
work on projectors and TVs.

5.2 Attack Distance

We measure the maximum attack distance both indoors and out-
doors. The attack video loops on the screen (i.e., the video cable
repeatedly emits EM packets), and the EM packet’s payload length
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Table 3: Testing of TEMPEST-LoRa on different display de-
vices.

Device Device Returned RSSI | Returned RSSI
Type Manuf. Model at 433MHz at 915MHz
(VGA/HDMI) | (VGA/HDMI)
| o || o
Monitor Dell P2225H __i(; ?1}153“;1/ -—?766 Ccli};‘;/
PHILIPS |  275M7C 7775 ‘;1;‘:1/ 9735 iiiBBr]r:
HP P24V G5 7788 ‘;}133’;11/ 9756 %1?;:1/
Xiaomi | RMMNT27NF 7787 ‘il%‘r‘;/ 9;77 (31}1331;/
Projector SONY VPL-U300WZ -7756 (311;1:1/ __97‘1 (311?31:111/
o | o | b | b
v Lenovo | Ideatv 55E31Y _—77'78 (111133“1:1/ '_9734 ‘i;;‘;l/

This test used VGA (1.5m) and HDMI1.4 (1.5m) made by UGREEN.

is fixed to 24 raw bits. In this section, the ‘'maximum attack dis-
tance’ is defined as the farthest distance at which the receiver can
reliably decode the EM packets. This distance is determined by
moving Rx along the Measurement Path in Figure 15 (a) and (b)
until the receiver is no longer able to receive and decode EM pack-
ets completely and correctly. Around the extreme attack distance,
the receiver may detect LoRa packets, but the decoded Payload
contains errors Due to signal attenuation. Therefore, the maximum
attack distance we record is the farthest location where correctly
decoded EM packets exist. For the evaluation of COTS LoRa, we
ensure that the SF and BW of the EM packets match the settings of
the LoRa receivers with SF ranging from 6 to 12 and BW options at
125 kHz, 250 kHz, and 500 kHz.

Indoor: The indoor testing is conducted in an office as shown
in Figure 15 (a), where the distance between the two endpoints is
40m, a distance we deem sufficient to exceed the lengths of most
real-world offices. The victim’s computer (Tx) is placed on the far
right side of the room. The receiver moves along the measurement
path until the EM packet can no longer be decoded correctly. Table 4
shows the maximum attack distances in the office scene. As the
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Figure 15: Indoor, outdoor, and through-wall scenes.
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Table 4: Indoor attack distances on COTS LoRa.

433MHz&VGA SF6 SF7 SF8 SF9 SF10  SF11  SF12
125kHz 36.7m  40m 40m 40m 40m 8.8m 1.0m
250kHz 285m  32m 40m 40m 40m  352m 3.2m
500kHz 23.0m 179m 30.4m  40m 40m 40m  6.5m
433MHz&HDMI | SF6 SF7 SF8 SF9 SF10  SF11  SF12
125kHz 304m 37.2m  40m 40m 40m 6.0m 1.0m
250kHz 287m 28.7m 37.5m  40m 40m 32m  3.5m
500kHz 17.2m 16.6m 309m  40m 40m 40m  6.0m
915MHz&VGA SF6 SF7 SF8 SF9 SF10  SF11  SF12
125kHz 25.0m 252m 26.5m 33.5m 305m 85m 1.0m
250kHz 220m 225m 26.2m 30.0m 27.4m 19.lm 3.4m
500kHz 172m 179m 225m 27.7m 26.5m 23.5m 5.3m
915MHz&HDMI | SF6 SF7 SF8 SF9 SF10  SF11  SF12
125kHz 40m 40m 40m 40m 40m 6.0m 1.0m
250kHz 40m 40m 40m 40m 40m  19.5m 3.5m
500kHz 40m 40m 40m 40m 40m 40m  6.5m

Table 5: Outdoor attack distances on COTS LoRa.

433MHz&VGA SF6 SF7 SF8 SF9 SF10 SF11 SF12
125kHz 40.lm 46.0m 47.4m 52.2m 50.5m 8.5m 1.5m
250kHz 27.6m 385m 42.0m 47.5m 47.Im 26.0m 3.5m
500kHz 234m 30.6m 37.6m 435m 419m 43.0m 6.5m
433MHz&HDMI SF6 SF7 SF8 SF9 SF10 SF11 SF12
125kHz 36.6m 45.0m 46.2m 50.0m 51.0m 12.Im 1.0m
250kHz 319m 37.Im 42.0m 444m 47.5m 19.6m 3.0m
500kHz 234m 294m 36.5m 414m 42.1m 395m 4.0m
915MHz&VGA SF6 SF7 SF8 SF9 SF10 SF11 SF12
125kHz 231m 278m 32.0m 39.5m 36.5m 10.7m 1.0m
250kHz 20.lm 223m 295m 36.7m 342m 17.5m 3.3m
500kHz 154m 19.7m 24.0m 285m 30.5m 29.4m 6.0m
915MHz&HDMI SF6 SF7 SF8 SF9 SF10 SF11 SF12
125kHz 642m 684m 735m 87.5m 87.2m 17.5m 3.5m
250kHz 619m 67.Im 70.5m 77.4m 83.5m 243m 7.5m
500kHz 53.1m 61.0m 66.lm 728m 69.2m 50.0m 10.0m

chirp duration (starting from SF6&500 kHz) increases, the attack
distance gradually increases until it reaches 40m at the end of the
room. This combination of SF&BW and the growth relationship
of transmission distance are consistent with LoRa technology. At
433 MHz, between SF7 and SF11, both VGA and HDMI can sup-
port a transmission distance of up to 40m. At 915 MHz, VGA’s
maximum attack distance is 33.5m at SF8&125 kHz, while HDMI’s
maximum attack distance can be 40m. However, when the chirp
duration surpasses the threshold of SF11&250 kHz, the attack dis-
tance drops sharply. This is because as the chirp duration increases,
the number of frames required for the attack videos increases, re-
sulting in increased errors due to the frame intervals. Figure 16
shows the maximum attack distance of SDR-based version. With
the log-periodic antenna (higher receiving gain) and higher leak-
age intensity at f;g, frequency, TEMPEST-LoRa can achieve the
maximum attack distance of 40m.

Outdoor: For the outdoor scenario, we evaluate the maximum
attack distance on a playground shown in Figure 15 (b). The receiver
is moved along the measurement path from the Tx to determine
the maximum attack distance. Table 5 shows the maximum at-
tack distances supported by COTS LoRa in outdoor environments.
The outdoor evaluation mirrors the indoor evaluation, with the
attack distance incrementally extending as the chirp duration until
SF11&250 kHz. Beyond this threshold, the attack distance decreases
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Figure 16: Maximum attack distances on SDR.

due to the frame interval. At 433 MHz, the maximum distance is
52.2m at SF9&125 kHz with the VGA cable, and 51.0m at SF10&125
kHz for HDML In the 915 MHz band, the HDMI cable performs
better, and the attack distance that can be achieved at the SF9&125
kHz settings is 87.5m. While using VGA cable at SF9&125 kHz, the
distance reaches 39.5m. When using an SDR-based receiver, the
maximum distance is extended to 112m (HDMI) - 132m (VGA).

Comparing the results indoors and outdoors, the absence of
obstacles outdoors typically results in longer attack distances com-
pared to indoor environments. On the non-LoRa frequency bands,
the higher emission intensity and higher antenna gain enable at-
tackers to capture secret data from over hundred-meter away using
the SDR. In addition, we notice that when the victim uses an HDMI
cable, the attack distance at 915 MHz (87.5m) is longer than that at
433 MHz (51m), although the leakage intensity of 433 MHz (47.8
dB) is slightly higher than that of 915 MHz (43.1 dB) as shown in
Figure 9. We speculate that the main reason for this difference is
that the sensitivity of LoRa gateways is higher than that of individ-
ual LoRa nodes. From the attacker’s perspective, the malware can
initially identify the victim’s cable type. If it is VGA, it could emit
EM packets at 433 MHz; if it is HDMI, 915 MHz is more effective.
Subsequently, the malware can select the appropriate settings (such
as SF9&125 kHz, or use the SDR-based version of TEMPEST-LoRa)
to decode secret data at a longer distance.

5.3 Through-wall Transmission

Next, we evaluate the through-wall transmission in the scenarios
shown in Figure 15 (c). The Tx is located in Office A. The distance
between Tx and the location of the outdoor receiver (Rx) is 15m,
obstructed by a 30cm-thick concrete exterior wall; the distance be-
tween Tx and indoor Rx is 10m, separated by two concrete interior
walls (25cm thick). To evaluate the receiving capability of COTS
LoRa, Tx emits EM packets at 433 MHz via VGA cable and at 915
MH?z via the HDMI cable with SF9&125 kHz settings (the combi-
nation for the optimal attack distance); we record the RSSI value
returned by the LoRa node/gateway. For the SDR-based version,
we compute the DNR of captured signals from VGA and HDMI.

Table 6: The EM packets’ RSSI (for COTS LoRa) and DNR (for
SDR) after through-wall transmission.

Through wall | 433MHz 915MHz SDR-based
One Exterior | -108 dBm - | -108dBm - | 18.7 (VGA)
Wall -112dBm | -111dBm | 14.7 (HDMI)
Two Interior | -116 dBm - | -115dBm - | 11.6 (VGA)
Walls -120 dBm | -118dBm | 7.4 (HDMI)
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Figure 17: (a) PRR under various SF&BW. (b) PRR under
various payload lengths.

Table 6 shows the RSSI and DNR values for through-wall trans-
mission using COTS LoRa devices and SDR. In the ’indoor to out-
door’ scenario, the RSSI values reported range from -108 dBm to -112
dBm. While in ’indoor to indoor’, transmissions experience more
significant attenuation after passing through two interior walls,
with RSSI decreasing from -115 dBm to -120 dBm. As a comparison,
the minimum RSSI we observed in attack distance evaluation is
between -120 dBm and -124 dBm. For the SDR-based version, we
first measure the initial DNR of chirps at 1m away from Tx, which
is 31.9 for VGA and 24.3 for HDMI. After penetrating one exterior
wall, the DNR of VGA and HDMI drops to 18.7 and to 14.7, respec-
tively; while after penetrating two interior walls, EM emission is
further attenuated, with the DNR of VGA dropping to 11.6 and that
of HDMI dropping to 7.4.

5.4 Packet Reception Rate

To quantify the impact of signal intervals on EM packets, we mea-
sure the packet reception rate (PRR) in the office scenarios shown
in Figure 15 (a). The EM packets were emitted 1000 times; success-
ful packet reception is defined as all bits in the EM packet being
decoded correctly. We evaluate 433 MHz using VGA and 915 MHz
using HDML

Combination of SF and BW: The settings include SF6 to SF12,
paired with BWs of 125 kHz and 500 kHz, and the payload length
is 24 raw bits. The COTS LoRa receivers are placed at half the
maximum attack distance indoors as shown in Table 4 (e.g., 16.75m
from the monitor when at the HDMI&SF9&125 kHz setting).

As shown in Figure 17(a), the PRR exhibits a gradual decline from
100% to around 80% as the SF and BW increase and drop sharply
when the SF is higher than 11 at BW of 500 kHz. In contrast, this
turning point is at SF10 if the BW is 125 kHz. The reason is that the
longer chirp duration requires more frames of attack video, which
increases the possibility of EM packets being decoded incorrectly.
Notably, under the same SF&BW settings, the cable type has little
impact on the PRR.

Payload Length: Given the minimal impact of cable type on the
PRR, in this evaluation, we use HDMI at 915 MHz to measure the
PRR across payload lengths ranging from 8 raw bits to 480 raw bits.
We select two representative combinations: SF6&500 kHz (with the
minimum chirp duration) and SF9&125 kHz (with the longest attack
distance). The COTS LoRa receiver/SDR is positioned 20m/40m
from Tx.

As shown in Figure 17(b), under SF6&500 kHz, the PRR sustains
at 100% when the payload length is less than or equal to 360 bits.
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Figure 18: The frame number of attack video and the play-
back time for transmitting different amounts of secret data.

However, it plummets to 0% when the payload length reaches 400
bits. This decline occurs because the 400-bit payload needs about
1.02 frames (that is, the attack video containing 2 frames), and one
frame interval could destroy 5.2 chirps at SF6&500 kHz, such broken
packets exceed LoRa’s tolerance. Conversely, under the SF9&125
kHz setting, the PRR is 93% for 24-bit payload and begins to decline
sharply beyond 40 bits. The duration of the frame interval is roughly
2% of a single chirp, which suggests a lower likelihood of EM packet
corruption. Nonetheless, SF9&125 kHz requires more frames under
the same payload length, and the PRR starts to drop at a shorter
payload length. On the SDR, benefiting from the design of aligning
signal interval, the EM packets with payload lengths ranging from
8 bits to 480 bits can be successfully decoded at a distance of 40m.

5.5 Data Rate

Data size: As shown in Figure 18, we selected the two most rep-
resentative settings of SF6&BW500 kHz and SFO&BW125kHz to
evaluate the number of attack video frames and the correspond-
ing video time. For a short message of 1 kb (e.g., access keys),
TEMPEST-LoRa can complete the transmission in less than 1 sec-
ond. For confidential information of 10 kb to 100 kb (e.g., log files),
it only takes 46.7ms to 4.6s under the fastest setting SF6&BW500
kHz, and SF9&BW 125 kHz takes between 8.8s and 88.3s.

Goodput: Next, we evaluate the actual throughput (goodput,
the actual data rate after the error packets are removed) in indoors,
including SF6&500 kHz, SF9&125 kHz, and SDR-based version,
at frequencies 433 MHz (VGA), 915 MHz (HDMI), and f;4,. The
theoretical throughputs corresponding to these settings are 21.6
kbps, 1160 bps (which are equal to the standard LoRa’s throughput),
and 180 bps, respectively. The receiver is positioned at distances of
10m, 20m, and 40m from Tx. During each test, Tx emits 1000 EM
packets, and we calculate the goodput.

Table 7 shows the goodput in the three settings at 10m to 40m. At
10m and 20m, TEMPEST-LoRa only has slight packet loss, and the
goodput is equal to or close to the theoretical maximum throughput.
As the distance increases to 30m to 40m, except for SF6&500kHz&VGA
setting, which is not measured due to signal attenuation, the good-
put of other settings decreases slightly. In general, in an office
scenario, attackers can choose the SF6&BW500 kHz to transmit
sensitive data at the fastest speed; if the receiver is far away from
the victim, using SF9&BW125 kHz setting or the SDR-based version
can capture secret data at a slightly lower rate but a longer distance.
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Table 7: Goodput at 10m, 20, 30m, and 40m.

433MHz&VGA | SF6&500kHz SF9&125kHz SDR-based
10m 21.6 kbps 1160 bps 180 bps
20m 20.5 kbps 1156.5 bps 180 bps
30m / 1153 bps 179.6 bps
40m / 1148.4 bps 179.2 bps

915MHz&HDMI | SF6&500kHz SF9&125kHz  SDR-based
10m 21.6 kbps 1160 bps 180 bps
20m 21.53 kbps 1160 bps 180 bps
30m 21.38 kbps 1154.2 bps 178.9 bps
40m 21.04 kbps 1151.9 bps 178.4 bps

5.6 Impact of Receiving Direction

We measure the emission intensity in various receiving directions
for four potential cable placements: vertical, horizontal, circular,
and curved. The Rx is placed at a distance of 10 meters from the
monitor at different directions to record the RSSI values.
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Figure 19: RSSI values in various directions.

As shown in Figure 19(a), overall, the RSSI of HDMI at the 915
MHz attack frequency is slightly higher than that of VGA at 433
MHz, and we marked the maximum and minimum RSSI of 915
MHz&HDMI in the corresponding direction. In all placement meth-
ods, the RSSI in front of the monitor (0°) is the highest (-88 dBm
to -90 dBm). In the vertical placement, the position of minimum
RSSI (-95 dBm) is behind the monitor (180°) because the monitor
itself blocks part of the leakage. When placed horizontally, the RSSI
on the sides of the monitor (90° and -90°) is the smallest (about -99
dBm). If the cable is placed casually, RSSIs range from -90 dBm
to -97 dBm. Overall, the EMR intensity in different directions is
relatively uniform, implying that attackers are not restricted to
specific orientations when receiving the secret packets.
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6 Discussion

In this section, we discuss considerations for practical deployment,
TEMPEST-LoRa future work and countermeasures.

Multiple active monitors: The malware carrying TEMPEST-
LoRa may infect multiple computers in proximity to the victim. If
these active monitors simultaneously emit EM packets using the
same LoRa settings, the receiving end may have difficulty distin-
guishing them. A straightforward solution is to embed a unique
hardware identifier (e.g., CPU ID or motherboard UUID, which is
accessible at the software level) in each EM packet to enable source
differentiation at the receiver. Furthermore, malware can utilize
these hardware IDs to schedule transmission at randomized times,
reducing the likelihood of packet collisions.

TEMPEST-LoRa and CTCC’s future extension: Although
this paper uses a common display setting of 1080x1920@60Hz for
analysis and evaluation, TEMPEST-LoRa can be adapted to other
resolutions and refresh rates by adjusting the input parameters
(ScreenH, ScreenW, and PC under the corresponding display set-
ting) in Algorithm 2, enabling COTS LoRa devices to decode the
EM packets.

Additionally, on the basis of our experimental observations, we
believe that the concept of CTCC can be extended to other commer-
cial wireless technologies. First, we observe that the video cable can
emit EMR beyond 1000 MHz as discussed in Figure 9. For example,
HDMI cables still exhibit measurable EMR intensity at 2.4 GHz
(WiFi and Bluetooth’s frequency bands). Second, while generating
waveforms compatible with other wireless protocols requires more
sophisticated modulation techniques, it is feasible. For instance,
EMR’s amplitude can be more finely controlled by changing the
grayscale value of the pixel (under the commonly used 8-bit RGB
setting, this provides up to 256 levels of intensity control, allowing
the video cable EMR transmitter to approximate 8-bit amplitude
resolution). Furthermore, the EMR phase can also be manipulated
by controlling the spatial arrangement of black-white pixels.

Countermeasures Analysis: Given the non-privilege, high
flexibility of attack frequencies, and strong attenuation resistance
of TEMPEST-LoRa, traditional countermeasures against physical
covert channels need to be re-examined and improved:

(1) EM shielding. The video cables we experimented with in
the evaluation are shielded with aluminum foil, copper braid, and
twisted pair designs to reduce EMR. These shielding methods could
protect against conventional EM covert channels, but fail to defend
against attackers armed with TEMPEST-LoRa. The main reason is
that the LoRa-compatible EM packets could benefit from strong
noise resilience of LoRa wireless technology and high sensitivity of
LoRa radios and be received at much greater distances even when
the video cables are shielded and EM signals are minimized. We
call for innovative shielding methods to mitigate the risks posed
by CTCC techniques.

(2) RF jammers. RF jammers could overpower the leaked signal
with high-power noise and obstruct CTCC’s reception. This po-
tential protection method would inevitably disrupt normal LoRa
communications widely deployed worldwide as well as other coex-
isting wireless communications in the ISM bands such as WiFI and
wireless radios for medical devices, which makes these countermea-
sures infeasible in practice. Moreover, attackers could adaptively
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select different parameter configurations such as SF, BW and even
central frequency to evade from RF jammers and covert channel
detection.

(3) Covert packet detection. Unlike prior EM covert channels
that rely on custom modulation schemes with distinctive spectral
patterns (such as B-FSK), the LoRa-compatible waveforms making
covert EM packets resemble legitimate LoRa transmissions on the
spectrum. This similarity allows them to bypass conventional RF
anomaly detection based on spectral signatures. However, subtle
waveform differences still exist between LoRa-like EMR signals and
genuine LoRa transmission. These differences do not affect packet
decoding, but may serve as a basis for countermeasures. Future
work could explore detection algorithms based on physical-layer
fingerprints to differentiate covert EM packets from legitimate ones.

(4) Larger isolation area. Given TEMPEST-LoRa’s over-hundred-
meter attack range, the isolation areas for conventional air-gapped
networks must be further expanded. Eliminating all COTS wireless
devices from an entire building or creating a Faraday zoom is vi-
able but incurs prohibitive implementation cost. Considering the
high penetration of LoRa technologies supporting a variety of IoT
applications worldwide, it is increasingly likely that attackers could
self-deploy or leverage existing third-party LoRa infrastructure near
a target to receive LoRa-compatible EM packets. Currently, only a
few highly confidential scenarios (e.g., military applications [24])
can afford and build large shielding areas while other sectors (e.g.,
finance, business, medical, etc) remain vulnerable to the risk of this
new type of covert channel attacks reported in this paper.

7 Conclusion

This paper reveals the risk of covertly leaking sensitive information
from air-gapped computers by generating LoRa-compatible EM
packets with video cables. The EM packets can be received from
widely deployed COTS LoRa devices from afar, even when the
video cables are protected behind concrete walls. Attackers also
could go beyond and break the limit of the communication range of
the LoRa protocol by crafting customized EM packets and receive
with low-cost SDRs. The presented CTCC technologies with fine-
grained control of EM leakage over a large wireless spectrum can
potentially be applied to generate EM packets compatible with
other wireless technologies such as WiFi and ZigBee . We plan
to comprehensively investigate such potential risks and possible
countermeasures in the future.

8 Open Source

To promote reproducibility and further research, we have released
the full implementation of TEMPEST-LoRa as open-source and
permanently archived it on Zenodo: https://zenodo.org/records/
15532223. We provide comprehensive reproduction materials, in-
cluding the source code, detailed configuration settings for the
monitor, the LoRa SX1262 node, and the SX1302 gateway, as well
as some artifacts such as attack images generated under varying
attack frequencies, spreading factors (SF), and bandwidths (BW).

!Preliminary results obtained but not reported in this paper due to page limit
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Communication”, accepted at ACM CCS 2025. The submitted arti-
fact has been evaluated by the Artifact Evaluation Committee and
has received the Artifacts Available badge.

A.1 Abstract

This artifact demonstrates a cross-technology electromagnetic (EM)
covert communication technique that allows secret data to be trans-
mitted via EM radiation (EMR) from a computer’s video cable (VGA
and HDMI) and received by commercial off-the-shelf (COTS) LoRa
devices.

The artifact includes:

o Source code for generating specially attack images and videos
that emit LoRa-compatible EMR signals when displayed.

o Instructions for setup and evaluation.

o Pre-generated demo attack images for quick testing.

The artifact is publicly on both GitHub and Zenodo, and runs
on standard Linux/Windows systems (for transmission) and LoRa
platforms (for reception). When an attack image or video is played
in full-screen mode, it can manipulates the connected VGA or HDMI
cable to emit EMR signals that conforms to the LoRa physical layer.
These EMR packets can be directly received and decoded by nearby
COTS LoRa nodes and gateways, verifying the feasibility of the
covert channel.

The artifact is released under the MIT license.

A.2 Description & Requirements

The artifact is organized as a lightweight, self-contained package,
and includes the following key components:

e README.md: A comprehensive guide to using the arti-
fact. It contains setup instructions, hardware/software re-
quirements, and step-by-step procedures for generating and
testing the covert LoRa transmission.

e EMR Tx/: This folder contains the core source code written
in MATLAB for generating attack images and videos. These
media files are designed to modulate secret data onto elec-
tromagnetic radiation emitted via the VGA or HDMI cable
when displayed on screen. Users can customize transmission
parameters, data payloads, and modulation settings through
the provided scripts.

o AttackSamples/: This folder includes a set of pre-generated
images and videos that can be used directly for testing with-
outrequiring MATLAB or any code execution. These samples
enable quick validation of the covert channel using only a
media player and a COTS LoRa receiver.

A.2.1 Security, privacy, and ethical concerns. This artifact does
not pose risks to system security, user privacy, or data integrity.
However, as it involves the emission of electromagnetic signals that
mimic LoRa transmissions, users must take precautions to avoid
unintended interference with nearby legitimate LoRa networks.
Users are strongly advised to operate the artifact strictly in ac-
cordance with local radio frequency regulations and spectrum laws.
The covert transmission should ideally be conducted in controlled,
isolated environments (e.g., Faraday cages or shielded labs) to pre-
vent accidental disruption of operational LoRaWAN infrastructure
or licensed frequency bands. Alternatively, it may be safely tested
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in open environments only if it can be reasonably ensured that no
operational LoRa networks exist within a 100-meter radius, and
that testing does not interfere with nearby wireless services.

No security mechanisms are disabled or bypassed during the
use of this artifact. All operations are software-controlled and non-
destructive to the host system. Nonetheless, ethical use of this
artifact is essential, especially in shared wireless environments.

A.2.2  How to access.

e Zenodo: https://doi.org/10.5281/zenodo.15779950

e GitHub: https://github.com/XieyangSun/TEMPEST-LoRa

e A Demo Video is available at: https://www.youtube.com/
watch?v=HDbdAZd6cLw

A.2.3  Hardware dependencies. This artifact requires the following
hardware:

e Transmitter side (Tx): A computer with a monitor/pro-
jector/TV via VGA or HDMI cable. The display setting is
1080x1920@60Hz.

e Receiver Side (Rx): Any COTS LoRa devices for reception.
In our paper, we used (1) SX1262 LoRa node made by Lilygo.
(2) SX1302 LoRa gateway made by Waveshare.

A.2.4 Software dependencies. The artifact has the following soft-
ware dependencies:

MATLAB: Required for running the core transmission scripts
in the EMR Tx/ directory, which generate the attack images and
videos.

LoRa Receiver Software:

For SX1262 LoRa nodes, users can run a reception program
on the Arduino development environments to detect and log in-
coming LoRa packets. We provide a reference Arduino sketch
(‘SX1262_Receive_Interrupt.ino’ in our artifact) that demonstrates
how to configure the node to receive and log packets.

For SX1302 LoRa gateways, the reception relies on standard
LoRaWAN gateway software stacks, such as Semtech’s packet for-
warder, typically pre-installed.

Users do not need to compile any native code for transmission
if using the pre-generated media in AttackSamples/, and standard
media players (e.g., VLC) can be used for playback.

A.2.5 Benchmarks. None

A.3 SetUp

A.3.1 Installation. To install and verify the artifact, users should
follow the steps below. A simple functionality test—generating
a LoRa-modulated attack video and setting up a COTS LoRa re-
ceiver—can be completed after installation.

1. Install MATLAB and use it to run the most crucial MATLAB
script for generating attack videos in the EMR TX/ folder.

2. To receive the LoRa packets emitted from the screen, users
should configure COTS LoRa receivers:

e For $X1262 LoRa Nodes: We recommend using the Ra-
dioLib framework for convenient control of SX1262-based
LoRanodes. Refer to: https://www.ardu-badge.com/RadioLib.
If using SX1262 boards from LilyGo, refer to their GitHub
repository: https://github.com/Xinyuan-LilyGO/LilyGo-LoRa-
Series.
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e For $X1302 LoRa Gateways: We recommend using Semtech’s
official SX1302_hal framework to configure the gateway
and capture LoRa packets. Refer to: https://github.com/Lora-
net/sx1302_hal.

A.3.2  Basic test. First, users should use MATLAB to run the scripts
in the EMR TX/ directory in the following order:

(1) Config = CrossConfigFile.GetInstance

This script is used to initialize and load global configuration pa-
rameters. Users can edit the CrossConfigFile.m script to customize
transmission parameters such as frequency, spreading factor (SF),
and bandwidth (BW).

(2) PacketInfo = GetLoRaPacketInfo

This script is used to load the symbol sequence of the LoRa
packet’s physical-layer.

(3) GenerateAttackVideo(PacketInfo, Config)
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This script is used to generate an attack video (named ‘Attack-
Video.avi’) in the current directory.

Then, users should continuously play the generated ‘Attack-
Video.avi’ in full-screen mode on the monitor connected via VGA
or HDMI. At the same time, a COTS LoRa node or gateway should
be placed nearby and set to receive mode using the corresponding
configuration and software.

If the transmission and reception parameters (e.g., frequency,
spreading factor, and bandwidth) are correctly matched on both
ends, the COTS LoRa device should be able to detect and decode
the LoRa packets emitted through electromagnetic radiation from
the video cable, confirming the functionality of the covert channel.

A.4 Version
Based on the LaTeX template for Artifact Evaluation V20220926.
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