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ABSTRACT

This paper presents the design and implementation of HyLink
which aims to fill the gap between limited link capacity of LoRa and
the diverse bandwidth requirements of IoT systems. At the heart
of HyLink is a novel technique named parallel Chirp Spread Spec-
trum modulation, which tunes the number of modulated symbols
to adapt bit-rates according to channel conditions. Over strong link
connections, HyLink fully exploits the link capability to transmit
more symbols and thus transforms good channel SNRs to high
link throughput. While for weak links, it conservatively modu-
lates one symbol and concentrates all transmit power onto the
symbol to combat poor channels, which can achieve the same per-
formance as legacy LoRa. HyLink addresses a series of technical
challenges on encoding and decoding of multiple payloads in a
single packet, aiming at amortizing communication overheads in
terms of channel access, radio-on power, transmission air-time,
etc. We perform extensive experiments to evaluate the effective-
ness of HyLink. Evaluations show that HyLink produces up to 10X
higher bit rates than LoRa when channel SNRs are higher than 5 dB.
HyLink inter-operates with legacy LoRa devices and can support
new emerging traffic-intensive IoT applications.
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1 INTRODUCTION

Recent years have witnessed a trend to connect Internet-of-Things
(IoTs) using Low-Power Wide-Area Network (LPWAN) technolo-
gies such as NB-IoT [54, 61], LoRa [32, 34, 48, 49] and Sigfox [46].
The number of global LPWAN connections grows explosively in the
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past five years (2016-2021) with an annual rate of 89.3 % [25, 35].
LPWAN:Ss are featured with both long-range and low-power, outper-
forming traditional IoT technologies in terms of coverage, scalability
and costs [11, 25, 47].

LoRa adopts a prominent Chirp Spread Spectrum (CSS) modu-
lation technology. The PHY bit rates of a LoRa radio range from
0.018 kbps to 37.5 kbps depending on the radio configurations [42].
Restricted by the low duty-cycle regulation of ISM band (e.g., <1 %
in LoRaWAN [34]), the effective data rate of a LoRaWAN link can
be much lower (e.g., a few bps). As such, LoRa is mainly adopted in
IoT scenarios that transmit low-volume and infrequent traffics (e.g.,
environment monitoring [14, 28], smart metering [26]).

However, in practice, the traffic requirements of an IoT system
can be diverse and ever-changing. For instance, a fire-alarm appli-
cation normally produces low traffics yet generates bursty traffics,
including video streaming of on-site cameras, upon detecting ab-
normal events, which requires high throughput. Besides, a practical
IoT system may consist of not only low-volume IoT traffics in a few
bps, but also a variety of traffic-intensive system services hungry
for bandwidth (e.g., firmware update over-the-air [43]). Latest IoT
applications use multi-modal sensors to acquire rich data represen-
tations (e.g., text, voice, image, etc.), which calls for high throughput
data collection over wide areas.

Unfortunately, LoRa does not provide sufficient link capacity
to support traffic-intensive tasks even over relatively good wire-
less channels. The limited throughput may prevent a link from
serving regular IoT traffics let alone those need higher throughput.
Moreover, due to the slow link speed, it needs to turn on LoRa
radio for a rather long time, which consumes lots of power and
dramatically shortens the battery life. The limited link capacity has
indeed become a major factor hindering the wider adoption and
development of LoRa in practical IoT systems. Our study aims to
fill the gap by bringing high throughput to LPWAN links without
sacrificing communication range or consuming extra power.

We revisit LoRa PHY to seek potential improving rooms for link
throughput. We find that the current LoRa adopts narrow-band
modulation and long symbols to support reliable communications
at long-range and low-power. Such PHY designs are beneficial for
combating the probable bad channel conditions in the presence
of long-range link connections. However, narrow-band and long
symbol designs inevitably suffer slow rates of symbol modulation,
which can physically restrict link capacity. As a consequence, the
maximum throughput of a link connection is confined to a few
kbps even when a link has very good channel conditions. While it
is reasonable to transmit at conserved data rates through weak link
connections, can we fully exploit the channel capability of strong
links to break the limitations of LoRa PHY for higher throughput?
We argue that rather than transmitting one symbol at a time as
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Figure 1: Parallel CSS (p-CSS) enlarges modulation space and
produces near Nx bit-rate gains.

LoRa does, links of strong connections could be better utilized by
transmitting multiple symbols concurrently, which is promising to
multiply throughput by times.

To fully harness the wireless channel conditions, we propose a
novel parallel CSS technique (termed p-CSS) which modulates N
symbols in a chirp duration to speed up bit rates over strong links.
While N symbols are modulated, the chirps of different symbols
would generally differ in frequency, which enables us to demodu-
late the symbols in parallel. From a signal modulation perspective,
p-CSS can dramatically increase symbol modulation space. As illus-
trated in Figure 1, the standard CSS divides a frequency band into
M bins and selects one out of the M bins to modulate a symbol. The
modulation space is M. If a second symbol is modulated in the same
spectrum, the modulation space can be increased to M X (M — 1),
which allows extra log, (M — 1) bits to be carried in the same chirp
duration. p-CSS can produce near Nx gains when N symbols are
modulated simultaneously.

p-CSS preserves the benefits of LoRa (e.g., long-range, low-power,
high concurrency and good scalability), and goes beyond with high
throughput in good channels. p-CSS can tune the number of modu-
lated symbols to adapt PHY bit-rate according to the channel con-
ditions of link connections. For strong link connections, p-CSS can
fully use the link capability to concurrently transmit more symbols
and thus transform good channel conditions to high throughput.
Whereas for link connections with poor channel conditions, p-CSS
can conservatively modulate one symbol and concentrate all trans-
mit power on the symbol to achieve the same performance of legacy
LoRa. Empirical results show that p-CSS is able to bring bit-rate and
power-efficiency improvements to most practical LoRaWAN links.
As shown in Figure 2, we can send four symbols in parallel even
when the channel SNR is —5dB, which gives 3x higher bit-rates. A
higher bit-rate empowers a link to transmit the same amount of
data in a shorter time, which can reduce the active duration of IoT
sensors and increase battery life by times.

Armed with p-CSS in the PHY, we further present a cross-layer
extension for LoRa, i.e., named HyLink. HyLink takes application
data as input and modulates N symbols per chirp duration as p-CSS
signals. To remain backward-compatible with legacy LoRa, HyLink
divides payload data into N sub-groups and reuses LoRa encoders
to encode data for each group. At a high level, HyLink works as if
N LoRa payloads are carried in one packet. As such, LoRa packet
can be regarded as a special case of HyLink packet when N = 1,
which allows legacy LoRa devices to seamlessly communicate to a
HyLink gateway. Moreover, as N payloads are transmitted through
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Figure 2: (a,b) Spectra of CSS and p-CSS signals; (c,d) Modu-
lated symbols of CSS and p-CSS (N = 4) in a chirp duration.

a single packet communication, they share the spectrum air-time
and packet overheads (e.g., packet preamble, sync. words, network
ID), which can increase both link throughput and power efficiency
without violating the ISM duty-cycle constraint for LoRaWAN.

We solve a series of technical challenges to turn HyLink into
practice. Firstly, as the symbols of N payloads are modulated to-
gether in PHY, a receiver cannot separate the interleaved symbols
of different payloads to correctly decode the payload symbols. To
solve the problem, HyLink reuses the phase and amplitude of chirp
signals, which are not modulated by standard CSS, to encode ad-
ditional bits to uniquely identify the payload group of a symbol.
At a receiver side, HyLink demodulates concurrent symbols and
recovers the phase and amplitude signatures of chirp signals to
distinguish symbols for different payloads.

However, it remains challenging to recover the encoded phase
and amplitude signatures of p-CSS symbols, since the phase and
amplitude can be severely distorted in wide-area communications.
HyLink leverages the symbol structures of p-CSS signals to aggre-
gate signal power into a few frequency bins of demodulated sym-
bols, and extract phase and amplitude from the power-strengthened
signals in the frequency domain. HyLink presents novel methods
that exploit the frame structure of a packet to remove the impacts
of channels on received p-CSS signals (e.g., CFO, STO [57]). After
that, we can correctly extract the phase and amplitude signatures
of received p-CSS symbols.

Second, as p-CSS modulates symbols of N payloads in the same
chirp duration, interference may happen among the symbols, which
can distort the phase and amplitude signatures of symbols. HyLink
exploits the bit-error tolerance of LoRa coding schemes to rear-
range nearby symbols with sufficient frequency guards. Besides,
we design heuristic strategies to allocate power resources among
p-CSS symbols to ensure reliable communications of N payloads.
Lastly, we devise a rate adaptation scheme for HyLink which tunes
N (i.e., the number of modulated symbols in p-CSS) to adapt PHY
data rates to channel conditions.

We implement a prototype system of HyLink using Software
Defined Radio (SDR) platforms and build a testbed consisting of
both USRPs and off-the-shelf commodity LoRa nodes. We conduct
extensive experiments to evaluate HyLink indoors and outdoors
with more than 100 LoRaWAN links. Evaluations show that HyLink
can carry more than 10 payloads in a packet. The PHY bit rates can
reach up to 1 Mbps when SNRs > 5dB. As compared to standard
LoRa, HyLink increases link throughput and, in the meanwhile,
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decreases per-bit energy consumption by one order of magnitude.
HyLink can inter-operate with legacy LoRa nodes and support
concurrent communication with orthogonal parameters.

2 BACKGROUND AND MOTIVATION

Chirp Spread Spectrum. LoRa adopts Chirp Spread Spectrum
(CSS) modulation in PHY, where a chirp signal spreads frequency
across a given frequency band with bandwidth BW. The instanta-
neous frequencies of a chirp increase (up-chirp) or decrease (down-

chirp) with time. A chirp with an increasing frequency from —=3-

to % is called a base chirp. CSS changes the initial frequency of

base chirp to modulate symbols. LoRa divides the whole frequency
band into M bins and pre-defines M up-chirps starting with differ-
ent frequency bins as a symbol set for modulation. Each symbol
encodes SF = log, M bits, where SF corresponds to the Spreading
Factor of CSS modulation. The procedure of LoRa modulation can
be represented as follows.

S(foym: 1) = /2T GIEI . f2xfoumt = (1) - I Pumt (1)

where C(t) = 27 (51 denotes abase chirp, k is the frequency
increasing rate of base chirp and fsym is a modulated frequency
corresponding to the symbol.

LoRa demodulates a chirp signal by multiplying the chirp with
the conjugate of base chirp, denoted by C~1(t). This procedure is
called de-chirp and represented as below.

S(ﬁyma t) - Cil(t) — ej27rfsymt. @

A Fast Fourier Transform (FFT) on the dechirped signal gives fsym
which represents the encoded symbol data.

LoRa data-rate. PHY bit-rate refers to the number of bits physi-
cally transferred by a radio per second. The bit-rate of a LoRa radio
can be primarily controlled by the Spreading Factor (SF) and sig-
nal bandwidth (BW) parameters of CSS modulation. Small SF and
large BW modulate symbols with short chirp duration and air-time,
which can be transmitted at faster speed and produce high bit-rates.
A commodity LoRa radio (e.g., Semtech SX1276 [42]) allows to con-
figure SF in 6~12 and BW in 7.8~500 kHz. The bit-rate varies from
0.018 kbps to 37.5 kbps. The latest LoRa radio (e.g., SX1280 [44])
increases bandwidth (e.g., 2.4 MHz) and supports PHY bit-rate up
to 254 kbps at higher power consumption and more radio resources
(e.g., wide frequency band, high-cost hardware, etc.).

As LoRaWAN operates in ISM bands (e.g., 868 MHz in Europe
and 915 MHz in US), a LoRaWAN link is restricted by the duty cycle
regulations of ISM bands. For instance, the maximum duty cycle
of the US 915 MHz band is 1%, meaning that a LoRa radio shall
transmit at most 36 seconds per hour [40]. The effective data rate
of a LoRaWAN link can be much lower than the PHY bit-rate of a
LoRa radio in practice.

Need for high link throughput. LoRa and other LPWAN tech-
nologies are designed for low-power wide-area IoT connections,
where the IoT sensors normally transmit low-volume traffic in-
frequently (e.g., a few messages a day). However, many emerging
applications need multi-modal sensors to acquire rich data rep-
resentations including images and videos, which calls for high-
throughput links to collect large-volume sensory data over wide
areas. For instance, the latest fire-alarm systems may not only need
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conventional heat and smoke detector readings, but also require
camera shots of target venues to detect potential fire risks [7]. Even
for a low-traffic IoT scenario like environment monitoring and
smart metering, practical systems may still need various traffic-
intensive services. For example, firmware update over-the-air is a
critical function specified by LoRaWAN to support on-site system
upgrade for millions of IoT devices [34, 43]. However, it would take
a rather long time (e.g., tens of minutes to a few hours) to distribute
a image file in hundreds of kB with LoRaWAN, which can be time-
consuming and power-hungry [20]. The current LoRaWAN cannot
support bulk data transmission effectively due to constraints of link
throughput. HyLink aims to fill this gap by empowering LoRaWANs
with high throughput to support traffic-intensive applications.

3 PARALLEL CSS (P-CSS)

LoRa adopts two specific designs, i.e., narrow-band CSS modulation
and long symbols, that allow transmitted chirp signals to be received
with high sensitivity even after a long distance transmission (e.g.,
down to —148 dBm [42]). The longest LoRa communication range
can reach hundreds of kilometers [55], thanks to the excellent PHY
designs. On the other hand, such designs inevitably suffer slow rates
of symbol modulation, which physically restricts link capacity. The
highest data rate of a LoRa link is limited to a few kbps regardless
of channel conditions of a physical link. While it is reasonable
for LoRa to communicate at conserved data rates to combat the
potentially poor channels experienced by distant link connections,
can we transmit with higher rates over a long communication range
at low power consumption when a link has good SNRs?

LoRa supports Adaptive Data Rates (ADR). When a link has
good SNRs, CSS modulation can be configured with small Spread-
ing Factors (SFs) which modulate symbols in short time duration
and produce high data rates. However, a LoRa symbol cannot be too
short due to constraints of communication reliability. The through-
put improvement of LoRa ADR is very limited in practice.

We propose a parallel CSS technique (i.e., p-CSS) that concur-
rently modulates N symbols in a chirp duration to multiply bit rates
for links in good SNRs. p-CSS signals share benefits of LoRa commu-
nications such as high Rx sensitivity, low power, high concurrency,
etc. As N symbols are transmitted over the same frequency with
the same air-time, it can increase link throughput without violating
the duty-cycle constraints or consuming extra spectrum resources.

While p-CSS modulates N symbols in the same chirp duration,
the chirp signals of N symbols superimpose in time domain. We
can use a standard CSS demodulation algorithm given by Eq.(2) to
demodulate p-CSS signals, which will produce N frequency com-
ponents corresponding to N concurrent symbols. Unlike existing
parallel decoding studies (e.g., FTrack[59], CIC [45], PCube [57])
that demodulate concurrent symbols from random packet collisions,
p-CSS is able to arrange concurrent symbols in a way that facilitates
parallel decoding, which makes parallel decoding easier and more
robust. In doing so, p-CSS deals with new design issues such as
how to decide the number of symbols modulated in parallel, how
to properly put concurrent symbols in PHY, and how to allocate
resources among concurrent symbols.

In practice, p-CSS can be used as an enhancement for the cur-
rent LoRa PHY. We can upgrade legacy LoRaWANSs to improve
throughput performance for some links when channel SNRs are
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good enough. The number of modulated symbols (i.e., N) acts as
a parameter for tuning data rates of p-CSS modulation. We can
choose a large N for high data rate when a physical link offers high
SNRs. If a link is of long-distance or poor SNRs, we can modulate
fewer symbols to ensure good reliability of communications. When
N decreases to 1, p-CSS turns into a standard LoRa that can trans-
mit to the longest range at the lowest data-rates. Essentially, p-CSS
introduces a new dimension, orthogonal to existing LoRa ADR, for
adapting link throughput according to channel SNRs.

4 HYLINK DESIGN

4.1 Overview

HyLink uses p-CSS in PHY to provide high data rates for strong
LPWAN link connections. HyLink develops novel techniques to
support parallel encoding and decoding of multiple payloads in a
single HyLink packet, while maintaining good compatibility with
legacy LoRa. As illustrated in Figure 3, HyLink takes data from
upper-layer applications as input, and then divides the data into
smaller blocks. Each data block is called a payload group. HyLink
reuses a standard LoRa encoder to encode data of each payload
group into PHY symbols. The symbols from different payloads will
be tagged with unique PHY signatures as payload IDs (§4.2). After
that, HyLink feeds symbols of N payloads into PHY to modulate as
p-CSS signals and prepends with a packet header before transmit-
ting on a physical channel. At a receiver side, HyLink demodulates
p-CSS signals and recovers payload IDs of concurrent symbols to
classify symbols into corresponding payload groups. The separated
symbols of N payloads are decoded by N LoRa decoders in parallel
to complete the decoding of a HyLink packet.

At a high level, HyLink acts as if N LoRa payloads are carried
in a single packet. The overheads in terms of packet header (e.g.,
preamble, SFD), channel access (e.g., channel detection, back-off,
etc.) and transmission air-time can be effectively amortized over N
payloads. It can increase communication throughput and per-bit
power efficiency without violating the duty cycle regulations of
LoRaWAN. Basically, a legacy LoRa packet can be considered as
a special case of HyLink packet when N = 1. HyLink gateways
are backward-compatible and can receive packets from deployed
legacy LoRa devices. In the following, we will present the design of
HyLink in details.

4.2 PHY (De)Modulation for Multi-payload

In this subsection, we focus on how to modulate and demodulate
symbols of N payloads in PHY.
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Multi-payload modulator. HyLink uses p-CSS to modulate
symbols of N payloads in PHY. The signals of N payloads will be
concurrently transmitted and superimpose in the air. A receiver can
demodulate received p-CSS signals to get all concurrent symbols.
However, as symbols of N payloads interleave together, a receiver is
incapable of distinguishing which symbol belongs to which payload,
which can prevent parallel decoding of the N payloads.

A basic idea is to add PHY signatures (e.g., distinctive phase and
amplitude features) to the modulated chirps to explicitly identify
the payload groups of corresponding symbols, i.e., termed payload
IDs. We notice that standard CSS only uses the initial frequency of
a chirp to modulate a symbol but ignores the phase and amplitude
of the chirp. As such, we can modulate the phase and amplitude of
chirp signals into distinctive PHY signatures to indicate payload
IDs of modulated symbols. Formally, we represent the modulated
p-CSS signals of N symbols as below.

N
x(t) = (- e/ - S(fiym(D)1) 3)
=1 ——
Payload ID: y;, Symbol of payload #i

where S(fsym(i),t) denotes the symbol of the jth payload, y; =
a; - e/%i is the payload ID, a; and ¢; are the amplitude and phase
signatures modulated on p-CSS signals. A receiver can decode pay-
load IDs (i.e., y;) by extracting the phase and amplitude signatures
from received p-CSS signals, and rely on the payload IDs to classify
symbols to different payload groups.

A primary concern, however, is about the reliability of payload
ID detection. Note that p-CSS signals are specifically used for long-
range communications. A weak chirp signal can be received with
high sensitivity (e.g., below noise floor) and still get demodulated
correctly. However, the chirp’s phase and amplitude may not be
detected reliably from the received signals due to impacts of noises.

Fortunately, thanks to the long chirp duration of PHY symbols,
the demodulation of a chirp can accumulate power of all signal
samples into a single frequency bin, while spreading noise power
over the whole spectrum due to the random natures of noises. As
shown in Figure 4, though the raw chirp signals are overwhelmed
by noises, the accumulated power of signal samples can become
high above the noise floor because of the power accumulation effect.
We can rely on this power-strengthened frequency peak to extract
phase and amplitude of the original chirp. In Figure 5, we see that
the phase and amplitude of chirp signals can be reliably detected
from their demodulated frequencies even when the raw signals
are weaker than noises (e.g., SNR<—5 dB). Moreover, a receiver can
easily increase sampling rates to receive more samples of a chirp
signal. The frequency peak in Figure 4(c) is expected to increase as
more samples are being accumulated whereas noise power increases
much slower, which can increase phase and amplitude detection
accuracy as shown in Figure 5(b).

Multi-payload demodulator. While p-CSS signals transmit
through a physical channel, the communication channel can distort
the frequency, phase and amplitude of received signals. Though
we can use a standard CSS demodulation algorithm to demodulate
concurrent symbols from received p-CSS signals, how to correctly
recover the payload IDs of received symbols remains a big problem.
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Without loss of generality, we represent a received p-CSS signal
as follows.

N
y(£) = h- eI CTNefol0ue) . N S (£ (i), £+ Atszo) + (D), (4)
i=1
where h represents the phase and amplitude impacts of a channel,
Afcro characterizes Carrier Frequency Offset (CFO) and ¢osc de-
notes oscillator phase offset between transmitter and receiver, Atszo
is STO (i.e., time gap between signal arrival and being sampled by
a receiver) [57], and n(t) denotes noises. Our goal is to recover the
payload IDs of payload symbols (i.e., y;). Now, the problem becomes
how to remove the impacts of channel (h), CFO (Af.,) and STO
(Atsro) to extract a clear y; from y(t).

Initially, we try to use existing calibration methods for LoRa
[6, 57] to estimate channel, CFO and STO respectively, and remove
their impacts from received p-CSS signals. We use the method pre-
sented in [6] to calibrate received p-CSS signals of a HyLink packet
and extract the phase and amplitude of received symbols from the
calibrated p-CSS signals. Figure 6(a,b) present the measurement re-
sults of a HyLink packet with two payloads. We expect to get stable
phase and amplitude measurements from different symbols of the
two payloads. Unfortunately, the measured phase and amplitude
vary across symbols. They deviate randomly from their true values,
i.e., the encoded phase and amplitude signatures of each payload.

According to [6, 57], the inter-symbol variances of phase and am-
plitude measurements can be caused by STO. STO would introduce
both frequency shift and phase rotations to a received chirp signal,
where the phase rotation is characterized by ¢sto = 27 fsymAtsto-
Although At remains invariant throughout the reception of a
packet, ¢sto would still vary across symbols because different sym-
bols differ in fsym. Moreover, as the chirp signal of a symbol gener-

ally consists of two parts (i.e., the first sub-chirp from fsym, to %

and the second from —% to fsym), STO also adds heterogeneous
phase rotations to the two sub-chirps. It can lead to incoherent
combining of signal power while we use all samples of the symbol
for amplitude measurement. This explains why the measured am-
plitude can be lower than the encoded amplitude and vary across
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Figure 6: Phase and amplitude signature detection using (a,b)
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symbols (see Figure 6(b)). In summary, STO can distort the phase
and amplitude of different symbols heterogeneously which cannot
be removed by existing calibration methods in literature.

To handle the problem, we present a novel method that exploits
the frame structure of HyLink packet as well as the symbol struc-
tures of received p-CSS signals to reliably extract payload IDs for
p-CSS symbols. To be specific, as we prepend the modulated p-CSS
signals of HyLink payloads with a LoRa packet header (i.e., pream-
ble, sync. words and SFD), the chirp signals of packet header are
tagged with a payload ID y = 1 (i.e,, phase 0°, amplitude 1). Our
key insight is that as the signals in packet header and payload are
traversing through the same communication channel, they are likely
to experience the same CFO, STO and channel impacts. Thus, we
can use a received preamble base-chirp to reconstruct the received
signals of any payload symbols, including the symbol-dependent
phase and amplitude distortions, based on the CSS modulation prin-
ciple. In particular, consider a received symbol of the i* payload
representing as below.

yi(t) = h- e/ @mBferolt@ose) Ly S(fiym (i), t + Atsro).  (5)

The signals of the same symbol (i.e., fsym(i)) reconstructing from
a received preamble would be as follows.

YO (t) = b e @B erot+Pose) Ly S(fiym (i), t+ Atsro), (6)

where ypre = 11is the payload ID of preamble chirps. Comparing (5)
and (6), we find that the two signals differ only in payload IDs (i.e.,
Yi and ypre). Thus, we can conjugate multiply (5) and (6) to derive
the payload ID of the symbol (i.e., y;), which can be represented in
the following.

ui(t) - [ O] =y )

In Eq.(7), the reconstructed signal copy of a symbol (i.e., yfre(t)) is
used as a mask for payload ID extraction. Note that the frequency
of a symbol (i.e., fsym(i)) is required to create a mask. In practice,
we need to first demodulate y; (¢) to get fsym (i) and next use the
symbol frequency to build a mask for payload ID extraction. Figures
6(c) and (d) present the results of mask-based payload ID detection.
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We see that the detected phase and amplitude signatures match
well with their true values.

Putting all together. We use a case study to demonstrate the
PHY operations of HyLink. We setup N = 4 payload groups and
configure p-CSS modulation with SF8 and BW 250 kHz. The sam-
pling rate of receiver is 1 MSps. Figure 7(a) displays the spectrogram
of a received HyLink packet. We can clearly see that more than one
chirp are modulated in the same chirp duration in the payload part,
indicating a high utilization of the spectrum.

A HyLink receiver reuses the packet detection algorithm of LoRa
to detect packet header as well as the frame timing (i.e., symbol
edges), and next demodulates the symbols in the payload. We can
demodulate four symbols from each chirp window as shown in
Figure 7(b,c). HyLink extracts the phase and amplitude signatures of
received symbols to recover their payload IDs. Figure 7(d) presents
the phase and amplitude of all symbols in the same I-Q diagram.
We see that the symbols form 4 clusters. Symbols in each cluster
belong to the same payload. HyLink can accordingly separate the
symbols of different payloads. Finally, HyLink feeds the classified
payload symbols to four LoRa decoders for parallel decoding to
finish the reception of a HyLink packet.

4.3 Handling Inter-payload Interference

As symbols of N payloads are modulated concurrently in a chirp
duration, interference may happen among these collocating sym-
bols (i.e., termed inter-payload interference). For instance, Figure 8(a)
displays the modulated p-CSS signals of three symbols (i.e., free of
CFO, STO and noises). By demodulating the signals, we expect an
ideal result where three symbols appear only in their corresponding
FFT bins and the other bins are left clear. However, the frequencies
of demodulated symbols appear not only in their expected FFT
bins but also in adjacent bins (i.e., side lobes) as shown in Figure
8(c). Unexpected power spikes also appear in FFT bins that were
supposed to be clear. Since the signals in Figure 8 are free of noises
and channel distortions, these power spikes are primarily caused
by inter-payload interference. We can observe more spikes as more
symbols are modulated concurrently.

Inter-payload interference can affect HyLink communication in
two aspects: First, the side lobes of collocating symbols are likely to

ol
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Figure 9: (a) Miss detection of weak symbols in various power
settings (normalized to the power of strong symbol); (b,c)
Errors of phase and amplitude detection in various frequency
gaps (weak symbol power: 40 %).

overlap if the symbols are close in frequency, i.e., small frequency
gap as shown in Figure 8(c). If the signal power of a symbol is weaker
than that of collocating symbols, the weak symbol is likely to be
submerged by the side lobes of strong symbols, resulting in miss
detection of weak symbols. Second, inter-payload interference can
distort the phase and amplitude signatures (i.e., encoded payload
IDs) of collocating symbols. In a special case when different payload
groups share data bits, their PHY symbols appear in the same FFT
bin (i.e., symbol collision) and the symbol signatures suffer the most
serious interference, which can lead to incorrect payload decoding.
According to our measurement studies reported in Figure 9, we
find that: (1) Weak symbols can be missed if the power is lower
than 30 % of collocating symbols; (2) The phase and amplitude of
weak symbols are highly distorted when a strong symbol is encoded
nearby (e.g., < 1 FFT bin). Yet the interference becomes negligible
as frequency gaps are large (e.g., >2 FFT bins).

Enhanced HyLink encoder. To mitigate the impacts of inter-
payload interference, we propose an enhanced encoder that can
safeguard p-CSS modulated symbols with proper gaps in frequency
and power. The enhanced encoder can (1) control power settings
among payload groups to avoid weak symbols (e.g., the lowest
symbol power >30% of the highest symbol); and (2) distribute
p-CSS symbols uniformly in frequency bins of the whole spectrum.

Intuitively, we may set frequency guards among p-CSS symbols
to protect them from interference. For instance, we can reserve the
Least Significant Bit (LSB) of symbols for guard interval to ensure
a minimum frequency gap of 2 FFT bins. However, it would lose
one bit for all p-CSS symbols, i.e., only the high-order bits are used
to encode data, resulting in low encoding efficiency.

HyLink handles the problem in two steps: After encoding N
groups of payload data to PHY symbols using standard LoRa en-
coders, it first detects inter-payload interference among symbols in
each chirp duration. If the frequency gaps between some symbols
are closer than a guard interval (e.g., 2 FFT bins), HyLink tries to
keep only one symbol in the current frequency bin and shift other
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HyLink encoder

symbols to new bins. After that, we can expect all symbols are
distributed apart with sufficient frequency gaps.

However, this method encounters technical challenges in prac-
tice: While we shift symbols to new frequency bins, it changes the
bit encoding of symbols. A receiver may decode incorrect bits from
the shifted symbols. It is non-trivial to resolve interference without
affecting the normal decoding of payload data.

HyLink overcomes the problem by leveraging the error correc-
tion capability of LoRa encoder/decoder. LoRa adopts a couple of
coding techniques (e.g., Hamming coding and interleaving [39])
to protect payload data from bit errors. In particular, the payload
data are encoded into bit matrices using a modified version of Ham-
ming code as shown in Figure 10(a), where each row is termed a
codeword consisting of data bits and parity bits. Any single-bit
error in a codeword can be corrected by a decoder. Moreover, LoRa
interleaves the bits of codewords in a matrix and encodes bits from
different codewords as a chip value that will be modulated onto the
same symbol (see Figure 10(a)). It means that even if all bits of a
symbol’s chip value are being corrupted, the corrupted bits will be
dispersed on different codewords. For each codeword, only one bit
is affected, which can be corrected by Hamming code.

We reversely exploit the bit error tolerance of LoRa decoders
to resolve inter-payload interference. We find that one-bit change
on the chip value of a symbol can shift the symbol far away to a
different frequency bin. This one-bit change can indeed be corrected
by Hamming code of LoRa decoders (see Figure 10(a)). We exploit
the observation to resolve interference by flipping one bit of the
chip values of interfering symbols. We choose different bits for
different symbols to flip the bit encoding, which can shift nearby
symbols to different frequency bins as displayed in Figure 10(b).
If we cannot find a single-bit change for a symbol that makes the
symbol interference-free (e.g., all new frequency bins are occupied),
the symbol will be omitted. A receiver can infer the omitted symbol
from non-omitted symbols based on that the omitted symbol and
any non-omitted symbols should have one-bit difference.

4.4 Power Allocation

As the transmit power of a HyLink node is shared by N payloads,
communication reliability in terms of Symbol Error Rates (SERs)
can vary across different payloads depending on their allocated
power. This subsection addresses how to allocate power resources
among concurrent symbols of N payloads.

A p-CSS symbol can be correctly received if a corresponding
frequency peak can be detected by FFT after demodulating the
received p-CSS signals. As a frequency peak in FFT accumulates
power of all time-domain signal samples, the magnitude of fre-
quency peak is proportionately related to the amplitude of a p-CSS

SenSys 22, November 6-9, 2022, Boston, MA, USA

symbol. As such, the amplitude profiles of p-CSS symbols essen-
tially determine how the power resources are allocated among these
symbols. The problem of power allocation becomes how to decide
signal amplitudes (i.e., @;’s) for the symbols of N payloads.

A general principle on HyLink power allocation is to ensure that:
(1) all p-CSS symbols shall be correctly demodulated, and (2) the
payload IDs (i.e., phase and amplitude signatures) of p-CSS symbols
shall be reliably detected. According to our empirical studies, the
phase and amplitude of a p-CSS symbol can be reliably detected
if the frequency peak (i.e., accumulated power in FFT) is at least
3 dB higher than the noise floor. To facilitate the analysis for power
allocation of p-CSS symbols, we use Accumulated Signal power to
Noise Ratio (ASNR) to quantitatively measure the signal quality of
a received p-CSS symbol, which is calculated in a way similar to
the conventional Signal-to-Noise-Ratio (SNR) [36, 62] as follows.

Ns
anlla Ps(n) a8, ®
N

where Py represents noise power, Ps(n) denotes the signal power

ASNR = 10log

of the n*" PHY sample and N is the total number of signal samples.
As all samples of a symbol are transmitted with the same power
(Ps), we can transform Eq.(8) to ASNR = 10log NISJ—;S
In practice, the power allocation of HyLink should make sure that

the symbols of all payloads will be received with ASNRs higher than
a threshold ASNRy (i.e., the minimum ASNR desired for HyLink
decoding). Taking account of the signal power loss along a physical
link, we can infer the minimum-required transmit power of a p-
CSS symbol as Ppin = Ps(ASNRy) + Pj,5s, Where Pj; is link loss
and Ps(ASNRy) denotes the minimum received signal power of
a symbol that is derived from ASNRj accroding to Eq.(8). Herein,
the amplitude settings of p-CSS symbols (i.e., @;’s) shall satisfy the
following constraint.

min{a;}

ZnNzl an
where P;y denotes the overall transmit power of a HyLink node.
By default, HyLink adopts a uniform amplitude setting. This can
generally deliver the highest data-rates. In practice, one may also
non-uniformly allocate power to p-CSS symbols, e.g., based on data
importance of different payloads.

. Ptx > Pmin: (9)

4.5 Link Rate Adaptation

HyLink selects PHY data-rates for a link connection adaptively
according to the physical channel conditions. In PHY, the data-rate
of p-CSS modulation can be tuned by the number of concurrent
symbols (i.e., N). As all p-CSS symbols share the transmit power of
a HyLink node, the number of symbols modulated by p-CSS shall
be configured according to channel conditions to ensure reliable
receptions of p-CSS symbols over the links provided.

In Figure 11, we examine the ASNRs of received symbols when
transmitting different numbers of symbols concurrently through a
link in good channel conditions (i.e., SNR>10 dB). We see that when
only one symbol is transmitted (i.e., N = 1), the symbol is received
with the highest ASNR (i.e., 24 dB). While N increases from 1 to
2, the ASNR of each individual symbol decreases from 24 dB to
14 dB. The per-symbol ASNRs decrease further to 9 dB when eight
symbols are transmitted. We can see a trend of decreased ASNRs
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Figure 11: ASNRs of received symbols when different number
of symbols are transmitted concurrently.

as more symbols transmit concurrently in PHY. Interestingly, the
per-symbol ASNRs decrease dramatically as N increases from 1 to
2, then decrease much slower as N increases to larger numbers. It
means that, if a physical channel can support two symbols trans-
mitting concurrently, it is very likely to transmit more concurrent
symbols to achieve even higher link throughput.

HyLink fully exploits the channel capability of a link to transmit
with the highest PHY data rates allowed by the link. When channel
condition is relatively good, HyLink can seize the opportunity by
sending multiple chirps (i.e, N > 1) together and achieve long-
range low-power high-throughput communication. On the other
hand, when channel condition becomes poor, HyLink will concen-
trate all power into a single chirp and conservatively send only one
chirp (i.e, N = 1) at a time, which can have the same performance
of legacy LoRa. Ideally, the number of symbols modulated by p-
CSS (i.e., N) should be selected to ensure that all symbols can be
reliably received in the current link SNRs. As p-CSS symbols share
transmit power of a HyLink node, the per-symbol power constraint
provided by Eq.(9) shall be satisfied. Given link SNRs, we can jointly
use Eqs.(8) and (9) to derive a coarse estimation on the maximum
number of p-CSS modulated symbols (i.e., Npax) as below.

Npax ~ Ny - 10(SNR=ASNRy) /10 (10)

where N is the number of signal samples of a symbol.

To simplify practical operations, HyLink defines a number of
Data Rates (DRs) with different SF, BW and N configurations and
measures the minimum desired SNRs in prior which is a one-shot
effort (refer to Figure 15(b) in §5.2). A HyLink node probes link
SNRs at run-time and selects DRs online based on the SNR profiles.

5 EVALUATION
5.1 Methodology

Implementation. We implement HyLink based on a software de-
fined radio platform (USRP N210) and an open source project of
LoRa implementation gr-lora [18]. HyLink accesses and manip-
ulates the I-Q samples of PHY signals to implement parallel CSS
modulation. We reuse the LoRa packet encoder and decoder mod-
ules of gr-lora and add new GNU Radio modules to implement
our HyLink multi-payload encoder and decoder. We note that the
current implementation cannot directly run on commodity LoRa
nodes because I-Q samples cannot be accessed on commodity de-
vices. If a new-generation LoRa node exposes I-Q samples to higher
layers, we can easily implement and run HyLink on those devices.
Testbed. We build a testbed consisting of both HyLink nodes
and legacy LoRaWAN devices. We use six USRP N210 devices to run
HyLink for performance evaluation. LoRaWAN nodes are composed
of commodity Semtech LoRa radios (i.e., SX1276 [42]). We deploy 39
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Figure 13: Bitrate gains of HyLink as different numbers of
symbols are modulated in PHY (BW: 250 kHz).

LoRa nodes in the testbed for link SNR collection and benchmark
comparison. The LoRa nodes operate with a 1% duty cycle and
adopt an adaptive data rate scheme recommended by the LoRaWAN
standard [34]. The testbed covers a 1.1 kmx0.7 km area consisting of
indoor and outdoor links as shown in Figure 12. All nodes (HyLink
and LoRa) operate in the 915 MHz ISM band.

Experiment setup. We collect data traces for over four months
from more than 100 links. The links cover diverse channel con-
ditions in typical urban settings (e.g., buildings, roads, blockages,
etc.), with SNRs ranging from —10 dB to 25 dB. We apply the traffic
profiles (e.g., packet size, communication footprints, SNRs, etc.) of
collected traces to performance tests of HyLink with practical link
settings. We perform extensive experiments to evaluate HyLink,
aiming to answer the following questions: (1) How much link ca-
pacity can be improved by modulating multiple symbols in PHY?
(2) How does HyLink perform in real networks? and (3) How would
HyLink affect legacy LoORaWANs? Without otherwise stated, we
configure all nodes with the maximum transmit power (20 dBm)
and uniformly allocate power among N payloads of HyLink.

Metrics. We evaluate HyLink with three key metrics: (1) PHY
bitrate: the rate of data bits transferred in the PHY; (2) Goodput: the
rate of data correctly received by applications; and (3) Energy per
bit: the energy consumed on successfully transmitting one bit.

5.2 Basic Performance

Gains on link capacity. This experiment evaluates the data-rate
gains of HyLink. The signal bandwidth (BW) is 250 kHz. We change
the number of symbols modulated by p-CSS (N) and measure PHY
bitrates of HyLink nodes in various configurations.

Figure 13(a) presents the measured PHY bitrates under different
N settings. We see that the bitrates of SF10 and SF12 linearly in-
crease as more symbols are concurrently modulated. The numbers
match well with the theoretic results. The bitrate of SF8 first ex-
periences a linear increase, then reaches the maximum and drops
when more than 14 symbols are modulated. It indicates that the
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maximum number of symbols modulated in PHY would suffer prac-
tical limitations. A larger spreading factor generally supports more
symbols modulating in the PHY. Figure 13(b) further compares the
PHY bitrates under different SF configurations. N = 1 corresponds
to standard LoRa, which is used as a baseline. As expected, the link
capacity increases proportionally with the number of modulated
symbols. Generally, a larger N yields higher bitrates for all SFs.

Capability study. We next test the capability of HyLink. We
set up links in good SNRs (>5 dB) to examine the largest number
of payloads that can be transmitted in a HyLink packet (i.e., the
highest number of currently modulated symbols). A payload group
of HyLink packet is correctly received if the Symbol Error Rate
(SER) of the payload group is lower than a threshold. Figure 14(a)
displays the maximum N extracted with different SER thresholds.
As expected, we can modulate more concurrent symbols as Spread-
ing Factor (SF) increases. For instance, SF7 supports 10 concurrent
symbols; and the number increases to 30 for SF12. Figure 14(b)
shows the highest PHY bitrates measured when we modulate the
maximum number of symbols for each SF. We see that though a
larger SF (e.g., SF12) supports more concurrent symbols, the bitrate
is still lower than that of small SF (e.g., SF7). The reason is that a
chirp in large SF takes too long time to transmit, which reduces the
overall link speed.

Figures 14(c,d) evaluate the impacts of signal bandwidth (BW)
on the capability of HyLink. We see that the number of concurrent
symbols does not change much across the BW settings. But a high
BW parameter reduces the air-time of signal transmission, which
can increase PHY bitrates. When BW increases to 2400 kHz, i.e.,
the largest BW supported by commodity LoRa radios (Semtech
S$X1280[44]), the bitrate of SF7 increases to as high as 1 Mbps as
shown in Figure 14(d).

Impacts of SNR. Figure 15(a) evaluates HyLink performance
in different SNRs. In the experiments, we change transmitter and
receiver locations to cover a wide range of channel conditions. Com-
paring the results of —5dB and >0dB, we see that a link in high
SNRs empowers HyLink to transmit more concurrent symbols. If
a link has extremely-low SNR (e.g., —5 dB), transmitting multiple
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symbols can suffer from high symbol errors. Despite that, even
when SNR is as low as 0 dB, we can still reliably transmit four con-
current symbols, which allows HyLink to work on most IoT links
(i.e., SNR>0 dB). Figure 15(b) presents the minimum SNR require-
ments of HyLink under different settings. We get two observations:
(1) Transmitting more concurrent symbols needs higher SNRs; (2)
A larger SF can support the same number of concurrent symbols in
lower SNRs. We can use the SNR profiles to assist HyLink configu-
rations in practice.

Communication range. This experiment examines the impacts
of p-CSS modulation on communication ranges. We use fixed trans-
mission power and ideally estimate the received signal power and
SNRs at different communication ranges with a free-space attenu-
ation model. We use the collected traffic traces of corresponding
SNR profiles to emulate different communication ranges.

Figure 16(a) evaluates the symbol error rates of HyLink with SF10
and Bandwidth 500 kHz. We see that the longest communication
range (i.e., SERs<20 %) is 500 m when one symbol is modulated (i.e.,
N = 1). The communication range reduces to 400 m and 300 m for
N =2 and N = 4. This is expected because short ranges generally
offer high SNRs, which allows HyLink to transfer more symbols.
Next, we adapt CSS (or p-CSS) configurations (i.e., SF and N) accord-
ing to SNRs and evaluate the maximum data rates of HyLink and
LoRa at different communication ranges. As plotted in Figure 16(b),
HyLink delivers times higher data rates than LoRa when the ranges
are shorter than 400 m. The data-rate improvement decreases as
communication ranges increase. Finally, HyLink gives the same
data rates as LoRa when the range exceeds 800 m.

Real time performance. Figure 17 examines the time overheads
of HyLink on encoding and decoding p-CSS signals of a chirp
duration. We normalize encoding/decoding time in relative to the
transmission air-time of a chirp. As shown in Figures 17(a) and (b),
the longest encoding and decoding time of HyLink are less than
5% and 55 % of a chirp duration, respectively. The time ratios can
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be even lower as SF increases. It means that both the encoding and
decoding of p-CSS signals can be completed within the transmission
of a chirp signal, indicating good real-time performance.

5.3 Performance in Practical Networks

Controlled experiments with varying traffics. This experi-
ment tests the performance of LoRaWAN and HyLink on satisfying
diverse traffic demands. We select three links with low (<0 dB),
medium (0~5 dB), and high SNRs (>5 dB) from our indoor testbed
as shown in Figure 12. The SNR profiles of the three links cover
typical SNR regimes of most links in our testbed. We note that the
results of other links look similar but are not displayed due to page
limits. We schedule the selected links to communicate 10 s every
1000 s (i.e., duty cycle 1 %) and change traffic rates from 0.001 kbps
to 1000 kbps. The links operate in distinctive spreading factors (SF7,
SF10 and SF12) according to their SNRs. As SF cannot change ar-
bitrarily due to SNR constraints, we allow LoRaWAN to increase
data rates by using a large BW. The largest BWs of link 1 and link
2 are 2.4 MHz, and link 3 is 500 kHz. For fair comparisons, we use
the same BW and SF settings for LoRaWAN and HyLink.

Figure 18(a) reports the goodput of LoRaWAN and HyLink. The
results validate that LoRaWAN in narrow BW settings can only
support low traffic volumes. For instance, due to the poor link SNR
and <500 kHz BW settings, LoRaWAN delivers at most 0.01 kbps
over link 3. The large BW of link 2 can push LoRaWAN’s goodput
up to 0.1kbps. Benefiting from both good SNR and large BW, Lo-
RaWAN in link 1 achieves 1 kbps goodput under a 1% duty-cycle.
Similarly, the highest goodput of HyLink is affected by the SNR and
BW of physical links. As compared with LoRaWAN, HyLink can
boost goodput by one order of magnitude for all three links. The
performance gains come from the PHY enhancement on concurrent
symbol modulation.

Figure 18(b) evaluates the per-bit energy consumption of Lo-
RaWAN and HyLink in various traffic conditions. We get three ob-
servations: (1) For the same traffic condition, links in good SNRs/small
SFs (e.g., link 1) consume lower energy than links in poor SNRs/large
SFs (e.g., link 3); (2) For the same link, the per-bit energy decreases
as a link increases BW to operate in higher data rate (e.g., link 2); and
(3) The per-bit energy of HyLink is one order of magnitude lower
than that of LoORaWAN. In summary, a link in high data-rate (e.g.,
links with good SNRs, small SF, large BW and HyLink) can increase
energy efficiency because a fast link shortens the transmission time
of packets and radio’s active time.
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Figure 18: Performance comparisons of LoRaWAN and
HyLink in various traffic conditions (Duty Cycle: 1 %).

400 T T T T T
—o— HyLink
2 300 - 200KB | | | e LoRaWAN (ADR) 150kB .
=3 —— LoRaWAN (Optimal) \
S 200 f LoRaWAN (SF9) ]
=
2 -
& 100 |- 1oT traffic 4
\ Jeren| JEX kg gesien: X G :
0 P P . .3 D £ 800> & S0
0:00 3:00 6:00 9:00 12:00 15:00 18:00 21:00  24:00
Time

Figure 19: Link performance with practical traffics and SNR
settings (BW: 250 kHz, Duty Cycle: 1 %).

Rate adaptation. In this experiment, we test the rate adaptation
performance of HyLink with practical link settings. We collect 24-
hour traffic traces of a link from our outdoor testbed (see Figure
12) where the SNRs of the link vary over time in —5 dB~15 dB. The
transmitter node of the link generates IoT traffics at a rate of 10 bps.
It wakes up every 30 minutes to send or receive with a duty cycle
of 1%. The bandwidth (BW) of LoRa packet is 250 kHz. We replay
the traces offline on a computer with simulations to ensure fair
comparisons among different strategies.

We compare HyLink against three benchmarks: (1) LoRaWAN
(SF9) — LoRaWAN with a fixed spreading factor (i.e., SF9) which is
the default setting of the link in our testbed; (2) LoRaWAN (Optimal)
— LoRaWAN with the optimal SFs selecting dynamically based
on link SNRs (using a method similar to [31]); and (3) LoRaWAN
(ADR) — an Adaptive Data Rate (ADR) strategy recommended by
LoRaWAN [34, 42]. To ensure fair comparisons, we measure link
SNRs from the collected raw traffics and replay them with different
strategies using the same SNR profiles. We additionally inject two
large traffics (i.e, 200 kB at 6:00 and 150 kB at 20:00) to mimic the
behaviors of traffic-intensive IoT services (e.g., firmware update
[20] and log data collection). If the traffics cannot be finished in a
slot, they will be put in a pending queue and scheduled to transfer
in the following slots.
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Figure 20: Performance of commodity LoRa nodes on receiv-
ing HyLink packets (SF12, BW250 kHz).

We measure the goodput obtained in each slot and present the
results in Figure 19. We see that all strategies can support the
regular IoT traffics before 6:00. As a 200 kB data is injected, the link
rapidly gets saturated at low goodput levels when LoRaWAN (SF9)
is adopted, which prevents the link from serving normal IoT traffics
in all the slots after 6:00. When LoRaWAN (Optimal) and ADR are
used, the goodputs are higher than that of LoRaWAN (SF9) and
fluctuate across slots due to dynamic changes of link SNRs. But
we can still observe saturated link capacity in slots ranging from
6:00 to 18:00. This is essentially limited by the link capacity of LoRa
PHY. The LoRaWAN (Optimal) and ADR complete the injected large
traffic volumes at about 18:00 and then the link recovers from traffic
saturation, resulting in lower goodputs than LoRaWAN (SF9) in
some slots after 18:00. In contrast, HyLink can adapt link capacity
to the increasing traffic demands and boost goodput from 10 bps
up to near 400 bps (i.e., 40X). It takes three slots only to complete
all injected traffics and recovers soon to serve normal IoT traffics.

5.4 Inter-operation with Legacy LoRa

Backward compatibility. AsLoRa packets correspond to a special
case of HyLink packets when N = 1, a HyLink node can effortlessly
receive from legacy LoRa nodes or send a packet to LoRa nodes by
encoding only one payload in the packet. In this experiment, we
focus on the performance of using LoRa nodes to receive HyLink
packets when more than one payload is encoded. We use USRPs
to send HyLink packets (SF12, BW250 kHz) and use commodity
LoRa nodes with Semtech SX1276 radio to receive. As LoRa nodes
decode only one payload from a packet, we allocate higher power
to the payload decoding by LoRa node than other payloads. We
are specifically interested in how the power gap settings impact
the reception performance of LoRa nodes. We change the power
settings of HyLink and measure the Packet Reception Ratio (PRR)
of LoRa nodes in various SNRs.

Figure 20 presents the packet reception performance of LoRa
nodes. We see that legacy LoRa nodes can successfully receive
a target payload from HyLink packets (N > 1) when the power
gap between the target payload and other payloads is large (e.g.,
50 %). The PRR drops as the power gaps become small (e.g., 10 %).
In addition to power gaps, the PRR can also be affected by the total
number of payloads (i.e., N). For instance, a 30 % power gap can
ensure 100 % PRRs of the target LoRa payload when N = 2. But the
PRR drops to around 80 % when N = 4. Generally, the power gap
shall be larger when more payloads are encoded.

Concurrent communication. Next, we examine HyLink per-
formance in the presence of concurrent communications. We set
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Link #1 Link #2 SER #1 SER #2
LoRa (SF7) LoRa (SF8) 0.0 % (£0) 0.0 % (£0)
LoRa (SF8) HyLink (SF7, N=2) 0.0% (+0)  1.2% (+15)
LoRa (SF8) HyLink (SF7, N=4) 0.0 % (+0) 7.7 % (£5.8)
HyLink (SF7, N=2) HyLink (SF8, N=2) 1.1% (£0.9) 1.2% (+1.2)
HyLink (SF7, N=4) HyLink (SF8, N=4) 7.5% (£6.9) 2.4% (+1.3)
HyLink (SF7, N=4) ~N/A 2.9%(£1.8) N/A
HyLink (SF8, N=4)  N/A 2.0%(x15) NA

Table 1: Performance of concurrent communication in or-
thogonal parameters.

Concurrent links  Packet configurations SER

#1 LoRa (SF8, BW250 kHz) 1.3% (£0.7)
#2 HyLink (SF8, BW250 kHz, N=2)  3.9% (£2.2)
#3 HyLink (SF8, BW250 kHz, N=4) 6.6 % (+£4.3)

Table 2: Performance of parallel decoding (PCube [57]) for
concurrent HyLink packets in non-orthogonal parameters.

up two links transferring simultaneously with different Spreading
Factors (SFs) as listed in Table 1. The bandwidth (BW) is fixed to
125 kHz. We measure the Symbol Error Rate (SER) of each link and
present the results in Table 1. The SERs of LoRa concurrent commu-
nication are displayed for baseline comparison. We see that HyLink
can communicate concurrently with either HyLink or legacy LoRa
packets as long as they adopt different SFs. As compared with
single-link HyLink communication (i.e., the last two rows of Table
1), concurrent HyLink communications yield slightly higher SERs.
It can be caused by the imperfect orthogonality of signals [4]. De-
spite that, the highest symbol errors stay lower than 10 %, which
can be corrected by upper-layer encoding schemes (e.g., Hamming
code). The results indicate that the orthogonality of underlying CSS
modulation parameters (e.g., SF) remain effective for HyLink.

Parallel decoding for HyLink. This experiment studies whether
existing parallel decoders can be applied to HyLink. We set up three
links to transmit LoRa and HyLink packets concurrently with the
same SF and BW parameters as listed in Table 2. All three links
have good SNRs (i.e., >10 dB). We choose PCube [57] as our parallel
decoder and use two synchronized USRPs as a PCube receiver. The
decoding results are presented in the last column of Table 2. We
see that PCube works well for HyLink packets. Although a HyLink
packet transmits multiple symbols concurrently which increases
the number of symbols in the physical channel, all theses symbols
can be received and demodulated by PCube receiver, thanks to the
good link SNRs and powerful demodulation capability of PCube.
PCube can successfully extract the channel features of different
links to separate symbols for different packets, and next use either
a LoRa decoder or HyLink decoder to decode the separated sym-
bols. It means that HyLink can also be scaled to a large network.
In fact, communication concurrency of a network is primarily de-
termined by a parallel decoder. If the total number of concurrent
symbols exceeds the demodulation capability of parallel decoder
(e.g., PCube), the decoding performance may decrease. Essentially,
as the high throughput of HyLink reduces packet air time, it can
decrease packet collisions in a network, which would improve com-
munication efficiency and network scalability.
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6 DISCUSSION

Communication range. Generally, the SNRs of a link decrease
as the communication distance increases, which may reduce the
room for data rate improvements for HyLink. Thanks to the rate
adaptation capability of p-CSS, HyLink is capable of flexibly tuning
data rates according to the SNRs of provided links. If a link is of
long-range or poor SNRs, HyLink can modulate fewer symbols
with p-CSS (i.e., decrease N) or even converts back to LoRa (i.e.,
N = 1) to combat the low SNRs. Therefore, the working range of
HyLink remains the same as LoRa. In case a long-range link still
offers sufficiently high SNRs, HyLink can grasp the opportunity to
improve link throughput by modulating more symbols in PHY.

Approaches to high-throughput LPWAN. As the data rate of
LoRa is limited by the narrow bandwidth and long symbol duration
of CSS modulation, a possible method for increasing throughput
is to increase bandwidth or decrease symbol length. For instance,
standard LoRa uses short symbols (i.e., small SFs) to support high
data rates. A new LoRa radio SX1280 uses 1.6 MHz bandwidth to
achieve a maximum data rate of 254 kbps with CSS. An alternative
approach is to adopt new PHY modulation techniques, e.g., FSK and
OFDM. NB-IoT, 5G, LET-M and LET Cat-1 belong to this category.
However, SX1280 is power-hungry and consumes more spectrum
resources. New PHY techniques need to replace deployed LoRa
nodes with new radios that would incur high hardware costs. By
contrast, HyLink is compatible with legacy LoRa. It can use the
available spectrum and radio resources of existing LoRa devices
and provide a new dimension for data rate improvement.

7 RELATED WORK

Our research is related to link rate adaptation. The Semtech SX127x
radio series [42] are capable of adjusting the Modulation and Cod-
ing Scheme (MCS) to support Adaptive Data Rate (ADR) control
for LoRa. The LoRaWAN standard [34] recommends a network-
managed ADR scheme which requires a central server to configure
data rates for end LoRa nodes. It has been implemented on an open-
source network manager of TTN (i.e., The Things Network) [50].
ADR strategies have also been proposed in the literature to meet
different objectives of LPWANSs [12, 29, 63]. DyLoRa [31] employs
a model-driven method to estimate the channel conditions of a
link and adjust data rates accordingly to improve energy efficiency.
Abdelfadeel et al. [3] develop algorithms to control transmission
power to fairly configure data-rate for end-nodes. Amichi et al.
[4] consider the imperfect orthogonality of LoRa Spreading Fac-
tors (SFs) and jointly allocate SF and Transmit Power to improve
throughput, fairness and power performance. More works can be
found in [17, 27, 37, 38]. Existing ADR strategies, however, can only
adjust data-rate in a limited range due to constraints of the LoRa
PHY. They cannot improve capacity for a LoRa link.

Another category focuses on link performance optimization.
Chime [13] selects optimal operating frequencies for LoRa links to
maximize the data rates and power efficiency. Charm [9] and Choir
[10] allow multiple gateways to coherently combine received sig-
nals to strengthen signal quality, which can transform to data-rate
gains. OPR [5] combines the corrupted packets of multiple receivers
to restore a packet at link layer. LMAC [15] reduces packet colli-
sions at a MAC layer to increase goodput of LoRa links. Nephalai
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[33] takes a different approach by applying compressive sensing
to the LoRa PHY to reduce link bandwidth overheads. NELoRa[30]
develops a neural-enhanced demodulator. Unlike these works, our
work aims to increase link capacity for LoRa.

HyLink is inspired by the latest advances on LoRa collision re-
solving [8, 10, 19, 21-24, 45, 52, 53, 56—-60]. Recent studies (e.g.,
Choir [10], NScale [52], CIC [45], PCube [57]) have shown that
a LoRa gateway is capable of decoding the collided symbols of
different transmitters (i.e., concurrent transmissions), which can
increase throughput for the whole network. Different from collision
resolving, HyLink aims to increase the communication capacity of
a single link. PCube [57] measures the phase of air-channels for
collision resolving with multiple antennas and supports concurrent
transmissions of multiple LoRa transmitters. Unlike PCube [57],
HyLink uses the phase of base-band signals to distinguish different
payloads. Thus, the phase extraction method of PCube cannot be ap-
plied to HyLink. Besides, HyLink does not need multiple antennas
in phase extraction.

Industrial efforts have also been devoted to increasing link capac-
ity for LPWANS. Semtech has released a new product SX1280 which
uses more radio resources (e.g., 2.4 MHz bandwidth) to increase
LoRa bit rates up to 254 kbps [44]. SX1280 may adopt new modula-
tion techniques, e.g., Fast Long Range Communication (FLRC) and
Gaussian Frequency Shift Keying (GFSK), to achieve Mbps bit rates.
3GPP introduces LTE-M [2] and LTE Cat-1 [1] to support medium-
speed IoT applications (e.g., at Mbps). More PHY techniques (e.g.,
Iris [16], NetScatter [19], WiChronos [41], Falcon[51], etc.) have
been proposed by the academia to optimize LPWANS for longer
communication range, lower power consumption or better scalabil-
ity. In contrast to existing works, HyLink is backward-compatible to
existing LoORaWANSs and can efficiently use the available spectrum
of LoRa and channel capability to provide both high link throughput
and low power consumption.

8 CONCLUSION

In this paper, we present HyLink — a cross layer extension to LoRa.
HyLink fully exploits the channel capability of high-SNR links to
modulate more than one symbol and tunes the number of modulated
symbols to adapt link throughput according to channel conditions.
HyLink overcomes several practical challenges to ensure reliable
communication of multiple payloads in the same packet. Experi-
ments demonstrate that HyLink can transmit in higher throughput
and lower power consumption than LoRa in good channels and
perform the same with legacy LoRa in poor channels. It is promis-
ing to expand LoRa from low-traffic IoT scenarios to a new regime
of applications driven by medium- and high-volume traffics.
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