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Abstract
Windows printing services remain a notable vector for attacks. Pre-
vious studies have predominantly targeted vulnerabilities within
various control aspects of printing services, such as spooler services
and firmware updates. Yet, we contend that an essential aspect of
data processing—the document parser within printer drivers—has
been overlooked in past research. We present a coverage-based
fuzzing system, PrintXPSurge, specifically crafted to detect weak-
nesses in the XPS printer driver’s parsing function. To craft seman-
tically correct XPS files, we leverage a large language model-assisted
repair approach to automate the creation of semantically correct
XPS files that comply with necessary constraints. To ensure our
fuzzing process effectively interacts with the XPS printer driver,
we develop a progressive state reconstruction method that addresses
individual dependency requirements across the entire printing ser-
vice workflow. Furthermore, when a crash is detected, we employ
backtracing to confirm its origin in the XPS parser, isolating it from
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other components in the pipeline. Our evaluation reveals that Print-
XPSurge surpasses existing top Windows fuzzers in performance,
successfully identifying 102 bugs in 10 drivers from major brands,
including 17 zero-day vulnerabilities confirmed by Microsoft and
third-party vendors.
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1 Introduction
Windows printing services continue to be a significant attack vector. 
Notable exploits, such as the widely recognized Print Nightmare 
vulnerability [7] and the MS10-061 bug [32] associated with the 
Stuxnet attacks [10], have demonstrated the potential for attack-
ers to run arbitrary code and gain complete control over affected 
systems. Print bugs played a role in Stuxnet and Print Nightmare, 
and account for 9% of all Windows cases reported to MSRC [39], 
highlighting their significance in the security landscape. Despite 
the numerous patches that have been released for critical com-
ponents, this type of printing vulnerabilities not only present a 
complex repair challenge but also face the potential of being cir-
cumvented post-repair, leading to persistent attack surfaces even a
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decade later [56]. Similarly, academic research [8] has highlighted 
how weaknesses in printer firmware can be leveraged to introduce 
covert malware that performs network reconnaissance and data 
theft. Additionally, the widespread availability of network printers 
offers attackers convenient avenues for mounting attacks, which 
might be challenging through other means, further compounding 
the security challenges.

Existing research has focused on finding vulnerabilities in vari-
ous control units of printing services, including spooler services and 
firmware update mechanisms. However, we argue that a critical ele-
ment in data processing – the document parser embedded in printer 
drivers – has not received sufficient attention in prior investiga-
tions. In fact, exploiting vulnerabilities in the parsing components 
might present a lower barrier than targeting elements such as task 
schedulers or embedded firmware. This is because an attacker can 
utilize legitimate and openly accessible pathways to stealthily sub-
mit an apparently harmless input file, avoiding the more overtly 
dubious activities associated with installing a malicious driver or 
altering firmware components.

To tackle this problem, we suggest employing fuzzing techniques 
to automatically and systematically identify vulnerabilities in the 
parsing component of Windows printer drivers. Specifically, our 
attention is directed towards the standard driver model [45] intro-
duced since Windows 8, known as the XPS printer driver (XPS-
Drv [48]). This model is noteworthy for its backward compatibility 
with the older Microsoft printer driver architecture, GDI, and its 
ability to support both PostScript and non-PostScript printers and 
plotters.

Currently, XPS is widely used in Windows printers, and most 
printing tasks in Windows involve some form of XPS conver-
sion [39]. Regardless of the file type being printed (e.g., PDF), it will 
ultimately be converted to XPS, and the process handling this task 
(PrintFilterPipelineSVC) is a source of numerous memory corrup-
tion vulnerabilities.

Many efforts [2–4, 13, 14, 17, 50] have been made to develop 
grammar-aware fuzzers for testing applications that process highly 
structured documents. These tools are capable of automatically 
generating well-structured document files, such as XML, based 
on known specifications [4], grammar inference [4], or machine 
learning techniques [14]. However, these tools are not directly 
applicable to our specific challenge. The reason is that a valid XPS 
file must adhere not only to the basic XML syntax but also to the 
particular semantics and dependencies unique to XPS. For instance, 
the value assigned to a “Path.Data” attribute adheres to a defined 
syntax within vector graphics; specific attributes are required to be 
sequenced in accordance with the rendering workflow.

Moreover, much of the existing research has concentrated on 
applying grammar-aware fuzzing techniques to open-source soft-
ware. In contrast, our challenge lies in enabling fuzzing for the 
XPS driver within a closed-source environment. A few previ-
ous studies [5, 15, 18, 21, 25, 54] have attempted to apply fuzzing 
techniques to Windows applications. Notably, the state-of-the-art 
Windows fuzzing tool Winnie [25] has leveraged dynamic tracing 
to extract control flows within target applications, facilitating the 
automatic creation of fuzzing harnesses by uncovering hidden code 
dependencies.

Yet adopting a similar strategy for the XPS driver, which is
more internally oriented than many externally-facing applications,
presents additional complexities. This is largely due to the intricate
inter-program interactions and data/control dependencies inherent in
the printing service workflow. The deep dependency chain across
multiple printing modules makes it extremely difficult, if not im-
possible, to use a single harness program to satisfy all necessary
dependencies at the entry point of the printing workflow.
Overview of PrintXPSurge. To overcome these hurdles, we in-
troduce a coverage-based fuzzing system, PrintXPSurge, designed
to identify flaws in the XPS printer driver’s parsing mechanism.
To craft semantically correct XPS files, we take into account both
general XML standards and specific XPS constraints. To ensure our
fuzzing process effectively interacts with the XPS printer driver,
we develop a progressive state reconstruction method that addresses
individual dependency requirements across the entire printing ser-
vice workflow. To improve the accuracy of XPS files, we introduce
an LLM-assisted repair approach for correcting the format of XPS
files. Then, to verify that a detected crash is precisely caused by the
interested XPS parser, rather than other components of the pipeline,
we perform backtracing to identify the root cause of the observed
crash. To the best of our knowledge, we are the first to tackle the
Window XPS driver fuzzing problem, in a semantics and workflow
aware fashion. Our assessment has confirmed the efficacy of our
input and harness generation techniques, allowing PrintXPSurge
to outperform current leading Windows fuzzers and uncover 17
zero-day vulnerabilities, which Microsoft and third-party ven-
dors have validated.
Summary. PrintXPSurge makes the following contributions:
• Our research pioneered the investigation of the XPS parsing mod-
ule in Windows printers, revealing its significant vulnerability
to cyber threats.

• We created PrintXPSurge1, a novel tool designed to identify vul-
nerabilities in the XPS component of Windows printers. Print-
XPSurge proficiently scrutinizes printer binary files, detecting
a variety of critical issues such as Use-After-Free (UAF), null
pointer dereferences, and memory corruptions (Section 3).

• Using PrintXPSurge to examine XPS drivers on Windows plat-
forms, we identified 102 bugs across ten leading-brand printers.
Among these, 13 zero-days were found in official Microsoft com-
ponents and were assigned CVEs by Microsoft (Section 4).

2 Background
In this section, we will first review the basics of printer models
and their XPS print architecture and documentation. Then, we will
describe attack scenarios for XPS printers.

2.1 XPS Printing Framework
The Windows printing architecture is a complex system involving
various components and services, designed to ensure compatibility
and enhance the development of printing applications and drivers.
This architecture includes a print spooler program and a series of
print drivers, with the print spooler managing and coordinating

1We open source part of the data and non-commercial code at
https://github.com/PrinterRepo/PrintXPSurge to facilitate research in this area.
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the operations of these drivers. The print spooler is a crucial com-
ponent responsible for retrieving the appropriate printer drivers
and loading them. For more detailed information on the Windows
printing architecture, refer to the Appendix A.

In the Windows operating system, there are two main graphics
interfaces used for printing: XPS and GDI. XPS (XML Paper Spec-
ification), developed by Microsoft starting from Windows Vista,
is intended to replace the aging GDI (Graphics Device Interface).
The XPS framework offers a more modern and flexible approach
to rendering print jobs. Under the XPS framework, applications do
not directly invoke drivers; instead, print data is generated through
the operating system’s XPS service to produce a universal XPS file
(see Appendix B) intended for printing.

The main components of an XPS driver system include: Filter,
Filter pipeline, Filter pipeline manager, Filter configuration file,
XPS Spooler Process, and WPF application. The render module of
an XPSDrv printer driver contains filters that process and render
the contents of the XPS spool file for output to the printer. This
rendering component is responsible for converting the drawing
commands received from the application into the command data
required by the printer and then sending it to the printer for render-
ing. Figure 1 shows the workflow of the entire rendering module
and highlights the XPS-related components.

Win32 application

WPF application

XPSDrv Print Driver

XPS 
SPOOL FILE

Conversion
Render Module

GDI API

XPS API

Filter Pipeline Manager

XPS 
Document

Non-XPS
Document

Printer

Printer Control
Language

 Filter configuration file

Filter Pipeline

...
Filter 1 Filter N

Communication

Figure 1: XPS Print Path

The Filter Pipeline Manager is responsible for data transfor-
mation. It can read and write page markup, access the content of
other components, create new components, and associate them
with pages. Additionally, it can generate entirely new documents
and pages, dissociate relationships between pages, enumerate re-
sources on a page, and operate with both XPS and stream-based
filters. In the system driver, print files are ingested as XPS stream
files and managed via a configuration file among various filters.
This configuration file, structured in XML, delineates the taxonomy
of filters, specifies the interfaces of each filter, and stipulates the
input/output formats pertinent to each filter. For flexibility and
reuse, each filter performs a specific print processing function. For
example, one filter might apply a watermark, while another per-
forms accounting. Ultimately, the file is converted into a PS or PCL
language recognized by most printers through the MSxpsPCL6 or
MSxpsPS filter and delivered to the printer for printing via the print
stream interface.

2.2 Attack Scenario
The components and functionalities of the Windows printing archi-
tecture are quite complex and embody certain hazardous designs

with potential risks. Compared to vulnerabilities in other system
modules (e.g., Win32k.sys), those associated with printers can often
be exploited more simply and directly, heightening their allure as
attack vectors.

Penetrating an organization’s network is orthogonal to escalat-
ing privileges within its local network. Even after gaining initial
access, external attackers must still exploit vulnerabilities to com-
promise privileged internal servers. In the past, during a traditional
full-scale attack on theWindows operating system, attackers would
first exploit user-level vulnerabilities (e.g., in browsers like Edge) to
bypass application mitigations and gain initial access to the system
through remote code execution (RCE). Once they have access to
the system, attackers typically seek a primitive capable of arbitrary
memory read/write operations in the kernel. This can be achieved
through objects such as Bitmap [52] or Palette [9], which are
components of Win32k.sys. Win32k.sys is a critical module in the
Windows kernel responsible for handling user interface and graph-
ical display functionalities. By leveraging this primitive, attackers
can access the token of the system process with PID 4, which is
usually a core component of the Windows operating system and
possesses the highest level of privileges. By reading and replicat-
ing the security token of this process, attackers can extend these
elevated privileges to other processes, thereby achieving privilege
escalation. To successfully execute such attacks, attackers must sat-
isfy two key prerequisites: the ability to perform arbitrary memory
reads and writes within kernel memory spaces.

In stark contrast, the exploitation of printer vulnerabilities does
not rely on such complexity. Various Windows components related
to printing, like spoolsv.exe (the print spooler service) and print
pipeline handlers, usually operate with high privilege levels. Thus,
if vulnerabilities allow the execution of attacker code, these compo-
nents are already running in a high-privilege context, enabling the
attacker to directly assume said elevated privileges and carry out
malicious activities. In these cases, the privilege escalation grants
SYSTEM privileges rather than the more powerful kernel privilege.
These actions may include, but are not limited to, deploying mal-
ware, tampering with system files, or undertaking other potentially
destructive actions, posing a severe threat to system security.

In modern network environments, printing functionality com-
monly relies on network interactions to facilitate remote document
printing. While this convenience improves efficiency, it also in-
creases the risk of network attacks, particularly those that may
enable attackers to gain control over remote devices. Although
print services are typically confined to local networks, their broad
accessibility makes them high-value targets. Attackers can exploit
these services to escalate privileges without needing the complex
prerequisites required for kernel-level exploits, making them highly
attractive targets.

XPS drivers are crucial for various printing services, but they
are not included by default in Windows. Users have to download
and install them manually. Nevertheless, attackers can still find
ways to circumvent this limitation through other methods. Starting
with Vista, the "Point and Print" [41] feature allows users to install
built-in print drivers through a print server without needing ad-
ministrator privileges. Attackers can exploit the "Point and Print"
feature to install vulnerable XPS printer drivers. By leveraging
these vulnerabilities, even attackers with lower privileges can load
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malicious DLLs and achieve remote code execution. Notably, the 
well-known Windows Print Nightmare vulnerabilities CVE-2021-
34527[1] and CVE-2021-1675 are examples of vulnerabilities that 
execute code in the Windows printing service through the loading 
of malicious DLLs. Specifically, CVE-2021-1675 allows attackers to 
bypass safety mechanisms in the PfcAddPrinterDriver function, en-
abling the installation of malicious drivers on a targeted print server. 
If the attacker can also control user accounts in the domain, they 
could further connect to the Domain Controller’s Spooler service 
and exploit the same vulnerability to install malicious drivers on the 
Domain Controller, thereby gaining control of the entire domain 
environment. Attackers successful in exploiting this vulnerability 
possess the ability to execute arbitrary code with SYSTEM privileges, 
which enables them to conduct various malicious acts, such as in-
stalling unauthorized software, viewing, altering, or deleting data, 
or even creating new accounts with full user privileges.

  Local Machine

Attacker (Normal Privs)

  Network Print Server

XPS Driver (SYSTEM Privs)

Remote Code Execution

XPS Driver (SYSTEM Privs)

Local Privilege Escalation

Print Evil XPS

Privilege EscalationCode Execution

Printer Share Service

Print Evil XPS through Network

Figure 2: Attack Scenario

We describe a typical attack scenario in Figure 2. In the context
of XPS attack scenarios, an attacker with lower-level privileges
only needs to submit a meticulously crafted XPS file to the target
printer’s queue. This document, for instance, could leverage inter-
nal resources and objects within the XPS format as primitives for
orchestrating heap feng shui [53] to manipulate memory. When
local and network print services parse the XPS file, a vulnerabil-
ity within the printfilterpipelinesvc.exe module—which oper-
ates with NT Authority\Local Service privileges—can be exploited.
Consequently, this allows the attacker to potentially achieve Lo-
cal Privilege Escalation (LPE) and Remote Code Execution (RCE)
attacks [26].

3 Design of PrintXPSurge
This section introduces the technical details of PrintXPSurge. Fig-
ure 3 provides an overview to the workflow of PrintXPSurge. The
objective of this tool is to efficiently and accurately detect vulnera-
bilities related to the printer XPS components.

3.1 Overview
In this section, we provide an overview of the three phases in which
PrintXPSurge detects printer XPS vulnerabilities.

Phase 1: Input Generation. Firstly, we create well-formed XPS
files as fuzzing inputs. To do so, we initially construct basic XML
files using well-known XPS specifications. Then, we create XPS
specific constraints and incorporate these constraints into the gen-
eration and mutation of the basic XML files.

Phase 2: Progressive Runtime State Reconstruction. To acti-
vate the driver functions, we construct a fuzzing harness tailored
to fulfill the execution prerequisites of the driver code. In order to
bypass the need for rebuilding complex internal dependencies be-
tween the XPS driver and other elements within the printing work-
flow, our approach uses snapshots to progressively construct the
runtime for the entire workflow. Consequently, we utilize dynamic
tracing techniques to map out both control and data dependencies
at the workflow’s interface.

Phase 3: Document Format Repair. At this step, we capture the
internal error messages from the driver and use a large language
model to repair the incorrect XPS format based on these error
messages. In cases where there are errors due to missing resources,
we recover the runtime dependencies and introduce the resource
files referenced by the generated XPS files into the fuzzing settings.

Phase 4: Bug Localization. Adopting a workflow-level ap-
proach for generating the testing framework simplifies the process
but introduces ambiguities. When a crash occurs in the XPS driver
or other workflow components, it’s unclear if it’s due to known
superficial vulnerabilities or deeper issues.We resolve these ambigu-
ities by eliminating duplicate vulnerabilities, ensuring fuzz testing
can explore deeper paths without obstruction. We use tools like
TinyInst to collect coverage data, accurately identify root causes,
and manually patch issues to prevent recurrence.

3.2 Input Generation
Our goal is to generate well-formed XPS files which can be used
to test the parsing component in XPSDrv. Particularly, we aim
to identify deep bugs stemming from the improper processing of
well-structured XPS files containing ill-intentioned content,
as opposed to shallow crashes induced by disorganizedXPSfiles. As
a result, our expected inputs must satisfy several key requirements:
(1) A well-formed XPS file must be a valid XML file. XPS is built

atop XML format. A syntactically correct XPS file must follow
the XML specification.

(2) An acceptable input must adhere to the XPS specification, en-
compassing correct XPS tag names and maintaining proper
relationships among pertinent tags, as well as accurate associa-
tions between tags and their corresponding content.

(3) An expected test input must not be prematurely rejected be-
fore it reaches the XPS parser due to runtime errors. It should
accommodate all runtime environmental requirements so as
to successfully trigger the parsing component (see details in
Section 3.4).

Basic XML File Generation. We follow the classic generation-
based fuzzing technique [55] to generate well-structured XML files.
In particular, we use the XML Schema Definition (XSD) [58] lan-
guage to define XML templates so that any files generated from
these templates must follow XML syntax. In principle, we can de-
fine any arbitrary XML templates with random tag names. Yet to
simplify the subsequent step of creating valid XPS files, we compile
a comprehensive list of tag names utilized in XPS files as outlined
in the XPS specification [31], and exclusively use this collection of
strings for tag definition.
XPS Constrained Mutation. We then mutate the generated XML
files with legitimate XPS tags, applying structural mutations to
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Figure 3: Overview of PrintXPSurge

reconstruct their hierarchy, including shuffling element order and
modifying nesting relationships. Our mutation is guided by the
unique constraints in XPS files. Specifically, we first randomly alter
our seed XML files via adding, removing, and changing elements
and properties, and perform value mutations to alter the element
contents and attribute values. We then verify whether the modified
files conform to XPS-specific constraints and finally discard those
that cause any violations.
XPS Constraints. To our study, XPS specific constraints can be put
into five categories, as depicted in Table 1, which originate from the
semantics of rendering workflow. Notably, the complexity of the
XPS specification requires tedious manual efforts to interpret the
lengthy textual documentation, summarize all the constraints, and
implement a generator that adheres to these rules. To reduce the
manual effort involved, we developed an LLM-assisted "repair-then-
patch" approach (see details in Section 3.4), where we employ a
Large Language Model (LLM) to directly repair XPS files to improve
their formatting accuracy. In fact, we manually defined only a
limited number of key constraints. This is because the goal of
our generation phase is not to ensure zero mistakes but rather to
decrease the likelihood of producing ill-formed files.

Firstly, the elements in an XPS file are organized naturally in a
hierarchy. For instance, a Path element in XPS is used to describe
vector-based line graphics within a document. Because it defines
the geometry of graphical components, it contains the descriptive
elements such as Data specifying their shapes, Fill indicating the
color to fill the shapes, and Stroke representing the color used for
their outline. As a result, the precise parent-children relation of
these elements is critical for a XPS parser to correctly interpret the
layout of the document.

Secondly, some elements at the same level must be organized
in certain order. In the aforementioned example, while most ele-
ments under a Path can be defined independently by design, there
still exist implicit dependencies due to the workflow of the render-
ing pipeline. For instance, when three properties, RenderTransform,
Clip and OpacityMask of a Path element are used together, the
RenderTransform is typically applied first to the element, then the
Clip is applied to the transformed element, and finally, the OpacityMask

is applied. This sequence ensures that transformations do not affect
the clipping region or opacity mask application.

Thirdly, multiple elements may belong to the same class and only
one of the instances can be present at a certain level. For example,
a Brush instance can be used to fill the shapes in a Path. Though a
variety of Brush types (e.g., ImageBrush, LinearGradientBrush, etc.)
are available, only one can be applied to one Path.

Fourthly, specific elements must appear at least once at a level.
For instance, PageContent.LinkTargets is a property used within a
PageContent element to define a collection of named destinations
within a page. It needs at least one LinkTarget to fulfill its purpose
of providing navigational anchors within the document.

Last but not least, the content of an individual property may
follow a predetermined structures. There are some simple formats
such as the encoding used for Color or the combination of offsets
utilized by Glyphs.Indices. Yet complex protocols are also being
employed: a Path.Data property uses a series of “letter” commands
such as M, L, Z to describe the geometry of a path – for example,
M10,20 L30,40 Z represents a path that first moves to point (10,20),
draws a line to point (30,40), and then closes.
Formal Definition. To comprehensively capture these constraints,
we formally define such constraints using linear temporal logic
(LTL).
Definition 1. Let 𝑃 be a set of atomic logical proposition symbols
about the system {𝑝1, 𝑝2, ...𝑝 |𝐴 | }, e.g., there exists a Path element
in an XPS file, and let Σ = 2𝐴 be a finite alphabet composed of
these propositions. Then, the set of LTL-based XPS constraints
is inductively defined by the grammar:

𝜑 ::= 𝑡𝑟𝑢𝑒 | 𝑝 | 𝜑1 ∧ 𝜑2 | ¬𝜑 | ⃝ 𝜑 | 𝜑1 𝑈 𝜑2 (1)

where ¬ and ∧ denote negation and logical AND operators; 𝜑1 𝑈 𝜑2
indicates that𝜑1 remains true until𝜑2 becomes true; and⃝𝜑 means
𝜑 is true in the next step. In addition, we also use the following re-
dundant notations:𝜑1∨𝜑2 instead of¬(¬𝜑1∧¬𝜑2),𝜑1 → 𝜑2 instead
of ¬(𝜑1 ∧ ¬𝜑2), the eventually operator ♢𝜑 instead of (𝑡𝑟𝑢𝑒 𝑈 𝜑),
and the always operator □𝜑 instead of ¬♢¬𝜑 .

Table 1 illustrates the policies of example constraints. For ex-
ample, we can specify the Hierarchy constraint as □(∃Path ∈
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Table 1: XPS Constraint Categories
Category Description Example Policy
Hierarchy Certain element contains predeter-

mined child elements.
Path has a child element Data. □(∃Path ∈ 𝑝𝑎𝑟𝑒𝑛𝑡 ) →

♢(∃Data ∈ 𝑐ℎ𝑖𝑙𝑑 )
Workflow Sequence Some elements at the same level

need to be arranged in a specific se-
quence.

RenderTransformmust happen first, followed by
Clip, and followed by OpacityMask

□∃RenderTransform → ♢∃Clip
□∃Clip → ♢∃OpacityMask

Mutual Exclusion Within a given level, only a single
instance of an element type is per-
mitted.

Only one Brush instance can be used under
Path.Fill.

□(∃BrushA ∈ Fillchild ) →
□¬(∃BrushB ∈ Fillchild )

Minimum Cardinality Specific elements must appear at
least once at a level.

At least one LinkTarget must exist in
PageContent. LinkTargets.

□∃PageContent.LinkTargets →
♢∃LinkTarget

Content Format The content of an attribute must fol-
low a certain format.

Path.Data, Glyphs.Indices, Color have specific
formats

□∃Data → □𝑇ℎ𝑒 𝑣𝑎𝑙𝑢𝑒 𝑜 𝑓 Data
𝑚𝑢𝑠𝑡 𝑎𝑑ℎ𝑒𝑟𝑒 𝑡𝑜 𝑖𝑡𝑠 𝑓 𝑜𝑟𝑚𝑎𝑡 .

𝑝𝑎𝑟𝑒𝑛𝑡) → ♢(∃Data ∈ 𝑐ℎ𝑖𝑙𝑑), which indicates that if a Path el-
ement exists in the parent level, there must be a Data field in the
child level. Similarly, we can describe the requirement forMutual Ex-
clusion: □(∃BrushA ∈ Fillchild) → □¬(∃BrushB ∈ Fillchild),
which dictates that if a Brush instance is already present as the child
of Fill, the existence of another instance is always false.

3.3 Progressive Runtime State Reconstruction
Motivation. Since our fuzzing target, the XPS printer framework,
is not a stand-alone program but a suite of applications within a
client/server architecture with internal component communica-
tions governed by multiple protocols, and considering that key
components of the printing subsystem function as self-starting
system services within the operating system, our objective is to
reconstruct a replicable runtime environment and workflow for the
printer.

At a high level, this is the same problem that prior work Win-
nie [25] also expects to solve. Particularly, to circumvent front-end
GUI interaction of an individual Windows application so as to di-
rectly execute its back-end logic code,Winnie uses dynamic tracing
to extract the control dependencies between the front-end and the
back-end, and automatically reconstructs a single harness program
that can satisfy these dependencies.

In theory, it is possible to adopt Winnie’s approach to generate
a single harness at the entry point of the printing pipeline – a print-
ing application – for the entire workflow. However, in practice, this
prior technique, designed to address synchronous dependencies
within a single application, cannot easily solve our problem. Our
challenge requires recovering asynchronous relations among multi-
ple separate yet coordinating printing modules, such as Winspool.drv,
spoolsv.exe, and printfilterpipelinesvc.exe.

To address this challenge, we propose a progressive state re-
construction method. The core idea is to gradually build the sys-
tem states required by individual printing modules as the print-
ing pipeline progresses, rather than creating a single initial state
to trigger the entire pipeline. The rationale behind our design is
that multiple printing modules, such as spoolers and filters, are
loosely coupled by nature, each performing an independent task.
Dependencies between modules can often be resolved at their input-
output interfaces. Consequently, we leverage our knowledge of the
printing workflow to generate stage-aware runtime states at the

beginning of each module. These states address inter-module con-
trol and data dependencies, while the internal logic of spoolers and
filters automatically satisfies intra-module dependencies.
Approach. More concretely, we begin by constructing a simple
“seed” harness to initiate the printing workflow. Importantly, the
purpose of this harness is not to meet all subsequent internal re-
quirements but rather to serve as a substitute for the application
that typically triggers the printing process. To achieve this, we
follow Winnie’s approach and perform dynamic tracing on the ap-
plication that initiates printing requests, enabling us to recover the
control and data dependencies at the workflow’s interface. Figure 4
demonstrates the part of the initial harness. Specifically, we identify
the data dependency between input filename and XPS parser and
therefore automatically generate a temporary file with a random
name. Similarly, because the printer workflow requires a printer
stream and an XPS OM Object Factory, we hence initialize these
instances to feed the downstream logic.

1 int harness(wchar_t* filename)
2 {
3 //Create a temporary file name
4 char pszName[L_tmpnam] = { '\0' };
5 tmpnam_s(pszName);
6
7 //Generate a new printer stream
8 if (FAILED(hr = StartXpsPrintJob(
9 TEXT("PCL6"), //Printer name

10 NULL, //jobName
11 NULL, //outputFileName
12 NULL, //progressEvent
13 completionEvent, //completionEvent
14 NULL, //printablePagesOn
15 0, //printablePagesOnCount
16 &job, //xpsPrintJob
17 &jobStream, //documentStream
18 NULL //printTicketStream Ticket
19 ))) {...}
20
21 //Initialize an XPS OM Object Factory
22 if (FAILED(hr = CoCreateInstance(
23 __uuidof(XpsOMObjectFactory),
24 NULL,
25 CLSCTX_INPROC_SERVER, //CLSCTX enumeration
26 __uuidof(IXpsOMObjectFactory),
27 reinterpret_cast<void**>(&xpsFactory)
28 ))) {...}
29 }

Figure 4: Part of the Initial Harness

After our harness initiates the beginning of the printing work-
flow, we introduce a snapshot-based approach. We run our fuzzing
in a virtualized environment and, during the execution of the print-
ing pipeline, generate a virtual machine snapshot based on the
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Windows Hypervisor Platform API [38] between each pair of con-
secutive modules. Each snapshot serves as the input state for the
next module. However, these states, especially those involving the
data inputs, may not lead to the successful execution of the subse-
quent stage. Therefore, we must modify each snapshot to produce
the correct state that allows the next stage to proceed.

To help understand the problem, we use Figure 5 to illustrate
the entire process. A printing request is initialized in the harness,
which sends an XPS file to the spooler service. The spooler service
schedules the printing job and eventually dispatches this job to
the pipeline service. The pipeline service controls a series of filter
components, each of which performs a dedicated task. While the
pipeline service coordinates all the filters and ensures that they are
executed in a specific order, it only defines the interfaces for these
filter functions. The actual implementations of these functions are
part of the XPS driver, which are loaded by each interface at runtime.
The deep and asynchronous dependency chain makes it extremely
difficult, if not impossible, for dynamic tracing to reconstruct the
required initial state that can satisfy all subsequent printing stages.

XPS Driver
Interfilter Communicator

Pipeline Service

Spooler Service

Fixed 
Document 

ICC
Profile

Harness

RPC

Print 
TicketPrint Ticket Filter

Fixed
 PageWatermark Filter
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Figure 5: Printing Workflow

This approach is somewhat similar to the forced execution tech-
nique [51], which can negate condition check results to ensure the
completion of program execution. However, our technique differs
in two key aspects. Firstly, while the forced execution technique
primarily focuses on patching control flows, our snapshot modifica-
tions also aim to generate correct data flows, such as valid file paths
to existing resource files, which are critical for testing downstream
printing drivers. Secondly, unlike prior work that aggressively cir-
cumvents condition checks within internal code logic, we only
patch the states at interfaces, preserving the state consistencies
within each module.

To achieve this, we must address two technical challenges: (a)
precisely identifying the timing to collect snapshots, and (b) ef-
fectively modifying the snapshots to generate the required input
states. The first challenge is generally addressed by detecting the

loading of dynamically linked libraries, which indicates the initia-
tion of a new filter module. To enhance precision, we incorporate
additional domain knowledge, such as analyzing function names.
This approach is discussed further in Subsection 3.5. The second
challenge is tackled using large language models, as detailed in
Subsection 3.4.

3.4 Document Format Repair
Motivation.Once we have collected a snapshot, we need to modify
it to ensure that the adjusted state allows the successful execution
of the next printing stage. The most naïve approach would be to
blindly mutate the snapshot and monitor the execution of the next
module until one mutation leads to successful completion.

To expedite this slow process, we resort to our key observa-
tion: the closed-source Windows driver does not simply crash
when presented with ill-formed inputs; instead, it provides de-
tailed error messages explaining why the input is invalid. For
example, when specifying an ImageBrush object, an input such as
ImageBrush ImageSource=“.png” Originy=“22.33” not only includes
the required ImageSource attribute but also the incorrect Originy
attribute. In this scenario, the error message – “Originy=‘22.33’[98]:
Unexpected attribute” – precisely identifies the invalid part of the
input. This feedback can be leveraged to guide a fuzzer in effectively
adjusting its inputs.

Nevertheless, due to the closed nature of driver programs, the
structures of their error messages are not publicly documented. To
automatically interpret these feedbackmessages and “fix” the inputs
accordingly, we propose leveraging large language models (LLMs).
Recent surveys [22, 24] highlight significant efforts to incorporate
LLMs into fuzzer input generation. However, most existing tools
rely on publicly available knowledge about white-box systems
that LLMs can learn from, such as well-known protocol specifi-
cations [28, 30, 59], open-source system implementations [62, 63],
or code patterns associated with performance bottlenecks during
fuzzing [60]. In contrast, using LLMs to interpret runtime feedback
from black-box systems remains underexplored.

While recent work [61] leverages log data to guide the fuzzing
of network protocols, it primarily focuses on using log information
to infer the correct sequence of input events – e.g., ensuring that a
session connected event precedes a session closed event – rather
than addressing the structural correctness of individual input items.
For instance, it does not handle cases where an ImageBrush object
incorrectly includes an Originy attribute, which requires a more
fine-grained semantic interpretation of feedback messages.

To the best of our knowledge, this work is the first to lever-
age LLMs for interpreting the root causes of ill-formatted
structural inputs based on error messages generated by closed-
source Windows software. Additionally, we advance this ap-
proach by automatically correcting erroneous inputs using
runtime feedback, thereby enhancing and streamlining the
automated fuzzing process.
Error Messages Collection. In our study, we analyzed a large
number of XPS drivers and found that they all have internal excep-
tion handling mechanisms (e.g., cmnException in MSxpsPCL6.dll, a
dynamic link library used as a filter in the Microsoft XPS driver).
These functions provide detailed plaintext error messages that can
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1 cmnErrorLog::Add(2LL, 1LL, 1LL,
"xamlAttributes_t::parse",↩→

2 "Originy=‘22.33’[98]: Unexpected attribute;",
3 "Originy=‘22.33’",
4 *(_DWORD *)(*((_QWORD *)a2 + 24) + 140LL),
5 (const wchar_t *)v12[1]);
6
7 cmnException::cmnException(
8 (cmnException *)pExceptionObject,
9 "xpsFont::loadNotify",
10 "Could not load font; uri: /Resources/times.ttf");
11 throw (cmnException *)pExceptionObject;
12

1 --- before.xml
2 +++ after.xml
3 @@ -1,3 +1,3 @@
4 -<ImageBrush ImageSource=".png" Originy="22.33"
5 +<ImageBrush ImageSource=".png"
6 Viewbox="0,0,71.567,72.003" TileMode="None"

ViewboxUnits="Absolute"↩→
7 ViewportUnits="Absolute" Viewport="0,0,1,1">
8 ......
9 <Glyphs FontUri="/Resources/times.ttf"

Indices="0,0,0,0" FontRenderingEmSize="16"
Fill="#000000" OriginX="10" OriginY="220"
UnicodeString="Sample Text" />

↩→
↩→
↩→

Figure 6: Repair Case of Unexpected Attribute and Missing Resoucrce
accurately pinpoint specific fields or elements where errors occur
in the XPS file structure. We hook exception functions such as
cmnException in MSxpsPCL6.dll to capture error keywords. When
an error keyword appears excessively and a stage can be identified
based on API signatures, we submit the error messages along with
the associated XPS files to a large language model to facilitate the
repair of these XPS files.
Large Language Model-Assisted XPS File Repair.We divided
the 200-page XPS Specification into 16 slices for LLM processing.
To enhance the LLM’s understanding of specific terms in XPS for-
mats that are not standard natural language words, such as the
ImageBrush object or the Originy attribute, we fine-tune the model
using XPS specifications and designed a six-step prompt to help
the LLM understand what “repair” means. Figure 7 illustrates our
prompt message. Specifically, we instruct the LLMs to address: (1)
syntactic errors in basic data structures like matrices, (2) spelling
mistakes in tag and attribute names, (3) structural issues in at-
tribute hierarchies, (4) semantic problems arising from missing,
redundant, or invalid attributes, and (5) logic errors caused by
incorrect dependencies. However, we do not expect the LLMs to fix
runtime errors – e.g., a referenced font file /Resources/times.ttf

does not exist or the path is incorrect – as resolving these issues re-
quires additional knowledge of the execution environment. Instead,
we ask GPT-4 to (6) identify and report these problems without
attempting to repair them. These issues will be addressed separately
by “patching” the fuzzer runtime.

Figure 6 illustrates the repair of an unexpected attribute and
missing resource by presenting the error message reported during
the parsing of the XPS document, along with a comparison of the
document before and after the correction. The first error message in-
dicates a non-standard attribute. GPT-4 provided a relevant analysis
for the erroneous XPS document fragment: "The attribute Originy
was identified by the system as unexpected. Upon verification, it was
determined that the ImageBrush element in the XPS standard does
not define this attribute, suggesting it may be a typographical error
or unnecessary." The large language model successfully identified
Originy as a misspelled or superfluous attribute and automatically
removed it. Similarly, if a Glyphs attribute is mistakenly closed with
a </Canvas> tag, the LLM fixes it based on the message: "Expect-
ing close for Glyphs element but encountered Canvas." A missing
</FixedPage> tag results in the error: "Missing FixedPage element,
or element not closed." The LLM is well-suited for fixing errors like
the ones mentioned above, as error messages help pinpoint the
exact location of the issue, allowing it to converge on a solution in
just one attempt on average. After the correction, when a second

error message, such as “Could not load font; uri: ......”, is encountered
due to a missing resource, in contrast, the LLM will not attempt to
resolve it, and "patching" fuzzer runtime will handle it.

Prompt

This is an XPS file parsing error message: <Insert error message>

Based on the following XPS official documentation: <Insert XPS official
documentation content>

Please attempt to repair the following erroneous XPS document by addressing
the following:
(1) Fix basic syntax issues, such as improper formats for colors and matrices.
(2) Correct spelling errors in tags and attributes.
(3) Tackle complex structural problems, such as mismatched XML tags and incor-
rect hierarchies.
(4) Resolve attribute errors, including missing required attributes, duplicate at-
tributes, and invalid values.
(5) Address logical errors, such as inconsistencies between attribute values and
missing dependencies.
(6) If there are runtime errors such as missing resource files, report these errors
without attempting to fix them.

Output the corrected document format.

Figure 7: Prompt for Finetuning
“Patching” Fuzzer Runtime. A well-formed XPS file may still
contain invalid content, such as a link to a file that does not exist.
To also satisfy requirement (3) in Section 3.2, we will further patch
these runtime errors and provide the fuzzing environment with
correct runtime values. The underlying cause of potential runtime
errors often lies in the dependency between rendering XPS files and
the access to external resources. For instance, an XPS file can employ
a special font from a .ttf file defined in the FontUri or load an PNG
image from a ImageSource. Based on the information provided by
the error message, we update the relationship file (.rels file) to
include the relationship for the new resource. Specifically, we add a
new Relationship element, specifying the ID and type of the new
resource, and place the resource in the corresponding folder. It is
important to note that this patching process is not a one-time task.
As the printing workflow progresses, different runtime checks are
incrementally performed by individual printing modules, requiring
continuous updates.

3.5 Implementation Details
We have implemented PrintXPSurge in Python and C. To achieve
this, we incorporated several existing tools including TinyInst, IDA
Python, Process Monitor[44], Detours, and WinDbg[46].
Constraint Generation. To construct these policies, we manually
interpret XPS specifications and derive the constraints with respect
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to the XPS elements and their dependencies. Note that, XPS specs
may not exhaustively cover all possible formats for attribute values.
Thus, to address Content Format constraints, we instead collect and
reuse the content values from existing well-formed XPS files. Our
LTL constraint solving is performed using an off-the-shelf model
checker NuSMV [49]. Particularly, we first extract relations among
attributes from XML files, and convert these relations to identifiers
and transitions in NuSMV models, and then use NuSMV to verify
the constructed models against manually defined LTL constraints
in order to determine consistency/violations.

Our LTL specification generation requires manual effort, but
once created, XPS file generation and mutation are fully automated.
We implemented the specs in 416 LOC, completed by one person
in 40 hours, and achieving high coverage of specifications is not
essential, as we leverage an LLM to repair ill-formed inputs.
Progressive Runtime State Reconstruction. By hooking into
the XPS API[35], which is a nativeWindows API allowing programs
to create, read, edit, save, and print XPS files and is supported on
Windows 7 and later versions for use by both user-mode programs
and XPSDrv printer drivers, we were able to record the trace infor-
mation of printer calls, capturing the entire sequence of API calls.
In the XPS driver configuration file, the names of all filters for the
XPS driver are recorded. For different filters, we monitor by hook-
ing each filter’s specific interface to confirm when these filters are
called. For functions, we try to cover all tags and resources when
generating XPS documents to test as many different functions as
possible. We then employed traditional static reverse engineering
analysis methods to reconstruct function prototypes. This involved
combining static analysis provided by IDA Pro[20] with specific
information obtained from dynamic execution tracing. Additionally,
we used Process Monitor, a Windows API monitoring program, to
observe sensitive behaviors such as DLL loading, file reading and
editing, and registry key value modifications.

We determine the time window for obtaining a snapshot by mon-
itoring signature function calls. For example, to identify the starting
point of XPS filters, we rely on our knowledge that each filter object
must be loaded and initialized by a filter pipeline manager immedi-
ately before the filter execution. Specifically, the filter pipeline man-
ager loads each filter, implemented as a dynamically linked library
(DLL), by invoking the exported function DllGetClassObject() de-
fined in the library. It then initializes the filter object by trigger-
ing the callback function InitializeFilter() that implements the
IPrintPipelineFilter() interface in any XPS filters. Therefore, by
dynamically tracing and observing the invocation of these func-
tions at runtime, we can confirm that the next filter module has
successfully started. At this point, we can take a snapshot using
tools such as WinDbg [46] to capture the current memory and
CPU states. XPS files are fixed by directly modifying the memory
snapshot at the locations where these files reside.
BugLocalization. In the fuzzing process, sanitizers like PageHeap[37]
and AppVerifier[36] are used to monitor the heap memory state of
all running processes and issue warnings when memory corrup-
tion is detected at runtime. By streamlining the testing framework
generation with a workflow-level approach, we inadvertently in-
troduce some ambiguity. Specifically, when a crash occurs, it is
not immediately clear whether the XPS driver or another com-
ponent in the pipeline is responsible. This ambiguity can lead to

the premature exposure of superficial vulnerabilities, hindering
the progression of subsequent testing processes. In practice, the
repeated occurrence of these shallow defects can disrupt or halt
extensive printing workflows, further impeding the exploration of
deeper components within the pipeline. At this stage, our objective
is to eliminate redundant vulnerabilities and ensure the continu-
ity of normal printing operations. First, to accurately pinpoint the
source of the detected vulnerabilities, we perform bug localiza-
tion by backtracking through the call stack. To achieve this, we
employed TinyInst[16] to instrument and collect coverage infor-
mation for our test targets. TinyInst is a lightweight dynamic in-
strumentation library. Unlike similar tools such as DynamoRIO[19]
and Pin[27], TinyInst is designed to be more lightweight, easier
to understand, and more convenient for developers to customize.
By leveraging TinyInst, we were able to efficiently gather detailed
coverage information, which is crucial for our analysis and testing
purposes. In particular, we attached TinyInst to the printer process
printfilterpipelinesvc.exe and instrumented the corresponding
graphic DLLs to record the paths traversed during the parsing of an
XPS file. After identifying the root cause of the duplicate vulnera-
bilities, we manually patch the issue to prevent subsequent crashes
from originating from the same source.
PoCConstruct.We conducted an in-depth analysis of the XPS files
that caused crashes and performed validation based on this analysis,
which introduced some manual work. To confirm exploitability,
manual work was required—simple cases took approximately 30
minutes, while complex cases could take up to a day. However,
identifying the inputs that triggered crashes and reproducing these
crashes was fully automated. To assess the severity of these bugs, we
constructed both local printer environments and network remote
printer environments. We crafted XPS files that caused crashes
by arranging objects and resource files to perform heap feng shui.
These crafted XPS files were then sent via print requests to both
local machines and remote machines in a network environment
to evaluate whether these vulnerabilities could be exploited for
Remote Code Execution (RCE), Local Privilege Escalation (LPE), or
information disclosure.

4 Evaluation
We have identified 10 presentative XPS printer drivers on Windows
10 version 10.0.19041.1806 for our evaluation. These printer dri-
vers include official Microsoft XPS printer driver components [43],
specifically Microsoft PCL6 Class, PS Class and OpenXPS Class Dri-
vers, as well as drivers from major printer vendors such as Canon,
HP, Kyocera, etc. We have also chosen the state-of-the-art coverage-
guided fuzzers, WinAFL [15] and Winnie [25], on the Windows
platform, along with the open-source generative XML fuzz tools,
xmlfuzzer [29], and untidy [57], for comparative analysis. The ex-
periments were conducted on a machine equipped with 32GB of
RAM and an Intel i7-13700K processor, running the operating sys-
tems configured with their default settings for assessment purposes.
Our evaluation aimed to answer the following research questions:
RQ1. How effective is PrintXPSurge in discovering of vulnerabili-
ties, particularly compared to existing tools?
RQ2. What is the extent of potential harm caused by these vulner-
abilities, and what specific damages can they inflict?
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Table 2: List of Drivers Tested with PrintXPSurge

Brand Driver Name Filter Name Version #Unique Crashes #Bugs

Microsoft
Microsoft PCL6 Class Driver MSxpsPCL6.dll 10.0.19041.1806 58 21
Microsoft PS Class Driver MSxpsPS.dll 10.0.19041.1806 60 17
Microsoft OpenXPS Class Driver MSxpsPS.dll 10.0.19041.1806 0 0

Canon
Generic PCL6 V4 Printer Driver cnnv4_flayout.dll

cnnv4_faqua.dll 2.1 37 16

Generic UFR II V4 Printer Driver cnnv4_flayout.dll
cnnv4_faqua.dll 2.1 16 13

HP Smart Universal Printing Driver hpxpspdlconverter.dll 4.01.2.2972 76 20

Kyocera Kx v4 Printer Driver kyv4.dll
MSxpsPCL6.dll 6.1.1603 27 14

TOSHIBA TOSHIBA V4 Printer eSc6m.dll 10.70.3989.43 1 1
Dell Dell Printer S5830dn XPS v4 DKAESKF*.DLL (13) ∗ 03142016 0 0
Ricoh PCL6 V4 Driver for Universal Print r4600fxl.dll 4.26.0.0 1 0

* The driver contains a total of 13 Filter DLLs named with the prefix DKAESKF.

4.1 RQ1: How effective is PrintXPSurge in
discovering of vulnerabilities?

We selected V4 architecture XPS printer drivers from common
brands available on the market, ensuring that all drivers were up-
dated to their latest versions at the time of our testing. During our
tests, we identified zero-day bugs in seven of these drivers, all of
which were discovered exclusively by PrintXPSurge and could not
be detected by other tools. Table 2 presents our test results.
Evaluation of XPS File Generation Correctness. In our evalua-
tion, we tested the correctness of XPS files generated using tools
such as PrintXPSurge, untidy, xmlfuzzer, andWinAFL. To assess the
effectiveness of PrintXPSurge in generating XPS files, we employed
several evaluation criteria: We used Python’s XML syntax parsing
module to verify the correctness of the XML format and applied
LTL rules to verify the correctness of the XPS format. To verify the
correctness of the generated XPS files, we wrote additional LTL
rules. Since it is very difficult to cover all possible rules completely,
we only wrote a subset of LTL rules that were not used during
generation to validate the effectiveness of the LLM in repairing
XPS files. Considering the inherent non-determinism associated
with the LLM, we account for variability by conducting five ex-
perimental iterations. This approach balances computational cost
and performance while enabling the computation of an arithmetic
mean across multiple measurements. Table 3 presents a compara-
tive analysis of the tools, with columns two and three detailing the
outcomes for the two specified evaluation criteria, respectively.

Through manual analysis and debugging, we identified signif-
icant shortcomings in WinAFL when applied to fuzzing highly
structured files like XML. Firstly, the test cases generated by its
mutation strategy often lack syntactic correctness. This deficiency
results in the generated test cases being unable to pass the format
checks within the module, hindering the execution of subsequent
parsing processes. Additionally, WinAFL’s limitation to mutating
existing corpora prevents the generation of new XML tags. Even if
the test cases pass the format check, achieving meaningful coverage
growth during the fuzzing process proves challenging. Notably, the
generation module used by Winnie is based on WinAFL.

As for the generative XML fuzz tools, xmlfuzzer and untidy, the
test cases they produce can successfully pass the format checks

within the module. However, these tools face limitations in generat-
ing hierarchical logical structures in the XPS format. This limitation,
too, leads to interruptions in the printing process. xmlfuzzer pri-
marily focuses on the syntactic structure of XML rather than the
semantic content of the documents. While it is capable of generat-
ing documents that conform to XML syntax, these documents may
be semantically incorrect or invalid.
Table 3: Tools and Their Correctness Evaluation Criteria

Tool XML Valid XPS

WinAFL/Winnie 4.48% 0.89%
xmlfuzzer 84.50% 0.00%
untidy 2.02% 0.78%
PrintXPSurge(without LLM Fix) 100.00% 31.70%
PrintXPSurge 100.00% 75.60%

Evaluation of XPS Printer Driver Vulnerability Discovery.
While maintaining the consistency of XPS generation correctness,
we evaluated the effectiveness of PrintXPSurge in exploring vul-
nerabilities. We selected two drivers from the suite, namely the
Microsoft PCL6 Class Driver and the Microsoft PS Class Driver,
for comparison experiments with other tools. These drivers are
officially provided by Microsoft for the conversion of files into PCL
and PS, respectively. The majority of third-party drivers largely
rely on calling the filters of these two drivers to execute their final
processing tasks.

The fuzz testing cycle is 24 hours. To ensure fairness in the
experiments comparing the vulnerability detection capabilities of
different tools, we did not provide any valid XPS files as seeds. As
shown in Table 4, the prevalence of insecure XPS-related functions
in printers is notably high.

During the 24-hour testing period, PrintXPSurge triggered 111
and 117 crashes in the MSxpsPCL6 and MSxpsPS modules respectively,
with unique crashes tallying at 58 for the former and 60 for the
latter, whileWinAFL, Winnie, xmlfuzzer, and untidy did not trigger
any crashes. Among these crashes, we ascertained 38 exploitable
vulnerabilities through manual analysis and debugging.
Duplicate Bug and False Positive. Due to vulnerabilities in cer-
tain shallow regions of the XPS driver, a significant number of
crashes may occur at these same locations. As illustrated in Ta-
ble 4, out of the 111 and 117 crashes identified in MSxpsPCL6 and
MSxpsPS, only 58 and 60 are unique crashes, respectively, with the
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Table 4: Comparison of Crashes, Bugs Found byVarious Tools
Driver Tool #Crashes #Unique Crashes #Bugs1

MSxpsPCL6

WinAFL 0 0 0
Winnie 0 0 0
xmlfuzzer 0 0 0
untidy 0 0 0

PrintXPSurge 111 58 21

MSxpsPS

WinAFL 0 0 0
Winnie 0 0 0
xmlfuzzer 0 0 0
untidy 0 0 0

PrintXPSurge 117 60 17
1 Bugs represent exploitable memory corruption vulnerability.

proportion of duplicate crashes approaching 50%. Among these,
there are five false positives, all of which are null pointer deref-
erences. The classification of these bugs as false positives, rather
than CVEs, is justified by their lack of exploitability. Microsoft has
declined to acknowledge these issues as security threats and re-
fuses to implement any fixes. Additionally, we investigated why the
Microsoft OpenXPS Class Driver, listed in Table 2, experienced zero
crashes despite using the same version of the filter as other drivers.
We discovered that the Microsoft OpenXPS Class Driver does not
perform XPS parsing; instead, it retains the original format in its
output.

4.2 RQ2: Exploiting Vulnerabilities
Wemanually analyzed the exploitability of the bugs found in Table 2
and reported them to the respective vendors for verification. Table 5
provides detailed information on 17 CVEs that we identified in
both official Microsoft and third-party modules, which have been
confirmed by the vendors. Each row in the table represents a unique
CVE and provides relevant information such as the module name,
vulnerability function, vulnerability type, impact, and status.

Of the 17 confirmed CVEs, 15 vulnerabilities have been identified
as exploitable for remote code execution, while the remaining 2
vulnerabilities can be exploited for information disclosure. This
highlights the significant risks associated with XPS printers and
underscores the necessity of implementing robust security mea-
sures to mitigate these threats. In this section, we will examine
two specific vulnerability cases discovered by PrintXPSurge to an-
alyze their underlying causes and discuss appropriate mitigation
strategies.
CaseStudy I: CVE-2023-24925. This case demonstrates the pres-
ence of three deep vulnerabilities exclusively discovered by PrintX-
PSurge within the same function. These bugs cannot be revealed
if the fuzzing process is not able to successfully pass the input
validation and printing pipeline. Specifically, it identified two Use
After Free (UAF) vulnerabilities and a Function Pointer Hijacking
vulnerability in MSxpsPS.dll. These vulnerabilities were reported to
Microsoft in 2023 and assigned CVE-2023-24925. The root cause of
these vulnerabilities, which occurs during the parsing of an fpage
document, is located in the MSxpsPS!xamlStOptimize::optimize+0

x2f1 function.
Figure 8 provides a simplified representation of the code. This

code snippet contains three vulnerabilities: two UAF vulnerabilities
and an instance of Function Pointer Hijacking.

(1) The first instance of the UAF vulnerability occurs within the if
statement. When the value of *(_DWORD *)(v21 + 8) equals 29,
there is a use of previously deallocated memory. This occurs
because the memory block is freed but not set to NULL or
subjected to any other appropriate handling.

(2) The second UAF vulnerability occurs within the if statement
block, specifically in the *(struct xamlNode **)(v21 + 104)

statement. Similarly, previously deallocated memory is being
accessed.

(3) The third vulnerability involves Function Pointer Hijacking.
In the code segment (*(__int64 (__fastcall **)(__int64))

(*(_QWORD *)v21 + 216i64))(v21), by controlling the value of
*(_QWORD *)v21, it is possible to control the function pointer
(*v21+216), thereby manipulating the program’s execution flow
(Instruction Pointer).

1 // (*v21) UAF here
2 if ( *(_DWORD *)(v21 + 8) == 29 )
3 {
4 // UAF here too
5 v22 = *(struct xamlNode **)(v21 + 104);
6 if ( v22 )
7 {
8 // UAF here too
9 xamlVisualBrush::getVbToVpTfm( (xamlVisualBrush

*)v21, (struct cmnMatrix_t *)v35);↩→
10 // Controlling function pointer
11 v23 = (*(__int64 (__fastcall

**)(__int64))(*(_QWORD *)v21 + 216i64))(v21);↩→
12 ...

Figure 8: Simplified Code Snippet of CVE-2023-24925

These vulnerabilities could potentially be exploited by malicious
attackers to execute arbitrary code, manipulate the behavior of
programs, and possibly lead to system crashes or data breaches.
Methods to remediate these vulnerabilities include timely memory
deallocation and nullifying reference pointers, as well as strengthen-
ing input validation mechanisms to prevent attacks such as function
pointer hijacking.
CaseStudy II: CVE-2023-24927. Another typical vulnerability
reported by PrintXPSurge is CVE-2023-24927, a type confusion vul-
nerability found in MSxpsPCL6.dll. A type confusion vulnerability
occurs when a program allocates a piece of memory for one type
of object but later accesses it as a different type. This can lead to
unpredictable behavior, including crashes and security breaches.

This vulnerability occurs when a user attempts to print a local
document using the Microsoft PCL6 Class Driver printer. The issue
arises with the </Path.Stroke> tag, which always expects a correct
Brush object. However, if a correct Brush object is not provided, it
leads to type confusion. In this example, the Path element is being
drawn using a Brush object of type xamlSolidColorBrush.

PrintXPSurge successfully generated and fixed the correct syn-
tax format <Path.Stroke> </Path.Stroke> and provided a Brush

object, but it did not construct the correct virtual function table
(vtable) for it, as this was beyond its capabilities. In this particular
scenario, the provision of an incorrect Brush object being provided
and an attempt to invoke the virtual function table on the object
result in type confusion, ultimately leading to program crash. When
the poc.xps is printed using the Microsoft PCL6 Class Driver printer
with PageHeap enabled, the type confusion occurs at the following
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Table 5: Details of Vulnerabilities Discovered by PrintXPSurge in Microsoft Official and Third-Party Modules.
No. Driver Name Vulnerable Function Vulnerability Types Impact Status

1 MSxpsPS nnXXXXXXew Out-of-bounds Read Information Disclosure CVE-2023-32085
2 MSxpsPS xrXXXXXXze Out-of-bounds Write Remote Code Execution CVE-2023-24928
3 MSxpsPS xaXXXXXXze Use After Free Remote Code Execution CVE-2023-24925
4 MSxpsPS PCXXXXXXx3 Out-of-bounds Write&Read Remote Code Execution Merged
5 MSxpsPS xaXXXXXXnt Out-of-bounds Write&Read Remote Code Execution Merged
6 MSxpsPS DiXXXXXX8 Out-of-bounds Write Remote Code Execution Merged
7 MSxpsPS xaXXXXXXke Out-of-bounds Write Remote Code Execution Merged
8 MSxpsPS xaXXXXXXsh Use After Free Remote Code Execution Merged
9 MSxpsPS xrXXXXXXHi Out-of-bounds Write&Read Remote Code Execution Merged
10 MSxpsPS xrXXXXXXha Out-of-bounds Write&Read Remote Code Execution Merged
11 MSxpsPS xaXXXXXXXX Out-of-bounds Write&Read Denial of Service Confirmed
12 MSxpsPS xaXXXXXXXXsh Out-of-bounds Read Denial of Service Confirmed
13 MSxpsPS xaXXXXXXXXnd Out-of-bounds Read Denial of Service Confirmed
14 MSxpsPS diXXXXXXXXER Out-of-bounds Read Information Disclosure Confirmed
15 MSxpsPS xaXXXXXXXXll Null Pointer Read Denial of Service Confirmed
16 MSxpsPS xaXXXXXXXXll Out-of-bounds Read Denial of Service Confirmed
17 MSxpsPS xaXXXXXXXXRE Out-of-bounds Read Denial of Service Confirmed
18 MSxpsPCL6 DiXXXXXXXXe8 Out-of-bounds Write Remote Code Execution CVE-2023-24887
19 MSxpsPCL6 xaXXXXXXXXent Out-of-bounds Write&Read Remote Code Execution CVE-2023-24885
20 MSxpsPCL6 xrXXXXXXXXHi Out-of-bounds Write Remote Code Execution CVE-2023-24926
21 MSxpsPCL6 xaXXXXXXXX Type confusion Remote Code Execution CVE-2023-24927
22 MSxpsPCL6 xrXXXXXXXXse Out-of-bounds Write Remote Code Execution CVE-2023-24884
23 MSxpsPCL6 xrXXXXXXXXAlpha Out-of-bounds Write&Read Remote Code Execution CVE-2023-24929
24 MSxpsPCL6 xaXXXXXXXX Out-of-bounds Write Remote Code Execution CVE-2023-28243
25 MSxpsPCL6 cxXXXXXXXXta Out-of-bounds Read Information Disclosure CVE-2023-24883
26 MSxpsPCL6 xaXXXXXXXXush Use After Free Remote Code Execution CVE-2023-24886
27 MSxpsPCL6 cmXXXXXXXXrt Out-of-bounds Write Remote Code Execution CVE-2023-24924
28 MSxpsPCL6 DiXXXXXXXXHi Out-of-bounds Write Remote Code Execution Merged
29 MSxpsPCL6 PCXXXXXXXX3 Out-of-bounds Write&Read Remote Code Execution Merged
30 MSxpsPCL6 xaXXXXXXXXmize Use After Free Remote Code Execution Merged
31 MSxpsPCL6 nnXXXXXXXXew Out-of-bounds Read Information Disclosure Merged
32 MSxpsPCL6 DiXXXXXXXX4 Out-of-bounds Write Denial of Service Confirmed
33 MSxpsPCL6 xaXXXXXXXX Out-of-bounds Write&Read Denial of Service Confirmed
34 MSxpsPCL6 DiXXXXXXXX Out-of-bounds Read Denial of Service Confirmed
35 MSxpsPCL6 diXXXXXXXXHER Out-of-bounds Read Information Disclosure Confirmed
36 MSxpsPCL6 xaXXXXXXXXRE Out-of-bounds Read Denial of Service Confirmed
37 MSxpsPCL6 xaXXXXXXXXush Out-of-bounds Read Denial of Service Confirmed
38 MSxpsPCL6 xaXXXXXXXXtand Out-of-bounds Read Denial of Service Confirmed
39 HP SUPD - Out-of-bounds Write Remote Code Execution CVE-2024-9419
40 Canon PCL6/UFR II - Out-of-bounds Write Remote Code Execution CVE-2025-0234
41 Canon PCL6/UFR II - Out-of-bounds Write Remote Code Execution CVE-2025-0235
42 Canon PCL6/UFR II - Out-of-bounds Write Remote Code Execution CVE-2025-0236

Merged: This bug has been merged by Microsoft with other bugs because its cause is similar to other bugs.
Confirmed: This bug has been confirmed through our manual analysis.

address in Figure 9. Therefore, in order to prevent errors, it is es-
sential to ensure that a correct Brush object is provided when using
the <Path.Stroke> tag to fill the boundaries of the path.

1 ;MSxpsPCL6!xamlPath::draw+0x769:
2 ;00007ffe`75fb1db9 488b01
3 mov rax,qword ptr [rcx]
4 ;={MSxpsPCL6!xamlPath::`vftable` (00007ffe`76225570)}
5 ;0:010> t
6 ;MSxpsPCL6!xamlPath::draw+0x76c:
7 ;00007ffe`75fb1dbc 488b80c8010000
8 mov rax,qword ptr [rax+1C8h]
9 ;={MSxpsPCL6!xamlNode::Track::`RTTI Complete Object

Locator' (00007ffe`76260cb8)}↩→

Figure 9: Incorrect Vtable Parsing Leading to CVE-2023-24927

4.3 Ethics and Responsible Disclosure
Upon identifying vulnerabilities, we promptly reported them to
the Microsoft Security Response Center (MSRC) with proof-of-
concept (PoC) exploits, diligently following up until the issues
were resolved and patches were released. Upon identification of
these vulnerabilities, we promptly communicated our findings to
Microsoft. Subsequently, Microsoft implemented the necessary res-
olutions to address these issues by mid-2023. After these initial
patches were released, we reported a second batch of vulnerabili-
ties, which Microsoft fixed in July 2023. Additionally, third-party
driver vulnerabilities, such as those from HP, were reported in June
2024 and fixed by the end of October. Microsoft is now focusing on
addressing the printer attack surface and is gradually rolling out
new mitigation mechanisms, as detailed in Subsection 5.2.

5 Discussion
5.1 Generality of PrintXPSurge
Using PrintXPSurge in Other XPS Parsers. The XPS file format
is commonly used in the Windows environment and is typically
created using the "Microsoft XPS Document Writer." On other plat-
forms, XPS parsing components can also be developed and inte-
grated to utilize XPS files or perform related parsing operations.
To research the security of these parsing libraries across different
platforms, it is crucial to implement their core functionalities, such
as input and output mechanisms, within a robust testing framework.
For example, XPS Viewer, a classic software provided by Microsoft
on the Windows platform, supports diverse parsing methods for
XPS files. It is composed of both an application and a library file,
with clearly defined input and output functions. The .NET platform
offers libraries for parsing XPS files, with WPF serving as a sub-
set of .NET and functioning as the UI framework for applications.
Within this framework, numerous applications possess the capabil-
ity to preview and display XPS files. Therefore, applications such
as Microsoft Exchange and Visual Studio may also be susceptible
to similar attacks when previewing XPS files. Unlike the printer
components on the Windows platform, open-source software on
platforms like Linux provides abundant documentation and acces-
sible source code, facilitating the identification and modification of
variables. For instance, libgxps [12] is an open-source library based
on GObject, specifically designed for handling and rendering XPS
files. Leveraging this information, our solution can be seamlessly
applied to other platforms.
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Reusing the LLM repair tech in other document types. This
technology exhibits significant versatility, making it feasible to ap-
ply large language model (LLM) repair techniques to fuzz testing of
other document parsers. However, as encountered with XPS files,
this process does present certain challenges. We address these black-
box issues by leveraging feedback mechanisms and supplementing
with ancillary documentation to enhance the model’s comprehen-
sion of the process. Our approach combines general methodologies
with specialized treatments, extending beyond mere LLM repair.

The core advantage of LLM repair technology lies in its flexibility
and adaptability. In the Windows printing architecture, XPS for-
mat printing is predominant, and most Windows print jobs involve
some form of XPS conversion[39]. When considering other input
methods, such as using LLMs to repair PDF files that often contain
binary data, it is necessary to utilize stream converters within PDFs
to enable traditional file transfer programs to recognize the binary
nature of the files. Although the Windows development guidelines
recommend using debugging information[33], the practical feasibil-
ity of this must be evaluated on a case-by-case basis. If the error logs
provide detailed and sufficient information, they can be very useful.
When error logs are effective, due to their data-driven nature, LLMs
can be fine-tuned and trained to accommodate various document
formats.

Furthermore, this technology can be extended beyond print-
ing architectures to other frameworks, such as Office applications
(e.g., EXCEL.EXE). When applied to Office-related formats, OpenXML
(OOXML), introduced by Microsoft in Office 2007 as a new docu-
ment format, offers extensive documentation [42] to elucidate its
structure. Similar to XPS, manually identifying and establishing
constraints for such formats is exceedingly challenging. Our prelim-
inary reverse engineering of Microsoft Office binary files indicates
that there are dedicated logging components capable of providing
rich logging and diagnostic capabilities.

5.2 Windows Protected Print Mode
Our research contributes indirectly to the development of a new
security mechanism for Windows printers, termed Windows Pro-
tected Print Mode (WPP). Historically, the Windows printing sys-
tem has been a favored target for adversaries. The spooler service
operates with elevated privileges and is required to load code from
the network, which exposes it to significant risks. A substantial
number of vulnerabilities related to XPS rendering were reported
to Microsoft, highlighting inherent design flaws within the XPS
printing framework.

In WPP, XPS rendering processes will execute with user-level
permissions instead of system-level, effectively mitigating a large
swath of vulnerabilities associated with XPS rendering. Further-
more, under WPP, printers are restricted to loading only Microsoft-
signed binary files, while third-party code is contained within an
AppContainer, providing an additional layer of defense. Microsoft
is also planning to phase out support for third-party driver services
within Windows [40]. Starting in 2025, the company will no longer
accept new drivers from printer manufacturers, and beginning in
2027, Microsoft will cease the distribution of updates for third-party
drivers. However, it is anticipated that the most significant impact
will be on the Windows Update channel, as users will still be able

to manually install packages from vendor websites after 2027, sug-
gesting that these drivers may continue to pose challenges for a
prolonged period.

An analysis [39] conducted by Microsoft on historical MSRC
cases pertaining to Windows Print has been carried out to assess
the effectiveness of these changes. The Windows Print Protection
mode has mitigated over half of the vulnerabilities. However, as
this new mechanism is still in the testing phase, it has not entirely
supplanted the older printer model.

6 Related Work
Windows Platform Fuzz: There have been several research stud-
ies on fuzz testing for the Windows platform. Winnie [25] is an
end-to-end solution for fuzzing Windows applications, synthesiz-
ing lightweight harnesses to bypass GUI code and directly invoke
functions. WinFuzz [54] is notable for its speed and effectiveness,
enabling rapid in-memory looping by tracking and resetting pro-
gram state changes. Digtool [23] is a kernel vulnerability detection
framework operating on binary code and built on a virtualization
monitor. Choi et al. [6] developed a tool for automated API fuzz
testing, evaluated on Windows systems. Forrester et al. [11] used
random input testing on Windows NT applications with simple
black-box tests.
Printer Security Research: In the realm of printer research, there
exist several investigations. Cui et al. [8] provide a comprehensive
case study on the vulnerability of HP-RFU (Remote Firmware Up-
date) LaserJet printer firmware. This particular vulnerability allows
for the arbitrary injection of malicious software into the printer’s
firmware through standard printed documents.

7 Conclusion
In this paper, we present PrintXPSurge, the first tool specifically
designed to detect vulnerabilities in Windows printer XPS com-
ponents. PrintXPSurge uses dynamic binary analysis to examine
printer binaries and identify insecure interfaces. It also employs
large language models to repair XPS files for fuzz testing and uses
snapshot techniques to construct the printer’s runtime state. Our
experiments reveal significant security risks in theWindows printer
XPS component, uncovering a total of 13 CVEs.
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Appendix A Windows Printing Architecture
In Windows, printing involves various components and services.
To improve compatibility and development of printing applications
and drivers, Microsoft has established a standardized printer model
since Windows 1.0, continuously updating it to the latest version,
V4[45].

The Windows printing architecture includes a print spooler
program[34] and a series of print drivers. The spooler is essen-
tial for managing and coordinating printer drivers, primarily by
retrieving and loading the appropriate ones. Print drivers consist
of multiple printer graphics DLLs, which are part of the User Mode
Print Driver (UMPD). These DLLs assist in the graphic rendering
of print jobs and transmit the rendered data stream to the backend
print program.

The main difference between the XPS print spooler and the
GDI print spooler is the replacement of the GDI graphics inter-
face with the XPS graphics interface. In Windows, developers can
build graphic applications using either the GDI graphics interface
or the WPF (Windows Presentation Foundation[47]) development
framework. WPF, introduced in Windows Vista, is a newer user in-
terface development framework that offers more visually appealing
user interfaces. WPF applications exclusively support the XPS print
interface. In other words, most new applications developed since
Windows 7 are built on WPF and utilize the XPS print interface.
Under the XPS framework, applications do not directly invoke dri-
vers; instead, print data is generated through the operating system’s
XPS service to produce a universal XPS file intended for printing.
Figure 10 provides an overview of the printing architecture.
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Figure 10: The overview of Windows Printing Architecture
The lifecycle of a print job is as follows: 1) Win32 or WPF appli-

cations initiate print tasks with the XPSDrv driver. Win32 apps use
the GDI Print API to create XPS spool files via a Conversion Render
Module, while WPF apps use the WPF print API for direct creation.
These XPS files are placed in the XPS Spool. 2) An RPC call is made
by XPS to Winspool.drv (the client-side printer pool providing RPC
stubs). For instance, the StartDocPrinter function forwards calls
to the print server (Spoolsv.exe). 3) The print server forwards the
job to the Print Router (spoolss.dll), which assigns it to the appro-
priate print provider. Local Print Provider (localspl.dll) handles
directly connected printers, while networked printers are managed
by providers like Win32spl.dll or Inetpp.dll. 4) The User Mode

Printer Driver loads, and the XPS file enters the Filter Pipeline.
PrintFilterPipelineSvc.exe invokes driver filters to render the
XPS. 5) The final output file (XPS or Raw) is sent to the printer via
a Port Monitor, which facilitates communication between the User
Mode Print Pool and Kernel Mode port drivers.

Appendix B XPS Format
The XML Paper Specification (XPS) is an electronic document for-
mat created using XML (Extensible Markup Language) and the
Open Packaging Conventions (OPC). Commonly used in WPF de-
velopment for browsing and printing, XPS enhances the efficiency
of creating, sharing, printing, viewing, and archiving electronic
documents within Windows. Its structure relies on XML, utiliz-
ing elements, attributes, and namespaces to define the document’s
content and layout.

Similar to PDF, XPS also supports resource files that may appear
in the document, such as images, fonts, and colors. These resources
are defined using XML statements. XPS documents have both a
specific physical organization and a logical structure. According
to the specification, all files must be placed in specific directory
hierarchies. The logical structure is defined using XML to specify
the attributes and hierarchical relationships of elements. A typical
logical structure of an XPS document includes:
• The FixedDocumentSequence.fdseq file, which defines the order
of all fixed documents contained in the document. It serves as the
entry point of the entire XPS document and contains references to
specific documents. It includes multiple FixedDocumentReference

elements, with each element referencing a fixed document.
• The FixedDocument.fdoc file, which defines the structure and
content of a fixed document. It includes multiple Page elements,
with each element representing a page.

• The FixedPage.fpage file, which contains rich content related
to the page rendering. FixedPage includes all the visual element
content for a page, and each page has a fixed size and orientation.
The layout of visual elements on the page is determined by fixed
page markup, which applies precise typography and layout for
graphics and text. The content of the page is described using a
set of powerful yet simple visual primitives. Each section of the
FixedPage uses Path and Glyphs elements (with various brush ele-
ments) and Canvas grouping elements to specify the page content
within the FixedPage element. ImageBrush and Glyphs elements
(or their child or descendant elements) can reference image or
font parts using URIs. They should use relative URIs to reference
these parts. Figure 11 shows a simplified example of a fpage file
following XML rule.

1 <FixedPage Width="331" Height="633">
2 <Canvas>
3 <Path Data="M100,100 L300,100" Stroke="#FF0000"

StrokeThickness="2"/>↩→
4 <Glyphs UnicodeString="Hello World"

FontUri="/Resources/Fonts/Arial.ttf"
FontRenderingEmSize="12" Fill="#000000"
OriginX="100" OriginY="120"/>

↩→
↩→
↩→

5 <ImageBrush
ImageSource="/Resources/Images/image.jpg"
Stretch="Uniform" ViewportUnits="Absolute"/>

↩→
↩→

6 </Canvas>
7 </FixedPage>

Figure 11: Example fpage file with Glyphs and ImageBrush.
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