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Abstract—Solana has rapidly evolved into a leading next
generation platform for supporting decentralized applications
due to its high performance and low transaction costs. Its
new contract execution model, which decouples code logic from
states, gives rise to new vulnerability threats that can result
in significant financial losses for users within the ecosystem.
However, existing studies towards detecting vulnerabilities are
predominantly tailored for Ethereum smart contracts, which
are unsuitable for Solana platform because of the variations in
implementation languages and runtime semantics. In this paper,
we propose Soleker, a novel approach that leverages learning-based
techniques to automatically identifying potential vulnerabilities in
Solana smart contract bytecode. More specifically, Soleker captures
runtime semantic information from instructions that are associated
with blockchain interactions and extracts vulnerability-specific
localized features. Then, a prefix-guided graph learning model
is introduced to learn and integrate extracted features, enabling
effective vulnerability detection. We conduct experiments on a
newly constructed contract dataset and the results demonstrate
that Soleker significantly outperforms the baseline methods,
achieving an average effectiveness improvement of 126.4% and a
335x boost in efficiency.

Index Terms—Blockchain, Solana Smart Contract, Vulnerability
Detection

I. INTRODUCTION

Solana has emerged as a next-generation blockchain ecosys-
tem, quickly establishing itself as a leading platform for
decentralized applications and non-fungible token marketplaces
since its launch in 2020 [1], [2]. It is specifically designed to
overcome the speed limitations and high transaction costs of
traditional platforms like Ethereum [3]. In particular, Solana can
process about 1,000 times more transactions per second while
keeping transaction fees that are three orders of magnitude
lower [4], [5]. This improvement arises from the design of the
execution runtime, which decouples program logic (e.g., smart
contracts written in Rust) from associated states and enables
transactions to process distinct data in parallel [6], [7], [8].

Unfortunately, the introduction of a new smart contract
execution model has also given rise to new attack surfaces,
leading to significant financial losses for users within the Solana
ecosystem [9], [10]. For instance, the infamous Wormhole
incident results in a staggering losses of 326 million USD
because of the absence of proper key checking [10]. Given the
immutability of the blockchain, identifying vulnerabilities in
Solana smart contracts and preventing their exploitation are
crucial for protecting user digital assets [11].

*Corresponding author.

Existing studies on identifying smart contract vulnerabilities
primarily focus on the Ethereum platform by utilizing various
techniques such as program analysis [12], [13], [14], deep
learning [11], [15], and formal verification [16], [17], [18], [19].
However, these tools cannot be applied to the Solana ecosystem
due to the differences in implementation languages, execution
runtimes, and vulnerability manifestations [20]. Although recent
studies [7], [8] leverage static analysis and fuzzing techniques
to detect vulnerabilities in Solana smart contracts, they still
have the following limitations. L1: The existing method relies
heavily on the availability of the source code. However,
since over 98% of smart contracts on Solana are not open
source [5], its applicability is significantly limited. L2: These
approaches depend entirely on predefined patterns designed
by experts. Although such rules can benefit the detection,
the rapid increase of smart contracts makes it prohibitively
expensive to continuously craft new rules to accommodate
diverse vulnerability patterns. L3: They either focus solely
on capturing static features while overlooking the program
dynamics [7], or suffer from limited code coverage due to the
randomness of input generation [8]. Consequently, their ability
to capture code semantic behavior is constrained, leading to
suboptimal detection performance.

In this paper, we present Soleker, a learning-based approach
designed specifically for Solana smart contracts, which directly
leverages code semantics and features extracted from contract
bytecode to enable vulnerability detection. However, it is non-
trivial to design Soleker due to the following challenges. C1: To
achieve high performance and flexibility, Solana compiles smart
contracts into corresponding eBPF bytecode. Such low-level
representation consists of a vast number of instructions, making
it difficult to comprehend the underlying logic and detect
potential vulnerable behaviors. Therefore, we create a code
snapshot to ensure the model focuses exclusively on instructions
associated with blockchain interactions since they will affect
blockchain states and incur possible vulnerabilities (§ III-B).
C2: Solely learning from instruction snippets fails to capture
dynamic semantics, which are crucial for the model to grasp
the vulnerability-related instruction context. Consequently, we
develop a lightweight symbolic analyzer that simulates the
instruction execution to obtain runtime semantics and treat
them as instruction features (§ III-C). C3: While previous
steps capture overall code semantics, localized features related
to specific vulnerabilities will be forgot during the learning
process [21], because the vulnerability could be triggered by
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merely several instructions. For this reason, we construct a

prefix vector as a complementary component to enrich the

model with vulnerability-specific knowledge (§ III-D). C4:

Accurately detecting vulnerabilities presents another challenge,

as it requires the effective integration of all relevant features

to enable the model to understand code semantics while
distinguishing vulnerable details from benign ones. Accordingly,
we design a prefix-guided graph neural network to aggregate

extracted features and generate detection results (§ III-E).
We conduct experiments on a newly constructed dataset

comprising over 1,700 labeled Solana smart contracts, covering

representative vulnerabilities such as missing signer checking,
missing owner checking, missing key checking, and arbitrary
cross program invocations. Experimental results demonstrate

that Soleker achieves average performance scores of 94.97%,

91.11%, 89.04%, and 92.38% on each of the vulnerabilities,

with significant improvements of 162.8%, 128.1%, 72.0%,

and 158.9% over the baseline methods. In addition, extended

experiments and analyses highlight the effectiveness and
efficiency of each component in Soleker, along with its

capability to identify vulnerabilities in the wild (§ IV).

In summary, this paper makes the following contributions.

We tackle the practical challenge of detecting vulnerabilities

in Solana smart contracts. To the best of our knowledge,

this is the first work to leverage learning-based techniques
for automatically identifying potential vulnerabilities directly
from contract bytecode.

o We propose Soleker, a novel approach that captures runtime
semantics of contract bytecode and introduces a prefix-guided
learning model to enhance the vulnerability detection.

« We conduct extensive experiments to evaluate the perfor-
mance of Soleker and the results indicate that Soleker
outperforms the baselines in both effectiveness and efficiency,
with each design playing a key role in its success.

o We also contribute to the community by providing a new
dataset focused on vulnerabilities in Solana smart contracts
to support future research. To the best of our knowledge,
this is the largest labeled dataset of Solana contracts to date.

II. BACKGROUND
A. Basic Concepts of the Solana Blockchain

Solana is an ideal platform for decentralized applications
that require high speed and cost efficiency [1]. To interact with
the Solana ecosystem, users submit a transaction containing
operations and the associated data to be processed. Solana’s
execution environment then validates the transaction, invokes
the specified program deployed on the platform, and updates
the relevant states [7], [22]. Readers can find more details in
the official Solana documentation [1].

‘ Ny ‘Accountl ‘ ‘ Accounty, ‘N D ‘ Instruction Data ‘ program_id ‘

Fig. 1. The layout of contract input.

Account Model. Account is the core of Solana blockchain,
which is responsible for storing data in the way of key-

value pairs. Different from Ethereum [23], Solana splits the
executable code logic from the raw data storage, i.e., states.
Each account contains the following elements: key is a 32-byte
unique identifier for the account; data stores either the state or
executable code; executable is a symbol to specify whether the
account is executable; lamports specifies the account balance,
where lamports is the smallest unit (1 SOL = 1B lamports);
owner represents the public key of the program that owns the
account; rent epoch is a time window for managing account
storage data and rent payment [6].

Smart Contract & Execution Runtime. Smart contracts are
referred to as programs in the Solana ecosystem [22]. There
are two types of programs: native programs, which provide
the ability to interact with the underlying blockchain protocol,
and on-chain programs, which are developed using high-level
languages like Rust and then compiled into extended Berkeley
Packet Filter (eBPF) bytecode deploying on the blockchain.
Here we refer to the bytecode deployed on the Solana platform
as Solana eBPF (SBPF) to distinguish it from the original
eBPF bytecode. This distinction is necessary because Solana’s
bytecode can be viewed as a subset or an extension of the
standard eBPF instruction set, specifically tailored for Solana’s
contract execution environment [24]. Although programs are
stateless, they include many functions that can modify the
storage data of accounts whose owner matches the public key
of the program [22]. Programs are executed by the SBPF
virtual machine (VM) in either interpreter or just-in-time mode
[24]. Before executing a program on the VM, Solana’s runtime
serializes the input accounts to be processed, allowing the
VM to directly access and manipulate the relevant data. Fig.
1 illustrates the input layout after serialization. The Meta
Info section contains flags such as is_signer, writable, and
executable, etc. Naop, N4, and Nyp represent the number of
account data, accounts, and instruction data, respectively. PAD
refers to the padding operation used to align offsets to 8-byte
boundaries. In addition, the SBPF VM imposes restrictions on
resource consumption and invocation depth to mitigate potential
threats, such as reentrancy [25].

Program Derived Address & Cross Program Invocation.
A program derived address (PDA) is a 32-byte string that
lies outside the Ed25519 curve, meaning it does not have
an associated private key [26]. This design allows Solana
developers to deterministically generate an account address by
combining a program id with predefined inputs and a bump
seed. The program id is the public key of the account that holds
the program. The bump seed is a value ranging from 255 to 0,
which is used to ensure the PDA falls off the Ed25519 curve
[26]. Moreover, programs can sign for PDAs derived from their
program id, enabling the cross program invocation (CPI) [27].
During execution, one program can invoke functions in other
programs via CPI, with a maximum call depth of 4. In this
process, the caller’s privileges are extended to the callee, since
the PDA is derived from the public key of the caller [27].
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B. Vulnerabilities in Solana Smart Contracts

Although smart contracts on Solana are written in the
memory-safe Rust language, they still inevitably harbor vul-
nerabilities that pose a significant threat to the security of
the ecosystem. In this paper, we focus on four representative
vulnerabilities within the Solana ecosystem. We choose these
four vulnerability types based on three considerations: (1)
Relevance to Solana’s stateless design: Input verification is
critical in Solana contracts due to the stateless nature. The
selected vulnerabilities cover key aspects of validation, with
different manifestation and exploitation methods that directly
impact contract security. (2) Prevalence: These vulnerabilities
are among the most prevalent on Solana, as reported by security
auditing companies [28], [29], [30], [31]. More importantly,
they are also highlighted in the program security section of
the official Solana developer documentation [32], [33], serving
as a critical warning to developers about potential risks. (3)
Real-world impact: They have resulted in significant financial
losses within the Solana ecosystem. For instance, the Cashio
hack led to a $52M loss due to the lack of signer checking [34],
while CremaFinance lost $8.8M because of a missing owner
checking [35]. In addition, Wormhole suffered a staggering
$323M loss due to a missing key checking [10], and Slope
Wallet incurred an $8M loss as a result of an arbitrary cross
program invocation vulnerability [36]. These incidents highlight
the critical importance of detecting these vulnerabilities.

1) Missing Owner Checking (MOC): Due to the design that
separates state from executable code, all accounts involved in
a function call must be provided as inputs by the caller. Each
account has an associated owner, which specifies the program
id authorized to modify the account. If the contract fails to
verify that the account being operated on is owned by the
correct program id, an attacker can craft malicious data under
their control and feed it into the contract, potentially enabling
money transfer from an account that does not belong to him.

—_

fn withdraw (program_id: &Pubkey, accounts: &|[
AccountInfo], amount: u64) -> ProgramResult
{

2 let accs_iter = &mut accounts.iter();

3 let wallet = next_account_info (accs_iter)?;

4 let vault = Wallet::deserialize (smut & (xwallet
.data) .borrow mut () [..])?;

5 let authority = next_account_info(accs_iter)?;

6 let dest = next_account_info (accs_iter)?;

7 assert_eq! (vault.authority, =xauthority.key);

8 if amount > xxwallet.lamports.borrow_mut () {

9 return Err (InsufficientFundsError);}

10 // + Fix: Missing Owner Checking

11 // + assert_eq! (wallet.owner, program_id);

12 // + Fix: Missing Signer Checking

13 // + assert! (authority.is_signer);

14 ... // Token transfer

15 Ok (())}

operations are omitted.

Listing 1. A vulnerable Solana smart contract for withdrawing funds.

Example: Listing 1 demonstrates a smart contract for
withdrawing funds from a vault. The contract takes three
parameters as input: program_id, which is the public key of
the contract; accounts, which contains all accounts involved
in the execution; and amount, which specifies the amount

to be transferred. After iterating through the accounts from
accs_iter, the contract then retrieves three accounts: the wallet
account holding the funds, the authority account saving the
authorization operation, and the dest account specifying the
fund receiver. The contract then transfers lamports from the
wallet account to the dest account. However, as highlighted
in Lines 10-11, the contract code fails to verify whether the
program_id is the legitimate owner of the wallet, which will
allow attackers to redirect the funds to their own account.

2) Missing Signer Checking (MSC): When the caller oper-
ates account data, the smart contract must verify that the caller
has the appropriate access rights, i.e., the initiated transaction
must be signed by the authorized user. If the contract fails
to validate the signer, malicious users can forge an authority
account and execute illegal transactions.

Example: As shown in Lines 12-13 of Listing 1, the contract
ignores the signature validation for authority account, i.e., the
check on the flag of the is_signer field. This vulnerability
will enable the attacker to launch an unsigned transaction
and take control of the authority account, thereby unlawfully
withdrawing funds from the vault.

1| fn verify signatures(ctx: &ExectionCtx, accs: &
mut VerifySigns, data: VerifySignsData) ->

Result {...
2 let instr_sysvar_acc = &accs.instruction_acc;
3 // + Fix: Missing Key Checking
4 // + if instr_sysvar_acc.key != solana_program

::sysvar::instructions::id () {

5 /] + return Err (UnsupportedSysvarError); }

6 let instr_sysvar_data = instr_sysvar_acc.
try borrow_mut_data () ?;

7 let cur_instr = solana_program::sysvar::

instructions: :load_current_index (
instr_sysvar_data)?; ...}

Listing 2. A smart contract with missing key checking.

3) Missing Key Checking (MKC): When a smart contract
is designed to modify storage data associated with a specific
account, it is essential to verify the account key to ensure that
the operation is being performed on the intended account. If the
contract overlooks verifying the intended account, malicious
attackers can substitute another account they control for profit.

Example: Listing 2 presents an example contract from
Wormhole bridge, which has caused $320 million loss [10].
This signature verification function retrieves the instructions to
be executed using the load_current_index function, with the
parameter derived from the user input accs. The code assumes
that the input account key corresponds to the sysvar in the
Solana protocol, but neglects to validate this assumption (Lines
3-5). As a result, an attacker can forge the account and execute
their own crafted instructions, resulting in the loss of funds.

4) Arbitrary Cross Program Invocation (ACPI): Cross
program invocation facilitates the interaction between various
Solana smart contracts, which is essential for decentralized
applications. However, if a smart contract neglects to verify
that the invocation target is the intended contract, malicious
users can modify the associated storage data arbitrarily.

Example: Listing 3 illustrates an example contract about
arbitrary cross program invocation. After retrieving the target
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contract from the input accounts (Line 3), the code calls the
invoked_signed function to perform cross program invocation
with the parameter cnt.key. However, it fails to verify that
the target contract is trusted (Lines 4-5), potentially allowing
arbitrary data modification or unauthorized actions.

1| £n invoke_transfer (program_id: &Pubkey, accounts

& [AccountInfo], amount: u64) ->
ProgramResult {

2 / The same code as shown in Listing 1.

3 cnt = next_account_info (accs_iter)?

4 // + Fix: Arbitrary Cross Program Invocation

5 // + assert_eq! (cnt.key, &spl_token::id());

6 invoked_signed (&spl_token::instruction::
transfer_checked (cnt.key, ...),...)7%;

7 Ok (())}

Listing 3. A contract with arbitrary cross program invocation.

III. METHODOLOGY
A. Overview

The overall framework of Soleker is elaborated in Fig.
2. We focus on realistic on-chain vulnerability detection
scenarios where only the compiled SBPF bytecode is ac-
cessible. Soleker comprises four main components: Snapshot
Builder, Runtime Analyzer, Prefix Extractor, and Vulnerability
Detector. More specifically, Snapshot Builder captures the
instructions associated with Solana blockchain interactions from
the SBPF bytecode to preserve potential operations related
to vulnerabilities (§ III-B). Runtime Analyzer introduces a
lightweight symbolic analyzer to simulate the execution of
SBPF instructions for obtaining runtime semantics of each
instruction (§ III-C). Prefix Extractor constructs a prefix vector
based on vulnerability-specific rules, enriching the model with
localized features (§ III-D). Finally, Vulnerability Detector
integrates the extracted features and generates detection results
(§ TII-E). In the following subsections, we provide a detailed
explanation of each designed component individually.

Snapshot Runtime
— > | e
Builder Analyzer : .

Snapshot Graph F{> :
Prefix Vulnerability
Extractor
Decetor

Fig. 2. The overall framework of Soleker.

B. Snapshot Builder

When a Solana smart contract is compiled, all the source
code information is compressed into the SBPF bytecode. The
instruction set provides a special instruction syscall to
facilitate the interaction of the virtual machine with the external
Solana blockchain environment. Only those instruction opera-
tions related to syscall will actually affect the blockchain
states, i.e., they can potentially trigger vulnerabilities. Therefore,
we define the snapshot as the instructions that are associated
with blockchain system calls. Soleker employs the Datalog
engine [37] to capture these snapshots for analysis. As a
declarative logic language, Datalog is widely used in program

Node Features

Contract
Bytecode '::>

Instruction Expression

Prefix Symbols

analysis tasks due to its simplicity of expression and efficient
reasoning ability [37], [38], [39]. It enables users to define facts
and inference rules, facilitating the reasoning and derivation
of new facts during analysis [40].

TABLE 1
FACTS AND INFERENCE RULES

Instruction (pc, opcode, des_reg, src_reg,offset, imm) .
Flow (X, Y).

FindSource (pc) :- Instruction(pc, "syscall", _, _,
CALL_TARGET,_) .
FindImpacts (pc, pc) :— FindSource (pc) .
FindImpacts (sopc, dpc) :- FindImpacts (sopc, spc),
Flow (spc, dpc).
FindImpactsBy (pc, pc) :— FindSource (pc) .
FindImpactsBy (spc, tpc) :—- FindImpactsBy (dpc, tpc),
Flow (spc, dpc).

Table I demonstrates the facts and inference rules defined for
our analysis. We directly utilize the Datalog syntax to formalize
them for clarity. We define each instruction fact according to
its logical expression where pc means the program counter
which holds the instruction location. opcode refers to the
name of operation code. des_reg is the destination register
that stores the instruction execution results. src_regqg is the
source register that provides the data to be operated on by
the instruction. of fset refers to the offset value used for
memory access or jump instructions. imm is a constant value
that is included directly in the instruction. The fact Flow (X,
Y) means a data flow between instruction variable X to Y.
With the facts, we can further define the inference rules R for
extracting the snapshots as shown at the bottom of the table.

We start with the rule FindSource (pc), which looks
for locations that interact with the blockchain environment
using the syscall instruction. CALL_TARGET refers to the
built-in system calls in the Solana platform. Once the instruc-
tion location is found, we define the rules FindImpacts
to find those instructions that will be affected by specific
system calls. The rules describe two aspects: (1) retaining
the instructions that interact with the blockchain environment;
(2) if an instruction spc is affected by a syscall (i.e.,
FindImpacts (sopc, spc) is satisfied) and there exists
a data flow from spc to another instruction dpc (i.e.,
Flow (spc, dpc) holds), then the instruction dpc is also
affected by this system call. Similarly, we utilize the rules
FindImpactsBy to infer the instructions that will impact
the system calls.

Since the manipulation of blockchain state relies on reads and
writes to storage, only system calls that involve storage access
can present potential vulnerabilities. Therefore, we mainly
focus on the following five system calls. sol_memcpy_ copies
n bytes from a memory region to another. sol_memset_ sets
a specified value to the first n bytes of a memory location.
sol_log_ emits log messages to the blockchains for tracking
program behaviors. sol_try_find_program_address discovers a
valid PDA with the given bump seed. sol_invoke_signed_rust
facilitates interactions with other smart contracts [41]. Among
these, the first two are associated with storage access, while
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TABLE 11
ABBREVIATED DESCRIPTION OF SBPF SYNTAX AND SYMBOLIC EXPRESSIONS

Syntax of SBPF Bytecode

Syntax of Symbolic Expressions

\
‘ € N= €form | eset

SsC = stmtx
stmt = ASSIGN reg expr | RETURN | BRANCH expr €form U= €src | MEM [eform] | constn | Su €form
| LOAD reg expr | STORE expri, exprp | CALL expr | €form; ®b €forms
| SYSCALL expr | CDBRANCH expri, exprz, exprs
expr = reg | const | func | mem[reg + offset]
| Ov expr ‘ ®p expri, expra €set =g ‘ €src ‘ {esrcl’ €srcos }
| Oc expri, expra, exprs
Sy ©=neg32 | neg64 | esrc n= String | Symbol,
B i=add32 | sub32 | mul32 | div32 | ... | Su =
Oc u= jeq | jgt | jge | jset | jne | jsgt | jsne | ... | & =4 = x| & A

the last two pertain to program address and cross program
invocations. Readers seeking more details about the system
calls in Solana can refer to [41].

After extracting the relevant instructions for each system
call, we integrate them and construct a graph representation
according to their dependencies, as illustrated in Algorithm
1. Specifically, we retain only the instructions related to
system calls and treat them as nodes, while representing the
relationships between nodes as edges. As a result, we construct
a graph G(V, E) where V represents the nodes corresponding
to each instruction, and E denotes the relationships between
instructions. We refer to this built graph as a snapshot graph
since it preserves partial information from the original bytecode.
According to our statistics, the instructions in the snapshot, on
average, represent only 63.78% of the original SBPF bytecode.

Algorithm 1: Snapshot Graph Construction

Input: The inference results by our rules R and the facts in Flow
Output: The generated Snapshot Graph G

1 Function SnapshotGraph (R):

2 V+0;E+0;

3 foreach node v in R do

4 | VeVvu{iv};

5 foreach edge (v, u) in Flow do

6

7

8

ifveV AueV then
| E<+ EU{e(v,u)};
return G(V, E)

C. Runtime Analyzer

After creating the snapshot graph representation, we further
extract the initial features of each node. A common solution
is to use opcodes as the initial node embeddings; however,
this method captures only the static semantic information
of instructions and fails to reflect their dynamic behavior at
runtime [15], [42], [43], [44]. As a low-level representation, the
opcode in SBPF bytecode is insufficient to reveal the deeper
contract logic. Instead, runtime information can help understand
code semantics by providing contextual knowledge to facilitate
our vulnerability detection task [43]. Therefore, we develop a
runtime analyzer that performs lightweight symbolic analysis
on the snapshot graph and generates symbolic expressions
for each instruction. These expressions are then used to build
the node features, serving as the initial node embeddings for
learning graph-level features.

1) Syntax: We begin by formally defining the syntax used
to represent SBPF bytecode (SC), as shown in Table II (left).
Specifically, ASSIGN moves the value of expr to the target
register reg. STORE and LOAD writes the value of exprs
into the address pointed by expr; and reads the value of
the address pointed to by expr into a target register reg,
respectively. BRANCH jumps to the location specified by expr.
CDBRANCH compares the values of expr; and expry, and
then jumps to the location specified by exprs if the condition
is satisfied. CALL performs internal function calls, while
SYSCALL handles built-in blockchain interactions.

We then formalize the syntax of symbolic expressions (e),
which is derived from the syntax definition of SBPF and
further approximate the underlying semantics of variables (see
Fig. 3). As shown in Table II (right), a symbolic expression
can be either a simple or nested formula eyy.,, Or a set
of symbols eg.;. In particular, MEM [efon] refers to the
memory location addressed by e;or,. const,, specifies an
arbitrary constant n. eg,. is defined as the basic expression
such as String or the symbols associated with register input
Symbol,. During the symbolic analysis, a register variable
may contain multiple symbolic expressions due to the presence
of various execution flows [45]. Following previous work [43],
we merge the original expression (es,.) as the semantic-aware
representation, allowing us to preserve all runtime information
within the execution flows.

TABLE III
INTERPRETATION FOR INSTRUCTION EXPRESSION

¢(reg := expr) ~ reg = ¢p(expr)

$(Bu expr) ~ Su @(expr)

¢(®p expri, exprz) ~ dlexpri) @y Plexpra)

#(Oc expri, exprz, exprs) ~ Oc ¢p(expri) ¢p(expra) ¢p(exprs)
¢(LOAD reg, expr) ~» MEM [¢ (expr)] LOAD ¢(reg)

¢(STORE expri, exprz) ~» STORE MEM [¢ (expri)] ¢(expra)
¢(MERGE (e.set17 Esetgy -+ ) ~ ¢(e.set1) @] (z)(esetg) @) ¢( . )

2) Instruction Symbolic Expression: Building on the above
syntax, we next define an interpretation function ¢ to translate
register variables and statement expressions into instruction-
level symbolic expressions. As demonstrated in Table III,
the first rule focuses on interpreting assignments to register
variables. The subsequent three expressions are interpreted
directly based on their manipulation semantics. For the LOAD
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of
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Fig. 3.

expression, the rule first resolves the actual memory location
and then loads the corresponding data into the target register. In
the case of the STORE expression, the rule interprets the value
to be stored by ¢(expro) and assigns it to the memory address
specified by ¢(expr). Note that the opcodes are retained as an
integral part of the instruction-level symbolic expression. The
final rule describes the merge operation, designed to capture
all runtime information when a specific instruction point is
impacted by multiple execution flows.

3) Node Feature Generation: To reveal the runtime seman-
tics of each instruction at the bytecode level, we leverage
the symbolic analysis output to generate node embeddings.
This operation enables us to replace each instruction with its
corresponding symbolic expression. During the analysis, we
retain various types of edges to enrich our model. Specifically,
we define four types of edge features based on different
dependencies: register, branch, return, and call. Therefore, we
expand each built snapshot graph with these edge features for
further learning. After performing lightweight symbolic analysis
across all contracts, we aggregate the resulting symbolic
expressions and use them to pre-train a Doc2vec model [46].
As a result, we can obtain the embedding vectors for each
expression, i.e., the initial node embeddings.

Fig. 3 elaborates an example of extracting node features
using the lightweight symbolic analysis. Starting with the entry
point, the initial input parameters are stored in register 1 and
we refer to it as REG1. The program first reads the input from
r1 and puts it into the register r2. Thus, both r1 and 2 hold
the input value REG1 (®). The value of r2 then undergoes a
binary operation, i.e., mul 64, where it is multiplied by 4. As
a result, the corresponding symbolic value is updated to REG1
X 4 (@). After that, a conditional branch jne is used to check
whether the value of r2 is equal to 24 (®). If the condition
is met, the return register RET is set to 1 and the program
terminates execution. Otherwise, the program assigns the value
0 to register 3 and then writes it into the memory address
REG1_8 using the st xdw operation (®). After completing the
symbolic analysis of variables and statements, the interpretation
rules are applied to generate the symbolic expression for each
instruction as outlined in the last column of the table in Fig.
3. For instance, the binary operation at @ will produce the
symbolic expression REG1 X 4 MUL64 REG1 4, and the
memory access operation at ® is represented as STXDW MEM

PC Runtime Symbolism Instruction Symbolic Expressions
¢ (r1) =REG1
® REG1 MOV64 REG1
$(r2) = REG1
Syntax ® | ¢ (r2)=REGI x 4 REGI x4 MUL64 REG1 4
'::> ® | ¢ (r2)=REGI x 4 JNE REG1 x 4 24
Interpretation Rules
@ |o@0)=1 RET MOV64 1
® |¢@3=0 REG3 MOV64 0
® i((l‘:;o’;s”:MEM IREGL8] | ¢rXpw MEM [REGI_S] 0
3) =

ann | Memory Operation (] Opcode (> Register (___ Constant [ | Memory

An example of constructing node features using the lightweight symbolic analysis.

[REG1_81 0. Our symbolic expressions preserve not only the
opcodes and operands one instruction inherently carry but also
incorporate the variable information passed during execution.
Then, these expressions are used to train the Doc2vec model
and generate the corresponding node features.

D. Prefix Extractor

After extracting the initial features for each graph node,
we can leverage the powerful representation learning capa-
bilities of graph neural networks to capture the semantics
of the entire snapshot. This process will be detailed in the
next subsection (§ III-E). Meanwhile, we aim to integrate
additional vulnerability-specific domain knowledge into the
model to improve its capacity for representing various types of
vulnerabilities. Prefix learning is an efficient and lightweight
model optimization technique designed to enhance a model’s
adaptability to specific domain tasks [47]. The key concept
is to integrate a trainable prefix vector that serves as a
complementary component to the model’s inputs. This approach
has been extensively applied in various fields such as natural
language processing and multi-modal tasks [47], [48], [49].

Inspired by the success of prefix learning strategies, Soleker

extracts particular prefixes for different types of vulnerabilities
based on the rules outlined in Table IV. We next provide
explanations of each rule.
POC: It first checks whether an instruction uses ldxdw
operation to load data according to the offset of the public key
of the owner into a register Rop;. A continuous sequence of
instructions S then iteratively compares the value stored in this
register with the value of another register R,;q containing the
program id, processing eight bytes at a time. Before comparing
the final eight bytes, a flag such as 0 is set (i.e., Sy[-]). Listing
4 demonstrates an example of the REGCMP operation. It loads
values from two given memory addresses with the same offset
off into registers r3 and r4, then compares the values to
determine the jump target 1bb.

r3, [rl + off] ;L
2 r4, [r2 + off]
r4, r3, lbb ;Junr

Listing 4. An example of the operation REGCMP (rl, r2).

Once the comparison is complete, a jump operation (as
indicated by {¢) is executed to evaluate the satisfaction of
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TABLE IV
RULES FOR EXTRACTING DIFFERENT PREFIXES

Prefix |

Extraction Rules

POC 317, SI((I.opcode = ldxdw A l.offset = offset,py A l.dst_reg = Ropk:) A (S[[-].opcode =mov6d A Sy[].imm = O)

A (REGCMP (Ropk s Rpid) € S1) A (S1[-1].0pcode € Oc))

PSC ‘ 3 11,12((11.opcode — ldxb A [1.0offset = offsetm'g) A (Ig.opcode € Oc AN Iz.imm = O) N (Ig.pc =I1.pc+ 1))

PKC 31,12, SI((Il.opcode = ldxdw A Iy.offset = offsetppp A I1.dst_reg = prk) A (Igopcode = 1ddw A I2.imm
= offsetepy A l2.dst_reg = Repp) A (SIH.opcode =mov64 A Sr[].imm = 0) A (REGCMP (Rpbk r Repk) € S]))

PCPI 31,1, I3, SI((I1.opcode = ldxdw A I1.offset = offsetepy A [1.dst_reg = Repk) A (Iz.opcode = ldxdw

A Iz.offset = offsetpp, A I2.dst_reg = prk) A (Ig.opcode = jeq) A (SI [].opcode = mov64 A Sy[].imm = O)
A (REGCMP (Repk r Rpbk) € S[) A ((SI [-2].opcode = jne A Sy[-2].imm = O) Vv (S[[—l].opcode € QC)))

the condition. This rule applies to the potential comparison
between the owner of an account and the program id.

PSC: It verifies the existence of two consecutive instructions.

The first instruction uses the 1dxb operation to load a byte
of data from the is_signer position of fset;, into a register,
while the second one checks whether the value in the register
is equal to 1 (signed) or not (unsigned).

PKC: This rule describes potential comparison between a

public key with an expected key in the SBPF bytecode.

Specifically, the instruction sequence begins by accessing the
public key of an account and storing it into a register Ry
using the 1dxdw operation. Next, the 1ddw instruction directly
loads the expected key into another register R,; based on
its offset address offsetp,. Similarly, a series of iterative
comparisons are then performed, followed by the conditional
jumps determined by the comparative results.

PCPI: The rule encompasses two types of patterns to capture
different scenarios. (1) If the expected key is a fixed value,
it can be loaded directly using the 1ddw operation at its
offset address offsete,s, similar to PKC; (2) Otherwise,
registers are required for loading the value and performing the
comparisons. In this case, the 1dxdw operation is used instead
of the 1ddw, while the remaining comparison process remains
similar to the previous one. The various offsets mentioned
above are derived from the input layout discussed in § II.

E. Vulnerability Detector

After extracting various features from the given SBPF
bytecode, we next design a dedicated detector that equips with
learnable models to adequately mine the implicit semantics in
these features for vulnerability detection as shown in Fig. 4.

1) Snapshot Graph Learning: Based on the constructed
snapshot and the runtime analyzer, the graph can be extended
as G = (V,E, A) where A represents the edge features as
defined in § III-C. To capture the semantics of code within the
snapshot graph, we leverage graph neural networks for their
powerful graph learning capabilities [50]. Since the previous
study [51] demonstrates the effectiveness of the gated graph
neural network (GGNN) [52] in data flow analysis during
graph representation learning, we are inspired to employ it for
our objectives. Specifically, the update process of the vanilla
GGNN model primarily involves two key phases: message
propagation and node update operations. However, the edges

in a graph encode additional semantic information that is
critical for understanding the code structure and semantics [53].
To incorporate this information into the learning process, we
modify the original propagation mechanism of the GGNN by
explicitly integrating edge features. Specifically, for the edge e;;
between a pair of nodes (¢, j), we introduce a transformation
function F to linearly project the raw edge feature into a
unified semantic space, i.e., e;; = F(e;;), where e;; denotes
the transformed edge feature. Then, we can formalize the
process of message propagation as follows.

where m; represents the message propagation result that
combines the features of neighboring nodes and their associated
edges; N; represents the set of all neighboring nodes of the
central node %, not limited to its child nodes, enabling graph
learning to capture information from all neighbors; h; is the
embeddings of node j.

, H
s 00 0 0CO0COCO0
Symbols A iy e

Prefix Veetor Snapshot Graph Embeddings

Prediction

Fig. 4. The architecture of the vulnerability detector.

Then, a update function is employed to incorporate original
node features with the message propagation features, which is
defined as follows.

R, = UPDATE (m;, h;) 2)

Here, we use the built-in update function of GGNN due to
its ability to dynamically adapt to new node features [52]. As
a result, we obtain a node set H that encompasses all the
updated node features /.

To further optimize the node semantics and enhance model
adaptation, we introduce an additional adaptation layer before
graph pooling operation. Due to the sparse activation and
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generalization abilities, we adopt the mixture of experts model
[54] as our adaptation layer, which is defined as follows.

Hy=3 o Wi(H): O(H), 3)

where H,, denotes a feature set of optimized nodes and S,
represents the set of experts; Wj, and Oy, separately correspond
to the weights assigned and the output of the expert k.

To generate graph-level embedding vectors for each snapshot
graph, we implement a readout layer that aggregates all node
features using a global mean pooling strategy. This operation
is formulated as follows.

1 v
6 = Ti7] Loien, @

where H signifies the global feature vector for the snapshot
graph and A} represents the embedding vector of the node i
after the updating and optimizing process.

2) Prefix-guided Graph Learning: Although the snapshot
encapsulates the overall semantics of the contract bytecode,
most vulnerability-related manifestations in smart contracts
are concentrated within a small subset of the instructions.
To accurately identify these vulnerabilities, it is necessary
to account for the specific localized features associated with
each type of vulnerability. However, in the snapshot graph
learning process, although the whole code semantics are
captured, certain subtle features will be overlooked during
network propagation [21]. Therefore, we design an extra prefix
vector to guide the model in learning subtle vulnerability-
specific semantic embeddings. More specifically, we can extract
particular prefix tailored to different vulnerabilities according
to the rules defined in § III-D. If no instructions match the
specified rules, a default prefix identifier is assigned to ensure
alignment with the overall data.

Subsequently, a projection function %) is introduced to trans-
form the prefix symbol p into a learnable vector representation,
i.e., Hp = v (p). Finally, the prefix vector Hp is combined
with the snapshot graph representation Hg to derive the
vulnerability-specific semantic embedding H, which can be
formalized as follows.

H=[Hp || Hg| (5)

3) Classification: In the final stage, the vulnerability detector
inputs the semantic representation produced by the prefix-
guided graph learning process into a MLP layer for classifica-
tion. To facilitate the model training, we employ cross-entropy
loss function to guide the update of model parameters. We select
the output with the highest probability as the final prediction
during the detection process.

IV. EVALUATION
A. Experimental Setup

1) Dataset: Given its data-driven nature as a learning-
based model, Soleker requires adequate training data. The
data need to encompass not only a variety of vulnerable
contracts but also benign ones. However, no large-scale datasets
specifically focused on Solana contract vulnerabilities are

currently available. Therefore, we aim to create a suitable
dataset ourselves. Because of the time-intensive process of
manually constructing a vulnerability dataset, we leverage
contextual learning capabilities of large language models
(LLMs) [55], [56], [57] to automate the vulnerability injection.

More specifically, the dataset construction for each vulner-
ability type involves the following three steps: (1) Example
preparation: A vulnerable contract from existing data [20] is
selected to guide LLM’s context learning, capturing real-world
vulnerability patterns. Notably, while the vulnerability sample is
relatively simple, it effectively reflects real-world vulnerability
manifestation and serves as a representative example for context
learning in LLMs. (2) Contract generation: The LLM is
instructed with the provided example to generate contract
code containing the specified vulnerability while enhancing
functional diversity by adjusting the temperature parameter. The
prompt used for this process is: “Here is an example of [VUL]:
[EXAMPLE]. Please replicate the vulnerability described above,
understand its underlying causes, and generate a complex
Solana smart contract in Rust containing a [VUL] vulnerability.
Ensure that each generated contract is unique in structure
and semantics”. Here, [VUL] and [EXAMPLE] represent
the vulnerability type and the selected example contract,
respectively. We also prompt the LLM to generate a fixed
version of the contracts with the following instruction: “Provide
a fixed version of the Solana smart contract that addresses the
[VUL]”. The generated contracts are compiled, and any non-
compilable code is iteratively refined using error feedback until
it becomes compilable. This process is guided by the prompt:
“Ensure the code includes all necessary module imports and
compiles in Rust”. We utilize OpenAl services [58] with GPT-
4o as the backend model to generate the dataset. As a result,
we can obtain diverse contracts with consistent vulnerability
types and labels. (3) Manual verification: Two co-authors
independently verify that all compilable contracts implement
meaningful functionality and successfully include the specified
vulnerability. Meanwhile, regular cross-checks and discussions
are conducted to ensure consistency throughout the review
process. Only contracts approved by both authors that meet
these criteria are retained, ensuring realism and reducing bias.

As a result, we obtain a total of 1,756 labeled smart contracts.
Table V presents the dataset statistics, where #LOC denotes the
average lines of code and #Func. represents the average number
of functions. To the best of our knowledge, this represents the
largest Solana contract vulnerability dataset to date, exceeding
existing benchmarks [7], [8] by over 100 times (1,756 vs. 15).

2) Implementation: Soleker is implemented in approximately
4,500 lines of code. We utilize the Souffié framework [59] as
the Datalog engine. Each instruction is embedded as a 300-

TABLE V
STATISTICS OF DIFFERENT TYPES OF VULNERABILITIES

Vulnerability ~ Vulnerable  Non-vulnerable # LOC  # Func.
MSC 321 310 3,188 67
MOC 147 124 4,262 85
MKC 213 196 3,059 66
ACPI 227 218 4,874 81
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dimensional vector while each prefix vector is 100-dimensional.
Since the compiled smart contracts are stored as unreadable
.so binary files, we convert them into SBPF bytecode using the
solana-ledger-tool [60] with the flags program disassemble, to
facilitate further analysis. We employ 5-fold cross-validation to
minimize bias and report the average results. Our experimental
materials can be found at https.//github.com/sepine/Soleker.
3) Performance metrics: We evaluate the performance of
Soleker and the baselines using Precision, Recall, and F1-score.
4) Research Questions: This paper aims to answer the
following five research questions (RQs). RQ1: How accurate
is Soleker in detecting vulnerabilities? RQ2: How does each
designed component contribute to vulnerability detection? RQ3:
How does the imbalance ratio impact Soleker? RQ4: What
is the time overhead of Soleker? RQ5: Can Soleker identify
vulnerabilities in real-world on-chain smart contracts?

B. RQI: Effectiveness

1) Approach: The goal of Soleker is to detect vulnerabilities
from the given Solana SBPF bytecode. To evaluate the
effectiveness of Soleker, we compare it against the state-
of-the-art vulnerability detection tool VRust [7] using our
constructed dataset. In addition, we introduce a LLM-based
method LLMggpr, which leverages GPT-4o for vulnerability
detection. Specifically, we build on recent work [61] to define
LLM’s role and limit the scope of vulnerabilities with the
following prompt: “You are a vulnerability detector for a
Solana smart contract. Here are four common vulnerabilities:
[VULS]. Check the following smart contract bytecode for
the above vulnerabilities”. Here, [VULS] represents the four
specified types of vulnerabilities. Additionally, we adopt the
Chain-of-Thought strategy to enhance reasoning abilities by
instructing the model to “Think step by step, carefully”. We
apply Soleker and LLMgppr to analyze vulnerabilities directly
on contract bytecode, while VRust is applied to source code
due to its lack of support for bytecode analysis.

2) Results: Table VI demonstrates the evaluation results
for Soleker and baselines in detecting the four types of
vulnerabilities. We can see that Soleker achieves average
improvements of 169.1%, 129.9%, and 189.3% compared to
VRust in detecting MSC, MOC, and ACPI, respectively, across
the three metrics. The reason is that VRust relies entirely
on fixed static patterns, making it less adaptable to diverse
vulnerability representations. In contrast, Soleker can capture
various vulnerability semantics in the SBPF bytecode, enabling
it to detect the vulnerabilities with better performance. Inter-
estingly, VRust demonstrates better performance in identifying
missing key checking vulnerabilities compared to detecting
others. This is because such key checking operations are
mainly associated with the handling of particular function
calls in Solana system programs. The limited representation
enables VRust’s inference rules to identify this type of
vulnerability. Nonetheless, our method still achieves an average
improvement by 11.4%. Notably, Soleker has the capability
to analyze the SBPF bytecode of Solana smart contracts,
whereas VRust is restricted to merely dealing with the source
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code. This highlights the practicality of Soleker in real-world
scenarios, as over 98% of Solana contracts are not open source
[5]. Besides, Soleker demonstrates average improvements of
156.5%, 126.4%, 132.5%, and 128.6% compared to LLMgppr
in detecting these vulnerabilities. This reveals that while LLMs
excel in tasks like code comprehension and vulnerability
detection, they struggle with low-level bytecode analysis. These
results underscore the need to enhance LLMs’ ability to
understand bytecode effectively. Overall, Soleker achieves
average improvements of 178.0%, 68.8%, and 132.4% across
the three metrics, respectively.

TABLE VI
COMPARISON RESULTS FOR Soleker AND BASELINES

| VRust | LLMsppr | Soleker
Method | Prec.  Rec. Fl | Prec.  Rec. F1 | Prec.  Rec. Fl
MSC 2421 4921 3246 | 25.89 50.88 3432 | 9524 9482 94.86
MOC 39.79 4641 3270 | 29.06 5390 37.76 | 91.79  90.61  90.92
MKC 81.86  79.01 7892 | 27.12 52.08 35.67 | 9020 8835 88.57
ACPI 19.59 4833 27.88 | 29.23 54.06 37.94 | 92.75 92.12 92.27

Answer to RQ1: Compared to the baseline methods,
Soleker shows average improvements of 178.0%, 68.8%,
and 132.4% in detecting different vulnerabilities.

C. RQ2: Ablation Study

1) Approach: As mentioned in § III, Soleker incorporates
a runtime analyzer to capture runtime semantics of each
instruction for generating node features and develops a prefix
extractor to enhance the model with vulnerability-specific lo-
calized features. Therefore, we design the following variants to
investigate the effectiveness of these components in improving
detection performance. The variants comprise: excluding the
runtime analyzer and using only the opcode as node features
(w/o runtime); removing the prefix extractor and merely relying
on snapshot graph embeddings for detection (w/o prefix); and
directly utilizing the extracted prefix vectors for detection
(Soleker.,,,). We report the average performance in detecting
the four types of vulnerabilities.

2) Results: Fig. 5 illustrates the average results in terms of
the three metrics. We can observe that discarding the runtime
analyzer prevents the model from capturing runtime contextual
semantics, resulting in a significant performance drop of
51.2%. Likewise, excluding the extracted prefix vectors leads
to a 26.8% performance decline due to the loss of guidance
from vulnerability-specific localized features. Moreover, relying
solely on prefix vectors fails to capture the rich semantic context
of the bytecode, leading to less effective detection. On the
whole, the average performance of Soleker improves by 31.0%,
31.1%, and 36.6% across the three metrics when all design
components are integrated. This indicates that the features
extracted from the runtime analyzer and prefix extractor can
work in synergy, complementing each other to improve the
detection capability of Soleker.

[

Answer to RQ2: Each component within Soleker
contributes to enhancing detection performance.
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Fig. 5. Ablation results of Soleker.

D. RQ3: Impact of Imbalance Ratio

1) Approach: Since real-world vulnerabilities always exhibit
highly imbalanced distributions, this question is designed to
explore the effectiveness of Soleker in such scenarios. More
specifically, we employ random sampling to systematically
adjust the dataset, reflecting varying ratios of vulnerable to
non-vulnerable samples. Starting with a highly imbalanced ratio
of 0.1, we incrementally increase the ratio to 0.9, approaching a
more balanced distribution. This sampling procedure is repeated
five times for each ratio setting to minimize sampling bias. We

report the average results for each vulnerability type.
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Fig. 6. Impacts of varying imbalance ratios.

2) Results: Fig. 6 presents the average results under different
imbalance ratios. We can find that Soleker consistently demon-
strates better detection performance across varying imbalance
ratios, achieving average precision, recall, and F1 scores of
90.36%, 88.67%, and 88.85%, respectively, across all four
types of vulnerabilities. This is because the design of Soleker
successfully captures the distinguishable features between
vulnerable and non-vulnerable samples, enabling the model
to maintain its detection capability. It also demonstrates that
Soleker remains effective even in real-world scenarios with
highly imbalanced sample ratios.

Answer to RQ3: Soleker can effectively detect vulnera-
bilities under various imbalance ratios.

E. RQ4: Overhead

1) Approach: Soleker integrates program analysis with
deep learning models to detect vulnerabilities in Solana

contract bytecode. This leads us to explore the efficiency
of Soleker in detecting vulnerabilities. Therefore, we record
the execution time consumed by each component of Soleker
during the experiments, namely Solekersp, Solekerga, Solekerpg,
and Solekeryp, respectively. In addition, we also record the
processing time of VRust for comparison. To ensure a fair
comparison, all methods are executed on the same machine.
We present their average time consumption in seconds.

2) Results: Table VII illustrates the average time overhead
of each component within Soleker and VRust. The average
process time is 0.125 seconds for the snapshot builder, 0.380
seconds for the runtime analyzer, 0.075 seconds for the prefix
extractor, and 0.001 seconds for the vulnerability detector.
Furthermore, compared to VRust, Soleker is on average over
335 times faster when analyzing a contract. While training
the model requires more time, it is merely a one-time process.
The rapid runtime analysis and swift prediction capabilities of
Soleker enable it to provide near-instantaneous responses in
real-world detection scenarios.

TABLE VII
TIME OVERHEAD

VRust
195.466

Component  Solekersg ~ Solekergra  Solekerpg  Solekeryp ‘ Soleker

Time (s) 0.125 0.380 0.075 0.001 | 0.581

Answer to RQ4: Soleker can inspect contract bytecode
in an average of 0.581 seconds, making it over 335 times
faster than the baseline.

FE RQ5: Vulnerabilities in the Wild

1) Approach: To assess the capability of Soleker in identi-
fying unknown vulnerabilities beyond the labeled dataset, we
queried a RPC node on the Solana mainnet to identify programs
that belong to the BPF Upgradeable Loader (BPFLoaderUp-
gradeablel1111111111111111111111) as of November 2024.
Due to Solana’s rapid block generation and high transaction
volume, data retrieval is limited by speed. Thus, we opt to
randomly collect 2,000 on-chain contracts as a balanced trade-
off. Since all these contracts are stored as the base64-encoded
binaries, we first decode them into .so ELF files and then
disassemble them into SBPF bytecode using the official Solana
toolkit [60]. We then train Soleker on our labeled dataset and
use the resulting model to inspect the bytecode. Additionally,
we further conduct a manual analysis of the results.

2) Results: Soleker reports 118 vulnerable on-chain con-
tracts, including 54 missing signer checking, 52 missing owner
checking, and 43 arbitrary cross program invocations. Among
the remarked vulnerable contracts, we discover that 15.3% of
them are still active on the Solana mainnet, while the remaining
contracts have either been abandoned or upgraded as recorded
in the Solana explorer [62]. Although Solana supports the
security.txt standard for embedding contact information in smart
contracts, none of the analyzed contracts included it, leaving
developers anonymous. Therefore, we are unable to directly
disclose our findings to the respective developers.

Manual Analysis. As highlighted in the previous study,
confirming vulnerabilities poses a significant challenge because
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of the low-level bytecode representation and the unavailability
of source code [8]. Therefore, we randomly select fifteen
vulnerable samples and fifteen benign samples flagged by
Soleker, and try our best to manually analyze the corresponding
disassembled SBPF bytecode. We find two false positives
and zero false negatives among these samples. Listing 5
demonstrates an example that involves arbitrary cross program
invocations and is successfully detected by Soleker. More
detailed instructions are omitted for simplicity. Soleker analyzes
semantic information captured from the instructions associated
with the system call sol_invoke_signed_rust to identify this
vulnerability. As for the false positives, we observe that the
corresponding SBPF bytecode involves complex controls and
many byte-by-byte checking with similar patterns. These factors
prevent Soleker from understanding deeper semantics and lead
to the misidentification.

I |entrypoint:

without checkKking the e

2 cee

function_1558:

rl, [rl0-0x50] r2, [rl0-0x48]
6 r3, [rl10-0x40] r4, [rl10-0x88]
7 r5, [r10-0x80] ; Invocation parameters
8 sol_invoke_signed_rust

Listing 5. An example of ACPI detected by Soleker.

Answer to RQS: Soleker can uncover vulnerabilities in
on-chain smart contracts.

V. DISCUSSION

First, to generate the initial node features, we develop a
lightweight symbolic analyzer to capture the runtime semantics
of each instruction. Since the low-level instructions will handle
memory operations, some memory locations may be lost during
symbolic analysis. However, since our primary goal is to
capture the runtime semantics of each instruction, we utilize a
merge operation to consolidate information from all possible
flows during the simulation execution. In addition, to mitigate
the issue of potential infinite loops during simulation execution,
we set a maximum depth limit of 100 to balance infinite loop
prevention with analytical capability.

Second, as the development language for Solana contracts,
Rust supports multiple levels of compilation optimization,
which may result in variations in the generated bytecode.
Fortunately, contract compilation on Solana utilizes the official
toolkit [60], which employs the ——release flag to enable
high-level optimizations (i.e., opt—-level=3) by default
[63]. This ensures that the resulting bytecode is consistently
optimized to a standardized level. Accordingly, Soleker is
evaluated on highly optimized contract bytecode.

Third, synthetic data is a common solution to address the
scarcity of real-world datasets, therefore, we leverage LLMs
for this purpose. However, this approach will introduce several
potential biases. Source bias stems from the reliance on the
LLM’s training corpus, which may fail to fully capture the

breadth and diversity of real-world Solana vulnerabilities.

Prompting bias is another concern, as the phrasing and structure

of prompts could inadvertently lead LLMs away from the
intended generation objectives. To relieve these biases, we limit
the scope of vulnerabilities and guide the LLM’s generation
process using real-world vulnerability examples. Moreover,
contract diversity is improved by adjusting the temperature
parameter. Additionally, all generated data undergoes manual
validation to ensure it closely reflects real-world scenarios.
Fourth, Soleker currently focuses on four types of vulnerabil-
ities because of their prevalence and significant impact on the
Solana ecosystem. However, Soleker can be applied to other
vulnerabilities that may become prevalent in the future, with
additional effort to analyze vulnerability-specific prefixes.

VI. RELATED WORK

There are a lot of studies that primarily focused on detecting
vulnerabilities in Ethereum smart contracts by utilizing various
analysis techniques, such as static code analysis [64], [65],
symbolic execution [66], [67], [68], fuzzing [69], [70], [71],
formal verification [16], [17], [72], and deep learning [11],
[73], [74]. However, they cannot be applied to the vulnera-
bility detection in the Solana ecosystem due to the different
implementations and runtime semantics.

Apart from the work on vulnerability detection in Solana
smart contracts discussed in § I, other related studies have
investigated various aspects of the Solana ecosystem, such as
the evolutionary process from Bitcoin to Solana [75], scalability
challenges [76], code reuse analysis [77], transaction analysis
[2], and security concerns from the developer’s perspective
[5]. Furthermore, some efforts have explored the Solana eBPF
runtime through differential fuzzing [78] and formal semantics
verification [79]. In contrast, our work focuses on detecting
vulnerabilities in the bytecode of Solana smart contracts,
serving as a complement to existing studies.

VII. CONCLUSION

This paper presents Soleker, an innovative learning-based
solution for automated vulnerability detection in Solana smart
contract bytecode. This approach first captures the runtime
semantics of instructions related to blockchain interactions,
extracts localized vulnerability-specific features, and then
introduces a prefix-guided neural network for feature learning
and vulnerability detection. We create the first labeled dataset
of Solana smart contract vulnerabilities to evaluate the per-
formance of Soleker. Extensive experiments demonstrate that
Soleker outperforms the baseline methods in both detection
effectiveness and efficiency, with each crafted component
contributing to its success. In the future, we plan to explore
other security threats within the Solana ecosystem. In addition,
we will expand our tool to support vulnerability detection
beyond the Solana platform.
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