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Abstract

Move, a programming language for smart contracts, stands out
for its focus on security. However, the practical security efficacy
of Move contracts remains an open question. This work conducts
the first comprehensive empirical study on the security of Move
contracts. Our initial step involves collaborating with a security
company to manually audit 652 contracts from 92 Move projects.
This process reveals eight types of defects, with half previously un-
reported. These defects present potential security risks, cause func-
tional flaws, mislead users, or waste computational resources. To
further evaluate the prevalence of these defects in real-world Move
contracts, we present MoveScan, an automated analysis framework
that translates bytecode into an intermediate representation (IR), ex-
tracts essential meta-information, and detects all eight defect types.
By leveraging MoveScan, we uncover 97,028 defects across all 37,302
deployed contracts in the Aptos and Sui blockchains, indicating a
high prevalence of defects. Experimental results demonstrate that
the precision of MoveScan reaches 98.85%, with an average project
analysis time of merely 5.45 milliseconds. This surpasses previ-
ous state-of-the-art tools MoveLint, which exhibits an accuracy of
87.50% with an average project analysis time of 71.72 milliseconds,
and Move Prover, which has a recall rate of 6.02% and requires man-
ual intervention. Our research also yields new observations and
insights that aid in developing more secure Move contracts.
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1 Introduction

Recently, Move has gained significant attention for its focus on
security-first objective [40]. It introduces several innovations aimed
at bolstering asset security, e.g., a novel data type specifically de-
signed for this purpose, strict access controls enforced by Move
modules!, and native security component, namely Move Prover [73]
(see §2 for details). At the time of writing, Move has been adopted
by multiple blockchain platforms, such as Starcoin [58], Aptos [18],
and Sui [61], with a combined market capitalization surpassing US$
7.37 billion (as of April 6, 2024) [12].

However, the practical security efficacy of Move modules in real-
world applications remains uncertain. Despite numerous empirical
studies and surveys on Solidity smart contracts [64-68], to the
best of our knowledge, there appears to be few studies specifically
focusing on Move modules. Furthermore, although several method-
ologies [5, 31, 49, 73] have been proposed for detecting defects in
Move modules or conducting their formal verification, there exists
a significant research gap in examining the prevalence of these

!In this paper, the term Move modules is equivalent to smart contracts in other
blockchains, and the two terms are used interchangeably.
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defects in a substantial number of real-world Move modules and
the identification of other potential defects.

To fill the gap, this paper presents the first empirical study on
the security of Move modules. Specifically, we aim to answer the
following four research questions (RQs).

RQ1: What kinds of defects are present in Move modules?

To uncover the real security issues, we first collect source code
from as many real-world Move projects as possible. Our collection
encompasses 92 projects across six key domains, i.e., DeFi, Token,
Bridge, Library, Infrastructure, and Others. Then, we conduct a
manual audit of 652 modules from these projects in collaboration
with Movebit [41], a team specializing in blockchain security, to
identify potential defects. Our audit identifies 283 modules with
defects and 1,064 defects across eight distinct types. These defects
pose potential security risks, cause functional flaws, mislead users,
or lead to gas waste. Notably, four defect types (i.e., unchecked
return, infinite loop, unnecessary bool judgment, and unused constant)
represent new findings that have not been previously reported in
existing studies on Move. Insights from RQ1 can inform developers
and practitioners about Move’s security landscape, facilitating the
avoidance of defects in application development.

RQ2: How effective is the formal verification tool in identi-
fying defects in Move modules?

The objective of RQ2 is to investigate the effectiveness of Move
Prover, a formal verification tool officially launched by Move [73],
in identifying the defined defects. To this end, we apply it to analyze
all 283 contracts with defects. The evaluation highlights several
limitations of Move Prover (detailed in §5.1): (1) Only 6.02% of the
defects are identified due to the Move Prover’s insufficient func-
tionality. (2) Auditors must draft formal specifications in a new
language [73], which introduces a learning curve to be overcome.
As aresult, Move Prover has a relatively low level of automation, and
developers seldom utilize it. (3) It only accepts the project source
code as input and cannot analyze individual modules.

ROQ3: How effective is the existing automated detection tool
in identifying defects in Move modules?

RQ3 aims to determine the effectiveness of MoveLint [5], the only
automated vulnerability detection tool for Move, in identifying
defects. To answer RQ3, we apply MoveLint to the 652 modules
collected in RQ1. The experimental results show that MoveLint
successfully detects only 4.61% (49 out of 1,064) of the defects due
to the inherent limitations of the compiler it depends on (detailed
in §5.2). Furthermore, the tool’s practicality for large-scale use is
also a concern, as it, similar to Move Prover, necessitates access to
the source code, while most modules are not open source.

RQ4: What is the prevalence of the defects in real-world
deployed Move modules?

In RQ1, we discovered that defects do exist, which motivates us
to further investigate RQ4. However, the findings from RQ2 and
RQ3 underscore the limitations of existing tools in terms of accu-
racy, efficiency, the needs of source code, and the dependency on
extensive manual efforts. These limitations make them unavailable
for large-scale analysis. Consequently, RQ4 underscores the need
for a bytecode analysis tool, especially given that Move modules
are deployed and executed as bytecode on blockchains.

To this end, we present MoveScan, an automated analysis frame-
work designed specifically for Move bytecode. Since it analyzes
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bytecode, MoveScan can be applied to deployed and undeployed mod-
ules. MoveScan first transforms all stack operations in the bytecode
into operations on local variables, thus generating so-called stack-
less bytecode [73]. This transformation enables MoveScan to operate
independently from the detectors. Subsequently, it extracts the nec-
essary metadata from the stackless bytecode, i.e., control flow, func-
tion call, data dependency, and variable range information, which
are then used by detectors developed upon the MoveScan frame-
work. For defects that span multiple modules, MoveScan constructs a
cross-module function call graph. This facilitates a comprehensive
cross-module analysis, enabling MoveScan to detect defects that are
challenging to identify when modules are analyzed individually.
MoveScan distinguishes itself from existing tools in four aspects.
Firstly, MoveScan analyzes bytecode, eliminating the need for source
code, which broadens its applicability. Secondly, MoveScan extracts
and encapsulates metadata from the tested module, offering inter-
faces that streamline the creation of defect detectors for users. This
design allows supporting new defect types with a few lines of code
(96 on average). Thirdly, MoveScan can automatically identify the
eight defect types found during audits. Fourthly, extensive experi-
mental evaluations reveal that MoveScan’s precision (98.85%) and ef-
ficiency (averaging 0.77 milliseconds per module) significantly sur-
pass those of existing tools. Utilizing MoveScan, we uncover 97,028
defects across all 37,302 modules deployed on Aptos and Sui, the
two predominant blockchains utilizing Move. This finding under-
scores the extensive prevalence of defects in practical applications.
In summary, the main contributions of this paper are as follows:
e We conduct a comprehensive audit of 652 modules across 92 real-
world Move projects, leading to the identification of eight distinct
defects, including four previously unreported.
e We introduce an automated analysis framework, MoveScan, tai-
lored for Move bytecode. Based on MoveScan, we develop eight
detectors for the eight types of identified defects.
e The experimental results show that MoveScan performs better
than existing tools in accuracy and efficiency. We apply MoveScan to
analyze 37,302 real-world modules, and the detectors on MoveScan
reveal 97,028 defects. We published datasets and MoveScan at https:
//lanonymous.4open.science/r/support_material-D28C/.

2 Background
2.1 Move Modules

In Move, the term “module” is equivalent to the well-known con-
cept of a “smart contract” [7]. The source code of modules is typically
written in high-level programming languages. Post-development, a
compiler translates the source code into bytecode, which is then
stored and executed on the blockchain. Specifically, Move modules,
developed in the Move language, are compiled into Move byte-
code for execution in the Move Virtual Machine (Move VM) [7].
Blockchain users can invoke these deployed modules through trans-
actions that specify the module’s execution parameters. The trans-
action initiator incurs a cost, known as Gas [7], for the resources
utilized during the execution process.

The following simple example illustrates the relationship be-
tween Move source code, bytecode, and opcode. Suppose there is a
source code statement “let num3: u8 = numi1/ num2;” which com-
putes the quotient of parameters num1 and num2. After compiling,
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the source code is converted into bytecode “0x0b000b011a0102”,
which is then interpreted and executed by the Move VM. The first
two bytes, 0x0Ob and 0x00, are interpreted as opcode MOVELOC
and number 0, respectively, and then executed, resulting in the
first parameter, num1, being placed onto the stack. Similarly, the
second parameter, num?2, is placed onto the stack after executing
bytecode 0x0b01. Subsequently, the Move VM executes bytecode
0x1a0102, representing the opcode DIV, POP, and RET. DIV takes
two elements from the stack as operands and computes their quo-
tient, which is then placed back into the stack. POP and RET are
used to clear the stack and terminate execution.

2.2 Enhanced Security of Move

The improvements that Move brings to smart contract security are
multifaceted: (1) It introduces a novel resource type to effectively
manage digital assets. In Move, assets are designated as unique
resource types, utilizing the type system to ensure that assets are
neither duplicatable nor discardable without explicit intent. On
the contrary, Solidity’s integer-based asset representation is prone
to reliability issues, such as token theft due to overflow [10]. (2)
Move presents the capability-based model design pattern [62], which
enables precise control over resource and operation access authority.
(3) Move integrates a formal verification tool, Move Prover [73].

The Move Prover validates Move modules by checking whether
they are against formal specifications [73]. It translates the bytecode
and specifications into logical constraints. Then, it uses an SMT
solver to check these constraints for violations [73]. This process
helps to ensure that contracts behave as intended. (More in-depth
Move’s security enhancements can be found at [7].)

3 Methodology

This section outlines the data collection process and then explains
how the collected data are utilized to investigate each RQ.

3.1 Data Collection

Fig. 1 illustrates our data collection process. Our data collection
strategy includes collecting both the source code and bytecode of
numerous Move modules to address the RQs.

”””””””””” ‘ Source code

; -:—‘ @ {sour‘ce code collection and bytecode

Projects in the
Move ecosystem

.{—.

Deployed modules'_'[ bytecode collection }——'.

on the blockchain Bytecode
Figure 1: Data collection process.

3.1.1 Dataset 1 (ds1). To answer RQ1, RQ2, and RQ3, we create
a dataset (dsI) of real Move projects that meet two criteria. First,
it should collect source code since RQ1 requires source code for
manual auditing; RQ2 and RQ3 need source code as the input of
the formal verification and static detection tool. Second, the dataset
should cover a wide range of real Move projects, as a study indicates
that numerous toy contracts [34] may not accurately represent the
issues found in real Move modules.

The ds1 finally collects source code from 92 Move projects. In
particular, a project typically consists of multiple modules; these
projects comprise a total of 652 modules. These 92 active projects
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are selected from three primary sources: Aptos [18] and Sui [61], the
two most popular blockchains that employ Move, and Starcoin [58],
the first blockchain to employ Move. dsI covers six types of the
most popular applications, including 41 DeFis [16], 22 tokens [4],
18 bridges [19], three libraries [39], three infrastructure [32], and
five others [2]. The source code of these projects is collected from
the documentation provided by Aptos foundation [17], Sui founda-
tion [33], and GitHub repositories of Starcoin [6, 56, 59, 60].

Additionally, we utilize ds1 as the benchmark to compare MoveScan
with previous tools (i.e., Move Prover and MovelLint). For this pur-
pose, we compile the source code in dsI into bytecode, which is
necessary as MoveScan requires bytecode as input.

3.1.2  Dataset 2 (ds2). To answer RQ4, we create a second dataset
(ds2) to store large-scale deployed modules from the blockchain.
Note that modules are deployed and stored on blockchains as byte-
code, meaning only the bytecode can be captured. Due to Starcoin’s
diminished activity, evidenced by its 24-hour transaction volume
of only 716 [57]—merely 0.08% and 0.01% of Aptos’s [3] and Sui’s
volumes [55], respectively—it does not adequately reflect the true
prevalence of defects. Consequently, our bytecode collection fo-
cused on Aptos and Sui. Specifically, modules deployed on Aptos are
obtained from Chainbase [29], a platform for indexing large-scale
on-chain data, through the query statement “select address, name,
transaction_block_height, bytecode from aptos.move_modules”. To
collect modules deployed on Sui, we begin by calling the web API
provided by Suiscan [55], the block browser for Sui, to retrieve the
addresses of all deployed projects. Subsequently, for each address,
we use Suiscan to obtain the bytecode of all modules in that project.
Through the steps outlined above, ds2 collects 37,302 bytecode in-
stances spanning from October 14, 2022, to January 30, 2024, with
15,479 sourced from Aptos and 21,823 from Sui.

3.2 Investigation Procedures for RQs

3.2.1 For RQI. In collaboration with Movebit [41], a professional
blockchain security company specializing in the Move ecosystem,
we conduct a manual audit of the source code to identify and classify
defects in Move modules. Six people contribute to the task; three of
them are the authors of this paper with 1-3 years of experience in
smart contract development, and the others are company employees
with two years of audit experience. They analyze the 652 modules in
ds1independently to mark the defects and related locations within
the modules. In cases of inconsistent audit findings, two experts
from the company with ten years of experience in cybersecurity
further review the modules for detailed analysis. After this, the
six participants utilize the card sorting method [54] to categorize
defects. Initially, they randomly select 40% of the modules with
defects and group similar defects into categories. If it is necessary
to create a new categorization, then they start over by reassigning
categories for all defects. They then independently categorize the
remaining 60% of defects. Any disagreements are resolved through
discussion between the two experts. The resulting output provides
the number and category of defects for the Move project in ds1.

3.2.2  For RQ2. We evaluate whether Move Prover could detect de-
fects in ds1. Specifically, we first try to write formal specifications
for modules that contain defects. We omit modules with no de-
fects since writing formal specifications for every module in ds1 is
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labor-intensive and time-consuming. Descriptions on writing spec-
ifications for different defects can be found in §5.1. Subsequently,
we input the specification along with the project source code into
Move Prover and detect defects by using Move Prover to determine if
the module code conforms to the specification. Finally, the efficacy
of Move Prover is assessed by quantifying the number of defects it
successfully identifies versus those it fails to detect.

3.2.3  For RQ3. We use MoveLint to analyze the source code in dsI.
First, we feed all 92 items into MoveLint, and MoveLint outputs details
on detected defects, including their types and locations. Then, we
assess the false negative (FN), false positive (FP), and precision by
benchmarking against the audit results. Finally, we record the time
spent by MoveLint analyzing each project to measure its efficiency.
3.24 For RQ4. We identify and quantify the defects present in
the modules in ds2 to answer RQ4. Given the limitations of exist-
ing tools, which rely on source code, require manual intervention,
and exhibit low efficiency (as detailed in §5), their applicability in
analyzing large-scale modules is limited. Hence, we propose an
automated bytecode analysis framework called MoveScan. Building
upon MoveScan, we create detectors for eight types of defects. The
design of MoveScan and its detectors will be introduced in §6. Next,
we utilize MoveScan and these detectors to analyze the bytecode
in ds1, aiming to evaluate MoveScan’s effectiveness and compare it
with previous tools. Subsequently, we apply MoveScan to analyze the
bytecode of 37,302 modules in ds2. This analysis aims to uncover
the distribution of defects in modules deployed on the blockchain
and to assess MoveScan’s efficiency on this large-scale dataset.

4 RQ1: Defects in Move

By manually auditing the source code in ds1, we uncover 1,064
defects that can lead to security problems, functional flaws, user
confusion, or increased gas consumption. The identified defects are
categorized using the card sorting method (detailed in §3.2.1) with a
kappa score of 0.79 [11], which shows substantial agreement of the
six participants. As shown in Table 1, these defects are classified into
eight distinct types. To the best of our knowledge, four of them (i.e.,
unchecked return, infinite loop, unnecessary bool judgment, and
unused constant) have never been reported in previous work against
Move [5, 31, 73]. This section introduces these defects through real-
world examples that have been simplified for ease of understanding.

4.1 Unchecked Return (U. Return)

Definition. U. Return refers to a situation where a caller function
invokes a callee function but does not receive and check the return
value or only a portion of it. This defect can prevent the caller of
a function from detecting unexpected states and conditions. For
instance, if a function utilizes the return value to indicate success
or an exception, the caller cannot handle the exception without
checking the return value. Although U. Return has been found in
C and Java, and assigned the ID CWE-252 [38], to the best of our
knowledge, this issue is first discovered in Move by us.

Example. Listing 1 shows an example involving the U. Return. Line
5 defines a function index_of{), which receives a vector v and an
element e, and returns two values. It determines the first occurrence
of e within v and returns (true, index of e), or (false, 0) if e is
not found. Line 3 invokes index_of{) but neglects the first return
value, resulting in possible confusion between two distinct cases.
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Specifically, when _index equals 0, it is impossible to differentiate
whether e is absent from v or if e is the first element in v.

module MoveScan::unchecked_return
use Ox1::vector;
let (_, _index) = vector::index_of (v,
module Ox1::vector {
public fun index_of<T>(v:&vector<T>,e:&T) : (bool,u64) {...}}
// Returns (true,index) if the element exists in the vector;
otherwise,

{

e);}

1
2
3
4
5
6

returns (false,Q).

Listing 1: A real-world example of the U. Return.
We advise developers to verify that the return value of each
function call is properly received to fix this defect.

4.2 Infinite Loop (Inf. Loop)

Definition. Inf. Loop is a type of loop structure that never reaches
its termination condition, resulting in repeated execution. Inf. Loop
is not truly infinite because the blockchain employs the gas mech-
anism, making the Inf. Loop stops when the gas is depleted [7].
However, there are still three hazards to consider. Firstly, the code
located after the Inf. Loop cannot be executed, meaning the module
cannot correctly implement the expected business logic. Secondly,
the performance of the blockchain is weakened as more meaning-
less opcodes are executed. Finally, the caller pays the gas fee but
only receives an out-of-gas exception [23].

Example. Listing 2 shows an example involving the Inf. Loop. Line
2 defines a function new() that takes a string of bytes, duplicates
it into a vector with a length of ADDR_LENGTH, and then returns
the vector. However, the loop condition is never broken due to
the programmer’s neglect to update the variable that indicates the
number of loops (i.e., i in line 4) after each iteration. Therefore, the
cycle will continue until the gas is exhausted.

use Oxl::vector;

public fun new(bytes: vector<u8>) : vector<u8> {
let new_bytes vector::empty<u8>();
while (i < ADDR_LENGTH) {

vector::push_back (&mut new_bytes,
)i

spec {assert false;};
return new_bytes}

1
2
3
4
5 *vector::borrow(&bytes, i

6
7

Listing 2: A real-world example of the Inf. Loop.
We recommend ensuring variables controlling loop continuation
or termination are correctly updated during the loop to fix Inf. Loop.

4.3 Unnecessary Bool Judgment (Unn. Bool)

Definition. Unn. Bool is a type of redundant statement. It is caused
by evaluating boolean variables with a constant in conditional
expressions and can be optimized by using the boolean variable as
the conditional expression directly. This defect leads to gas waste.
Example. Listing 3 shows an example involving the Unn. Bool.
Line 4 defines is_admin(), which verifies if addr is the same as the
address admin and returns the comparison outcome as a boolean
type. In line 2, the function set() invokes is_admin() and checks if
the return value is true, which is redundant since is_admin() can
be used directly as the conditional expression. As a consequence,
the superfluous code causes avoidable gas expenses.

public fun set(addr: address) {
assert!(is_admin(addr) == true, ENOT_ADMIN);

public fun is_admin(addr: address) :
return addr == @admin}}

1
2
3
4 bool {
5

Listing 3: A real-world example of the Unn. Bool.
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Table 1: True positives detected by different methods.

Method # U. Return # Inf. Loop # Unn. Bool  # Un. Const. # Un. PF # Unn. TC # Ovflw. # Prec. Loss
Audit 406 2 28 439 52 62 60 15
Move Prover - 2 - - - - 47 15
MoveLint - - - - 19 30 0 0
MoveScan 406 2 28 404 52 62 60 15

We recommend that developers eliminate Unn. Bool to reduce
gas consumption.

4.4 Unused Constant (Un. Const.)

Definition. An Un. Const. is a constant that is defined but not
utilized. This defect results in unnecessary gas consumption to
store constants and indicates a programming bug.

Example. Listing 4 shows an example involving the Un. Const.
Lines 1 and 2 define two error code constants, AddrExist and Ad-
drNotExist. They indicate the provided address is present or absent
in the whitelist. Line 3 defines add_user_to_whitelist(). This function
adds the given address to the whitelist if it has not been previously
recorded; otherwise, it throws the error code AddrExist. In contrast,
remove_user_from_whitelist() in line 6 is intended for removing an
address from the whitelist. An error code, AddrNotExist, should be
thrown by this function if the address isn’t present in the whitelist.
However, instead of throwing AddrNotExist on line 7, it throws
AddrExist due to a programmer oversight. Hence, AddrNotExist is
defined but never utilized. This indicates a logical error where the
module fails to function as intended, resulting in the generation of
incorrect error codes that mislead the caller.

1 const AddrExist : u64
2 const AddrNotExist : u64 5;

3 public fun add_user_to_whitelist(...) {

4 assert!(!table::contains<address,u64>(&mut whitelist.users,

4;

user_addr), AddrExist);

5 // Add user_addr to whitelist.}

6 public fun remove_user_from_whitelist(...) {

7 assert!(table::contains<address,u64>(&mut whitelist.users,
user_addr), AddrExist);

8 // Remove user_addr from whitelist.}
9 fun get_whitelist() {// Return the whitelist.}

Listing 4: An example of the Un. Const. and Un. PF.

4.5 Unused Private Function (Un. PF)

Definition. Un. PFs are private functions that have been defined
but not used. It is a form of dead code since these private functions
will never be invoked, either inside or outside the module. This
defect results in gas waste and implies that the programmer has

misconfigured the function’s visibility, resulting in functional flaws.

Example. Line 9 of listing 4 shows an Un. PF that is supposed to
be set to public for external access to the whitelist.

We recommend that developers fix Un. Const and Un. PF. If they
are unnecessary, they should be removed; otherwise, they should be
properly utilized to ensure the code adheres to the business logic.

4.6 Unnecessary Type Conversion (Unn. TC)

Definition. Unn. TC refers to type conversions that perform even
when the original and target types are identical. This defect results
in the needless execution of the CAST opcode and gas waste.

Example. Listing 5 shows an example involving the Unn. TC. Line
1 defines time_delta(), which calculates the u64 type difference
between the current timestamp and a given timestamp. Line 2 calls
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now_seconds() to obtain the current timestamp, now_timestamp,
in u64 type. Line 3 aims to convert now_timestamp to u64 type,
rendering this a superfluous and meaningless type conversion.

1 public fun time_delta(timestamp : u64) : u64 {
2 let now_timestamp = Timestamp::now_seconds();
3 return (now_timestamp as u64) - timestamp;}

Listing 5: A real-world example of the Unn. TC.

We recommend that developers eliminate Unn. TC to reduce gas
consumption.

Insight: While the Solidity compiler effectively optimizes certain
defects, such as Un. Const., Un. PF, and Unn. TC, our comprehen-
sive analysis reveals that the Move compiler fails to address all
the defects we identified. These defects highlight the Move com-
piler’s restricted degree of optimization and provide directions
for its future improvement. Consequently, defect detection tools
for Solidity can disregard defects already resolved by compilers,
whereas tools for Move should account for them.

4.7 Overflow (Ovflw.)

Definition. Ovflw. refers to an error that occurs when a value (usu-
ally a number) exceeds the maximum value that can be represented
within a given data type. Move VM has already considered Ovflw.
caused by basic arithmetic operations: addition, subtraction, and
multiplication. It checks whether the result exceeds the limit when
executing these operations, and if so, it aborts the program [7].
However, we find that it ignores the SHL opcode (i.e., the left shift
operation). The Move VM does not abort this type of Ovflw., making
it more insidious for programmers and capable of causing signif-
icant logic errors. Therefore, this paper specializes in the Ovflw.
caused by SHL.

const INVALID_STATE : u8 = 1;

fun make(category: u8, reason: u64): u64 {
spec {assert (reason << 8) >= reason;};
(category as u64) + (reason << 8) }

public fun invalid_state(reason: u64):
make (INVALID_STATE, reason) }

1
2
3
4
5 u64 {
6

Listing 6: A real-world example of the Ovflw.

Example. Listing 6 shows an example involving the Ovflw. Line
2 defines make(), which generates an error code based on two pa-
rameters, category and reason. Line 5 defines invalid_state(), which
invokes make() to generate an error code specific to the category
INVALID_STATE. The left-shift operation on variable reason in line
4 could cause an Ovflw. More specifically, reason is a 64-bit integer,
and if its value falls within the range of 23¢ and 264 — 1, performing
the left-shift operation results in an overflow value between 0 and
28 — 1. As a result, an incorrect code is generated, and different
reason could produce an identical error code, causing ambiguity.

We recommend creating a library similar to Solidity’s SafeMath
to prevent Ovflw.
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Insight: The current Ovflw. protection of Move VM is flawed and
could be improved by adding checks on the result of SHL opcode.

4.8 Precision Loss (Prec. Loss)

Definition. The Move language does not support float types; thus,
division and square root operations could result in rounded-down
values. Therefore, performing the operations in the order of mul-
tiplication followed by division? consistently achieves precision
better than or equal to the sequence of division followed by mul-
tiplication. We define the latter situation as Prec. Loss. This defect
can result in inconspicuous data corruption and financial loss.
Example. Listing 7 shows an example involving the Prec. Loss. Line
1 defines claim_rewards(), which computes a user’s reward based on
its investment share. However, there is a Prec. Loss when calculating
the user’s share (line 2), resulting in the user not receiving any
reward. In particular, the user’s share is usually much smaller than
the total amount in the pool (i.e., deposit is less than pool.amount),
so the Prec. Loss causes amount_claim to be set to 0, with the result
that the user receives no reward. To mitigate this, line 2 should
allow multiplication to be executed before division.

public fun claim_rewards(deposit: u64) {
amount_claim (deposit / pool.amount) * pool.share;
spec {
assert amount_claim==pool.share * deposit / pool.amount;};

)

1
2
3
4
5

Listing 7: A real-world example of the Prec. Loss.

We recommend that developers reorder calculations to perform
multiplication before division to fix Prec. Loss.

Answer to RQ1: We identify eight distinct defect types within
Move modules, each potentially causing security problems, func-
tional flaws, user confusion, or increased gas consumption.

5 Effectiveness of Existing Tools

This section examines the effectiveness of Move Prover and Movelint
in detecting the aforementioned eight types of defects.

5.1 RQ2: Effectiveness of Move Prover

Move Prover detects defects by verifying whether the source code
meets formal specifications. Therefore, it is necessary to prepare
appropriate specifications in addition to the source code. Since the
specification must be embedded in source code, we first check if the
modules in ds1 already contain specifications written by developers.
If appropriate specifications are present, we can reuse them without
having to write them from scratch. We locate specifications by
searching for the keyword spec in source code. Unfortunately, the
statistics show that only 89 modules contain specifications.

Observation: Move recommends developers use Move Prover for
formal verification, but we find only 89 (13.65% for the adoption
rate) modules that contained specifications in ds1.

Moreover, upon reading these specifications, we find that they
cannot be used to detect the defined defects, as they are used for
other purposes (e.g., verifying the number of tokens sent matches

2The Prec. Loss defined in this paper considers both division and square root operations.
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those received). Therefore, we must manually write specifications
for each module with defects in ds1. Move Prover offers a specialized
language called Move Specification Language (MSL) for writing
specifications [20], and we finally successfully write specifications
for the following three defects.

Inf. Loop. After each loop body, we write the specification state-
ment “assert false”. This statement throws an error when executed
by Move Prover. To determine if there is an Inf. Loop, we can check
if Move Prover throws an error; if an Inf. Loop occurs, “assert false”
will not be executed, resulting in no error being generated. Listing
2 shows an example, with the specification written in line 6.

Ovflw. It is obvious that if no Ovflw. is generated, then the result
of SHL (denoted by res) must not be less than the operand (denoted
by op). With this observation, we set the formal specification to
“assert res >= op”. If Move Prover throws an error, it indicates that
an Ovflw. has been detected. Listing 6 shows an example, with the
specification written in line 3.

Prec. Loss. We insert specifications after each statement that
involves both multiplication and division (or square root operation)
to check if changing the execution order alters the result. If it does,
we detect a Prec. Loss. Listing 7 provides an example, with lines 3
and 4 containing the specifications we insert.

Move Prover is incapable of detecting the remaining five defects
by writing proper MSL specifications, as Move Prover works by mon-
itoring state changes of variables, including changes to the values
of base types and changes to the storage locations of resource types.
However, these five types of defects do not involve state changes of
variables. For instance, Unn. TC only involves the variable’s type,
not its value, and therefore cannot be identified.

Insight: Move Prover would benefit from adding formal specifi-
cations for variable declarations, usage, and variable types. This
will facilitate the detection of a wider range of defects.

After preparing specifications, we run Move Prover to detect
defects. As shown in Table 1, Move Prover only reports 64 defects.
By manually checking these reported results, we determine they
are all true positives (TPs). The remaining defects not reported
by Move Prover are its FNs. Even excluding the defect types it
doesn’t support, Move Prover still has 13 FNs, which are caused by a
complex bug [24] (i.e., Boogie type error with bit representation). In
summary, the precision, recall, and F1-score of Move Prover are 100%,
6.02%, and 11.35%. Excluding the five defect types it doesn’t support,
its recall and F1-score improve to 83.12% and 90.78%, respectively.

Answer to RQ2: The Move Prover has limitations in identifying
defects due to the requirement for human intervention, the lim-
ited number of supported defect types, the absence of bytecode
support, and the necessity for complete project source code.

5.2 RQ3: Effectiveness of MoveLint

By applying MoveLint to dsl, it reports 56 defects covering only
three defect types. Upon manual inspection, we discover that seven
are FPs caused by MoveLint’s oversimplified approach to identifying
Prec. Loss. It considers any statement with division followed by
multiplication as Prec. Loss, without taking into account divisibility.
For instance, in the operation 100/10 9, 100 is divisible by 10 and
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Figure 2: Architecture of MoveScan.

does not result in Prec. Loss. Moreover, we find 1,015 defects identi-
fied in manual audit are not detected by MoveLint. Upon scrutinizing
the source code, we ascertain that they represent MoveLint’s FNs.
In Table 1, “~” indicates the defect types that MoveLint does not
support. Besides, we find MoveLint’s notable FN rate is attributed
to its limited support for only the native Move language, excluding
Move variants modified by Aptos and Sui. Specifically, MoveLint
utilizes Abstract Syntax Tree (AST) for defect detection [5], which
relies on the native Move compiler. However, the adaptations made
by Aptos and Sui (i.e., the use of inline assembly in library functions)
necessitate their own new compilers and are incompatible with the
native compiler. As a result, 460 modules developed in modified
Move cannot be compiled by the native compiler used by MoveLint,
leading to its high FN rate. Aside from the defect types and modules
it does not support, we find that it has seven other cases of FNs.
The reason is that it only considers constants and ignores variables
when detecting Ovflw. For example, in the case shown in listing 6,
reason is a variable, and MoveLint does not report it as an Ovflw.

Insight: MoveLint could be improved by adding support for ana-
lyzing individual modules. This would allow developers to test
specific modules rather than entire projects.

In summary, the precision, recall, and F1-score of MoveLint are
87.50%, 4.61%, and 8.75%. If the modules it can’t compile are ex-
cluded, the recall and F1-score will increase to 25% and 38.89%.
MoveLint’s time overhead is deemed acceptable as it analyzes projects
automatically and takes an average of 71.72 milliseconds per project.

Answer to RQ3: MoveLint is not effective in defect identification
due to its high FN rate, lack of bytecode support, and requirement
for complete project source code.

6 RQ4: Our MoveScan Approach

6.1 Overview

Since none of the existing tools is competent to investigate RQ4, a
new tool must be designed to meet the requirements of automation,
bytecode support, more defect types support, and high precision.
However, analyzing bytecode automatically and efficiently poses
a challenge due to its stack-based nature, which hinders meta-
data extraction. Additionally, some defects involve cross-module
invocations, further complicating analysis. To address these issues,
MoveScan converts the bytecode into an intermediate representa-
tion (IR) in stage 1 (§6.2), which is more conducive to metadata
extraction. Then, MoveScan constructs the cross-module call graph
based on the IR in stage 2 (§6.3) to facilitate defect detection that
necessitates examining interactions across multiple modules.
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As shown in Fig. 2, MoveScan contains three stages. It takes byte-
code as input and outputs the detected defects, also offering com-
patibility with source code by first compiling it into bytecode using
a compiler. The first stage converts bytecode into IR, which facil-
itates the analysis by replacing stack operations with operations
on local variables. The second stage takes stackless bytecode as
input and collects the metadata necessary for detecting defects,
including the control flow graph (CFG), call graph (CG), data de-
pendencies tree (DDT), and variable ranges. In the final stage, eight
detectors retrieve necessary metadata through the interface pro-
vided by MoveScan and subsequently identify defects. Additionally,
MoveScan allows users to develop new detectors using these inter-
faces, enhancing its adaptability to emerging defects.

6.2 Stage 1: IR Converting

MoveScan converts bytecode to stackless bytecode before analysis
as it is not easy to analyze bytecode directly. Fig. 3 displays the
source code, bytecode (in opcode format), and stackless bytecode of
function f{). This example highlights the advantages of using stack-
less bytecode for analysis over regular bytecode. The source code
clearly shows that the function performs arithmetic operations on
three parameters. However, if the source code is not available and
only bytecode is accessible, determining this function’s functional-
ity, control flow, and data dependencies becomes challenging. For
instance, to identify the dividend for the DIV (line 4 of opcode),
all preceding opcodes must be executed to reconstruct the stack
context at the point where DIV is executed. In other words, only by
running lines 0-4 do we learn that the dividend is the product of the
first two parameters. On the contrary, obtaining this information
from stackless bytecode is straightforward. Specifically, line 4 of
stackless bytecode indicates that the dividend is $t5, which relies on
$t3 and $t4, as shown in line 2. Note that in this example, analyzing
opcode is relatively straightforward due to its brevity. However,
when examining more complex contracts (e.g., dsI and ds2), the
advantages of stackless bytecode become increasingly evident.

Opcode Stackless
Move Source Code 0: MOVELOC(Q)| |@: $t3:=move($t0)
1: MOVELOC(1)| |1: $t4:=move($tl)
fun f(a:u8,b:u8,c:u8):u8{¢—2. muL 2: $t5:=*($t3,$t4)
letr=a*b/c; 3: MOVELOC(2)| |3: $t6:=move($t2)
return r} 4: DIV 4: $t7:=/($t5,$t6)

5: RET |5: return $t7

Figure 3: Conversion of opcode to stackless bytecode.

One method for obtaining stackless bytecode is using Move Prover,
which operates in three steps: (1) It converts each module in the
tested project into a CompiledModule data structure. This structure
contains not only the bytecode but also the module ID, constant
pool, and function signatures. (2) Move Prover creates a data struc-
ture called GlobalEnv to store the CompiledModule of all modules
in the project. Move Prover uses this data structure to analyze cross-
module calls. (3) Move Prover takes GlobalEnv as input and converts
the module bytecode stored in it to stackless bytecode.

However, this approach has two limitations. Firstly, it does not
support bytecode, since it needs to extract formal specifications
from the source code in the first step. Secondly, building Glob-
alEnv in the second step requires information about all modules in
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the project. As a result, it cannot generate stackless bytecode for
individual modules, such as those deployed on the blockchain.

To facilitate the support for bytecode and individual modules,
we refine Move Prover in two aspects. First, as our goal is not formal
verification, extracting formal specifications from the source code is
unnecessary. Therefore, we modify the first step of Move Prover to
utilize the compiler’s functionality in converting the target module
from bytecode, rather than from source code, into a CompiledMod-
ule. Second, our practice shows that building GlobalEnv for the
entire project to obtain cross-module call information is unneces-
sary, as the CompiledModule corresponding to each module already
records the IDs of other modules that this module depends on, as
well as the signatures of the external functions it calls. Accordingly,
we modify the second and third steps of Move Prover, allowing us
to extract the signature of the called function directly from Com-
piledModule rather than GlobalEnv, enabling the conversion of a
single module bytecode into stackless bytecode.

6.3 Stage 2: Code Analyzing

At this stage, MoveScan processes stackless bytecode to extract meta-
data essential for further defect detection.

CFG Constructing. MoveScan constructs CFGs in two steps. First,
the stackless bytecode is broken down into basic blocks (BBs), which
are sequential pieces of code without any jumps or branches except
at the end of the block. BBs are identified by their beginning (the
first instruction of the module or the target of a jump instruction)
and their end (a jump or return instruction). Next, MoveScan creates
a node for each BB and connects them with directed edges. The
edges point from the node with the jump instruction to the node
targeted by the jump. These nodes and edges form a CFG that
represents all possible execution paths of the module.

CG Constructing. The CG records function calls within a mod-
ule and, if present, function calls across modules. MoveScan con-
structs CGs in four steps. First, MoveScan identifies all function calls
(both intra-module and cross-module) by searching for Call() in
stackless bytecode. Second, MoveScan distinguishes between intra-
module calls and cross-module calls by parsing the third parameter
of Call(), which contains the called module ID. A cross-module call
is identified when the called module ID differs from the module
under analysis, whereas an intra-module call is recognized when
both IDs are the same. Third, MoveScan constructs CG for a mod-
ule by creating nodes for each function and establishing directed
edges that point from a function to the functions it calls. If the
modules with functions involved in cross-module calls are also sup-
plied to MoveScan, then in its fourth step, it amalgamates multiple
CGs to form a comprehensive cross-module call graph. Specifically,
MoveScan generates a CG for each module and then creates edges
for cross-module calls, linking the CGs of the caller and callee.
DDT Constructing. MoveScan obtains dependencies between data
in the following steps. First, MoveScan collects variable assignment
statements from stackless bytecode and constructs an index from
the variable to them. For instance, in Fig. 3, the variable $t7 is
mapped to the statement $t7:=/($t5,$16). Using this index, MoveScan
can efficiently retrieve the composition of a given variable. Second,
MoveScan traverses variable assignment statements, constructing
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Figure 4: An example of a data dependency tree.

them into a data dependency tree. For instance, the stackless byte-
code from Fig. 3 is transformed into the tree shown in Fig. 4. In this
representation, each rectangle denotes a variable, and each ellipse
signifies an operation. Directed edges from rectangle X to ellipse Y
indicate that X is an operand of Y, while edges from ellipse Y to
rectangle Z denote that Z is the result of Y.

Variable Range Analyzing. MoveScan maintains the legal range of
each variable, which is the key to detecting defects such as Ovflw.
The variable range is obtained in three steps. Firstly, MoveScan col-
lects all variables and their types from stackless bytecode. Secondly,
MoveScan sets the initial legal range for each variable based on its
type. Lastly, MoveScan traverses the data dependency tree, and a
variable’s range is modified during its operation, including addition,
subtraction, multiplication, division, modulo, bitwise operations,
and type conversion. For instance, if a variable undergoes a type
conversion, its range should align with that of the new type.

6.4 Stage 3: Defect Detecting

At this stage, our framework offers users interfaces to create detec-
tors for identifying different defects. Each detector utilizes inter-
faces to retrieve essential metadata as required and then identifies
defects by evaluating whether characteristics of these defects are
present in the target module. Developing a detector requires an
average of only 96 lines of Rust code, as MoveScan handles the com-
plex task of extracting metadata, while the detector only needs to
focus on the characteristics of defects. This design gives MoveScan
good scalability. Following details eight detectors used to detect the
defined eight defects, with the numbers in “< >” indicating their
respective lines of code.

U. Return < 90 >. The basic idea for detecting U. Return is to
identify all function calls and then check that each return value
is not discarded. The detector contains the following steps. First,
the detector requests the CG and stackless bytecode of the target
module from MoveScan. It then examines each function call in the
CG to determine if the called function has return values. If a return
value is present, the detector checks whether a Destroy instruction
follows the Call() instruction. The presence of a Destroy instruction
indicates that the return value is discarded without being checked,
signifying an U. Return. If the detector identifies that the called
function has n return values, it assesses whether any Destroy exists
in the n instructions following the Call(). The occurrence of any
Destroy in this sequence confirms an U. Return.

Inf. Loop < 196 >. A normal loop should include exits in the
form of branching statements. These statements use the value of
a key variable to determine whether the loop should continue or
stop. For instance, in line 4 of listing 2, the variable i serves as the
key variable. To detect Inf. Loop, we first identify the loop and find
the key variables from the branching statements. Then, we check
whether these variables are modified during the loop. If they are
not modified, the loop is infinite.
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This detector first requests CFG, CG, and DDT of the target mod-
ule and then works through the following six steps. Initially, the
detector employs fast dominance algorithms [14] to identify loops
within the CFG, and each loop is represented by several basic blocks.
Subsequently, the detector locates branch statements within these
loops. This is done by searching for if..else... in stackless bytecode.
The third step is determining if a branch statement serves as a loop
exit. This can be identified if one of the branch’s successor blocks
is located outside the loop. For each loop exit, step four involves
collecting the conditional expressions, that is, the expressions fol-
lowing if. Step five entails gathering key variables from the collected
conditionals, which dictate the continuation or termination of the
loop. It is important to also collect the variables on which these
key variables depend, as these variables can indirectly control the
loop’s termination. The dependencies between variables can be
obtained from the DDT. In the final step, the detector reviews all
instructions within the loop to check if the key variables and the
variables they depend on are modified. An absence of modifications
across all such variables indicates an Inf. Loop.

Unn. Bool < 100 >. The basic idea is to check if there is a
statement that determines whether a variable of type Bool is equal
to a constant. The detector first requests the DDT and stackless
bytecode of the target module from MoveScan. Then, for each EQ
(Equal) and NEQ (Not Equal) instruction, the detector examines the
two operands of the instruction. If one operand is a constant of Bool
type and the other is a Bool variable, an Unn. Bool is identified.

Un. Const. < 61 >. The detector first requests the target mod-
ule’s stackless bytecode and constant pool from MoveScan. It then
traverses the stackless bytecode and marks a constant if it is used.
Finally, the constants that remain unmarked are labeled as unused.

Un. PF < 73 >. The detector first requests the CG of the target
module from MoveScan. It then traverses all nodes (each node rep-
resents a function) in the CG, identifying those without incoming
edges. Such nodes indicate that they have no callers and are unused.
These functions are then evaluated for their visibility; if marked as
private, they are classified as Un. PFs.

Unn. TC < 88 >. The detector first retrieves the target mod-
ule’s stackless bytecode and DDT from MoveScan. It then locates
every type conversion instructions in the stackless bytecode (e.g.,
CASTUS8, CASTU64, and CASTU256). For each instruction, the detec-
tor identifies the operand’s type from the DDT and checks whether
it matches the target type of the conversion. If they are identi-
cal, an Unn. TC is detected. For instance, a CASTUS instruction
with an operand type U8 (i.e., unsigned char) would be deemed an
unnecessary conversion.

Ovflw. < 66 >. Please note that this detector specifically targets
Ovflw. caused by the SHL opcode (detailed in §4.7). The method for
detecting Ovflw. is to check if the variable exceeds the maximum
limit of its type. This detector first retrieves the target module’s
stackless bytecode and variable range from MoveScan. For each SHL,
it then assesses whether the resulting value’s range exceeds the
maximum limits. To illustrate, consider an example where the SHL
opcode acts on a variable src with a range [m, n], shifting it left by
one bit to produce dst. Under normal circumstances, dst should be
twice the value of src. Therefore, MoveScan computes the range of
dst as [2m, 2n]. If the maximum value that dst’s type can represent
is smaller than 2n, an Ovflw. risk is detected.
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Prec. Loss < 90 >. Since dividing before multiplying can cause
Prec. Loss, it is necessary to recognize the order in which the di-
vision and multiplication are performed to detect it. This detector
first requests the target module’s stackless bytecode and DDT from
MoveScan. Then, for every MUL instruction in the stackless bytecode,
it tracks the data dependencies of the two operands of MUL. This
task requires examining the DDT to determine if any operand is
the result of a division (DIV) or square root (SQRT) operation. If
this is the case, it indicates a potential Prec. Loss. To prevent the
occurrence of FPs, similar to Movelint (detailed in §5.2), our detector
also takes into account divisibility. It does not report a Prec. Loss
when the dividend is divisible by the divisor. Completing this task
is simple for us because MoveScan constructs a complete DDT that
clearly shows the dividends and divisors.

6.5 Evaluation

6.5.1 Precision. To evaluate the precision of MoveScan, we input
92 projects from ds1 into MoveScan, which analyzes a total of 652
modules within these projects and reports 1,041 detected defects.
Out of the 1,064 defects discovered through the manual audit, only
35 are not detected by MoveScan. On manually inspecting the source
code of modules containing these undetected defects, we determine
them as FNs of MoveScan. All FNs are of type Un. Const., caused by
the compiler’s optimization for duplicate constants.

Listing 8 shows an example of a FN. During the investigation
of RQ1, the audit reveals that the constants in lines 1 and 2 (i.e.,
ERROR_A and ERROR_B) are used, while those in lines 3 and 4 (i.e.,
STATE_P and STATE_Q) are marked as Un. Const. However, the
compiler recognizes that ERROR_A and STATE_P have the same
value; therefore, it only retains one when converting the source
code into bytecode. The same applies to ERROR_B and STATE_Q,
which are retained as one. The names of constants are not recorded
in bytecode. Therefore, MoveScan only recognizes two constants, 0
and 1, of type u8. Since both 0 and 1 are used, MoveScan assumes
that no Un. Const. exist. Fortunately, such Un. Const. do not pose a
security risk and gas waste, so we conclude that MoveScan does not
need to be improved to deal with these FNs.

const ERROR_A :
const ERROR_B :
const STATE_P :
const STATE_Q :

//
//
//
//

used
used
unused

o;
15
o;
1; unused

1
2
3
4

Listing 8: An example of MoveScan’s false negatives.

fun count_leading_zeros(x: u128) {
if (x & OxFFFFFFFFFFFFFFFF0000000000000000 == 0) {
// x's higher 64 is zero, shift the lower part over
X = X << 64;3};3}

AW o=

Listing 9: An example of MoveScan’s false positives.

Additionally, we examine the defects reported by MoveScan but
not identified in manual auditing, and find 12 such instances. Upon
meticulously inspecting the corresponding module source code,
we discover that all these instances are FPs of MoveScan. These FPs
are all classified as Ovflw. and an example is shown in listing 9.
MoveScan reports a defect on line 4 due to the variable x being shifted
64 bits to the left and then reassigned to x. MoveScan recognizes the
value after the left shift as being out of bounds. However, since the
higher 64 bits of x are all zeros (as shown in line 2), there is no
actual Ovflw. To address this issue, we plan to integrate symbolic
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execution [37] into MoveScan to collect path constraints in future
work. In summary, the precision, recall, and f1 score of MoveScan
are 98.85%, 96.71%, and 97.77%.

e Comparison with Move Prover. The experimental results demon-
strate that MoveScan surpasses Move Prover in defect detecting. The
sets of defects reported by the manual audit, Move Prover, MoveLint,
and MoveScan are denoted by Daa, Dyyp, Dyr, and Dys. As
shown in Fig. 5, all defects detectable by Move Prover are also iden-
tifiable by MoveScan, whereas not all defects recognized by MoveScan
are detectable by Move Prover. This is quantified as Dp;yp—Das = 0
and Dyss — Dyryp = 977, of which only 12 are FPs of MoveScan.

e Comparison with MoveLint. Fig. 5 shows that Dy;; — Dyss =7,
which are all FPs of MoveLint. On the other hand, Dp;s — D = 992,
of which only 12 are FPs. This result indicates that MoveScan is more
capable of detecting defects than MovelLint, as all TPs of MoveLint
can also be identified by MoveScan, but not vice versa.

Dus Dia D7

Figure 5: Comparison of defect sets reported by MoveScan,
MoveLint, and Move Prover.

6.5.2 Efficiency. In ds1, MoveScan only requires 0.77 milliseconds
to analyze one module on average, with the analysis time for 90.22%
of the modules being under 16.91 milliseconds. Since MoveLint ana-
lyzes entire projects rather than individual modules, we aggregate
the time taken by MoveScan to analyze each module within a project
for a comparative assessment against MoveLint. The results show
that MoveScan takes, on average, only 5.45 milliseconds to analyze a
project in ds1, which is only 7.60% of the time required by MoveLint.
We analyze MoveLint’s source code and find that its relatively high
overhead is due to calling the compiler to compile the target module
before analysis. This includes steps such as optimization and IR
conversion, which have a significant impact on performance.

7 RQ4: Prevalence of Defects

By applying MoveScan to analyze 37,302 modules in ds2, it identifies
97,028 defects, averaging 2.60 defects per module. The bar graph
in Fig. 6 shows the frequency of each type of defect in modules
deployed on the two blockchains (i.e., Aptos and Sui). The graph
reveals a similar distribution of defects across both blockchains.
For instance, the Un. Const. and U. Return are the most common,
while the Inf. Loop occurs the least. This pattern emerges because
Un. Const. and U. Return, posing no runtime exceptions, is easily
overlooked, while Inf. Loop leads to significant runtime errors,
making it more readily identified and rectified by programmers.

Answer to RQ4: Defects are commonly found in practice, with
an average of 2.60 defects present in each module.

We further investigate the tendency of the number of defects
over time. The data in Fig. 7 indicates a consistent increase in
the number of defects. The largest rise is shown in Oct. 2022 and
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Figure 6: Defects detected in deployed modules.
Apr. 2023, which correspond to the official launch of Aptos and Sui,
respectively. Fig. 8 shows the number of defects in a module relative
to its size. It is evident that the number of defects in a module tends
to increase as the size of the module increases.
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Figure 7: Number of defects over time.
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Figure 8: Number of defects as a function of module size.

Fig. 9 shows the CDF of the time consumed by MoveScan to an-
alyze the modules in ds2, where the three lines correspond to the
Aptos module, the Sui module, and their aggregation, respectively.
The analysis of 90% of the modules takes no more than 3.01 mil-
liseconds. Additionally, we observe a noteworthy phenomenon:
MoveScan takes an average of 2.01 milliseconds to analyze each mod-
ule in ds2, which is 2.61 times of the time spent analyzing modules
in ds1. We hypothesize that this difference may be due to the larger
code size of modules deployed on blockchain than those in open-
source projects. To test this hypothesis, we count and compare the
sizes of the modules in ds1 and ds2. The statistics indicate that the
module sizes in ds2 are, on average, 1.66 times larger than those in
ds1, confirming our conjecture.
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Figure 9: CDF of analysis time per module in ds2.
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Figure 10: The CFG of a real-world function with an Inf. Loop.

8 Case Study

As shown in Fig. 10, MoveScan identifies a real-world function with
an Inf. Loop and automatically generates its CFG. According to
MoveScan’s report, the Inf. Loop starts at block 6 of the CFG. Manual
inspection confirms this report is a true positive, as blocks 6, 7, 9,
10, and 11 form an Inf. Loop. Due to the lack of a decompilation
tool, we manually analyze the bytecode and infer the source code,
as depicted in listing 10. The function aims to whitelist addresses
from an input array (line 1). It iterates through the array (line 3),
checks if each address is already whitelisted, and adds it if not (lines
5-6). However, due to developer oversight, the variable len, which
controls the loop’s continuation or termination, is not updated at the
end of the loop body (line 7), resulting in an Inf. Loop. Consequently,
this function cannot fulfill its intended purpose, wasting the caller’s
gas and, in extreme cases, reducing the blockchain’s performance.

public fun add_white_list(mut vec: vector<address>) {

1

2 let mut len = vector::length(&vec);

3 while (len > @) {

4 let addr = vector::pop_back(&mut vec);

5 // If addr is in the whitelist, skip it;

6 // otherwise, add it to the whitelist.

7 // The statement len = len - 1 is missed.}}

Listing 10: Source code of a real Inf. Loop.

9 Related Work
9.1 Analysis for Move

The analysis methods for Move can be categorized into three main
groups, the first is formal methods [31, 43, 73]. Move Prover, re-
leased alongside the Move language, is a formal verification tool
developed by the core Move team [33]. It verifies Move project
source code against formal specifications through a multi-step pro-
cess involving specification extraction, bytecode compilation, and
SMT formula generation for verification by an SMT solver [73].
Enhancements to Move Prover include a conversational framework
by Nelaturu et al. [43] for contract generation and VeriMove by
Keilty et al. [31] for automatic Move contract creation based on
specifications. Despite its theoretical strengths, practical limitations
arise from the auditor’s understanding and specification accuracy.
The second method is MoveLint, which is currently the only static
analysis tool available. It converts source code to AST and identi-
fies vulnerabilities through predefined rules [5]. It faces challenges
such as bytecode incompatibility and only native Move support
(§5.2). The third method is Move Verifier, part of the Move VM,
which checks bytecode before execution [7]. Its limitations include
the need to modify the VM to support new vulnerabilities, and it
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only supports checking deployed and invoked modules. MoveScan,
developed in response, offers pre-deployment module analysis and
complements Move Verifier.

9.2 Vulnerability Detection for Solidity

Static Analysis. SmartGraph [74] converts Solidity code into graph-
ics and provides a set of rules to detect reentrancy, overflow, and
other vulnerabilities. EtherSolve analyzes contracts by constructing
accurate CFGs [50]. The eTainter detects gas-related vulnerabili-
ties by performing taint analysis on bytecode [21]. SmartCheck
converts the source code to IR and then checks it using pattern
matching [63].
Symbolic Execution. AChecker combines static data stream anal-
ysis and symbolic execution to detect access control vulnerabil-
ities [22]. Liu et al. perform symbolic execution and vulnerabil-
ity constraint solving on control flow [35]. Oyente examines the
execution path of contracts and identifies prevalent vulnerabili-
ties [37]. ReDetect focuses on improving the accuracy of detecting
reentrancy [70]. Hang et al. [27] and M-A-R [69] employ dynamic
symbolic execution to identify particular vulnerabilities. Mythril
uses symbolic execution, SMT solving, and taint analysis to analyze
smart contracts on EVM-compatible blockchains [13].
Fuzzing. ContractFuzzer is the first fuzzer on Ethereum, present-
ing several test oracles to detect vulnerabilities [30]. ItyFuzz is a
snapshot-based fuzzer that helps reduce analysis overhead [52].
sFuzz utilizes a lightweight multi-objective adaptive strategy to
enhance the fuzzing efficiency [45]. SynTest-solidity combines ran-
dom search and genetic algorithms to generate test cases [46].
Formal Verification. Almakhour et al. model the contract as a
finite state machine and then perform verification [1]. Solicitous et
al. design modeling methodology specifically for Solidity, instead
of utilizing pre-existing tools designed for general languages [47].
Others. Many studies use techniques such as deep learning [9, 15,
28, 36, 42, 44, 51, 53, 71, 72], knowledge graphs [26], large language
models [25, 48], graph neural networks [8, 75] to identify defects.
Tools for Solidity cannot be readily adapted for Move due to
the differing instruction sets, runtime environments, syntax, and
semantics between the two languages.

10 Conclusion

This work presents the first empirical study on Move contracts’
security, auditing 652 modules from real-world projects and uncov-
ering eight unique defect types. We introduce MoveScan, an auto-
mated analysis framework designed specifically for Move bytecode,
demonstrating its superior performance over existing tools. By ap-
plying MoveScan to major blockchains using Move, we discovered
97,028 defects, highlighting the significant presence of these issues
in deployed contracts.
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