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ABSTRACT

Given the growing importance of smart contracts in various appli-
cations, ensuring their security and reliability is critical. Fuzzing,
an effective vulnerability detection technique, has recently been
widely applied to smart contracts. Despite numerous studies, a sys-
tematic investigation of smart contract fuzzing techniques remains
lacking. In this paper, we fill this gap by: 1) providing a compre-
hensive review of current research in contract fuzzing, and 2) con-
ducting an in-depth empirical study to evaluate state-of-the-art
contract fuzzers’ usability. To guarantee a fair evaluation, we em-
ploy a carefully-labeled benchmark and introduce a set of pragmatic
performance metrics, evaluating fuzzers from five complementary
perspectives. Based on our findings, we provide direction for the
future research and development of contract fuzzers.
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1 INTRODUCTION

Smart contracts have witnessed rapid growth and have been widely
adopted for various financial purposes, such as trading, investing,
and borrowing [5, 63]. As of February 2023, there are more than
44 million contracts deployed on Ethereum and the market cap of
Ethereum has exceeded 210 billion USD [11, 79]. However, despite
their widespread adoption, many smart contracts lack a thorough
security audit, making them vulnerable to potential attacks [86].
In fact, a recent empirical study of 47,587 Ethereum smart con-
tracts found potential vulnerabilities in a significant number of
them [41]. This raises concerns, especially for contracts that handle
financial assets of significant value, as they are a prime target for
attackers [34, 39]. For instance, in June 2016, attackers exploited a
reentrancy bug in Ethereum’s decentralized autonomous organi-
zation (DAO), resulting in the theft of 3.6 million Ether [8]. Given
that smart contracts cannot be modified after deployment [61], it is
crucial to ensure their reliability before deployment.

Various approaches have been proposed to enhance the cor-
rectness and security of smart contracts, including formal verifica-
tion [19, 24, 27], symbolic execution [49, 69, 73], and other static
analysis methods [42, 45, 71, 90]. However, each method faces limi-
tations. Formal verification relies on manual customized specifica-
tion, which makes it difficult to automatically scale [111]. Symbolic
execution is hindered by path explosion issues when exploring
complex contracts [31, 91]. Static analysis approaches analyze the
control and data flow in the contract, but they can exhibit high false
positives because they over-approximate contract behavior [20, 37].

Fuzzing has been successful in discovering vulnerabilities in tra-
ditional programs over the years [26, 60, 64]. Owing to its dynamic
nature, it produces few false positives and can detect unexpected
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vulnerabilities without prior expert knowledge of vulnerable pat-
terns [72]. Since 2018, fuzzing has been extensively employed in the
realm of smart contracts [55]. With the emergence of various smart
contract fuzzers [58], it is essential to systematically evaluate their
usability and effectiveness. This can help pinpoint the strengths
and weaknesses of each technique, guide researchers in selecting
the most appropriate technique for their use cases, and inspire the
development of new fuzzers based on the gained insights.

However, to our best knowledge, no study has systematically in-
vestigated existing contract fuzzers and comprehensively evaluated
their effectiveness. Most related empirical works [32, 57, 78, 107]
focus on comparing static analysis-based smart contract auditing
tools, while two recent studies [47, 82] only evaluate a limited
number of smart contract fuzzers (i.e., 3), which is far from compre-
hensive. Despite the fact that most studies that propose contract
fuzzers experimentally validate their effectiveness, we identify a
lack of uniform performance metrics among them (e.g., they employ
different criteria like instruction and branch coverage to evaluate
code coverage). Furthermore, the benchmarks used in these studies
are not unified. These issues lead to inconsistent and biased results,
making it difficult to accurately compare different fuzzers.

To fill this gap, in the paper, we first conduct a systematic review

of all existing smart contract fuzzing techniques. Then, we perform
a comparative study of state-of-the-art smart contract fuzzers. In
order to perform a fair and accurate evaluation, we need to meet
the following requirements:
¢ (R1) Comprehensive performance metrics: Existing contract
fuzzing studies use limited performance metrics, leading to biased
or inaccurate comparisons. To avoid this, we need to design and
use comprehensive performance metrics that can be consistently
applied across different fuzzers. Evaluating fuzzer’s performance
from multiple perspectives can provide a more complete picture of
its strengths and weaknesses.
¢ (R2) Unified benchmark suite: Prior smart contract fuzzing
studies use distinct benchmarks, making it hard to compare the
effectiveness of different fuzzers. To ensure our reliability and re-
producibility, we need to use a unified benchmark to test all fuzzers
on the same set of contracts. This will create a level playing field
for comparison, and ensure that our results are not skewed by the
choice of benchmark contracts.
e (R3) Correct labels: While there are some available contract
benchmarks, our experiments reveal that they are partially misla-
beled. This results in false positives (non-existent vulnerabilities
flagged as vulnerabilities) and false negatives (actual vulnerabilities
not detected), making it difficult to draw valid conclusions about
different fuzzers’ performance. Hence, we need to use a correctly
labeled benchmark to ensure the reliability of insights and findings
from our evaluation.

Based on the requirements, we build a benchmark consisting of
2,000 carefully-labeled smart contracts and design five categories
of performance metrics. Using this benchmark and metrics, we con-
duct extensive experiments to compare 11 state-of-the-art smart
contract fuzzers. The experimental results show that state-of-the-art
contract fuzzers are far from satisfactory in terms of vulnerability
detection. We suggest that future fuzzers should consider enhanc-
ing their throughput, refining their test oracles, and optimizing the
quality of initial seeds as potential areas of improvement. To further
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grasp the real-world needs for contract fuzzers, we conduct surveys
with 16 auditors from the industry. The survey result reveals that
auditors favor fuzzers that provide convenience and flexibility in
creating customized test oracles. This broadens the scope of vulner-
ability detection, enabling auditors to identify logic-related bugs
within their contracts. Our study provides insights into the current
state of smart contract fuzzing and suggests possible directions for
future fuzzers. In summary, we conduct the first systematic study
of smart contract fuzzers:

e We review the current research advances in smart contract
fuzzing based on related literature published in recent years.

e We create a benchmark with 2,000 carefully-labeled contracts
and utilize it to perform a comprehensive evaluation of 11 state-
of-the-art contract fuzzers. Our codebase and benchmark are
released at https://github.com/SE2023Test/SCFuzzers.

e We unveil problems in existing fuzzers and explore potential
directions for the future design of fuzzers.

2 BACKGROUND

2.1 Smart Contract

Smart contracts are programs running on blockchains (e.g.,
Ethereum [9, 36]). Smart contracts begin with compiling the source
code into bytecode, and deploying it onto blockchain [7, 38]. Once
deployed, each contract is assigned a unique address. Users can
interact with the contract by encoding the function signature and
actual parameters [35, 106] into a transaction according to the
Application Binary Interface (ABI). The ABI is JSON data gener-
ated in compilation, which describes methods to be invoked to
execute smart contracts.

Smart contracts are stateful programs, and maintain a persis-
tent storage for global states. The term "state variable" in contracts
refers to the global variable of a contract. For instance, as shown in
Line 2 of Figure 1, uBalance variable, which records the balance of
user accounts, is a state variable to be permanently stored in the
contract’s storage. The contract execution can depend on the state
variable. In the example provided, a user can withdraw funds only
if the user has a sufficient balance (Line 8). The state variable can
only be altered by transactions, such as sending a transaction to
invoke the deposit () function to add funds to the account (Line 5).

2.2 Smart Contract Fuzzing

Fuzzing is a widely adopted testing technique to identify defects in
traditional programs [1, 4, 28, 29, 33, 70]. It involves generating ran-
dom or unexpected data as inputs and monitoring the effects during
the program’s execution [110]. Since 2018, fuzzing has been com-
monly applied to test smart contracts [55]. As shown in Figure 2,

contract Wallet{
mapping (address => uint) uBalance;

function deposit() public payable { //deposit money
uBalance[msg.sender] += msg.value; }

1
2
3
4
5
6
7 function withdraw(uint amount) public {
8
9
0
1

require(uBalance[msg.sender] >= amount, "Fail");
require(now > 30);
msg.sender.call.value(amount)(); //reentrancy bug
uBalancel[msg.sender] -= amount;}}

Figure 1: A vulnerable contract.
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a typical process of smart contract fuzzing begins by construct-
ing an initial corpus, where each seed represents a sequence of
transactions. Next, the fuzzing loop selects seeds in the corpus to
perform mutations, generating new inputs that are executed by the
execution engine (e.g., EVM [3]). During the execution, the engine
collects runtime information, such as coverage and execution re-
sults, as feedback, which can be used to evaluate the fitness of the
input. If the input achieves better fitness (e.g., higher coverage), it
is retained as a seed.

In contrast to traditional fuzzing, contract fuzzing must consider
transaction sequences for executing specific functions. This is be-

cause the execution of a function in a transaction may depend on a
contract state, which is determined by the previous transactions
executed. As illustrated in Figure 1, to trigger the vulnerable path
(i.e., Line 10), we need first invoke deposit () function to deposit
some funds, then call the withdraw() function. Another difference
is that most vulnerabilities in smart contracts are related to business
logic and will not crash the program (i.e., EVM) [92]. To detect vul-
nerabilities, contract fuzzers typically implement test oracles within
the execution engine (e.g., EVM). Test oracles use pre-defined vul-
nerability patterns to match contract runtime behaviors.

2.3 Literature Search and Scope

This study primarily focuses on Ethereum smart contract fuzzers,
given Ethereum’s popularity as a go-to platform for developing
and deploying contracts and the abundance of research centered
on it. To identify relevant literature for our systematic survey, we
set up the keywords as "smart contract fuzzing”, and searched for
related work published from 2016 to 2023 through seven academic
databases, i.e., IEEE Explore, ACM Digital Library, Google Scholar,
Springer Link, Web of Science, DBLP Bibliography, and EI Compen-
dex. These databases maintain papers published in top conferences
and journals in the field of computer science and engineering [51].
After the initial search, we retrieved a total of 75 papers. We then
read the abstract of each paper to filter out those that do not propose
a smart contract fuzzer. For example, we removed papers focusing
on theoretical aspects of contract fuzzing. Eventually, we identi-
fied 28 papers meeting our inclusion criteria, with five focusing on
other three platforms, and the remaining 23 on Ethereum. They are
summarized and presented in Table 1.

3 SMART CONTRACT FUZZING APPROACH

Researchers employ various techniques to build effective fuzzers
for triggering vulnerable code, including symbolic execution [40,
48, 91], machine learning [48, 65, 88, 102, 109], and static/dynamic
data dependency analysis [40, 74, 93, 99, 100, 103]. This section
offers a comprehensive review of the critical components in con-
tract fuzzing approaches. Besides, we summarize the techniques
employed by different fuzzers in Table 1, providing a clear overview

/ l / Test
| | Seed Case /
L ®) ;
Seed & New f\)E
Generation Orpus Seed
Bug Detector

Figure 2: Overview of smart contract fuzzing.
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of their methodologies and facilitating a thorough understanding
of the current landscape.

3.1 Seed Generation

As highlighted by Herrera et al. [50], constructing the initial seed
is a critical step that greatly impacts fuzzing effectiveness, as a
good seed can generate potential mutations to reach deeper paths
and uncover vulnerabilities. In smart contract fuzzing, seed gen-
eration involves two primary components: generating transaction
arguments and determining transaction sequences.

e Transaction arguments generation. When generating trans-
action arguments, fuzzers [66, 76, 96] built on general fuzzers (e.g.,
AFL [1]) treat each argument as a byte stream and generate random
bytes as inputs. Hence, they often require additional time to hit
argument types (e.g., string). In contrast, Type-aware fuzzers (e.g.,
echidna [2]) extract parameter types from contracts’ ABI specifica-
tion, enabling them to generate values accordingly. For fixed-length
arguments (e.g., uint256), they produce random values based on
the argument’s type. For non-fixed-length arguments (e.g., string),
they typically generate a corresponding number of random ele-
ments with a random length.

In addition to randomly generating inputs, some fuzzers [55, 109]

also utilize inputs from real-world transactions, as these inputs are
more likely to trigger behaviors that mirror actual use cases. More-
over, ILF [48] utilizes values obtained from symbolic execution as
its arguments, while ETHPLOIT [103] gathers inputs and outputs of
complex functions (e.g., cryptography functions), along with magic
numbers in function bodies. The rationale behind these approaches
is that such constants may have the potential to satisfy certain
branch conditions. However, inputs from unrelated contracts may
not be effective in satisfying branch conditions in the target con-
tract. To address this issue, Confuzzius [91] and Beak [104] leverage
symbolic analysis to determine input values when fuzzing stalls in
certain branches. Similarly, Smartian [40] leverages concolic test-
ing, which combines concrete and symbolic execution to generate
arguments that satisfy certain constraints.
o Transaction Sequence Generation. As previously mentioned,
the execution of smart contracts often depends on specific states,
which can only be achieved through a sequence of transactions.
Therefore, it is crucial to create meaningful transaction sequences in
seed [97]. Many fuzzers [46, 55, 76, 93, 96, 99, 108] simply generate
random transaction sequences as inputs. To ensure all desired func-
tions are tested, when generating sequences randomly, a common
practice is to enumerate these functions in initial seeds, as done by
SynTest-Solidity [75], ConFuzzius [91], and sFuzz [74]. Although
the random strategy can produce diverse sequences and may yield
unexpected results, it is not effective in finding critical sequences
due to the vast search space of all possible sequences.

Several fuzzers employ machine learning (ML) techniques to gen-
erate high-quality transaction sequences, e.g., RLF [88], xFuzz [102],
and ILF [48]. ILF learns sequences from coverage-guided symbolic
execution, inheriting the ability to produce high-coverage inputs
with reduced overhead compared to pure symbolic execution [25].
xFuzz utilizes an ML model trained on contracts, where vulnerable
functions are labeled using static analyzers (e.g., Slither [42]). The
trained model retains suspicious functions, effectively reducing
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Table 1: Summary of technical details for existing smart contract fuzzers.

Tool G/M Arguments Generation Sequence Generation Seed Mutation Seed Scheduling SE
Name year oC Type | Ran | Dict | Prev | ML | Sym | Ran | Dyn | Static ML | Args | Env [ Seq | Cov | Dis | Bug
ContractFuzzer [55] | 2018 v G v v v v
Reguard [66] 2018 M v Vv v v
ILF [48] 2019 v G v v v v v v
SoliAudit [65] 2019 v G v v v v v
ContraMaster [93] 2019 v M v v v v v v v v v
Harvey [99] 2020 M v v v v v v v
ETHPIOIT [103] 2020 v M v v v v v v v
sFuzz [74] 2020 v M v v v v v Vv v
Echidna [46] 2020 v M v v v v v v v
GasFuzzer [22] 2020 M v v v v v
Targy [53] 2021 M v v v v v v
Smartian [40] 2021 v M v v v v v v v v v
SmartGift [109] 2021 v G v v v v
ConFuzzius [91] 2021 v M v v v v v v M M v v
Beak [104] 2022 M v v v v v M v M v
xFuzz [102] 2022 v M M v v v v v v v
EtherFuzz [95] 2022 M v v v v v v v v
SynTest-S [75] 2022 v M v v v v v v
RLF [88] 2022 v G v v v v v v v
effuzz [54] 2023 M v v v v v v v
IR-fuzz [67] 2023 v M v v v v v v v
EF\CF [83] 2023 v M v v v v v v v v
ityfuzz [87] 2023 v M v v v v v v v v v

In the Tool column, OC: open-sourced; In the G/M column, G: generation-based, M: mutation-based; In the Arguments Generation column, Type: type-awareness, Ran: randomly generated arguments, Dict:
arguments from a pre-prepared dictionary, Prev: values previously encountered or used, ML: arguments obtained through machine learning, Sym: arguments obtained via symbolic execution

In the Sequence Generation column, Ran: randomly generated transaction sequences, Dyn: sequences generated through analyzing dynamic data flow, Static: sequences generated by analyzing static data flow,
ML: sequences generated through machine learning; In the Seed Mutation column, Args: mutating transaction arguments, Env: mutating environment properties, Seq: mutating transaction sequences; In the
Seed Scheduling column, Cov: fitness by coverage, Dis: fitness by distance, Bug: fitness by vulnerability; The SE column indicates whether a standalone EVM is used.

the search space by excluding benign functions. RLF categorizes
contract functions into clusters based on the functionalities they
provide, simplifying the function space. To generate meaningful
transaction sequences, it applies deep Q-learning [30], leveraging
both previous experiences and current contract state to determine
the appropriate cluster from which the next function is randomly
selected. Although these fuzzers may generate effective sequences,
their results can be non-deterministic due to the challenges of gen-
eralizing to unseen contracts [40].

Moreover, some fuzzers incorporate data flow analysis to predict
feasible transaction sequences. For instance, ETHPLOIT employs
static taint analysis. It labels the read state variables and function
arguments as taint sources, while written state variables and exter-
nal calls as taint sinks. When generating transaction sequences, it
selects candidate functions that can extend the taint propagation.
This approach allows it to generate the seeds that reflect the data
flow of real-world attack scenarios, potentially exploitable by at-
tackers. Similarly, IR-Fuzz [67] and Beak examine read-after-write
(RAW) dependencies of global variables between functions through
static analysis, while ConFuzzius tracks dynamic data flow on state
variables to identify RAW dependencies for arranging transaction
orders. Besides RAW dependencies, Smartian uncovers use-def re-
lationships of state variables using static analysis, helping explore
relevant execution paths in contracts.

3.2 Seed Scheduling

Effective seed scheduling is essential for smart contract fuzzing, as it
determines which inputs will be used to guide the exploration of the
contract’s state space. To assess the quality of seeds, fitness metrics
such as code coverage are employed. Seeds with higher fitness
values are deemed more valuable, warranting a higher allocation of
fuzzing budget. Next, we will delve into the different fitness metrics
employed by smart contract fuzzers to optimize seed scheduling.

o Fitness by Coverage. Code coverage has long been a corner-
stone metric in traditional fuzzing, and many smart contract
fuzzers [40, 66, 74, 76, 88, 93, 95, 96, 102] have adopted it to priori-
tize seeds that can potentially uncover new code paths. Typically,
these fuzzers calculate code coverage based on executed instruc-
tions and covered basic blocks, while some [40, 91] adopt a more
fine-grained approach by calculating the covered branches. Covered
branches provide a deeper understanding of a contract’s behavior
by examining its execution paths [17]. In addition to code coverage,
Smartian [40] also incorporates data-flow coverage. This metric
evaluates the dynamic data flows between state variables during
the fuzzing process, providing insight into how effectively the seed
exercises the contract’s state variables. Ityfuzz [87] tracks the value
of state variables, identifying them as "interesting" if they are writ-
ten with a previously unseen value. Both Smartian and ityFuzz
adopt these strategies as they deem a smart contract’s unique state
vital for future exploration.

o Fitness by Distance. Distance is also a popular fitness metric,
which helps identify seeds that are more likely to reach unexplored
areas. Branch distance [53, 67, 74, 75, 87, 99, 104] and code dis-
tance [104] are two commonly used distance metrics in smart con-
tract fuzzing, Branch distance evaluates how close a seed is to
satisfy a missed branch by assessing the proximity of the seed to
the branch condition. For example, in the code below, if the value
of msg.value in a seed is 5, its branch distance for the then-branch
is 95 (100-5).

1 function test() public {
2 if (msg.value >= 100) { /**thenx/}}

This example highlights how branch distance provides more fine-
grained feedback. When using code coverage, the seeds with
msg.value = 99 and msg.value = 5 are considered equivalent.
However, with branch distance, fuzzers prioritize the seed with
msg.value = 99, as it is more likely to satisfy the conditions after
mutation. Instead of branch distance, Beak [104] evaluates seeds
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using code distance, which calculates the distance of seed to uncov-
ered code in the control-flow graph. Hence, a seed with a shorter
code distance indicates that new paths can be reached more easily
through mutation.

Once distance metrics are obtained, fuzzers need to select the
next seed for mutation based on distance fitness. Some fuzzers
like IR-Fuzz [67] prioritize seeds by taking the minimum distances,
while others use more sophisticated methods that consider differ-
ent objectives or optimization algorithms. For example, SynTest-
Solidity [75] employs a many-objective optimization algorithm,
DynaMOSA [77], to promote inputs that get closer to the yet-
uncovered branches and lines. Similarly, sFuzz [74] combines two
complementary strategies: keeping seeds that increase code cover-
age and selecting the best seed for each just-missed branch with
the closest distance. Beak [104] sorts seeds by their distances and
allocates energy using a simulated annealing algorithm [84].

o Fitness by Vulnerability. RLF [88] prioritizes seeds based on
their potential to uncover vulnerabilities. It counts the number of de-
tected vulnerabilities to prioritize the seed that contains vulnerable
function-call sequences. However, relying solely on vulnerability
fitness might lead to local optima traps due to the sparsity of bugs.
Therefore, RLF combines vulnerability fitness with code coverage
when scheduling seeds.

o Other Fitness. Smart contract fuzzers have adopted various other
fitness metrics beyond those previously discussed. For example,
Harvey [99] employs the Markov Chain-based scheduling strat-
egy, which assigns more fuzzing budget to seeds that traverse the
rare paths. The rationale is that rare paths require more resources
because they are harder to reach than easily explored paths. In
ConFuzzius, the number of storage writes performed by the seed is
also taken into account when calculating its fitness. The intuition
is that in the subsequent crossover, a seed with more write opera-
tions may exhibit a higher probability of forming useful transaction
sequences (i.e. sequences with RAW dependencies).

3.3 Seed Mutation

Seed mutation also plays a crucial role in fuzzing, enabling the
generation of extensive test inputs by modifying existing seeds
randomly or heuristically. Smart contract fuzzers can perform seed
mutation at three levels: transaction argument level, environment
properties level, transaction sequence level.

o Transaction argument mutation. This level of seed mutation
focuses on modifying the arguments of each transaction (i.e., the
invoked function). Generation-based fuzzers [2, 48, 55, 65, 85, 89,
109] have no seed mutation process as they do not use feedback
to improve their seeds. Some fuzzers [22, 74, 76, 93, 95, 108] utilize
mutation operators found in general fuzzers (e.g., AFL), such as bit
flips and additions, to generate new test inputs (For variable-length
arguments, these fuzzers mutate them by pruning or padding bits).
However, many fuzzers mutate all arguments in each mutation,
which may lose previously satisfied conditions [68, 81, 101]. For

example, the function below has multiple conditional statements.
1 function test(int256 a, int256 b, int256 c) public {
2 if (a < 5) {
3 require (b > 10);
4 /*xbug;**/3}}
If the current input is (4,5,0), the execution gets stuck at Line 3.

Mutating all three arguments (e.g., to (11,22,0)) causes previously
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satisfied conditions (e.g., Line 2) to be unsatisfied, preventing fuzzer
from exploring deeper branches. Moreover, mutating all arguments
at once makes it hard to identify which argument change led to a
new path. To address this issue, Harvey [99] chooses to mutate only
a single argument at a time. Similarly, Targy [53] and effuzz [54]
use taint analysis to find the arguments that are relevant to the
target conditional branch and mutate only those arguments (e.g.,
argument b in example).

Traditional mutation operators lack insight into the input’s se-
mantics, resulting in syntactically correct but semantically invalid
mutations [80, 94]. Hence, some fuzzers [2, 93, 103] opportunisti-
cally replace some arguments with values from a mutation pool.
The pool contains interesting or effective inputs that have been dis-
covered during the fuzzing process, which can be reused to enhance
the effectiveness of fuzzing.

e Environment Properties Mutation. The execution of smart
contract can also be affected by environmental properties. For ex-
ample, in Line 9 of Figure 1, the bug path can only be exercised
when the timestamp is greater than 30. Therefore, many fuzzers mu-
tate environmental properties to trigger more contract behaviors.
The sender address is commonly mutated by fuzzers, as contract
usage rights can vary according to account permissions. Smar-
tian [40] employs bit-flipping to mutate the sender address. Most
fuzzers [65, 74, 83], select the sender address from a predefined
account set, including roles like creator, administrator, user, and
attacker. Gas limits and call return values are also targeted for mu-
tation by some fuzzers [91, 93, 103]. Modifying gas limits enables
the exploration of out-of-gas exception-related behaviors, while
changing contract call return values simulates diverse outcomes of
called contracts, which helps identify unhandled exceptions within
the contract under test. Overall, ConFuzzius [91] stands out by
mutating a more comprehensive set of environmental properties
compared to others. This includes sender address, amounts, gas lim-
its, timestamps, block numbers, size of external code and contract
call return values. Similar to transaction argument mutation, the
mutation of environment properties is mainly achieved by replac-
ing them with a random value or reusing a previously observed
value. Some tools such as sFuzz, treat them as byte streams and
modify the individual bits.

o Transaction sequence mutation. This mutation generates more
diverse transaction sequences to change contract’s states, poten-
tially unlocking branches guarded by them. Smartian defines three
mutation operations: adding a random function, pruning a function,
and swapping two functions. In addition, fuzzers like [53, 74, 75]
also employ a crossover operation to evolve transaction sequences.
Crossover merges parts of two existing inputs to produce a new
input, allowing the new input to inherit "good genes".

Beak and ConFuzzius append transactions that read from a spe-
cific storage slot to transactions that write to the same slot. This
approach preserves read-after-write (RAW) dependencies and gen-
erates more reliable sequences. Similarly, ContractMaster switches
the order of two functions if they operate on the same state vari-
able, potentially satisfying RAW dependencies. Harvey proposes
a unique approach. It first fuzzes the persistent states to find the
functions whose coverage is affected by them. Then, it prepends
transactions that can modify the persistent state to those functions.
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By focusing on functions that are most sensitive to changes of con-
tract’s states, Harvey enables a more thorough exploration. Pivoting
from these methods, ityfuzz notes the high cost of re-executing
previous transactions (in seed) to build up previous states. To ad-
dress this, it directly snapshots the state and then explores it using
random transactions, thus enhancing the efficiency.

3.4 Engineering Optimization

Smart contract fuzzers have made various engineering efforts to im-
prove overall fuzzing performance. One approach is contract trans-
formation, where fuzzers [54, 66, 76, 96] transform smart contract
into native C++/Go code. This offers several optimizations: First,
the C++ compiler inlines opcode handlers in the produced native
code, eliminating the interpreter loop and minimizing call overhead.
Second, the transformation reduces EVM stack operations, and it re-
duces the overhead caused by bounds and stack-overflow checking.
Furthermore, by converting the contracts to C++, fuzzers can lever-
age the mature ecosystem of fuzzing and program analysis tools.
This not only saves engineering effort but also allows for the reuse
of these well-refined and efficient tools (e.g., AFL, LibFuzzer [4]).
However, it is important to note that, except for EF\CF [83], which
pairs the translated C++ program with a C++ variant of EVM, these
fuzzers do not use the EVM runtime as the execution environment.
Consequently, they may not accurately reflect contract behavior,
potentially leading to FPs or FNs.

Moreover, the majority of fuzzers [40, 74, 91] simulate only nec-
essary components of the blockchain environment that are rele-
vant to running smart contracts. This choice reduces the cost of
expensive operations, such as mining new blocks and validating
transactions. Taking it a step further, some fuzzers [83, 87] adopt
standalone EVMs, which focus solely on executing contract code
and don’t need to handle other tasks. Another optimization is the
shift towards offline program analysis or vulnerability detection,
e.g., sFuzz [74], which conducts vulnerability detection offline once
every 500 test cases. Finally, some fuzzers employ more efficient
programming languages like C/C++ to improve their execution
speed [54, 74, 76, 102].

4 VULNERABILITY DETECTION
4.1 Test Oracles

Test oracles are critical components in detecting vulnerabilities
during smart contracts fuzzing. As smart contracts do not crash
in case of vulnerabilities and many vulnerabilities are related to
business logic, their detection can be challenging. Existing work
relies on test oracles to detect smart contract vulnerabilities. There
are two main types of test oracles used in smart contract fuzzing:
rule-based oracles and general-purpose oracles.
® Rule-based oracle. Rule-based oracles are widely used by smart
contract fuzzers [40, 55, 75, 89, 91, 93, 102, 103]. These oracles use
pre-defined rules and patterns to analyze the execution trace of
contract (e.g., opcode sequences), to identify potential vulnerabili-
ties. For example, to detect "Integer Overflow," rule-based oracles
analyze the trace to look for the data flow from the result of an
arithmetic overflow to the CALL instruction.

To implement rule-based oracles, most fuzzers hook into EVM
to log necessary information, like executed opcodes, values of the
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stack, and program counter. This collected data is used to check the
relevant rules. Echidna and Harvey require developers to write the
oracles into contract’s source code. Therefore, their detection capa-
bility largely relies on the quality of oracles written by developers.
o General-purpose oracle. General-purpose oracles rely on high-
level invariants to check the correctness of contract operations.
These invariants are properties that hold true for all valid execu-
tions of the contract. For example, ContraMaster [93] establishes
invariants over the contract balance and the sum of user balances
to check the correctness of transfer-related operations. If a transac-
tion that transfers ether fails but the exception is not handled, an
inconsistency will emerge between the recorded amount and the
actual amount in contract, thus detecting the exception disorder
bug. However, Zhang et al. [105] point out that many modern DeFi
projects use complex business models that go beyond the proposed
invariants in ContraMaster. For instance, many lending projects
typically involve multiple assets and the total balances of a single
asset can be volatile.

Table 2: Common smart contract vulnerabilities.
Bug Name

Description

Dangerous Delegatecall (DD) Contract uses delegatecall() to execute an untrusted code.
Block State
Dependency (BD)

Contract uses Block states (e.g., timestamp, number) to decide

a critical operation (e.g., ether transfer).

. Contract has no function for sending Ether, or it allows
Freezing Ether (FE) X K
unauthorized use of contract self destruction.

Ether Leak (EL) Contract allows arbitrary users to retrieve ether from the contract.

Contract mishandles out-of-gas exceptions when transferring
Gasless Send (GS)
the ether, the attackers may keep the untransferred assets.

Unhandled Exception (UE) Contract doesn’t check for exception after calling external functions.

Contract doesn’t update states (e.g., balance) before making an
Reentrancy (RE) external call,the malicious callee reenters it and leads to a

race condition on the state.

Suicidal (SC) Contract can be destroyed by the arbitrary user through
uicidal
selfdestruct interface because of missing access controls.

Integer operation exceeds the integer range,
Integer Bug (IB) X . R X
it can be harmful when modifying the contract’s state variables.

4.2 Vulnerability Types

Our study targets contract layer vulnerabilities, which are the focus
of most fuzzers [40, 55]. In this context, we identify nine common
vulnerability types, which represent the range of vulnerabilities
that current fuzzers (in Table 1) can detect. Table 2 illustrates each
of them.

5 EVALUATION

In this section, we present a thorough evaluation of state-of-the-art
smart contract fuzzers. Given the distinct design of each fuzzer, it is
challenging to evaluate their respective techniques and components
in a fine-grained manner. Therefore, we turn to use widely accepted
metrics to assess their performance across key dimensions. To
provide a comprehensive assessment, we first study the metrics
adopted by previous traditional fuzzing [56, 62] and smart contract
fuzzing studies [91], and then design five performance metrics
that are tailored to smart contract fuzzers, ensuring our metrics
encompass all dimensions assessed in existing studies. The five
performance metrics we propose for evaluation are as follows:
e Throughput: measures the number of transactions a fuzzer
can generate and execute per second, reflecting its speed and
efficiency in generating tests cases.
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Table 3: The number of vulnerabilities detected by fuzzers.
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Flaw ContractFuzzer ILF RLF ConFuzzius sFuzz xFuzz Smartian SmartGift
DD (29) TP:8, FP: 8 TP:18, FP: 1 TP:20, FP: 1 TP: 22, FP: 0 TP:25, FP: 2 TP:25, FP: 2 - TP:6, FP: 8

BD (317) TP:39, FP: 28 TP:81, FP: 45 TP: 93, FP: 57 TP: 175, FP: 27 TP: 223, FP: 32 TP: 184, FP: 27 TP: 102, FP: 9 TP:38, FP: 31
FE (80) TP:12, FP: 4 TP:48, FP: 0 TP:47, FP: 0 TP:48, FP: 0 TP:2, FP: 20 TP:1, FP: 14 - TP:12, FP: 4
EL (43) - TP:32, FP: 67 TP:38, FP: 79 TP:37, FP: 56 - - TP:26, FP: 84

GS (122) TP:17, FP: 5 - - - TP:48, FP: 227 TP:55, FP: 247 - TP:13, FP: 4
UE (188) TP: 14,FP: 10 TP: 13,FP: 3 TP: 13,FP: 3 TP: 76,FP: 27 TP: 41,FP: 19 TP: 38,FP: 19 TP: 76,FP: 23 TP: 13,FP: 6
RE (121) TP: 6, FP: 11 TP: 48, FP: 9 TP: 54, FP: 11 TP: 42, FP: 21 TP: 8, FP: 8 TP: 8, FP: 7 TP: 12, FP: 3 TP: 6, FP: 9
SC (22) - TP: 18, FP: 20 | TP: 20, FP: 22 TP: 10, FP: 4 - - TP: 8, FP: 0 -

1B (581) - - - TP: 566, FP: 169 | TP: 129, FP: 106 | TP: 112, FP: 80 | TP: 413, FP: 182 -

In Flaw column, the number (e.g., 29) indicates the count of contracts with each vulnerability type in our benchmark.

-: such bug oracle is not supported by corresponding fuzzers. TP: true positives, FP: false positives.

e Detected Bugs: measures the average number of vulnerabili-
ties detected by the fuzzers, reflecting their ability to identify
vulnerabilities in the smart contract.

o Effectiveness: measures the speed of fuzzers in finding bugs,
indicating how quickly a fuzzer can detect vulnerabilities.

o Coverage: measures the contract’s code executed during fuzzing,
indicating its thoroughness in exploring the contract.

e Overhead: measures the system resources consumed by the
fuzzer during fuzzing, indicating its resource efficiency. This
metric is instructive when users have limited resources.

5.1 Experiment Setup

Tool Selection. We select the tools in Table 1 based on the availabil-
ity of their source code. Five open-source tools are excluded from
our selection. Echidna is excluded due to its property-based nature,
which requires testers to manually write property tests within the
contracts, demanding a good understanding of contract logic. Ad-
ditionally, we are unable to execute four tools in our environment.
SoliAudit [65] does not offer instructions for execution. IR-fuzz
can not be installed using the provided script. SynTest-S [75] and
ContraMaster [93] have runtime exceptions. Notably, the same ex-
ception persists for SynTest-S even after running the Docker image
provided by the authors. Despite our efforts to report these excep-
tions to authors via email, we have unfortunately not received their
responses. Therefore, our experiments focus on the remaining 11
fuzzers (see tools in Figure 3).
Environments. All experiments were executed on a server
equipped with an AMD EPYC 7H12 CPU (64 cores and 128 threads)
running at 2.60 GHz, 512 GB memory, and operating on Ubuntu
16.04 LTS. To ensure a controlled and reproducible environment,
each fuzzer was deployed and executed within an individual Docker
container. The containers were allocated with 8 dedicated CPU
cores, 16 GB RAM, and 2 GB swap space.
Benchmark. We assembled a benchmark of 2,000 smart contracts
from previous research datasets [40, 44, 55, 82, 91] and third-party
repositories [43], ensuring a diverse and representative sample. The
average number of lines of code was 224 lines, while the average
number of functions was 22. To achieve a reliable and impartial
evaluation, each fuzzer was subjected to 20 repetitions on the bench-
mark. Each smart contract was subjected to 30 minutes of testing
by each fuzzer.

While building our benchmark, we observed that some contracts
in previous datasets were incorrectly labeled. For example, the
buggy_41 contract in SolidiFI Dataset [6] was labeled as "Integer

Bug", but was found to have a "Block State Dependency” bug in
Line 76. This issue affects not only the accuracy of our evaluation
but also the validity of conclusions. To ensure a precise evaluation,
it was necessary to relabel the contracts in our benchmark. First,
we preserved their original labels. Then, we applied the 11 fuzzers
to the benchmark. We perform manual inspection and relabel two
groups of contracts: those reported with a vulnerability different
from their original label by two or more fuzzers, and those whose
originally labeled vulnerability type was not identified by any of
fuzzers in our experiment. This approach was informed by the work
of Durieux et al. [41], which suggests aggregating the results of
multiple analysis tools can produce more accurate outcomes.

We recruited three volunteers to manually inspect contracts
requiring re-labeling. Each volunteer inspected the contracts inde-
pendently and documented their findings. In cases where inconsis-
tencies arose in the volunteers’ results, they engaged in a discussion
to reconcile their findings and reach a consensus. This collaborative
approach ensured that the relabeled benchmark accurately reflected
the ground truth.

5.2 Throughput

We first evaluate the throughput of the fuzzers by measuring the
average number of transactions executed per second, as shown
in Figure 3. ContractFuzzer and SmartGift exhibit low through-
put, generating and executing only 0.09 and 0.07 transactions per
second, respectively. This is due to their simulation of the entire
blockchain network, a process that continuously appends newly
mined blocks (including verification, execution of each transac-
tion, etc.). SmartGift uses an NLP-model for transaction arguments
generation, which further lowers its throughput. ETHPLOIT also
shows a limited throughput, primarily due to its reliance on run-
time program analysis, inducing heavy overhead. RLF, which is
built upon ILF, is more efficient in test generation since it produces
transaction arguments randomly, while ILF uses complex neural
networks to generate the arguments. sFuzz and xFuzz can generate
and execute tests at a more rapid pace, achieved through offline
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Figure 3: Fuzzers’ throughput.
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vulnerability detection (i.e., in batches, once every 500 transactions)
and their avoidance of program analysis to assist fuzzing. Addi-
tionally, their integration of the well-optimized traditional fuzzer,
AFL, may also help. Both EF\CF and ityfuzz demonstrate impres-
sive throughput. This is largely due to their adoption of standalone
EVMs (e.g., revm [15]), which provide a lightweight and simplified
execution environment. Furthermore, they are coded in more ef-
ficient languages such as Rust and C++, and their superior code
quality may also contribute to this performance.

Finding: This experiment shows that using standalone EVMs
can significantly improve the fuzzers’ throughput.

5.3 Vulnerabilities Detection Comparison

Table 3 displays the average number of vulnerabilities detected
by each tool, each running for 30 minutes per contract, over 20
repetitions. In this experiment, we exclude three tools: ETHPLOIT,
ityfuzz, and EF\CF. ETHPLOIT offers only vague oracles, such as
"Bad Access Control", which cover several vulnerability types in
Table 2. Ityfuzz requires testers to manually write test oracles, while
EF\CF only has a general oracle that checks if the sender’s balance
has increased, without specifying the exact vulnerability type. We
compare the output of each tool against the labeled dataset (§5.1)
to measure their performance. From Table 3, we observe that most
fuzzers generate both high false positives and high false negatives,
indicating that the state-of-the-art fuzzers are far from satisfactory
in vulnerability detection.

False negative: False negatives occur due to several reasons. Firstly,
some vulnerable paths remain unexplored, protected by hard-to-
satisfy branch constraints. Second, many fuzzers’ test oracles are
problematic (see Table 4). For instance, when detecting "Freezing
Ether" ConFuzzius doesn’t filter out CALL instructions introduced
by swarm source contract bytecode [10], causing it to miss vulner-
abilities in contracts that have no ether transfer function. Some
fuzzers’ oracles are overly strict and fail to cover all vulnerable
contract behaviors. One example is Smartian, which only reports
"Freezing Ether" if a contract has no ether transfer instructions but
contains a delegatecall that can destroy it. Moreover, we find some
contracts cannot be executed by fuzzers due to various issues: 1)
coding errors in tools (e.g., xFuzz), 2) compatibility problems with
outdated Truffle (which is used to deploy contracts), 3) outdated
EVM versions that don’t support new Solidity instructions, and
4) outdated Solc compilers unable to process contracts written in
newer Solidity versions.

False positive: The main cause of false positives is problematic
test oracles (see Table 4). Some test oracles are too broad, capturing
non-vulnerable cases. For instance, when detecting "Reentrancy”,
ILF and RLF only examine the existence of an external call followed
by a storage operation in the traces, neglecting the data dependency
between them. "Integer Under/Overflow" is often falsely reported
by most fuzzers, as their oracles only syntactically check for data
flow between arithmetic operations and store instructions, ignoring
the actual effects on contracts (as there can be some arithmetic
operations introduced by the masking operations from the compiler
or compiler’s optimization). Furthermore, all these fuzzers fail to
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consider the context of contracts (i.e., their actual semantics), such
as existing access control mechanisms in place. This may produce
false positives since they might flag a behavior as vulnerable even it
is not exploitable in practice. Additionally, lack of context prevents
fuzzers from understanding contracts’ higher-level intentions or
purpose. Consequently, they struggle to differentiate between the
contract’s intended behavior and actual malicious one. For example,
fuzzers may incorrectly label lottery contracts [23] as "Ether Leak".

Finding: Existing contract fuzzers are far from satisfactory in
terms of vulnerability detection. Their adoption of overly gen-
eralized or overly specific test oracles contributes to high false
positives and negatives.

Call to action: Refine test oracles. To improve vulnerability de-
tection, fuzzers should implement precise, comprehensive rules
in oracles, rooted in the nature of vulnerabilities. This involves
discerning vulnerability indicators and impacts. The incorpo-
ration of data flow analysis and machine learning (trained on
vulnerability datasets) can further enhance oracles. Furthermore,
ongoing effort is needed to expand understanding of vulnerabili-
ties, uncover new attack vectors, and advance test oracles.

5.4 Speed of Vulnerability Detection

We evaluate the average time taken by each tool to detect a vulner-
ability (true positive). Figure 4 (box plot on the left Y-axis) presents
the results, for most fuzzers, they can detect a true vulnerability
within 1 second. ConFuzzius, with its smaller upper outliers, ben-
efits from symbolic taint analysis and data dependency analysis,
expediting the discovery of vulnerable paths in certain cases.

To fairly compare fuzzing strategies of different fuzzers, irrespec-
tive of their throughput, we compute the number of transactions
each fuzzer requires to find a vulnerability. This is achieved by
multiplying the median time from the box plot in Figure 4 by the
throughput in Figure 3. We use the median rather than average, as
it is typically more representative, reducing the impact of extreme
outliers. The result is shown by the line graph in Figure 4 (on the
right Y-axis). The last three, sFuzz, xFuzz, and Smartian, require

more transactions. Because sFuzz and xFuzz batch the vulnerability
detection (roughly 500 transactions, this count may vary due to sen-
sitive instructions present). Similarly, Smartian also experiences a
detection delay. For example, in the case of "Reentrancy"”, the oracle
only triggers to check for CALL instructions in previous transac-
tions after the SSTORE (in current transaction) is executed. For
the first five fuzzers, ContractFuzzer and SmartGift which require
notably longer times to detect a vulnerability, maintain transaction
counts for actual detection comparable to other three. This suggests
that the speed of vulnerability detection is largely dependent on
fuzzers’ throughput.

Finding: In our experiment, the speed of vulnerability detection )
is largely influenced by fuzzers’ throughput.

Call to action: Improve throughput. To speed up vulnerabil-
ity detection, fuzzers should take actions to increase throughput.
This could be achieved by adopting lightweight, standalone EVM
frameworks, conducting code optimizations, using efficient lan-
guages such as C, incorporating optimized libraries like libAFL.
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Table 4: Problematic test oracles in smart contract fuzzers.
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Oracle | Issue Description Fuzzers Fault
Only check for the presence of external call followed by storage operation, ignoring data dependency. ILF, RLF FP
RE Only validate if a method can be re-entered but ignore the storage access. ContractFuzzer, SmartGift, sFuzz, xFuzz FP
Taint analysis over-approximates the possible execution paths. ConFuzzius FP
Check for the use of any state variables in cyclic calls, regardless of whether there are any write operations performed on them. Smartian FP
Only check for ether transfer and block state related instructions (e.g., TIMESTAMP), ignoring the dependency between them. ContractFuzzer,SmartGift, sFuzz, xFuzz FP
BD Consider all block-related information that flows into condition statements as vulnerable. ConFuzzius FP
Fail to consider indirect taint flow propagation, only look for direct taint flow. ILF, RLF FN
Fail to check if the block-related information affects the conditional branch. Smartian FN
Gs Roughly classify all external calls with 2300 gaslimit as vulnerable, without checking the occurrence of out-of-gas exception. sFuzz, xFuzz FP
Fail to recognize that the transfer () automatically reverts the program state when there is not enough gas. ContractFuzzer, SmartGift FP
DD Not check if the delegatecall parameters can be controlled by user input. ContractFuzzer, SmartGift FP
B Only check the flow of arithmetic operations, ignoring their actual effects on the contract. Smartian, ConFuzzius, sFuzz, xFuzz FP
Fail to consider MUL instruction. sFuzz, xFuzz FN
EL Fail to consider the case where the ether transfer can be reverted when the account has no balance. ConFuzzius FP
Only check for INVALID’ in the execution trace, without considering thrown exception with a REVERT instruction. sFuzz, xFuzz FN
UE Only consider the case where the exception is handled immediately. ILF, RLF FP
Z3 [18] inaccurately solves tainted stack items, which symbolically represent exception-related variables. ConFuzzius FP
Roughly checks for all unused return values, even though not every return value indicates a failed call. Smartian FP
FE Fail to consider cases where a contract can receive ether but has no functions to send ether. sFuzz, xFuzz FN
Fail to consider cases where a contract with a self-destruct operation can lock the ether. ILF, RLF FN
Fail to filter out CALL instructions introduced by the swarm source of bytecode, which are wrongly treated as ether transfer. ConFuzzius FN
SC Incorrectly treats the owner account as an attacker account. ILF, RLF FP
Lol Em == s exploited by attackers since they have no impact on the contract
fg o ol states [59]. Similarly, xFuzz filters out benign functions using an
% : ; ; @ oo ML model to reduce the search space of function call combinations.
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Figure 4: Time to find vulnerability.
5.5 Code Coverage

We next evaluate the code coverage achieved by 11 contract fuzzers.
To ensure a consistent comparison, we instrument the EVM uni-
formly to measure instruction coverage. Figure 5 presents the re-
sults. Notably, ityfuzz, Smartian, ILF, and ConFuzzius achieve higher
code coverage compared to other tools. This is largely due to their
use of coverage-guided approaches in test case generation. In ad-
dition, they all mutate the environmental properties during seed
mutation, which crucially simulates diverse conditions that trigger
different contract behaviors. ILF shows the fastest coverage increase
in initial stages, albeit with a limited increment in later stages. This
is likely due to its high-quality initial seed. It pre-trains a model
from coverage-guided symbolic execution expert for generating
transaction sequences and arguments. ityfuzz also exhibits rapid
initial coverage growth, due to its impressive throughput. EF\CF
starts with a slow increase in coverage, as it begins with a coloriza-
tion stage [21]. In contrast, ContractFuzzer and SmartGift exhibit
the lowest coverage due to two main factors. First, their throughput
is markedly slow (§5.2). Second, as black-box fuzzers, they do not
use feedback to guide test generation. Although SmartGift utilizes
practical inputs from similar functions in the real world, its ML ap-
proach suffers from generalization issues (i.e., many test functions
are not well-represented in the training set).

The code coverage in some fuzzers is lowered due to their focus
only on potentially vulnerable functions during test generation.
For example, sFuzz, ETHPLOIT, and RLF exclude View’ and "Pure’
functions in contracts that do not modify state variables. The ratio-
nale behind this decision is that these functions are unlikely to be

a’ magic’ number, are difficult to satisfy. Even fuzzers incorporating
symbolic execution cannot solve these constraints due to the path
explosion. Additionally, reaching contract states that require long
transaction sequences remains challenging. While some fuzzers
analyze data flow between transactions (e.g., RAW) to arrange their
sequences, they have difficulty determining transaction dependen-
cies due to potential circular dependencies between state variables.

-

Finding: The quality of initial seeds and fuzzers’ throughput
are pivotal for quickly reaching high coverage.

Call to action:

¢ Enhancing initial seeds. To enhance coverage effectiveness,
fuzzers should use techniques such as program analysis and ma-
chine learning to build high-quality initial seeds, which in turn,
generate more effective and meaningful test inputs.

e Optimize mutation scheduling. Currently, all existing
fuzzers randomly choose mutations from a list of mutational
operators, which may waste fuzzing iterations on ineffective mu-
tations. Recent research in traditional fuzzing [52, 98] highlights
the pivotal role mutation scheduling plays in enhancing coverage
effectiveness. Therefore, future fuzzers should consider adopt-
ing advanced methods such as genetic algorithms or differential
evolution algorithms to improve mutation scheduling.

5.6 Overhead

We next assess the overhead of each fuzzer. We use the "docker stats"
command to monitor the resource usage in the Docker containers.
Figure 6 reports the result. Overall, ConFuzzius exhibits the lowest
overhead, as it uses PyEVM, which is a lightweight implementation
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Figure 6: Overhead.

of EVM. SmartGift and ContractFuzzer exhibit high CPU usage, pri-
marily because they simulate the entire blockchain network, which
can be very CPU-intensive. ILF employs complex neural network
models for both transaction argument and sequence generation,
which requires significant computational resources. Since the neu-
ral network used in ILF is more complex than the DNN used in
RLF, more processing power is needed. The use of neural networks
also results in both RLF and ILF consuming more memory, with an
average memory consumption of 5.83 GB. This is due to the large
number of parameters involved in neural networks that need to be
stored in memory.

Conclusion: ConFuzzius stands out in most key metrics. It iden-
tifies the most vulnerabilities and does so at the highest speed,
achieving top-tier coverage and maintaining manageable over-
head. However, there’s still room for ConFuzzius to improve. For
example, using a standalone EVM could boost its throughput,
and refining its test oracle could elevate the detection accuracy.

6 INDUSTRIAL PERSPECTIVES
6.1 Fuzzing Tools Used by Auditing Companies

Despite recent research [32, 105] suggesting that academic fuzzers
fall short in detecting real-world contract vulnerabilities, we find
that the industry continues to rely on fuzzing as an important com-
ponent of contract auditing [13]. To better understand the practical
usage of existing smart contract fuzzers in the industry, we explore
their use by various auditing companies. Specifically, we collect
public audit reports from their respective GitHub repositories. The
companies considered are drawn from a list of notable Blockchain
Security auditing companies [14]. By scanning these reports, we
identify the fuzzers employed in their auditing process. We also
manually read the auditing methodology sections on their official
websites to extend our knowledge of the employed fuzzers. The re-
sult is reported in Table 5. Echidna (a product of Trail of Bits [16]) is
the most favored tool among these companies. Conversely, most of
the fuzzers listed in Table 1 from academic research are not actively
employed in real-world security audits. This highlights the gap
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between theoretical research advancements and the actual needs
for security auditing in the industry.

Table 5: Fuzzing tools used by different auditing companies.
Tools Auditing Company
ImmuneBytes, Halborn, Trail of Bits, QuillAudits, Solidified,
Echidna [2] | Pessimistic, ChainSafe, yAcademy, yAudit, Truscova, Zellic,
Zokyo, Cyfrin, ABDK.

sfuzz [74] | ImmuneBytes.

Error Report Quality

Code Coverage

Online Fuzzing

Active Community
Maintenance

Low False Positive/Negative
Replay for Validation
Customized Oracle

Easy to Use

Documentation Quality

Figure 7: Essential factors in fuzzer selection by auditors; x-axis
represents the number of participants.

6.2 Survey on Auditors

To further understand the practical needs for fuzzers, we conducted
an anonymous online survey. We recruited 16 participants via our
professional contacts within the community, who averaged 1.68
years of experience in smart contract review. Of these, 11 were
solo auditors, with the rest working in three auditing companies.
Our survey primarily questioned the participants about the fuzzers
they employ during auditing, their reason for these choices, and the
essential factors they consider when using fuzzers. Due to space
constraints, the complete survey questionnaire is accessible in our
GitHub repository. The survey result echoed our previous findings:
14 participants use Echidna to aid their audits, two use Foundry [12]
which supports fuzzing in its unit tests, and one also uses ityfuzz.

Regarding their preferences, all Echidna users praise its highly
conducive support for custom oracles. As Echidna uses property-
based testing [46], auditors can write invariants (constants that
should perpetually hold true, see 4.1) as customized oracles. This al-
lows them to examine the business logic in their contracts, thereby
making Echidna applicable to logic-related vulnerabilities. Upon
reviewing the fuzzers listed in Table 1, it’s evident that, besides
Echidna, only ityfuzz offers substantial support for custom oracles.
In contrast, the rest require developers to have a deep understand-
ing of the source code and the ability to modify it. In addition, three
participants underscore Echidna’s straightforward integration into
the audit workflow. This implies that auditors can use it with other
tools in their toolkit to extract crucial information prior to and
during the fuzzing campaign. For instance, it can be readily paired
with Slither [42], a highly recognized static analysis tool for Solidity
contracts (a product from the same company). One participant, a
former Echidna user, shifts to ityFuzz due to its support for on-
line fuzzing - a feature currently exclusive to it. This feature is
important in detecting real-world vulnerabilities, given its capacity
to test smart contracts in a realistic setting compared to offline
fuzzing, which starts from a blank contract state. This participant
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also notes another advantage of online fuzzing - the ability to detect
cross-contract vulnerabilities, as it involves interacting with other
deployed contracts, a complexity that offline fuzzing fails to mimic.
As for the essential factors in selecting fuzzers, most auditors value
ease of use, quality of documentation, oracle customization flexibil-
ity, and continuous code maintenance. Detailed results can be seen
in Figure 7.

Call to action:

¢ Promoting Custom Oracle Creation. Fuzzers should facili-
tate users in creating customized test oracles in a straightforward
and flexible manner. This feature allows for the capture of com-
plex business rules, broadening the fuzzer’s applicability and
leading to more accurate audits.

e Support online-fuzzing. Fuzzers should include online
fuzzing features for testing in real settings, facilitating cross-
contract vulnerabilities detection and increasing chances of dis-
covering real exploits.

e Emphasize Usability. Fuzzers should uphold the quality of
their documentation and provide clear tutorials for quick user
onboarding. Furthermore, an intuitive interface that provides
comprehensive information is also crucial. It can aid users moni-
toring the fuzzing process and better interpret the results.

¢ Build Strong Community. Establishing a strong community
can create a valuable space for users to ask questions, share
knowledge, and address encountered issues.

e Implement Replay Features. Fuzzer should incorporate ex-
ploits replay, as seen in ityFuzz, the only tool supporting replay
currently. The replay feature can reproduce issues, eliminate
false positives, and validate fixes post bug repairs.

7 THREAT TO VALIDITY

The main threat to external validity in this study is related to the
benchmark. Firstly, the process of re-labeling contracts involves
manual effort, which may introduce potential subjectivity and bias.
Additionally, in the re-labeling process, some bugs in contracts may
not be identified by all fuzzers and thus, could be missed by our
volunteers during manual inspection. Second, the benchmark we
used is based on contracts collected from previous works, which
may not reflect the diversity and complexity of real-world contracts.
Therefore, the generalizability of our findings may be constrained.
However, the results can help researchers gain a good understand-
ing of the limitations of existing works and motivate researchers to
develop more advanced tools. In our future work, we will expand
our benchmark to include contracts used in production. Addition-
ally, we will use more diverse sources to collect contracts, such as
bug bounty programs, security audits.

Another threat to external validity is that, while different fuzzers
adopt different techniques, we only evaluated their overall effective-
ness, without evaluating the importance of their main components
at a more fine-grained level. This could lead to a lack of understand-
ing of how the unique features of each fuzzer contribute to their
overall performance. In our future work, we will conduct ablation
experiments to demonstrate the effects of different unique features
of the fuzzers.
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Lastly, we recognize that our literature review may not be ex-
haustive. However, our study represents the most comprehensive
investigation of smart contract fuzzers to date. Our future work
will systematically compare newly released fuzzers on different
blockchain platforms or contract languages.

8 CONCLUSION

In this paper, we conduct a thorough investigation of existing smart
contract fuzzing techniques through a literature review and empir-
ical evaluation. We assess the usability of 11 state-of-the-art smart
contract fuzzers using a carefully-labeled benchmark and com-
prehensive performance metrics. Our evaluation identifies some
notable issues and suggests possible directions for future fuzzers.
We believe our research offers the community valuable insights,
inspiring future breakthroughs in this field.
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