PDF Download
e DIGITAL —
ACM ssodiaticn for acmopen A 3658644.3690329.pdf
) LierARY (@) B, pen) : 27 February 2026
(ijl:)edcak!;gr Total Citations: 4
‘ ) Total Downloads: 3172

{8 Latest updates: https://dl.acm.org/doi/10.1145/3658644.3690329
Published: 09 December 2024

RESEARCH-ARTICLE
Towards Automatic Discovery of Denial of Service Weaknesses in

Citation in BibTeX format

CCS '24: ACM SIGSAC Conference on

BIOCkChaln Resou rce MOdels Computer and Communications Security
October 14 - 18, 2024

FENG LUO, University of Electronic Science and Technology of China, Chengdu, Sichuan, UT, Salt Lake City, USA

China

Conference Sponsors:
HUANGKUN LIN, University of Electronic Science and Technology of China, Chengdu, SIESAC

Sichuan, China
ZIHAO LI, The Hong Kong Polytechnic University, Hong Kong, Hong Kong, Hong Kong
XIAPU LUO, The Hong Kong Polytechnic University, Hong Kong, Hong Kong, Hong Kong

RUIJIE LUO, University of Electronic Science and Technology of China, Chengdu, Sichuan,
China

ZHEYUAN HE, University of Electronic Science and Technology of China, Chengdu, Sichuan,
China

View all

Open Access Support provided by:
University of Electronic Science and Technology of China

The Hong Kong Polytechnic University

CCS '24: Proceedings of the 2024 on ACM SIGSAC Conference on Computer and Communications Security (December 2024)
https://doi.org/10.1145/3658644.3690329
ISBN: 9798400706363


https://dl.acm.org
https://www.acm.org
https://libraries.acm.org/acmopen
https://dl.acm.org/doi/10.1145/3658644.3690329
https://dl.acm.org/doi/10.1145/3658644.3690329
https://dl.acm.org/profile/99661047364
https://dl.acm.org/institution/60005465
https://dl.acm.org/institution/60005465
https://dl.acm.org/profile/99661435560
https://dl.acm.org/institution/60005465
https://dl.acm.org/institution/60005465
https://dl.acm.org/profile/99659276560
https://dl.acm.org/institution/60008928
https://dl.acm.org/profile/81300038101
https://dl.acm.org/institution/60008928
https://dl.acm.org/profile/99661048503
https://dl.acm.org/institution/60005465
https://dl.acm.org/institution/60005465
https://dl.acm.org/profile/99659941875
https://dl.acm.org/institution/60005465
https://dl.acm.org/institution/60005465
https://dl.acm.org/doi/10.1145/3658644.3690329
https://libraries.acm.org/acmopen
https://dl.acm.org/institution/60005465
https://dl.acm.org/institution/60008928
https://dl.acm.org/action/exportCiteProcCitation?dois=10.1145%2F3658644.3690329&targetFile=custom-bibtex&format=bibtex
https://dl.acm.org/conference/ccs
https://dl.acm.org/conference/ccs
https://dl.acm.org/sig/sigsac
http://crossmark.crossref.org/dialog/?doi=10.1145%2F3658644.3690329&domain=pdf&date_stamp=2024-12-09

Towards Automatic Discovery of Denial of Service Weaknesses in
Blockchain Resource Models

Feng Luo
The Hong Kong Polytechnic
University
Hong Kong, China
University of Electronic Science and
Technology of China
Chengdu, China

Xiapu Luo®
The Hong Kong Polytechnic
University
Hong Kong, China

Shuwei Song
University of Electronic Science and
Technology of China
Chengdu, China

Huangkun Lin
University of Electronic Science and
Technology of China
Chengdu, China

Ruijie Luo
University of Electronic Science and
Technology of China
Chengdu, China

Ting Chen*
University of Electronic Science and
Technology of China
Chengdu, China

Zihao Li
The Hong Kong Polytechnic
University
Hong Kong, China

Zheyuan He
University of Electronic Science and
Technology of China
Chengdu, China

Wenxuan Luo
University of Electronic Science and
Technology of China
Chengdu, China

Abstract

Denial-of-Service (DoS) attacks at the execution layer represent one
of the most severe threats to blockchain systems, compromising
availability by depleting the resources of victims. To counteract
these attacks, many blockchains have implemented unique resource
models that incorporate transaction fees. Nevertheless, historical
incidents of DoS attacks demonstrate that these resource model de-
signs remain inadequate. Although there are studies that manually
craft DoS attacks on specific blockchains in isolation, none of them
can discover DoS weaknesses in blockchains automatically. In this
paper, we provide an insight into DoS weaknesses in blockchain
resource models, and present a generic and systematic approach to
uncover these weaknesses. In our approach, we first identify DoS
weaknesses by DoSVER, a novel tool that reasons feasible DoS weak-
nesses against blockchain resource models by formal verification.
The identified DoS weaknesses will be further validated by DoSDET,
a new framework that automates the attack synthesis in exploiting
the identified DoS weaknesses. We conduct a comprehensive and
systematic evaluation by extensive experiments on nine diverse
and widely-used blockchains, and discovered 12 DoS weaknesses
with corresponding exploitation across the nine blockchains, 10 of
which were unveiled for the first time.
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1 Introduction

Backed by contracts as logic, various industries (e.g., traditional
finance and online games) [43] have been reshaped by blockchains.
Currently, blockchains supporting contracts have swept the globe
in recent years with a total market capitalization of 5,49B USD [8].

Economically valuable cryptocurrencies make blockchains at-
tractive targets for malicious attackers. For example, a notorious
DoS attack caused a 2-3x performance reduction in Ethereum nodes’
execution [2] by forcing these nodes into busy I/O with executing
EXTCODESIZE repeatedly. The DoS attack seriously affected the avail-
ability of Ethereum and shook the market price of its native cryp-
tocurrency [1]. Even worse, since each node needs to replay all his-
torical transactions to maintain a complete copy of the blockchain
state, this kind of execution-layer DoS attacks also slow down the
execution performance of all newly enrolled nodes [22].

To counter execution-layer DoS attacks, various blockchains
employ resource models to charge users transaction fees via re-
fined charging mechanisms to prevent unlimited consumption of
blockchain resources. However, with unsound resource models,
blockchains remain vulnerable to DoS attacks that consume phys-
ical or on-chain execution resources [40, 41]. Unfortunately, no
existing works provide an automatic approach to discover these
DoS weaknesses in blockchains due to three limitations. L1: Most ex-
isting research [27, 32, 44] cannot identify the underlying causes of
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Figure 1: The workflow of our approach. After determining
the scenario parameters, DoSVER explores the scenarios against
various attacker numbers and attack strengths to identify if
there are DoS weaknesses under the current resource model.
DoSDET further constructs attack scenarios based on the output
of DoSVER and synthesizes attacks to exploit the identified
weaknesses. Finally, DoSDET reports DoS weaknesses if the
corresponding attacks are valid.

execution-layer DoS attacks, i.e., weaknesses in the resource model
of blockchains [38, 50]. L2: Existing works only studied Ethereum
or EOS [23, 24, 29], ignoring numerous other blockchains with dif-
ferent architectures. L3: Previous studies discover DoS weaknesses
by manual analysis [40, 50]. The differences between blockchains
make understanding new mechanisms and usages time-consuming.
The diversity in blockchain source code and contract languages
requires users to be familiar with specific languages for manual
code examination and contract writing, making the manual analysis
process cumbersome and difficult to extend to other blockchains.

In this paper, we focus on the execution-layer DoS problem and
conduct the first systematic approach for discovering platform-
agnostic DoS weakness. Our approach can automatically discover
four resource-related DoS weaknesses by two phases (cf. Fig.1).
In Phase I, we design DoSVER (§4), a formal verification tool with
blockchain resource models to reason DoS weaknesses. By speci-
fying the scenarios with input parameters (e.g., initial resources,
target consumed resources, blockchain generation interval), DoSVER
can reason whether DoS weaknesses exist, and output attack sce-
narios (e.g., attacker numbers and attack strength) that exploit the
weakness in seconds or minutes. In Phase II, we present DoSDET (§5),
an automated attack synthesis framework, for validating the identi-
fied DoS weaknesses. Specifically, DoSDET constructs attack scenar-
ios based on the output of DoSVER, synthesizes attacks exploiting
DoS weaknesses, and measures corresponding metrics to evaluate
whether the corresponding DoS attacks are valid.

However, it is non-trivial to achieving such a systematic ap-
proach due to three challenges. C1: It is challenging to implement
a generalized formal verification tool with complicated and diverse
resource models. C2: To automatically synthesize attacks, we need
to construct contracts with specific languages, and launch attacks
by manipulating clients with specific control commands. However,
the corresponding information is difficult to obtain automatically
from diverse implementation of blockchains. C3: The metrics used
for evaluating DoS attacks rely on runtime information, which
cannot be directly accessible. To capture these metrics, we need to
automatically instrument blockchains. However, the diversity of
blockchain implementation makes this task difficult.

To address the above challenges, we propose new techniques.
Specifically, to address C1, we introduce a transaction resource the-
ory that describes transaction operation and resource consumption
rules. Besides, we design a general model that specifies the behavior
of blockchain users, and defines the verification method for DoS
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Table 1: DoS weaknesses in nine blockchains

Weakness | Ethereum Tron RSK Klaytn EOS WAX BOSCore Telos Solana
SRD X X X X v 4 4 v X
FR X X X X X X v X X
MP X v 4 v X X X X X
RPCS v 4 4 v X X X X X

SRD (SCP Resource Drain): can be exploited to drain CPU/RAM resources in victim account. FR (Free
Resource): can be exploited to drain CPU resources in victim nodes at a lower cost, MP (Mispricing):
can be exploited to cause delays for victim nodes, RPCS (RPC Service): can be exploited to slow
down the block synchronization rate (X: weakness do not exist, v: weakness exists, v/: weakness
exists and was first discovered by us).

problems (§4). For addressing C2, we design an interactive process
that utilizes large language models (LLM) to analyze and capture
all needed information (§5.2). To address C3, we design a general-
purpose parser that supports various languages (e.g., Java, Go, C++,
and Rust) based on lexical analysis and syntax analysis. The parser
can locate the functions that process blocks and interpret for all

VM instructions, and insert probe to obtain runtime information

with corresponding language (§5.3).

We apply our approach to nine representative blockchains with
different architectures. Columns 2-4 of Table 2 show their technical
differences in terms of program language, contract language, and
the interval in generating new blocks. With extensive experimental
results, we obtained insightful findings (cf. Table 1). Based on Com-
mon Weakness Enumeration (CWE) [7], we dissected the design
issues of blockchain resource models that cause these weaknesses
(§7). At the time of writing, our findings have been reported to the
corresponding blockchain development teams.

In summary, we make the following contributions.

e We conduct the first systematic study for automatically uncover-
ing DoS weaknesses on diverse blockchains.

e We present the first formal verification tool for identifying DoS
weaknesses at the blockchain system level.

o We develop DoSDET, the first generalized attack synthesis frame-
work that automatically validate DoS weaknesses by synthesizing
corresponding attacks against the weaknesses.

e We conduct comprehensive evaluation for our approach on nine
distinct and representative blockchains. With extensive experi-
mental results, we reveal various DoS weaknesses, demonstrating
the effectiveness of our approach. We release our materials of
our work in https://github.com/sec-study-dev/dos-tool.

We refer readers to [18] for our full paper version with the appendix.

2 Background
2.1 Blockchain

Smart contract. Smart contracts are programs that define a set of
rules for governing associated funds, typically written in a Turing-
complete program language (e.g., Solidity) [43, 54]. After being
compiled into bytecode, smart contracts will be deployed to the
blockchain and executed by blockchain virtual machine (VM) ac-
cording to the predefined logic [56, 60, 62].

Blockchain virtual machine. A blockchain VM is a virtual state
machine that formally specifies blockchain’s execution model (i.e.,
how the system state is altered given a series of bytecode and a small
tuple of environmental data) [33, 57]. Different blockchains can
customize their VMs as needed. Appendix A provides the technical
differences between the various blockchain VMs.
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Table 2: The technical differences of the nine blockchains

Resource model

Blockchain | Program language Contract language | Block interval OR Process mode Tee bearer Tree quota Fee caloulation basis
Ethereum Go Solidity 15s Gas M1 Caller X
Tron Java Solidity 35 Bandwidth M2,M4 Caller 5000 bandwidth
Energy M2 Shared X Instruction price

RSK Java Solidity 3s Gas M1 Caller X
Klaytn Go Solidity 3s Gas M1 Caller X
EOS CPU M2 Caller X
WAX C++ C++ 0.5s NET M2 Caller X
Telos RAM M3 Caller X

CPU M2, M4 Caller 200000 ms Resource consumption
BOSCore C++ C++ 0.5s NET M2, M4 Caller 10 KB

RAM M3 Caller X
Solana Rust Rust 0.4s SOL M1 One signer & owner X Number of signatures

Note that in EOS, WAX, Telos and BOSCore there are two types of QR named CPU and RAM, which do not refer to the actual physical resources of CPU and RAM.

2.2 Resource Model

Resource type. There are two types of resources in blockchain. The
first is the resources of the physical node running the blockchain
(e.g., CPU, memory, IO), denoted as NR. The second is the custom
quantifiable resources (e.g., Gas in Ethereum) introduced by the
blockchain to characterize the consumption of NR during transac-
tion execution and used as a unit of transaction fee, denoted as QR.
Resource model. Since smart contracts are executed by VM em-
bedded in the blockchain client, this process consumes NR of each
node. To prevent NR misuse, the blockchain introduces transaction
fee, where any given fragment of programmable computation is
executed with the corresponding QR deducted from the transaction
fee bearer [61]. Specifically, current mainstream blockchains have
three transaction fee calculation rules: (i) Pricing custom instruc-
tions by accruing the cost of the instruction being executed. (ii)
Conversion based on the consumption of NR by the executed frag-
ment. (iii) Introducing multi-signature transactions and calculating
transaction fees based on the number of signatories.

For the acquisition and processing of QR, there are four types:
M1: Transactions directly consume the fee bearer’s native currency
based on a specified ratio of QR to native currency. M2: Accounts
get QR based on market prices by staking native currency, which
can be redeemed at any time and has a fixed redemption cycle.
The transaction consumes the QR of the fee bearer, and the con-
sumed part is automatically recovered within a certain period. M3:
Accounts purchase QR at market prices by using native currency.
Transactions will consume QR owned by the transaction fee bearer,
and such resources will not be automatically recovered after con-
sumption. M4: For blockchains with a free resource mechanism,
each account will be given a fixed amount of free QR, which will
be preferentially consumed during transactions.

Due to the difference in design, the transaction fee bearer in
a blockchain is one of the following four situations: (i) Caller of
the smart contract (i.e., Caller). (ii) Owner of smart contracts (i.e.,
Owner). (iii) Owner can set the proportion (0% - 100%) of the trans-
action fee it undertakes, and the rest is paid by the caller (i.e.,
Shared) [5]. (iv) The first signer of a multi-signature transaction.

Blockchain

network

Attacker node

Jbloc
Attack tx Tx/block
ropagation

Vidimnode  NR Y
Figure 2: Threat model of our work
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Differences in resource management mechanisms among the nine
blockchains are shown in columns 5-9 of Table 2, presented in terms
of QR names, resource processing modes, fee bearer, free resource
quotas, and rules for calculating the transaction fee.

2.3 Threat Model

Our threat model is depicted in Fig. 2. The attacking node can
possess multiple blockchain accounts, which can be used to sign
attack transactions to the victim. Depending on the type of resource
targeted by the attack, the attacker can exhaust the QR of the
victim account or the NR of the victim node to impair the normal
service of the victim at a low cost. The victim will then disseminate
transactions and blocks to the rest of the blockchain network.

3 Resource-related DoS weaknesses

This section describes the four DoS weaknesses and analyzes their
prerequisites. Our research focuses on discovering DoS weaknesses
tied to the native resource model. Therefore, other DoS attacks (e.g.,
network layer and consensus layer) are out of the scope of our work.
SCP Resource Drain Weakness (SRD). In blockchains repre-
sented by EOS, a contract is allowed to generate deferred transac-
tions to execute another contract via defer action (cf. Fig. 9, line 5).
Contracts can consume the contract owner’s QR (e.g., RAM, CPU)
to generate delayed transactions, but require the owner to grant
eosio. code permissions to it. Contract owners often grant to use
their resources for deferred transactions to facilitate the broad adop-
tion of their contracts. Attackers can exploit this weakness to dry
off the owner’s QR and cause its contracts to be unavailable [38]. De-
pending on the target consumed, attacks exploiting SRD can be clas-
sified as SCP CPU drain (CPUD) and RAM drain (RAMD) attacks.
Free Resource Weakness (FR). To attract more users to the
blockchain ecosystem, some blockchains have proposed a free re-
source mechanism. This allows users to pay for transactions in
priority when executing them through a fixed amount of free re-
sources gifted by the system. While this mechanism makes normal
users convenient, it also creates opportunities for malicious attack-
ers. We first discovered this weakness. Although the designers limit
the number of free resources to ensure security, they ignore the
power of free resources in combination with other attack methods.
The attackers can exploit this free resource mechanism to reduce
attack costs even to no cost and consume the victim’s QR.

Mispricing Weakness (MP). Blockchains represented by Ether-
eum calculate transaction fees through VM instructions contained
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in executed contracts [50]. Each instruction has a specific cost and
is expressed in its units (e.g., gas, energy), which are set by the
designers of the blockchain VM. However, through experiments,
Perez et al. have proven that the cost of instructions can potentially
be set too low compared to resource usage [50], meaning that
an attacker can invoke a contract containing massive amounts of
under-priced opcodes to waste many NR at low cost [21].

RPC Services Weakness (RPCS). The blockchain remote pro-
cedure call (RPC) service emerges as an intermediary that bridges
the two to enable distributed applications to interact with the
blockchain. However, the speculative smart contract execution in-
terface in the RPC service introduces a DoS vulnerability. The inter-
face is considered speculative because it can execute any smart con-
tract for free (e.g., eth_call() in Ethereum, TriggerSmartContract()
in Tron). Although such executions will only run locally on the
serving RPC node and will not propagate to other nodes, recent
work has shown that attacks targeting a single node can exhaust
the NR of a victim node with severe consequences. [40].
Weakness Prerequisites. We can observe that the above weak-
nesses are all related to some specific aspect of the blockchain
mechanisms, which are prerequisites for the weaknesses to exist.
We summarize these prerequisites as the basis for automated weak-
ness discovery by DoSDET (§5.2) and set our framework to detect only
those weaknesses with the prerequisites to reduce overhead (§5.4).
Specifically, for SRD, it requires the blockchain to have defer action
and eosio. code privilege (Psgrp). For FR, it requires the blockchain
to have a free resource mechanism (PrR). For MP, it requires the
blockchain to price opcodes and calculate transaction fees based
on all opcodes executed by the contract (Pprp). For RPCS, it re-
quires blockchain to support RPC services that include speculative
execution interface (Prpcs).

4 DoSVER

This section presents our formal tool for blockchain DoS attacks.
Unlike one-time program vulnerability exploits, successful DoS
attacks should cause prolonged service unavailability in real-time
systems, not just tolerable short interruptions [19]. Ignoring the
effect of time when assessing a real-time system’s susceptibility
to DoS attacks may lead to inaccurate results, and a robust veri-
fication model should consider the time factor [19]. Formalizing
a real-time system is challenging due to the need to model phys-
ical time progression and multiple concurrent processes [20]. To
address this, Olveczky et al. propose defining real-time systems
in rewriting logic as real-time rewriting theory, and demonstrate
the benefits of this approach [49]. Rewriting logic models com-
munication and concurrency abstractly, allowing customization of
execution strategies within the logic itself and transforming verifi-
cation goals into reachability problems. Compared to traditional
formal methods like Kronos [26] and UPPAAL [25], rewriting logic
is better suited to the execution system. Given an abstract property
the system should satisfy, it attempts to verify that situations exist
in the system execution that meet the given property. Kanovich
et al. further propose timed multiset rewriting (MSR), a language
framework for real-time rewrite logic, showing that symbolically
solving reachability problems based on it is PSPACE-complete [36].
Thus, we employ timed MSR in constructing DoSVER.
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4.1 Overview

To build a generic model, instead of modeling each blockchain or
resource model separately, we implement a parameterized model
by abstracting the inherent behavior of the blockchain system it-
self. By inputting different initial parameters, it can systematically
verify whether DoS attacks can succeed in scenarios with different
blockchain resource mechanisms and attack types. Specifically, we
model two aspects of the blockchain: transaction execution and
user behavior. (D For transactions, we define transaction specifica-
tions that model the execution process and resource consumption,
with each transaction altering the blockchain state (§4.3). @) For
users, we propose user models to describe the behavior of deploying
and invoking contracts through transactions. A user’s role can be
assigned as either an attacker or a victim (§4.4). The transaction
model and user model are compatible with various blockchains and
cover various resource models (§2.2) by specific input parameters.

In DoSVER, each user can initiate transactions independently.
Transactions execute in an environment with multiple users (both
attackers and victims), forming a labeled transformation system
via rewriting rules to simulate multi-transaction concurrency in
the blockchain. The DoS problem in blockchain is defined as a
trace reachability problem, and corresponding formal validation
goals are established based on different DoS attack objectives (§4.5).
As shown in Fig. 1, DoSVER accepts scenario parameter inputs to
instantiate a parameterized model into various blockchain mecha-
nisms and attacks. These include initial resource amounts, target
resources consumed by the attack (NR or QR), attack type, block
interval time, and resource recovery time (if automatic resource
recovery is present in the blockchain). Then, DoSVER creates attack
scenarios with any number of attackers, who can launch attacks of
varying strengths. For an attack scenario, DoSVER solves the trace
reachability problem. If there is a trace that satisfies the valida-
tion goal, it indicates the DoS attack can effectively impact the
blockchain system in this scenario. DoSVER incrementally increases
the number of attackers and adjusts their attack strengths to val-
idate the impact of different attack levels on the blockchain. For
scenarios where valid attacks are verified, DoSVER outputs the num-
ber of attackers and attack strengths corresponding to the scenarios,
guiding DoSDET to generate the corresponding actual attacks (§5.5).

4.2 Model Related Definitions

This section introduces the relevant concepts involved in our formal-
ization. In DoSVER, the state of the blockchain system encompasses
users’ internal states, node resources, transactions’ internal state,
and messages. The system state, described as a configuration, is
represented by a set of timestamp facts. The timestamp facts are of
the form F@T, where F is a fact taking a fixed number of terms as
parameters, and T is a non-negative real number called a timestamp.
A special predicate symbol Time with zero arity (i.e., no parameters)
indicates the global time and appears only once in a configuration.
Transaction execution and user actions are specified as multiset
rewrite rules, which define the transitions between configurations.
Rewrite rules. The rules are divided into advancement and instan-
taneous rules, depending on their impact on the system. (D Ad-
vancement rules advance the global time in the form of Time@T —
Time@(T + ¢), where ¢ is a positive value. (2) Instantaneous rules
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modify facts in the configuration other than global time in the form

of L =R R, where L/R is a set of facts representing premises/conclu-
sions, respectively, and C is a set of time constraints representing
action guards. An instantaneous rule applies to a given ground state
configuration S if there is a ground substitution o such that Lo € S
and Co is true. The resulting configuration 8’ = (S/L) U Ro. The
instance of the applied rule r rewrites the configuration S as S’
noted as the one-step relation S —, S’.
Trace. For a given set of rules R, we specify that the trace is a
sequence of configurations starting from Sy i.e., So —, S1 —
-, Spsuch that 0 < i < n—1,r; € R In our rewrite logic,
rewrite rules are time-robust [52], namely: i) In any given state, an
advancement rule can advance time by an arbitrary amount up to a
specific time instant. ii) An instantaneous rule can be applied only
if there is time advancement in the system. Thus, the interleaving
of all traces can cover the entire time-following state space of the
system. More intuitively, by specifying the set of traces, the trans-
formation system simulates all possible sequences of events [35].
Therefore, developing a suitable goal configuration and per-
forming a trace search can verify whether certain events we are
concerned about will occur. The verification goal is specified in a
fragment of the first-order logic represented as a trace. However,
the number of traces covering all cases is immense, and it is labo-
rious and pointless to focus on all possible traces. Besides, since
rules can be applied automatically in an uncertain way in transition
system, there can be traces indicating transactional misbehavior.
To reduce the search space, we additionally introduce uncritical
configuration. The uncritical configuration is used to exclude all
the traces that are not relevant to our validation goal. We provide
the definitions of uncritical and goal configurations below.

Definition 4.1 (Uncritical/Goal Configurations.). An uncrit-
ical (resp. goal) configuration is specified by an uncritical config-
uration specification US (resp. goal GS) which is a set of pairs
(F1,C1), - ., {Fn, Cn), where F; is a set of timestamp facts and C;
is the time constraint associated with the facts. A configuration S
is an uncritical configuration w.r.t. US (resp. a goal configuration
w.rt. GS) if for 1 < i < n, there is a grounding substitution, o, such
that ;0 € S and C;jo evaluates to true.

We define a trace as critical when its decomposition by global
time progression yields all sub-traces without uncritical configu-
rations. For example, for a uncritical configuration specification
({Time@T,F@T1},{Ts = T}), the trace [Time@1, F@2] —,
[Time@3, F@2] will be considered critical because it does not con-
tain any uncritical configurations. But trace [Time@1, F@2] —,
[Time@2, F@2] —, [Time@3, F@2] will not be considered
critical because it contains uncritical configurations {Time@2 =
F@2}. By customizing the uncritical configurations that apply to
blockchain transactions (rf. §4.3), DoSVER can focus only on crit-
ical traces to avoid the interference of irrelevant traces and re-
duce search overhead. Next, we detail the first-order type alphabet
needed to elaborate our formalism.

Resource. We define NR and QR as arrays R and r, respectively,
consisting of natural number items whose number of items is spe-
cific to different blockchain resource models. Each transaction tx is
associated with an NR consumption R;x and a QR consumption ryx,
representing the resources required to execute tx. Considering the
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shared cost bearing introduced in §2.2 and the fact that a blockchain
satisfying Psgp can consume contract owner resources through
transactions, we consider an rs as consisting of r. and r,, which
represent the number of resources consumed by the contract caller
and the contract owner, respectively, during the transaction. In
addition, the initial resources of the blockchain node and the user
are denoted as Rjn; and rip;, respectively.

Predicates. The global time predicate Time. The fact S;(tx, R, ¢;q),
where 0 < i < n, specifies the n + 1 transaction states for trans-
action tx. R denotes the NR that needs to be allocated during the
maintenance of normal execution of tx. The c;; denotes the con-
tract associated with this transaction, and if tx is a transaction
that creates a contract, ¢;4 is recorded as @ before the contract
is deployed, and the timestamp ¢ of S; denotes that tx is in state
S; until moment ¢. The fact User(id, r)@t denotes that user id /
the initiator of transaction id has r resources available at time ¢ is
available. Owner(c;4, r) @t denotes that the owner of the contract
c;q has r resources available at time ¢. Node(R) @t denotes that the
blockchain node has R node resources available at time t. The fact
N(m)@t denotes that the message m is available for reception in
the transaction from moment ¢. The fact M(id, m) @t denotes that
the user id knows the message m at moment t. Av(tx)@t, Bl(tx) @t
and Rej(tx) @t represent the transaction tx is available or blocked
or rejected from from moment ¢, respectively. Rec(id, t) @t denotes
that the attacker id can recover r resources at moment ¢.

4.3 Transaction Specifications

We first build a generic model for transactions that is capable of
describing how transactions are processed in blockchains with dif-
ferent resource models. To this end, we extract knowledge from
various transaction management mechanisms and define a trans-
action resource theory that formalizes the transaction process and
resource consumption. To the best of our knowledge, it applies to
all current mainstream blockchains.

Definition 4.2 (Transaction R7"). For a tx, its transaction re-
source theory (transaction R7") is specified by three state predicates
So, S1, S2, and three rules, i.e., transaction execution, transaction
terminated and transaction availability rules.

In the definition, So: the state upon initiation of the contract
creation transaction, S: either the state upon completion of the
contract creation or upon completion of the transaction calling
the contract, and Sy: the state upon initiation of the transaction
calling the contract. The transaction termination rule establishes
that a transaction ceases to execute when the transaction fee bearer
cannot cover the fee. The transaction availability rules indicate
that transactions are blocked when node resources are inadequate
and become available once resources are sufficient. We show the
transaction execution rules in Fig. 3 and the other two rules and con-
siderations of operational semantics are detailed in Appendix B.1.

Rules CRE, INV, and EXE specify the transitions between the
states as described above. CRE reflects the process by which users
deploy new contracts. INV reflects that the user initiates a transac-
tion to invoke the contract. EXE reflects the completion of the trans-
action of invoking the contract. Appendix B.2 provides concretized
examples of transaction execution rules to aid understanding.
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Time@T

So(£%, Rex, @) @T, Time@T

CRE: |User(tx,r +rix)@T, f=T 3eiq. S51(4%, Rex, ¢ia) @(T + 6)
Node(R+Ryx)@T; | 213 Ta<T User(tx,r)@T
N(CRE)@T, Node(R)@T
Time@T Time@T
INV: 5185);1(?;;: :l)d@;Y@ng T 2T S2(tx, Rex, ¢ia) @(T + 6)
Node(R)@T; Ty, T3, Ty <T User(tx,r)@T
N(INV)@T: Node(R)@T
Time@T Time@T
So(tx, Rex, € Ti
Uzs(er(tx,t:+lr:i;%7“; T >T S1(¢x, Rex, cia)@(T +6)
EXE: | Owner(tx, 1 +ro) @T5 Ty Ty To<T User(tx,r)@T
Node(R)@Ts e Owner(tx,r)@T
N(EXE)@T; Node(R + Rix)@T

Figure 3: Transaction Execution Rules

As stated in §4.2, the interleaving of all traces generated by the
rewrite rule can cover any situation, which guarantees that applying
our transaction R7" can characterize the correct execution of any
transaction tx in any situation as expected. However, in addition to
the expected execution, there will be extraneous redundant traces,
and an uncertain application of the rules may generate traces repre-
senting transaction misbehavior. To refuse the waste of validation
search capabilities for such traces, we define the following transac-
tion uncritical configuration specification applicable to blockchain
systems based on a basic definition of uncritical configurations
(Definition 4.1) to focus our attention on critical traces.

Definition 4.3 (Transaction US). The transaction uncritical
configuration specification (transaction US) for a given transac-
tion theory of transaction tx, consisting of four types of uncritical
configuration specifications:
o Terminated US:forall0 <i<n
({Time@T, S; (tx, Rtx, cia) @Ty, User(tx,rc —r)@T}, {Th > T.T, < T});
({Time@T, S; (tx, Rix, cia) @T1, Owner(tx,1ro — r)@T2}, {Ty > T, T, < T});
® Rejected US:
({Node(Rex ) @T1, Av(tx) @2}, {Th < T3} );
o Available US:
({Node(Rix)@Ty, BI(tx) @T2 }. {Ty < T} );
o Creatable US:
({User(tx, rc) @Th, Owner (tx,70) @13, Rej (tx) @T3 }, {Th < T3, T < T3} )

Terminated US specifies that the configuration that represents
a terminated transaction is uncritical. Rejected US specifies that
configurations are uncritical if a transaction is considered available
when its resources have been exhausted. Available S dictates that
transactions should not be blocked at any time when NR is suffi-
cient. Creatable US specifies that transactions must be successfully
created whenever QR is sufficient. Appendix B.3 demonstrates the
impact of the absence of the above transaction US. By applying
transaction US, DoSVER can exclude all irrelevant or misbehavioral
traces and only need to focus on critical traces. Next, based on
transaction R7 and transaction US, we provide a formalism for
transactions in the blockchain.

Definition 4.4 (Transaction). Formally, a transaction is a triplet
T = (tx,RT, US) where:

® tx is a unique identification symbol;

® RT is a set of transaction R7™ involving only tx;
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o US is a set of transaction US corresponding to RT .

The sets of transaction state predicates of different transaction
theories are disjoint. Therefore, multiple transactions can be initi-
ated at the same time in our model to satisfy the highly concurrent
nature of blockchain systems. When quantifying NR, storage re-
sources are quantified as positive numbers, while computational
resources are represented as a percentage of available CPU. Each
operation consumes resources for a given time.

4.4 Specifying User Model

To model users, we first normalize user behavior. Intuitively, a
user can freely create or invoke contracts as long as his QR is
sufficient. For generality, we introduce a consideration of the QR
recovery mechanism and formalize the user behavior rules in Fig. 4.
Each rule has an associated cost specified by the COST function,
which returns a triplet (dt, 8¢, 8, ), where 7 is the time to execute
the transaction; §, represents the number of QR consumed by the
transaction, which becomes available again after §; units of time.
Specifically, a user advances a transaction by receiving and send-
ing a message reflecting each decomposition rule of the transaction
execution rules. The DEP/CALL rules describe the action of con-
tract creation/call by users. Transactions initiated by the above user
actions are processed according to the corresponding transaction
execution rules in the transaction R7 and are constrained by the
transaction termination rule and the transaction availability rule
(cf. §4.3). RES rule represents the recovery of consumed resources.
This rule only applies to blockchains with a resource recovery
mechanism, i.e., where the scenario parameters input to the DoSVER
include a resource recovery time. We then define blockchain users.

Definition 4.5 (User). A blockchain user U, consists of a unique
identification symbol U, an initial resource rg”., a finite set M =
{M(U, m1)@0,...,M(U, m,)@0} of M facts specifying user’s ini-
tial knowledge base and definitions of each rule given in Fig.4.

Users in different blockchains are specified by setting different
COSTR functions. For example, COSTR (C, U) = (o7, [r1, 2], [t1, o0])
means that executing transactions in a blockchain consumes two
QRs, r; and ry, in which the consumed r; will be recovered after
t1, while rp will not be recovered. Furthermore, by specifying role
attributes for the user model, we can create any number of attackers
A1, ..., Ay and victims Wi, ...,V in DoSVER.

Action Rules:
Time@T
T>T, [M(U,INV)@(T + 87)
User(U,r)@T
Rec(U,r)@(T + ;)

where COSTpgp (U, CRE) = (87, 8¢, 6r)

Time@T
M(U,CRE)@Ty
User(U,r + 6,)@T:

DEP:

Time@T
Time@T o7, |MU.EXE)@(T +57)
CALL: | M(U,INV)@T; | —5 M(U,INV)@T
User(U,r + 6,)@T> User(U,r)@T

Rec(U, 8, )@(T + &;)
where COSTcarr (U, INV) = (87, 8:,8,)

Resource Recovery Rules:
Time@T
User(U,r)@Ty
Rec(U, 6,) @T;

T>T,
—_—

Time@T

RES: User(U,r + 6,)@T

Figure 4: User Specification Rules
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4.5 DoS Problem

To verify that the DoS attack is successful, we first define the
blockchain DoS problem. The purpose of a DoS attack in the block-
chain is to exhaust the target’s NR or QR, thereby rendering the
blockchain system incapable of serving normal users. Moreover,
a valid DoS attack should cause prolonged service unavailability
rather than short interruptions that can be tolerated [19]. We for-
mulate DoS attacks in our model based on these concepts. When
the node’s NR or victim’s QR is exhausted for some duration (A),
the DoS attack on the blockchain is successful.

Specifically, a victim can be determined to be subject to a valid
DoS attack initiated by attackers by searching for critical traces
of the form: Sy —» 81 — --- - Sitm — - — Sy,
where Sy is the initial configuration of the verification scenario, the
global time ¢; of configuration S; and the global time ¢;4,, of config-
uration Sji, such that tjy,; — t; > A, and that for victim initiated
transaction tx, its NR or QR in all configurations between S; and
Si+m are less than Ry or ryx. To facilitate the illustration of our
model, we set the verification scenario to contain only one victim.

=8 -

Definition 4.6 (Verification Scenario). Formally, a verification
scenario in blockchain system is a seven-tuple V = (@, ¥, V, A, 7S¢,
GSv, USv) where:

o @ is a finite set of transactions 77, . .., 7, (see §4.3);

e ¥ is a finite set of attacker Aq, ..., Ap;

e V is a victim user;

e A € N specifies the minimal duration which represent a successful
DoS attack;

® I S« is the initial configuration of V;

® GS« is the goal configuration of V;

e US4, is a union consisting of all uncritical configuration specifi-
cations of all transactions 7;.

In this definition, 7S, containing exactly the following timed
facts, for 1 < i < m: (1) Time@0, specifying that the initial global
time is 0; (2) User(A;, rl.f:l"i)@O represents the initial state of the
attacker A;; (3) R(V, ri‘; ;)@0 represents the initial state of the vic-
tim V; (4) Node(R;jpni) @0, where Rj,; is the maximal resource of
the blockchain node; (5)M;, the initial knowledge base of A;. In
addition to, due to the different types of resources that the four DoS
attacks we focus on consume victims, GS«, comes in two forms.
More precisely, for attacks targeting the victim QR (SRD and FR):

GSv = {{{Time@T,Rej(tx;) @T1 },{T > T1 + A})},
and for attacks targeting the victim NR (MP and RPCS):
GSy = {{({Time@T, Bl(tx;)@T1 },{T > Ty + A})}.
where 1 < i < n, and tx; is the unique identification symbol of

some 77 related to V.

Lemma 4.1. Blockchain DoS problem is an instance of the critical
trace reachability problem in the verification scenario.

We provide the proof of Lemma 4.1 in Appendix C. This lemma
indicates that the blockchain DoS problem can be successfully trans-
formed into a scenario-specific trace reachability problem, and solv-
ing such problems based on rewrite logic is PSPACE-complete [36].
Therefore, we can define the blockchain DoS problem as follows.

Definition 4.7 (Blockchain DoS problem). Let V be a verifica-
tion scenario. The blockchain DoS problem is to determine whether
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Figure 5: Overview of DoSDET

there is a critical trace w.r.t. U S from S+, to a goal configuration
w.rt. GS.

By simply instantiating “V, DoSVER can reason about various
resource-related DoS problems under different attack scenarios. We
set a validation time of up to 10 minutes for DoSVER, and when a time-
out or failure occurs, DoSVER automatically increases the number of
attackers and attack strength to detect stronger attack scenarios.

Example. We use an example to demonstrate the verification of
RPCS in Ethereum. Since the RPCS attack does not consume QR, all
parameters related to QR are specified as 0. Ether has no resource
recovery mechanism, so there is no need to enter the relevant pa-
rameters. In the verification scenario, we set the initial resource
of the blockchain node R;;=100, which is the target resource con-
sumed by the RPCS attack. Attackers knows the information from
the transaction resource theory, i.e., the set of timed facts:

M ={M(A, CRE)@0.0, M(A, INV)@0.0, M(A, EXE)@0.0}.

Thus, the initial configuration is:
MU { Time@0, User(A, 0) @0, Node (100) @0, Av(tx) @0}.

The goal configuration is shown in §4.5. We set the DoS attack
is successful when transactions continue to be unavailable for 5
blocks. Therefore, by inputting the block interval of Ethereum (cf.
Table 2), the goal configuration for RPCS in Ethereum is:

GSy = {{({Time@T, Bl(tx;)@T1 },{T > Ty +60})}.

After determining the initial and goal configurations based on
the input parameters, DoSVER creates an attack scenario with multi-
ple attackers and a victim. The attackers simulate transactions to
create the attack contract using the DEP action and to invoke the
attack contract using the CALL action continuously (§4.4). DoSVER
adjusts the number of attackers and the strength of their attacks
to verify multiple scenarios. Transactions are processed based on
the transaction R7". After applying all transaction US to exclude
irrelevant traces, DoSVER searches for traces that satisfy the goal
configuration among the remaining critical traces (§4.3). If such
a trace exists, it indicates that the DoS attack effectively impacts
the system in this scenario. DoSVER then outputs the corresponding
number of attackers and attack strength.

5 DoSDET

5.1 Overview

To realize a generic automated attack synthesis process, DoSDET in-
cludes four key components (cf. Fig. 5). Step (D): Info Collector gathers
information on blockchain control commands and weakness pre-
requisites through a question-answer (QA) interaction with Chat-
GPT [10]. Step (2): Probe Inserter inserts probes into the blockchain
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VM with Ppp, which records essential runtime information, and
compiles the source code with completed or without probe insertion
to build the blockchain client. Step (3): Contract Builder generates
attack contracts that exploit weaknesses. Step (4): Attack Detector
constructs an attack scenario based on the output of DoSVER and
launches an attack using the generated contract. It verifies the ex-
istence of weaknesses by measuring the impact of the attack and
finally outputs a threat report.

5.2 Step »: Info Collector

To automatically generate contracts to exploit weaknesses and
launch attacks, DoSDET needs to know the contract language of tar-
get blockchains and manipulate the client using control commands.
Besides, each weakness has a corresponding prerequisite, and mean-
ingless overhead can be avoided if specific prerequisites can be
identified from the blockchain design ahead of time, and attack syn-
thesis can be performed only for the weaknesses corresponding to
them (§3). Therefore, as a precondition for implementing an attack
synthesis framework, we need to obtain answers to 3 questions: @
What is the contract language supported by the target blockchain?
 Does the target blockchain satisfy some attack prerequisites?
® How can we extract various blockchain control commands and
transform them into a form to be exploited in real time?

However, answering the above questions is challenging because
their answers are distributed across a variety of mediums, including
blockchain documents and websites. These mediums have different
styles, making manual analysis inefficient and error-prone. Espe-
cially when working on a new blockchain, even professional re-
searchers may encounter problems and spend a lot of time solving
them. Inspired by the ability of LLM to parse these human-readable
contents efficiently, we design promotion strategies for QA interac-
tions with ChatGPT (currently the best overall performing LLM) to
achieve efficient automated information extraction.

Due to its strong advanced reasoning capabilities, ChatGPT is
very accurate in answering simple deterministic questions such as
@ and . However, ChatGPT’s output has an inherent randomness
when faced with complex questions like @, and thus, relying en-
tirely on its output will have a high error rate. This problem can usu-
ally be overcome by pre-training, but this approach only improves
ChatGPT’s accuracy when parsing problems with high correlation
to the train dataset, which is not in line with our aim of supporting
various blockchains. Therefore, we design a problem decomposition
method to decompose @ into two simpler deterministic problems of
command parameter type determination and parameter matching.

Specifically, for @ and @, we directly ask ChatGPT to answer
them. For @, we first ask ChatGPT to find out all the parameter
types of a specific command for the target blockchain, and then ask
it to find out a usable command example, ensure the correctness of
the command and its format, and obtain the command template by
matching and replacing the parameter types with the correspond-
ing variables in the example. The subsequent process of DoSDET can
use this command by changing the parameter type in the command
template to real-time values. Fig. 6 shows the prompts for @, the
prompts for @ and @, and all the information Info Collector can
gather as shown in Appendix D. To maximize accuracy, we adopt
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System: You are a blockchain expert. You will be asked questions
related to blockchain mechanisms. You can mimic the
answers to these questions five times in the background
and provide me with the most frequent answers. In addition
, please strictly adhere to the output format specified in
the questions and do not explain your answers.

Question ®

Please list the parameter types of [%Command Type%] for
[%Blockchain Type%] and organize the results into an array
format .

Answer: [%Parameter Types%]

Find an available [%Command Type%] and replace the corresponding
value in the command with the appropriate type based on
the parameter type in [%Parameter Types%] and output the
result as a template.

Figure 6: Prompt for question ©®

the "mimic-in-the-background" prompt approach [55]. We mini-
mize the error rate by instructing the model to mimic answering the
question five times in the background and providing the most fre-
quent answers. In this way, the Info Collector enables a generalized
information extraction process without pre-training. In addition,
considering that for some less-used blockchains, LLM may be in-
accurate due to insufficient learning samples, we additionally add
a manual parameter input option to Info Collector to enhance the
reliability of DoSDET applied to less-used blockchains.

5.3 Step @: Probe Inserter

The metric for evaluating MP requires recording the block execution
time (§5.5). To construct contracts for MP on-demand(§5.4), DoSDET
needs to collect the ratio of CPU, Memory, IO resources to execution
cost (i.e., t/c ratio, m/c ratio, io/c ratio) for each instruction. Hence,
Probe Inserter needs to insert probes into block handler and all VM
instruction interpreters to collect the information. To do this, Probe
Inserter first converts different source codes into a generic Token
stream suitable by lexical analysis, and then constructs an Abstract
Syntax Tree (AST) based on predefined syntax rules. Finally, Probe
Inserter locates the target function by locating subtrees with block
handling and instruction interpretation semantics.

Converting source codes to Token stream. We analyzed vari-
ous blockchain source codes for function naming and designed a
common set of Token by combining the language features of Java,
C++, Golang and Rust. We implement our lexical analyzer based on
Flex[39], which contains a set of rules, each containing a regular
expression pattern and an action. More than the general lexical
analysis rules, we pay extra attention to the sequence of charac-
ters that may indicate the name of the target function and record
the position of all keywords that may indicate the beginning and
end of the target segment through the yylineno variable in Flex.
We present our positioning process as an example of an ADD in-
terpreter in RSK (Fig. 7(a) to (b)). The function doADD is converted
to ADD Token. The outermost left/right braces that are checked by
returnLbrace()/returnRbrace() as immediately adjacent to ADD are
converted to LB/RB with positional information. Other characters
are converted according to general rules.

Converting Token stream to AST. To mine semantic information
from the Token stream, we implement a parser that generates ASTs
using BNF [39] custom grammar rules. For blockchains developed
in Java, C++, Golang, and Rust, we identify a fixed pattern for their
block handlers and VM instruction interpreters, with the former
being an independent function and the latter in the form of either
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add_|
- //define all single opcode
protected void doADD() { (doop)*add|ADD  { return ADD; }
spendOpCodeGas|(); -

{ yylval = yylineno; return COLON; }
{ yylval = yylineno; returnLbrace(); }
{yylval = yylineno; returnRbrace(); }
{return LP; }

{return RP; }

\n return CR;

while return;

It returnIF;

case  return CASE;

brake {yylval = yylineno; return BRAKE; }
protected| public| private return MODI;

DataWord word1 = program.stackPop();
DataWord word2 = program.stackPop();

if (isLogEnabled) {
hint = wordl.value() + " +" +
word2.value();
}

body

stater

program.stackPush(word1.add(word2), stater

program.step();

Tokens

[a-2A-Z][a-2A-20-9_-]* { return WORD; }

inter

paras

ments

ment

add_decl body { getRes(yyin, op,
star,end); }

CASE ADD COLON body { getRes(yyin,
op,star, end); }

CASE ADD COLON statements {
getRes(yyin, op, star, end); }

LP WORD

paras WORD

paras RP

paras paras ;

LB statements

body RB;

statement

statements statement;

expr

add_delc body

A N N

Mol ) (worp ) (ADD ) ' paras LB | statements | RP

/\/[\

assign P ) | RP) expr assign assign
if
while

if expr expr

(a) Interpreter of ADD
instruction in RSK

(b) Lexer snippet

(c) Parser snippet

(d) ADD interpreter subtree in AST

Figure 7: Locate ADD instruction interpreter

an independent function or a switch-case structure. This result pro-
vides the basis for us to obtain the target subtree structure. Taking
the ADD interpreter in RSK as an example. The parser shown in Fig.
7(c) reduces the Token stream as an AST, and then Probe Inserter
locates the ADD interpreter by finding the subtree shown in Fig. 7(d),
where assignment statement assign, equation statement expr, etc.
are reduced according to universal rules. When the target subtree
is found, Probe Inserter can find the location of the target function
via the yylineno variable and insert a probe to capture runtime
information via the probe insertion algorithm in Appendix E. Probe
Inserter is currently applicable to most mainstream blockchains, as
most of them are written in the four languages mentioned above.

5.4 Step 3®: Contract Builder

Contract Builder can construct attack contracts for DoS weaknesses.
Contract Builder currently supports Solidity, C++ and Rust. To ensure
the practicality of the attack contract, Contract Builder constructs
contracts conforming to the appropriate attack patterns for SRD,
FR and RPCS based on the template, and constructs contracts that
repeat a single instruction for MP based on data dependency. All at-
tack contracts contain an attack function with a payload parameter
to facilitate setting the number of cycles of the attack action based
on the attack strength output by DoSVER (e.g., line 2 of Fig. 11).
Contract generation based on templates. Based on the existing
research [38, 40] and our previous experiments, we have concluded
the practical attack behavior patterns for SRD, FR and RPCS, and
designed corresponding templates.

® SRD: Contracts exploiting SRD (CPUD/RAMD) weaknesses have
a victim operation (VA) (cf. Fig. 9/Appendix J), which generates
delayed transactions via deferred actions to consume the CPU/RAM
of the smart contract provider [38]. An attacker can carry out an
attack by calling VA multiple times.

o FR: A reasonable way to exploit the free resource weakness is
to enhance the RAMD attack. So for FR, DoSDET reuses the attack
contract for the RAMD weakness (cf. Appendix J).

o RPCS: An effective way to exploit the RPCS is to consume the
node’s CPU by calling contracts containing massive hash computa-
tions (cf. Fig. 11) through speculative contract execution [40], so
DoSDET builds such contracts for RPCS.

Contract generation based on instruction data dependency.
According to existing research, an effective way to exploit the MP
weakness is to invoke a contract that contains a large number of
underpriced instructions [50], so DoSDET constructs inline assembly
contracts for UP that repeat a single instruction. For instructions
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whose return results can be used as their own parameters, we de-
sign multiple nesting methods for them, and for other instructions,
we design them to execute multiple times in parallel in one loop.
Since the operational targets of different instructions are differ-
ent, the key is to prepare an appropriate runtime environment to
meet the data dependencies of different instructions. In addition
to instructions that require information from the VM (e.g., block
number) to directly interact with the private chain, constructing
the contract considers the following three cases:

o If the instruction manipulates the stack/memory/storage, DoSDET
adds assignment/MSTORE/SSTORE operations to the attack contract
to generate data at the corresponding location. The assignment
operations push data to the stack, and MSTORE/SSTORE write data to
the specified location of memory/storage, respectively.

o If the instruction requires information related to the smart con-
tract (e.g., contract address), DoSDET generates a simple read/write
as an auxiliary contract and uses it as a target.

o If the instruction needs to interact with another account, we
consider the following three cases. First, if the target account does
not exist, no special preparation is required. Second, if the target
account is EOA, DoSDET generates one using the account command.
Third, if the target account is a smart contract, DoSDET designates it
as an auxiliary contract.

On-demand contract generation. Recall that Step (1) identifies
various weakness prerequisites, so Step @ only needs to construct
contracts for the weaknesses corresponding to the identified prereq-
uisites to reduce overhead. Moreover, intuitively, for attacks against
MP weaknesses, the underpricing degree (resource consumption
per unit time) of the exploited instructions is positively correlated
with the effectiveness of the attack. Therefore, there is no need to
build attack contracts for each instruction. For this, Contract Builder
synchronizes the mainnet to replay a sufficient number of transac-
tions and collects the three metrics of t/c, m/c, and io/c ratio for
each instruction in the real case through the probe. It constructs
contracts by comparing these three metrics across all instructions
and selecting the two highest instructions in each metric.

5.5 Step @: Attack Detector

Attack Detector creates the appropriate number of attackers and ad-
justs the attack strength by modifying the playload parameter in
the attack contract based on the output of DoSVER. By launching
attacks against the corresponding weaknesses and collecting the
corresponding evaluation metrics, DoSDET can evaluate the actual
impact of each attack on the blockchain and determine the existence
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of weaknesses. Rather than simply outputting whether a weakness
exists, DoSDET output provides details of the attack process for fur-
ther analysis. Due to the differences in the characteristics of the four
weaknesses, we formulate different evaluation metrics for them and
detail the simulation attack steps for each weakness in Appendix F.
SRD attack. We adopted the detection metric in [38]. For the CPUD
weakness, we use the ratio of CPU consumed by the victim to the
attacker during the attack to evaluate the effect of the attack. If this
ratio is greater than 1, it means that the CPU usage of the victim is
greater than that of the attacker, which means that a CPUD weakness
exists and the weakness severity is positively related to the ratio.
For RAMD weakness, we focus on whether attackers can exploit
recoverable CPU to drain the victim’s unrecoverable RAM.

FR attack. If attackers can consume a large amount of the victim’s
non-free resources using only the free CPU given by the system, we
consider that the blockchain has FR.

MP attack. Inspired by [50], we measure the impact of this at-
tack in terms of the execution time of blocks filled with MP attack
transactions. Each blockchain node re-executes and verifies a new
block when it is received. As shown in Table 2, each blockchain
has a certain interval for new block generation. If the execution
time of a block filled with attack transactions is longer than the block
generation interval, nodes subjected to such a block will be too busy
with validation to synchronize the new block, resulting in a system
slowdown. In this case, we consider that the blockchain exists MP.
RPCS attack. Referring to the criteria in [40], we use the degree
of block synchronization slowdown of a local full node during the
attack to evaluate the effect of the RPC attack. If the synchronization
rate of the victim node slows down by more than 20%, we consider that
the blockchain has RPCS. In addition, we describe how to circumvent
the protection mechanism of the RPC service in the Appendix G.

5.6 Extensibility

In our design, Info Collector performs linguistic analysis tasks by
interacting with ChatGPT. Attack Detector performs a fixed number
of simulation attack steps, and the steps are specific to the target
weakness rather than the blockchain. Thus, the work of these two
components is loosely coupled to the specific blockchain design,
and no modification of these two components is required when
extending to other blockchains.

Probe Inserter takes as input the source code with Pysp and out-
puts the modified code. Contract Builder takes contract language
information and weakness type as input and constructs the corre-
sponding attack contract. Thus, the work of these two components
is tightly coupled to the specific blockchain design. When extend-
ing to a blockchain where the source code or the smart contract
language is new, new rules need to be introduced manually to both
components at once. In practice, however, the programming lan-
guages we support now cover the vast majority of mainstream
blockchains. For the top 20 blockchains with the highest market
share [4], the existing framework is able to support 17 of them.

6 Evaluation

We implement DoSVER in Maude [12] by 3,163 lines of codes and
DoSDET by 4,213 lines of Python codes. Maude is a widely used
tool for rewriting logic [19, 35, 52]. It provides diverse functional
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Figure 8: EOS CPUD weakness automated verification

modules and supports custom extensions that allow us to encode
the semantics of DoSVER’s rewrite logic into executable programs.
Additionally, Maude provides explicit state analysis methods to
observe and verify that the system is executing as expected [48].
After inputting the required parameters of DoSVER, it automatically
applies our rewrite rules and output the number of attackers and
attack strength of the corresponding attack scenario after success-
fully verifying a valid DoS attack. Since our rewriting logic is time
robust and describes the state at any given moment, the constructed
model can fully encompass any possible situation [52]. Checking
with this model allows all traces to be searched with enough time,
greatly reducing false negatives and positives [35]. However, in
the implementation, we impose a 10-minute upper limit for the
checking time to ensure the detection efficiency, which may lead to
false positives (FP) and false negatives (FN) due to timeout. In the
later evaluation, we analyze the FP and FN of DoSVER. Appendix H
details the implementation and how payload parameter of the at-
tack contract in DoSDET is guided based on the output of DoSVER. Our
experiments are driven by four research questions. RQ1: How is
the performance of DoSVER in analyzing potential DoS weaknesses
(§6.2)? RQ2: How is the performance of DoSDET in verifying and dis-
covering DoS weaknesses (§6.3)? RQ3: Does DoSVER suffer from FP
and FN (§6.4)? RQ4: What is the overhead of our approach (§6.5)?

6.1 Setup

To fully evaluate the generalizability and effectiveness of our ap-
proach, we categorized mainstream blockchains based on the re-
source model design and chose top-ranked representatives by mar-
ket capitalization at the time of writing among the various cate-
gories [17], a total of nine blockchains: Ethereum, EOS, Tron, RSK,
Klaytn, WAX, BOSCore, Telos, and Solana. To meet the hardware
configuration requirements of various blockchains [9, 11, 14-16],
we experimented on servers equipped with 16-core Intel Xeon Gold
5218R CPU, 2 TB SSD, and 24 GB RAM. To avoid jeopardizing the
mainnet and other test blockchain networks, we conduct attack im-
pact assessment experiments on the private chain. The evaluation
metrics for each weakness are described in §5.5.

6.2 RQ1: Performance of posver

To reflect the level of impact of an attack in the formal model, we
extract the global time forward amount from the searched traces,
which is a value that reflects the moment of success of a DoS attack.
This means that for an attack scenario, if a global time forward can
be extracted, it indicates the presence of a potential DoS weakness,
and vice versa, it indicates that an effective DoS attack cannot be
performed in this scenario. For a more detailed evaluation, we use
DoSVER to analyze attack scenarios formed by interleaving three
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Table 3: Detection results of DoSVER

Global Time Forward Global Time Forward
Blockchain | Attackers | Weakness Attack strength Weakness Attack strength
Lvl | Lv2 Lv3 Lvl | Lv2 Lv3
30 X 125 74 162 | 106 71
EOS 50 X 79 42 94 62 39
100 100 55 28 78 36 13
30 X X 105 X 125 79
WAX 50 X X 41 128 92 43
100 X X 23 93 46 24
30 CPUD X 153 78 RAMD X 123 68
Telos 50 122 74 39 116 79 38
100 84 47 20 84 41 17
30 X X 97 X X 71
BOSCore 50 X X 42 137 87 39
100 X 44 19 95 48 22
30 X X X X X X
Ethereum 50 X X X X X X
100 152 | 124 67 X X X
30 X X X X X X
Tron 50 X X 136 X 126 46
100 141 | 107 71 169 71 24
30 X X X Mp X X X
RSK 50 RPCS X X X X 92 39
100 X 177 95 147 61 22
30 X X X X X X
Klaytn 50 X X 117 X X 46
100 161 | 129 62 157 62 27
30 X X X - - -
Solana 50 X X X
100 X X X
30 184 | 126 72
BOSCore 50 FR 104 58 29
100 61 29 13

X indicates no potential weaknesses. - indicates the false negatives of the DOSVER analyzed in §6.4.

different levels of strength and three different numbers of attackers,
where the execution times of level 1, level 2, and level 3 attacks are
0.1, 0.3, and 0.5 units of time, respectively.

Table 3 shows all the results. We analyze the CPUD weakness in
EOS as an example. Fig. 8a and Fig. 8b demonstrate the detection
results and time overhead. It can be seen that when the number
of attackers is 30, the DoS weakness may be effectively exploited
only when the attack intensity is greater than level 2. When the
number of attackers is large enough (e.g., 50/100), low-intensity
attacks may also be effective. Attack effectiveness is negatively
correlated with the global time forward of the system. These results
can be obtained in seconds to minutes. Note that we do not claim
that the global time forward values in the results are exactly the
same as the numbers when an actual attack is performed since the
actual trade execution may also be affected by other factors (e.g.,
disk I0). However, the results in §6.4 show that DoSVER is sufficient
to accurately verify the presence of DoS weaknesses in the resource
model within an acceptable margin of error.

Answer to RQ1: DoSVER is effective in detecting potential DoS weak-
nesses in resource models.

6.3 RQ2: Performance of pospET

In Step (1), DoSDET can accurately obtain the contract language, con-
trol commands, and weakness prerequisites for each blockchain in
an average of 22.3s (cf. Table 10) for subsequent steps, which shows
the effectiveness of the prompting strategy we designed. Table 4

Table 4: Weakness precondition detection

Weakness | Ethereum Tron RSK Klaytn EOS WAX BOSCore Telos Solana
PsrD © © © © @) o o o ©
PFR o © © © © © (©] O ©
Pmp (@] (@] o o © © © © ©
PrprCs [©] O o o © © © 0 O

O: prerequisite exists, ©: no prerequisite exists.
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1 void cpuconsume(name user,uint64_t payload){ // VA

2 require_auth (user);

3 eosio::transaction txn;

4 const uint128_t sender_id = (((uint128_t)(current_time_point
() .sec_since_epoch()) << 64) | (uint128_t) (user.value))

5 txn.actions.emplace_back(

6 action(permission_level{get_self(),"active"_n},

7 get_self (),

8 "cpuvuln"_n,

9 std::make_tuple(payload)));

10 txn.delay_sec = 0;

1 txn.send(sender_id, get_self(),false);}

Figure 9: Code snippets of contract of CPU drain attack

shows the weakness prerequisites for each blockchain. DoSDET syn-
thesizes attacks against weaknesses where corresponding precondi-
tions exist to reduce overhead. Based on the potential weaknesses
verified by DoSVER, DoSDET constructs attack scenarios consisting
of up to three numbers of attackers (30, 50, and 100) and three
strengths of attacks for each weakness. Due to space limitation, this
section shows the results when the number of attackers is 100, and
other results can be found in Appendix L

o SRD weakness. The contract builder constructs contracts for
CPUD weaknesses and RAMD weaknesses, respectively. For the
CPUD weakness, taking the contract constructed for EOS in Fig. 9 as
an example, cpuconsume () is an exploitable VA, where txn.actions.
emplace_back() (line 6) creates a defer action to consume CPU re-
sources. An attacker can trigger this VA by calling the contract and
adjust the attack strength by changing the incoming playload.

CPUD detection. Based on the strength of the attack output by
DoSVER, Attack Detector sets the payload parameters to 50, 100, and
1000. DoSDET utilizes these contracts to carry out the attack and
measures the effectiveness of the attack using the ratio of the CPU
cost ratio of victim and attacker as a metric (cf. §5.5). Table 5 shows
the results obtained. It can be seen that the CPU cost ratios of EOS
and Telos exceed 1 in all cases, while the CPU cost ratios of WAX
and BOSCore are below 1 when the payload is small and above
1 when the payload is large. Therefore, all four blockchains have
CPUD weakness that can be exploited, and the weaknesses of EOS
and Telos are easier to exploit. Also, we find that EOS and Telos are
more affected when using the same victim-attacker contract. With
a high enough payload, the attacker can even cost the victim more
than 20x the cost of the attack in terms of CPU resources.

RAMD detection. Attack Detector sets the payload parameters to 5,
10, and 100 and allocates 128MiB of RAM resources to the victim.
The attacker initiates the attack using CPU resources, by calling the
ramconsume () (cf. Appendix J) in the victim contract to consume the
victim’s RAM resources. Table 6 shows the impact of all attackers
launching one attack on the victim. According to the resource model
of these four blockchains (Table 2), CPU can recover themselves
(M2) and RAM can only be purchased through currency (M3). This
means that attackers can consume the victim’s non-recoverable

Table 5: Comparing CPU cost ratio of 4 blockchains.

Victim’s CPU Attacker’s CPU CPU cost ratio
Blockchain payload payload payload
50 [ 100 1000 50 [ 100 | 1000 | 50 100 1000
EOS 112,848 220,040 1,435,779 | 61,170 63,517 61,412 | 1.84 3.46 23.37
Telos 108,350 230,614 1,486,548 | 63,795 62,872 60,411 | 1.70 3.67 24.61
WAX 32,532 52,067 372,954 | 53,808 52,970 53,647 | 0.60 0.98 6.95
BOSCore 29,463 48,018 365,737 | 47,924 48,181 50,673 | 0.61 1.00 7.22
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Table 6: RAM drain on victim RAM from one attack

Attacker’s CPU (ms) | Victim’s RAM (KiB)
Blockchain payload payload

50 [ 100 [ 1000 | 50 [ 100 [ 1000
EOS 204 211 20.2 62.5 125 1,250
Telos 20.6  20.7 21.9 62.5 125 1,250
WAX 213 228 21.1 62.5 125 1,250
BOSCore 16.2 16.8 17.6 62.5 125 1,250

resources by consuming recoverable resources. Under continuous
experiment, the 128 MiB staked for the victim was exhausted within
minutes. Based on the market price on October 16, 2023, 128 MiB
is worth $1,158 and $2,942 on EOS and WAX, respectively [13].

e FR weakness. As described in §5.4, the attack contract con-
structed for the FR weakness is the same as the contract shown in
Appendix L.1.

Weakness detection. Attack Detector sets the payload parameters

to 5, 10, and 100. All attackers do not receive additional CPU except
for the free CPU allocated by the system at the time of creation.
Attack Detector allocates enough RAM to the victim to measure the
impact on the victim’s RAM when the attacker makes full use of
the free resources to launch an attack. As can be seen in Table 7,
the attacker successfully consumes the victim’s RAM using the
free resources and reaches a RAM consumption of 694.3 MiB at a
payload of 100. Based on the market price on October 16, 2023, the
consumed RAM is worth $64.49 [6].
o MP weakness. In Step (3), Contract Builder first collects t/c, m/c
and io/c ratio of related instructions by synchronizing the main
network and analyzes them. The results show that the m/c and io/c
ratio of the instructions of the four blockchains are fairly balanced,
and there are no cases of improper pricing with exponential dif-
ferences (§5.4). Due to space limitation, we show the m/c and io/c
ratio of these instructions in Appendix I.2. Therefore, DoSDET next
synthesize the attack only from the perspective of the t/c ratio of
the instructions. Contract Builder compares the t/c ratio of these in-
structions and selects the two instructions with the highest values.
Table 8 shows the cost, sample count, average execution time and
t/c rate of these instructions. As we set, Contract Builder constructs
the attack contract based on these instructions.

Contract Generation. EXTCODESIZE will return the code size of an
address, so DoSDET directly use the address of the auxiliary contract
deployed first. SLOAD will read the data at the x position through
sload(x), so in the contract we need to use sstore(x, y) to insert
the y value at the x position. RETURNDATASIZE returns the size of
the last returndata, so no parameters are used. SMOD, EXP, SHR and
DIV represent signed modulo remainder operation, exponential
operation, right shift operation and division operation respectively,
therefore, in the contract, it is necessary to write two data in the
stack through the assignment operation first. Besides, they have
the feature that the result can be used as the parameter of the next
same instruction. Taking the DIV instruction of RSK as an example,
Contract Builder will generate a contract as shown in Fig. 10.

Table 7: QR consumption of the attackers and the victim

Payload | Attacker’s CPU (ms) Victim’s RAM (MiB)
5 19,914.3 35.5
10 19,917.0 71.6
100 19,819.8 694.3
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Table 8: Comparison of instructions for the four blockchains

. Sample Mean .
Instruction . t/c ratio
count time (ns)
Eth SMOD 136,472 872.5 160.7
thereum EXP 3,517,728 | 14637 | 1539
Tron EXTCODESIZE 284,572 33,314 1,665.7
SLOAD 1,476,591 59,293 1,185.9

RSK RETURNDATASIZE 210,022 484.7 242.4
DIV 1,323,894 832.8 166.6

Klaytn SHR 102 526.5 175.5
DIV 680,849 837.0 167.4

Weakness detection. Table 9 shows the results of detecting MP on

four blockchains. In Ethereum, after using the SMOD and EXP instruc-
tions to perform attacks, the execution times of the blocks filled
with attack transactions are 10.36s and 10.19s, respectively. This
is lower than the block generation interval of Ethereum, and the
victim nodes subjected to such blocks in our network can still main-
tain normal synchronization. On the contrary, after attacks on Tron,
RSK, and Klaytn, their block execution time exceeds their block gen-
eration interval. This leads to difficulties in normal synchronization
for victim nodes subject to such blocks in the network.
o RPCS weakness. Contract Builderconstructs attack contracts for
RPCS weaknesses that contain circular hash calculations to con-
sume CPU resources of nodes. Fig. 11 shows the attack contract
constructed by DoSDET for Ethereum.

Weakness detection. According to the output of DoSVER, the pay-
load parameter is set to 10,000 for the attack contracts of Ethereum,
Tron, Klaytn, and RSK, and the payload parameter is set to 1,400
for the Solana attack contract. Fig. 12 shows the impact of attack
using RPCS on the system block synchronization rate of the five
blockchains. It shows that the block synchronization slowdown
on RSK, Tron, Ethereum, Klaytn, and Solana reached the highest
of 24.0%, 38.7%, 32.0%, 36.8%, and 1.2%, respectively. Our results
indicate that RPCS weakness has a relatively significant impact on
the system synchronization rate of Ethereum, Tron, Klaytn, and
RSK, while it has almost no impact on Solana. After analysis, we
believe that this is due to Solana’s more comprehensive restriction
policy on RPC services and the advantage that its unique historical
proof consensus mechanism gives to the verifier.

Answer to RQ2: DoSDET can effectively synthesize attacks against
weaknesses and verify the existence of weaknesses, and it has discov-
ered multiple DoS weaknesses in nine blockchains (cf. Table 1).

6.4 RQ3: Accuracy of poSVER

To analyze whether DoSVER has FN and FP, we construct all the
attack scenarios analyzed by DoSVER to launch real attacks and
check the correctness of DoSVER’s results by observing whether the
attacks are effective. Since DoSDET automatically synthesizes real
attacks for the scenarios where DoSVER determines the existence
of potential weaknesses, we only need to manually attack for the
scenarios where DoSVER determines that no potential weaknesses

contract InlineDiv {

1

2 function attack() returns(uint res, uint256 payload) {

3 assembly {

4 let x:= 100

5 let y:= 2

6 for {let i:= @} 1t(i, payload) {i := add(i, 1)} {

7 res := div(x,div(x,div(...div(x,div(x,y))...)))3}3}}}

Figure 10: Inline assembly contracts utilizing DIV instructions
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Table 9: Results of MP attack

RSK
RETURNDATASIZE

Blockchain
Attack contracts

Klaytn
SHR | DIV

Tron
EXTCODESIZE

Ethereum
SMOD | EXP

SLOAD DIV

Block execution

. 10.3:
time (s) 6

10.19 9.12 8.44 10.74 9.05 | 4.67 | 4.13

exist. After the attack, the effectiveness of the attack is evaluated
based on the metrics in §5.5 and compared with DoSVER’s results.
Eventually, we find no FP and only FN in the results of DoSVER and
label all false negatives by " in Table 3.

Specifically, for the nine blockchains, DoSVER one detects 162 at-
tack scenarios, of which 91 scenarios have potential weaknesses and
71 scenarios do not have potential weaknesses. In the actual attacks
conducted against scenarios where DoSVER determines the existence
of potential weaknesses, all the attacks are able to effectively affect
the blockchain performance, i.e., no FP. In the actual attacks con-
ducted against scenarios where DoSVER determines that no potential
weaknesses exist, there are 9 scenarios where the attacks can effec-
tively affect the blockchain performance, i.e., 9 FNs. We find that all
of these FNs appeared in scenarios where the number of attackers
is low, and the strength of attacks is low. In such attack scenarios,
the attackers need to keep on initiating more transactions for a
long time before they can exhaust the victim’s resources, which
can cause DoSVER’s search space to become very large. As a result,
DoSVER struggles to find the target trail in an acceptable amount of
time, leading to FN. However, these FN ultimately did not affect the
discovery of DoS weaknesses on the nine blockchains since DoSVER
can automatically detect stronger attack scenarios during timeouts
and DoSDET further validates DoSVER’s results.

Answer to RQ3: Out of the 162 attack scenarios verified by DoSVER,
we find no FP and 9 FNs.

6.5 RQ4: Overhead

Table 10 shows the time overhead of the proposed approach. Since
only for blockchains with Pyp, Step (2) needs to perform additional
probe insertion instead of just compiling the source code to gener-
ate the client, and Step (3) needs to synchronize a sufficient number
of historical transactions to collect the t/c, m/c, and io/c ratios of the
instructions, we consider the time overhead in this case separately.
On average, it takes 274.6s for DoSVER to discover potential DoS
weaknesses, and 519.1s for DoSDET to synthesize and validate at-
tacks against weaknesses other than MP (8.8 x 10*s for blockchains
with MP weaknesses). Compared to manually analyzing the mech-
anism and source code of the blockchain and performing weakness
detection, our method saves much time. For blockchains without
Purp, the most time-consuming steps of DoSDET are compiling the
source code (Step (2)) and launching the attack (Step (4)), which
account for 95.03% of the overall execution time. For blockchains
with Pprp, the process of synchronizing historical transactions
(Step (3)) consumes 99.57% of the overall execution time, however,
synchronizing historical transactions is an un-omitted process in

1 contract DetRPC {

2 function exhaustCPU(uint256 payload) returns(bool) {
3 bytes32 var = oxf...f;

4 for (uint256 i=0; i<payload; ++i){

5 var = keccak256 (abi.encodePacked(var));}

6 return true;}}

Figure 11: RPCS attack contract
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Figure 12: Block sync slowdown under RPCS attack

order to collect pricing metrics for all instructions in the real world,
so this overhead is unavoidable.

Answer to RQ4: Our Our approach discovers weaknesses other than
MP in an average of 766.7s, and spends an average of 24.4 hours
against blockchains with Ppp.

7 Weakness attribution

We further expose the design issues behind DoS weaknesses through

CWE [7]. While some prior work has been done to identify smart

contract vulnerabilities through CWE classification [37, 53], we

utilize this approach for the first time to provide insights against

system-level DoS weaknesses. CWE presents a weakness hierarchy

consisting of Pillar, Class, Base, and Variant in a manner that ranges

from abstract to specific, with Pillar nodes serving as the root of a

rooted tree. We leverage blockchain characteristics to expand on

CWE’s resource-related weaknesses’ descriptions to dissect DoS

weaknesses in association with the resource model.

CWE-664: Improper Control of a Resource Through its Lifetime. The

resource management mechanism maintained by the blockchain

system throughout its life cycle is flawed.

CWE-400: Uncontrolled Resource Consumption. The defects in block-
chain’s resource management allow attackers to affect the allocation

or consumption of limited resources.

CWE-405: Asymmetric Resource Consumption (Amplification). Block-
chain systems have exploitable mechanisms that allow users to

consume resources from other users.

CWE-665: Improper Initialization. The initialization resources pro-
vided by the blockchain system for new accounts may lead to secu-
rity implications.

CWE-410: Insufficient Resource Pool. The computing resources and

storage resources of blockchain nodes are insufficient to handle

peak transactions.

CWE-770: Allocation of Resource Without Limits or Throttling. Im-
proper resource allocation, resource restrictions, or other protection

mechanisms that exist in the blockchain allow malicious users to

violate expected security policies.

Table 10: Time overhead of our approach.

Min Max Mean
Overrall time cost of DoSVER 7.3s 587.4s 247.6s
Step (D: Info Collector 16.2s 31.4s 22.3s
Step (2): Probe Inserter 62.65 (87.3s)  228.2s (284.2s) 153.7s (189.4s)
Step (3): Contract Builder 2.2s (17.2h) 7.1s (31.4h) 3.5s (24.4h)
_Step (@: Attack Detector _ | __789s _ _ _ _ 6214s _ 33965 _
Overrall time cost of DoSDET | 159.9s (17.2h)  888.1 (31.5h) 519.1 (24.4h)

Since Step (2) and Step (3) require additional steps for blockchains with Ppp, we
show the overhead of detection against such blockchains alone in parentheses.
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Figure 13: DoS weaknesses attribution dendrogram

CWE-920: Improper Restriction of Power Consumption. Blockchain
systems operate in a resource-limited environment without prop-
erly limiting its consumption of resources.

Based on above extensions, we analyze and attribute DoS weak-
nesses. We use CWE hierarchy to trace the four DoS weaknesses
to the CWE-664 pillar node and report the resulting rooted tree in
Fig. 13. We detail the software weaknesses that lead to various vul-
nerabilities in Appendix K. We have reported the newly discovered
weaknesses to the corresponding development teams and proposed
mitigations for each weakness by analyzing the design issues that
led to each weakness (cf. Appendix L).

8 Discussion and Limitation

Our work facilitates the automation of discovering DoS weaknesses
in the blockchain execution layer. For researchers engaged with
multiple blockchains, our tools reduce the need for extensive man-
ual learning for each platform by automating critical tasks such
as model verification, contract generation, and actual attack sim-
ulation. In addition, DoSVER and DoSDET can work independently
in our approach. For designers focused on a single blockchain, fa-
miliar with its usage and contract development, DoSDET may be
unnecessary. However, they can leverage DoSVER for rapid initial
assessments during the design and modification of blockchain re-
source models. DoSVER alone offers high accuracy (see Section 6.4),
enabling designers to formally analyze potential DoS weaknesses
in resource model design within seconds or minutes.

Since this work focuses on DoS weaknesses in the blockchain
resource model, it cannot discover network layer DoS [63], memory
pool blocking DoS [41], and incentive-based DoS [45] weaknesses.
Moreover, due to blockchain’s high concurrency and real-time na-
ture, DoSVER inevitably faces the impact of state space explosion.
Although we utilize uncritical configurations (§4) and symbolic
search (Appendix H) for mitigation, it’s still possible to generate
false negatives and false positives due to timeout. Since verification
scenarios with the lower number of attackers and attack strength
require longer checking time, the results may be inaccurate due
to timeouts in such scenarios. Nevertheless, DoSVER can verify mul-
tiple attack scenarios and discover potential weaknesses through
stronger attack scenarios. Moreover, since the formalism’s time rep-
resentation cannot be precisely aligned with physical time, DoSVER
identifies weaknesses but cannot measure the impact extent of DoS
attacks on the system. To address this, we introduce the attack syn-
thesis framework DoSDET, designed to work in tandem with DoSVER
to execute actual attacks for validation and impact measurement.
However, DoSDET’s primary goal is to utilize the attacks to validate
the existence of weaknesses. Thus, we only design to allow DoSDET
to generate practical attacks without finding the optimal attack
since designing the optimal attack involves complexities such as
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real-time analysis and strategy selection. Furthermore, the goal of
this paper is to automatically discover whether the four known
types of weaknesses exist on various blockchain systems rather
than discover unknown new types of weaknesses. Therefore, af-
ter new DoS attack methods are discovered in the future, the tool
needs to be manually updated to support new weakness discovery.
The above limitations threaten effectiveness, and we treat them as
future work to contribute more to the field.

9 Related work

As a work dedicated to DoS vulnerabilities, we have focused mainly
on other similar studies, and the following are the DoS-related
works we reviewed.

DoS attack analysis. Lee et al. analyze resource drain attacks on
EOS, proposes metrics to evaluate the attack effects and discusses
possible mitigations[38]. Chen et al. summarize various DoS attacks
on Ethereum, analyze the vulnerabilities that caused the attacks, and
propose defense methods[21]. Perez et al. discover inconsistencies
in the pricing of the instructions in Ethereum[50], and lead to the
metrics we used to evaluate the effectiveness of MP attacks. Chen
et al. do an in-depth study on MP attacks on Ethereum, and propose
an adaptive gas cost mechanism for ethereum to defend against this
DosS attacks[22]. In addition to these, many researchers have also
conducted detailed analysis of DoS attacks on blockchains[31, 42,
51]. However, these approaches all rely on expert manual analysis,
and it is difficult to automate the analysis process.

Vulnerability discovery. Grech et al. present MadMax: a static
program analysis technique to automatically detect gas-focused
vulnerabilities[30]. Jiang et al. propose ContractFuzzer to find se-
curity vulnerabilities in Ethereum smart contracts[34]. Feng et al.
present SmartScopy, which not only discovers vulnerabilities, but
also synthesizes adversarial smart contracts to exploit vulnerable
smart contracts[28]. In addition to the above, there are many excel-
lent studies on blockchain vulnerability discovery. SmartCheck uses
static analysis technology to find 21 kinds of problems from smart
contracts[58]. Oyente[44], Manticore[46], Osiris[59], MAIAN[47]
and MythX[3] both leverages symbolic execution to discover vul-
nerabilities with different implementations and focus on different
kinds of vulnerabilities. However, these works are all for smart
contract vulnerability discovery, and most of them focus only on
Ethereum. In contrast, our research is system-level vulnerability
discovery for multiple blockchains.

10 Conclusion

DoS attacks on blockchains can cause huge economic losses and
undermine users’ confidence in blockchains. We provide the first
systematic study of diverse DoS weaknesses in multiple blockchains.
Specifically, we present a tool called DoSVER based on formal verifi-
cation aimed at reasoning about DoS weaknesses. Then, we design
an automated attack synthesis framework called DoSDET that can be
applied to multiple blockchains to verify and discover DoS weak-
nesses automatically. We apply our approach to 9 different and
representative blockchains and uncover DoS weaknesses in them.
In addition, we dissect the design issues behind blockchain DoS
weaknesses from the perspective of the resource model.
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