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Abstract

The transaction fee mechanism (TFM) in blockchain pre-
vents resource abuse by charging users based on resource
usage, but inconsistencies between charged fees and actual
resource consumption, termed as TFM inconsistency bugs,
introduce significant security and financial risks.

In this paper, we present Auspex, the first tool that automati-
cally detects TFM inconsistency bugs in Ethereum ecosystem
by leveraging fuzzing technology. To efficiently trigger and
identify TFM inconsistency bugs, Auspex introduces three
novel technologies: (i) a chain-based test case generation
strategy that enables Auspex to efficiently generate the test
cases; (ii) a charging-guided fuzzing approach that guides
Auspex to explore more code logic; and (iii) fee consistency
property and resource consistency property, two general bug
oracles for automatically detecting bugs. We evaluate Auspex
on Ethereum and demonstrate its effectiveness by discovering
13 previously unknown TFM inconsistency bugs, and achiev-
ing 3.5 times more code branches than state-of-the-art tools.
We further explore the financial and security impact of the
bugs. On one hand, these bugs have caused losses exceeding
millions of dollars for users on both Ethereum and BSC. On
the other hand, the denial-of-service (DoS) attack exploiting
these bugs can prolong transaction wait time by 4.5 times
during the attack period.

1 Introduction

The blockchain [59] is a decentralized ledger, that records the
account information (e.g., fund) of the users [48]. The users
can send transactions to transfer their funds or invoke a pre-
defined program (i.e., smart contract) [72]. To mitigate spam
transactions and resource abuse, the blockchain adopts a trans-
action fee mechanism (TFM) [41], which charges transaction
fees to the users according to the cost of the transaction’s
resources, involving network, storage, and computation [61].
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TFM inconsistency bugs. TFM inconsistency bug is a type
of vulnerability characterized by a discrepancy between the
fees charged to users and the actual computational resources
utilized. These TFM inconsistency bugs can lead to over-
charging or undercharging, thereby undermining the secu-
rity and stability of the system. Specifically, overcharging
results in users incurring higher fees than necessary, leading
to financial losses [42]. For instance, when users access the
same object (account or contract variable) multiple times in
a transaction, the corresponding object is cached in memory.
However, Ethereum will overcharge those memory accesses
as disk accesses, and cause funding loss for users, which
has been fixed in EIP-2929 [15]. Besides, undercharging can
be exploited by adversaries to launch DoS attacks, thereby
compromising the service of blockchain [61]. In 2016, ad-
versaries exploited the undercharged IO0-intensive operations
to attack Ethereum, and caused severe congestion [14]. Fur-
thermore, TFM inconsistency bugs always have widespread
impacts, as TFM of Ethereum has been reused by over 600
blockchains [7], e.g., Binance smart contract (BSC) [5], Poly-
gon [13], Avalanche [4], and Optimism [11].

Limitation. Several works [33,37,61,74] attempt to study
TFM inconsistency bugs, but they cannot find the TFM incon-
sistency bugs comprehensively. These studies often manually
design benchmarks for each opcode (i.e., the low-level virtual
machine instruction). By analyzing the benchmarks’ results,
researchers determine whether the fee for the current opcode
matches its execution time. For example, Brokenmetre [61]
designs the benchmark to find the opcode with heavy exe-
cution time. However, their approaches cannot detect TFM
inconsistency bugs comprehensively because of three limita-
tions: (i) Inefficiency in test case generation. The benchmarks
rely on manual case construction, which is inefficient in con-
structing the test case. (ii) Inadequacy in considering all the
scenarios. The manual benchmark tests cannot cover all pos-
sible scenarios, leading to incomplete detection (e.g., most
existing works only focus on opcodes, ignoring fund transfers
and precompiled contracts [10,72]). (iii) Lack of automation
analysis. Manually analyzing the results of benchmarks is
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difficult and subjective, hindering the scalability and repro-
ducibility of the detection.

Our Work. In this work, we propose Auspex, the first detec-
tion framework to automatically uncover TFM inconsistency
bugs in blockchain systems. Auspex applies fuzzing technol-
ogy [66] to handle the limitations of inefficiency, inadequacy,
and lack of automation. Specifically, Auspex consists of three
key techniques. (i) To efficiently generate test cases, Auspex
adopts a chain-based strategy that can construct a complete
blockchain, including chain configurations, blocks, transac-
tions, and contract operations (§4.1). The chain configura-
tions indicate the parameters that execute the blocks (e.g., a
series of cache sizes). Compared with the manually crafted
benchmark, the approach enables Auspex to efficiently gener-
ate more test cases. (ii) To adequately cover the blockchain
implementation, Auspex wields a charging-guided fuzzing
approach that innovatively takes two new pieces of feedback,
besides code coverage, to guide the fuzzing process (§4.2).
We consider the relationship between gas charge types and
their resource consumption as fuzzing feedback, which can
better characterize the dynamic behavior of TFM. Besides, we
also take the inconsistency (e.g., gas charges, code coverage,
resource consumption) between two blockchain instances
with different chain configurations as the fuzzing feedback,
which can cover more inconsistent implementation in TFM.
(iii) To automatically trigger bugs, we model two general bug
oracles, fee consistency property (FCP) and resource consis-
tency property (RCP) (§4.3). FCP oracle requires identical
gas charges that consume the same resource consumption.
RCP oracle stipulates that equal resource consumption re-
sults in the same gas charges. Besides, Auspex also integrates
differential testing [49, 58, 75]. Auspex will detect bugs in
two chains with different configurations, which enhances bug
detection capability in divergent contexts.

Evaluation. We implement and evaluate Auspex (§5 and §6).
(1) To assess the capability of bug identification, Auspex is
deployed in Ethereum and discovers 13 new unknown TFM
inconsistency bugs (§6.1). (ii) To understand the efficacy, we
compare Auspex with the state-of-the-art baseline (§6.2). The
results demonstrate that Auspex achieves 3.5 times more code
branch coverage. (iii) To analyze the core design of Auspex,
we also conduct the ablation and contrast evaluation on three
components of Auspex (§6.3).

Impact. We further explore the economic and security impact
of TFM inconsistency bugs. (i) To understand the economic
impact of these bugs, we select five bugs that can cause fi-
nancial loss and quantify their economic losses across 1.5M
blocks on Ethereum and BSC (§7.1). The results showed that
these bugs caused economic losses exceeding one million
dollars for users on each of the respective two blockchain
platforms. (ii) To assess the security risk of these bugs, we
construct a type of DoS attack exploiting two of these bugs
and test the DoS attack on the Ethereum testnet (§7.2). We
find that the DoS attack can increase the block size by 96

times and transaction wait time by 4.5 times in testnet.

Contributions. In summary, we make four contributions:

* We design the first tool, Auspex, to automatically detect the
TFM inconsistency bug in Ethereum.

* Auspex involves three key technologies. (i) A chain-based
strategy that considers constructing the test cases from four
levels (chain configurations, blocks, transactions, and con-
tracts), to generate high-quality fuzz input efficiently. (ii) A
charging-guided fuzzing approach that utilizes the relations
(between gas fee and its resource cost) and inconsistency
(between two chains with different configurations) as the
fuzzing feedback, to improve the coverage of blockchain’s
implementation. (iii) We propose two general oracles, FCP
and RCP, to automatically detect TFM inconsistency bugs.

* We evaluate the efficacy of Auspex in Ethereum. Auspex
detects 13 unknown TFM inconsistency bugs and discovers
over 3.5 times more code branches than the advanced tool.

* We evaluate the financial and security impact of the TFM
inconsistency bugs. We find the bugs have caused exceed-
ing millions of dollars for users on Ethereum and BSC.
Besides, we construct a DoS attack exploiting these bugs,
which causes block sizes to increase by 96 times and the
transaction waiting time to increase by 4.5 times in testnet.

2 Background

Ethereum. Ethereum [72] is the largest blockchain platform
supporting smart contracts. Account [72] is the most basic
entity in Ethereum, which has two types, externally owned
account (EOA) [72] and contract account (CA) [72]. EOA
interacts with Ethereum via external transaction [38] (termed
as fXewernal), Which are categorized into three distinct types:
transfer of funding to EOA, creation of a program (i.e., smart
contract) on CA, and invocation of a program on CA. If a
CA invokes another CA, we represent it as internal transac-
tion [38] (termed as tXjysernar). Smart contracts are the turing-
completeness program that executes atop the Ethereum [72],
which will be programmed at a high-level program language
(e.g., solidity [20]) and subsequently compiled into low-level
opcodes [75]. Those opcodes will be interpreted and exe-
cuted by Ethereum virtual machine (EVM) [34,72]. Besides,
there are some specialized smart contracts, precompiled con-
tracts [10, 45], that execute predefined native code within
the EVM, offering complex cryptography computations. The
precompiled contracts are deployed at the address 0x1 to 0xA.

Ethereum adopts state [35, 50, 54] to persistently store
the account information on disk, mainly encompassing bal-
ances, contract bytecodes, and contract variables. Concretely,
Ethereum organizes the account information into a huge tree
structure, Merkle Patricia Trie (MPT) [44,69,72]. All of the
accounts (EOAs and CAs) will be stored in the leaf nodes
of state trie [50], which stores balances and contract bytes.
The leaf node of CA on state trie has a pointer to the storage
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tries, which maintains an independent space to store the per-
sistence variables of the contract. CAs access and modify the
persistent variable by the EVM opcode SLOAD and SSTORE.
Transaction fee mechanism (TFM). Transaction fee mecha-
nism (TFM) [52,53,72] is used to deter the abuse of on-chain
resources (e.g., storage and computation) and incentive the
miners/validators [41]. Specifically, TFM of Ethereum allo-
cates on-chain resources through a pricing mechanism named
gas, and different operations that utilize different resources
require different amounts of gas. For example, opcode SLOAD
needs 100 gas to load data from the memory and 2,100 gas
to load data from disk [15, 72]. According to resource us-
age, every transaction could be charged with different gas
consumption. The gas will be converted to ether by the gas
price recording in the block header. The ether is the native
cryptocurrency of Ethereum, and the gas price is set by the
sender of the transaction [72].

In essence, gas costs are intended to accurately represent
the resource utilization of on-chain operations, serving as
a safeguard against resource abuse [72]. However, inconsis-
tencies between gas costs and actual resource consumption
compromise blockchain security by creating exploitable vul-
nerabilities, such as enabling spam transaction attacks, while
also introducing inefficiencies into the system. Addressing
these inconsistencies is critical to preserving the blockchain
ecosystem’s security and economic stability, as emphasized
by both academic research [37,61] and industry [15] best
practices.

Next, we list the related gas fees of our work in Table |
from Ethereum specification [72]. We elaborate on the notions
of gas fee, its gas amount, and description as follows.

(i) go> 8verylows and 8precompiled- 8 Tepresents the operations
without gas fee, and gyeryi0w Of 3 gas is paid by the opcodes
with low cost (e.g., opcode PUSH). The gprecompiiea 15 used to
invoke a precompiled contract. The precompiled contracts
perform different cryptographic calculations with different
gas fees [10] (e.g., 3,000 gas for ECRECOVER and 600 gas
for RIPEMD-160). Note that Ethereum specification does not

Table 1: The notions of gas fees and its details.

Name # of gas  Description

2o 0 Operations with no cost.
8precompiled N.A. The cost of executing recompiled contracts.
8verylow 3 Opcodes with low cost, e.g., opcode PUSH.

8warmaccess 100 Accessing data in cache, e.g., opcode SLOAD.
8coldaccountaccess 2,600 Accessing account in disk, e.g., opcode BALANCE.
8coldsload 2,100 Accessing slot from disk, e.g., opcode SLOAD.
&sset 20,000  Opcode SSTORE sets slot from zero to none-zero.
Sacladdress 2,400 Accessing an account with the access list [16].
8aclstorage 1,900  Accessing a storage with the access list.
&eallvalue 9,000 Opcode CALL transfers non-zero value.
8newaccount 25,000  Opcode CALL creates a new account.
8ix 21,000  The basic cost for transactions. .
&ixdatazero 4 Per zero byte of inputdata in a transaction.
8uxdatanonzero 16 Per non-zero byte of inputdata in a transaction.
8codedeposit 200 Byte for the bytecode of the created contract.

We list the related opcodes of these gas fees in Appendix A.

define go and gprecompiled> We introduce them to ensure the
completeness of our work.

(i) 8warmaccess> 8coldaccountaccess> 8coldsload> and 8sset- The four
gas fees are mainly used to access and modify the blockchain
state (i.e., account or variable), which is introduced in EIP-
2929 [15]. When a transaction first accesses and modifies
an account (resp. slot), it will be charged as gcoiduccountaccess
of 2,600 gas (resp. gcoldsioad Of 2,100 gas). If the transaction
continues to access or change the same state, it will be charged
a much cheaper fee (i.e., gwarmaccess Of 100 gas) as the state
data is already in the memory. g, is mainly used to modify a
slot from zero to non-zero. The reason why ggs. (i.e., 20,000
gas) is much higher than the other three gas fees is that it will
cost more storage resources. When a user sets a slot from
zero to non-zero, Ethereum will insert this new slot into the
storage trie, and cause more write workloads of disk.

(ii1) gacladdress aNd gacistorage- The two gas fees are paid for the
access list, which is introduced in EIP-2930 [16]. The sender
first predefines the accounts and slots (i.e., contract variables)
into the access list in the block header, which obtains cheaper
gas fees to access them, €.g., gaciaddress Of 2,400 gas is lower
than 8coldaccountaccess of 2v600 gas.

(iv) gcattvaiue a0d grewaccount- The two gas fees are mainly used
to transfer ether for opcode CALL. When the sender transfers
some ether, it will be charged as gcaame of 9,000 gas. If
the receiver account does not exist before, the sender should
pay a more guewaccoun: Of 25,000 gas as it needs more storage
resources to insert the new account into account trie.

(V) 81xs 8xdatazeros 8txdatanonzeros and 8codedeposit- The four gas
fees are adopted to send a transaction. The sender must pay
gne of 21,000 gas to launch a transaction, which contains
9,000 gas for two accounts writing, 3,000 gas for signature
verification, 6,800 gas for transaction data, and 2,200 gas for
transaction-specific overhead [36]. If the transaction has addi-
tional inputdata, the sender will be charged as g xdaranonzero Of
16 gas (resp. gudatazero Of 4 gas) to pay for per non-zero (resp.
zero) byte in the inputdata. While the transaction is used to
deploy the contract, the sender should pay for the deployed
contract With geodedeposic Of 200 gas per byte for bytecode.

3 Motivation

System model. We adopt the following system model in our
work. First, we formally define the blockchain system as Y =
{B,A,R,G}, which represents blocks, accounts, resources,
and gas fees. Specifically, finite set B = {by,ba,...,b,} de-
notes the blockchain of Ethereum. Each block b; € B con-
tains a series of transaction {zx;,7xz,...,tx, }. Then, finite set
A ={ay,ay,...,a,} denotes the account of blocks. We use
finite set G = {gﬁ»gprecompileda cee ;gcodedeposit} to represent
the gas fee sets, which was defined in Table 1.

Next, we model and profile the on-chain resource con-
sumption by memory write/read, disk write/read, CPU com-
pute, network transfer, and zero cost. We define them as R =
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! ! ! ! 1 ! 0
{rmemw7 Vmemrs Vaisiow > U diskr GCu7 Vhets r@}. COHCrCtely, the no-

tion’s superscript represents the data length, and the notion’s
subscript represents the type of resource consumption. Then,
we adopt the symbol — to represent the charging relation
of gas fee and resource consumption, €.g., &precompiled — rﬁ.,m
denotes the computing resources charged by the gas fee of the
precompiled contract. Note that one gas fee may be charged
for the consumption of multiple resources. For instance, the
gas fee of opcode EXTCODESIZE will be charged for two disk
. len(account) _len(code) .

access (i.e., 8coldaccountaccess — (rdiskr sV diskr ))s which
represents EXTCODESIZE first reads account from the disk,
and then reads bytecode size based on account from disk.
Finally, we use the symbol < to represent the comparison
relationship between different resources and gas fees. To han-
dle the multiple resources, we further extend the four rules
to the comparison relationship (i.e., symbol <) based on re-
source number, type, and data length. (i) For resources of
the same type, those with fewer usage occurrences are con-
sidered smaller than those with more frequent usage, e.g.,

len(account) len(account) _len(code) i) F ith
Tdiskr ( diskr 2 Vdiskr ) (11) or I'C'SOUI.'CGS Wl
the same data length, memory-based consumption is consid-

. . l I

ered smaller than disk-based consumption, €.g., 7,0 < Fgigir
(iii) With the same type of consumption, resource consump-
tion with the shorter data length is smaller than that with
longer data length, e.g., r!lg,lzyes < rjiifzes. (iv) In the con-
text of gas fees, the symbol < still indicates the comparison
amount of gas fee. Then, we define two bug types.

Definition 1: Resource inconsistency bug (RIB). RIB means
the blockchain provides different utilization of resources un-
der the same gas fee. Specifically, RIB occurs when the
blockchain overcharges the gas fee with the actual resource
the user consumes. This means that the resources consumed
by a user’s transaction or operation on the blockchain are
lower than expected based on the gas fee paid. Such RIBs
will cause the user financial loss because of overcharging and
potentially have significant implications for the fairness and
trust of the blockchain system. We formally define the rules of
RIB, RIB = (gi — ri) A(gi — ) A (r§ <rl), where g; € G,
and i € R. The rule denotes that the gas fee of g; pays
different resources r§ and r,lc, and the resource cost of ré is
lower than r,l(. Note that we will use the representation that
the gas fee corresponds to only one resource consumption
in the rest of the definitions because of the page limitation.
To better understand RIB, we interpret two RIBs, bug#3 and
bug#4, which are uncovered by Auspex.

(i) Bug#3. The bug#3 lies in the fact that a disk write
operation is not executed, yet a gas fee is still charged.
Specifically, when the sender of the transaction is identi-
cal to the receiver, the ether transfer does not occur, and
the balances of the two accounts aren’t updated. But the
user still will be charged with g.qinaie (or 9,000 gas in gy).
There are three scenarios of bug#3, including txexternal, Op-
code CALL is invoked to transfer ether, opcode CALLCODE is

invoked to transfer ether. Note that the semantic [47,72] of
opcode CALLCODE is to transfer ether on an account itself.
Hence once the opcode CALLCODE is invoked for ether trans-
ferring, bug#3 will be triggered. The bug#3 holds in RIB,
as RIBuugs |= (8 = (s Faos ")) (8 = 1) A
(r% < ( Z?[ifucc{mm}v ﬁzli(:‘/c‘count)))’ where g € {gcullvaluevgtx}-
Note that for tx.yzema1, the account of the sender will still be
updated for adding nonce. However, this situation still meets
the definition of RIB, when we replace the % as rifi?,ifvcw“m)
(i) Bug#4. Bug#4 is triggered because the reverted trans-
action does not update the state of the blockchain in the disk
but is still overcharged for the gas fee of disk writing. Con-
cretely, whenever a normal transaction updates the state (e.g.,
modifying the balance of an account), the updated state is
not immediately written to disk but is temporarily stored
in memory (i.e., cache) until all transactions in the block
are completely executed, at this moment the corresponding
changed state is updated into disk. However, if the trans-
action is reverted, the updated state will be reset (i.e., roll
back) in memory and will not update into disk. In sum-
mary, the normal transaction and reverted transaction pay the
same gas fee to update the state, but the normal transaction
writes the update into the disk while the reverted transac-
tion only updates into memory. The bug#4 affects all the
gas fees of state updating, encompassing gcaiivalue> Enewaccounts
8coldsload» 8rx» AN geodedeposit- NoOte that bug#4 is also used
in the case where a contract invoking is reverted when mod-
ifying a slot. The bug#4 holds in RIB, as RIBp,g4 = (g —

len(account) len(account) len(account) len(account)
T diskw ) A (g — VYmemw ) A (rmemw < T giskw )’

where g€ {gcallvalueagnewaccounhgcoldsloadaglxvgcodedeposir}-
Definition 2: Fee inconsistency bug (FIB). FIB denotes the
user pays different fees for consuming the same on-chain
resources. Concretely, FIB manifests when the TFM fails
to consistently apply uniform charges for identical resource
consumption. Firstly, FIB can lead to scenarios where certain
users can exploit the fee mechanism, resulting in optimized
charges for their on-chain activities. Secondly, FIB leads to
insufficient gas fees that can be exploited by DoS attacks,
which potentially degrades the performance and reliability of
the blockchain. Formally, FIB follows the rule, FIB |= (g; —
i) A (g —= %) A (gi < &), where g; and g € G, and 7 € R.
The rule denotes that the gas fee of g; and g; pays for the
identical resources rﬁ-, but the gas fee of g; is lower than gi.
To further understand FIB, we take bug#13 as an exam-
ple. The bug#13 arises Xjyemq should pay the gas fee of
Znewaccount 10 Write a new account into a disk, whereas txexernal
do not (i.e., gz). The new account means an account that
previously did not exist in the state. Concretely, when launch-
ing fXexternai transferring ether to a new account, the user
does not charge any fee to update the new account into the
disk (i.e., state trie). While invoking the contract to transfer
ether to a new account, the user will be charged guewaccount
to update the new account into disk. The bug#13 holds

. l e
in FIB as FIBbL¢g13 ': (gnewaccount — rde,'z/g;“ount)) A (grz —
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Figure 1: The overview of Auspex. (D) Auspex constructs com-
plete chains as test cases from the corpus. 2) The complete
chains will be mutated in four levels. @) Auspex will execute
two chains with different configurations in parallel. @ The
code coverage and charge relations will be collected by Aus-
pex. ® The bug oracles detect the TFM inconsistency bug
in real time based on the information of charging relation.
©® The code coverage, charging relation, and inconsistency
will be feedback to guide the fuzz process. (7) Any complete
chain that improves code coverage or uncovers new charging
relationships will be added to the corpus.

Bugs oracle

® detect

® feedback

len(account)
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Utilizing bug#13, users can save 4,000 gas if they transfer
ether to a new address through #x,yzrmq before transferring
ether to the new address through the contract. Concretely, if
the user needs to use the contract to transfer ether to some new
accounts (e.g., airdrop), the user can first pay g, of 21,000 gas
to send SOME FXpysorna 10 transfer 1Wei (10718 ether) to those
new accounts. After that, the user will not be charged with
Znewaccount Of 25,000 gas when the contract transfers ether
to the accounts, which have existed in the state. Therefore,
bug#13 makes the user save 4,000 gas, which is obtained by
the difference between 8newaccount of 25 ’000 gas and IXexternal
of 21,000 gas. Undoubtedly, if the users directly use tXxternal
to transfer ether to the new address, they can save more gas.
Besides, we exploit the FIBs to construct a DoS attack in §7.2.

4 Auspex Design

Auspex is designed to detect TFM inconsistency bugs in
Ethereum. Specifically, it aims for the following three de-
sign goals. (1) Efficiency. Utilizing the chain-based strategy,
Auspex can efficiently construct complete chains with varied
configurations as test inputs (§4.1). (ii) Adequacy. Auspex
adopts the charge-guided fuzzing approach to trigger more
inconsistency between the gas fee and the cost of resources
as much as possible (§4.2). (iii) Automation. Auspex deploys
two oracles to monitor the blockchain in real-time, and auto-
matically uncover TFM inconsistency bugs (§4.3).

Fig. 1 illustrates the overview of Auspex. (1) Auspex con-
structs a complete chain as a test case from the corpus or
the public blockchain. ) The test case (i.e., complete chain)
will be mutated from four levels, which encompasses chain
configurations, blocks, transactions, and contracts. @) Two
complete chains with different configurations will be executed
in the real blockchain system in parallel. @ In the meanwhile,

Auspex will monitor the blockchain system to collect the data
of code coverage and the charging relations (i.e., gas fees and
on-chain resources) in real-time. 3) The bug oracle identi-
fies bugs by analyzing gas charging relationships. It detects
bugs not only within individual chains but also across chains
with different configurations, enabling comprehensive anal-
ysis. ® Auspex takes code coverage, charging relation, and
inconsistency between two chains as the feedback to guide
the fuzz process. D) Auspex will put the complete chains into
the corpus if the chains can update the code coverage and
trigger new charging relations. The above seven steps will be
executed and iterated as the fuzz loop until termination.

4.1 Test case generation

Test case. Auspex adopts the chain-based strategy (CBS) to
generate and mutate the test cases. Specifically, CBS defines a
complete chain as the test cases with four levels as presented
in Fig. 2. The data structure of test cases encompasses chain
configuration, block field, transaction context, and contract
operation. The data structure of test cases includes three key
features for efficient fuzzing of Auspex.

(i) Auspex enables mutating the configuration of the chain,
which indicates the launching parameters within the chain
implementation (e.g., geth) that execute the blocks. Previ-
ous works [39,75] only generate the test cases from blocks,
transactions, and contracts. They execute the chain with de-
fault launching parameters, which can’t adequately trigger the
behavior of resource consumption. While Auspex generates
and tests the chain execution with different launching pa-
rameters to trigger more behaviors of resource consumption.
Specifically, through the analysis of Ethereum’s specifications
[72] and implementation [27], we identified three types of
launching parameters related to resource consumption: cache
configurations, database schema configurations, and fork con-
figurations (see Appendix C). For example, by tuning the size
of the cache (i.e., cache configurations), Auspex can unveil
some bugs caused by disk and memory consumption.

(i1) We introduce opcode fields and data fields for the con-

1 type ChainConf struet { //chain configurations
2 CacheConf [lint //cache size

3 DBConf int //DB schema

4 ForkConf int //hard-fork version

5 Blocks []Blockfield}

6 type Blockfield struect { //block fields

7 Coinbase address //miner address

8 ExtraData [lbyte //extra data

9 Txs []TxContext}

10 type TxContext struct { //transaction contexts
11 Gas uint64 // gas cost

12 Value uint256 //Ether value

13 To address // receiver address

14 Accesslist []Jaddress //access list

15 Inputdata [lbyte }//inputdata

16 type ContractOps struct { //contract operations
17 Opcode []byte //opcodes

18 Operands []byte }//operands

Figure 2: The data structure of test cases applied by Auspex.
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tract. Concretely, we decouple the bytecode of the contract
with the opcodes (i.e., opcode fields) and its operands (i.e.,
data fields). For different fields, we apply the adaptive mu-
tation on different fields to preserve the semantics of the
contract bytecode. For opcode fields, we consider the oper-
ational semantic [46,47] to mutate it by changing opcodes
into alternatives that necessitate similar contexts, such as the
number of stack operations, memory operations, and state
operations. For the data field, we adopt random mutation.

(iii) We limit the range of parameters that have minimal im-
pact on transaction execution. Such limitations for the param-
eters avoid the time overhead of testing irrelevant variations.
For instance, Auspex will keep the fields like ExtraData and
Coinbase in Blockfield in a fixed range, while mutating
the fields like Gas and Value in TxContext more frequently.
This approach focuses computational resources on impactful
mutations, optimizing the fuzzy’s efficiency.

Mutation. To generate high-quality test cases, Auspex first
keeps the type information of the fields to ensure syntactic
correctness. Concretely, there are three field types in the test
case, containing integer, integer array, and bytes array. Auspex
will retain the type of fields during the mutation. Then, to en-
sure semantic integrity, Auspex applies an adaptive mutation
strategy based on the fields’ functionality in block execution.

(i) ChainConf. Auspex first adopts random mutate strategy
on the fields of CacheConf, DBConf, and ForkConf. Then,
Auspex applies operations of copy, add, and delete to the
block list (Blocks). When Auspex generates a ChainConf
for a complete chain, the chain will keep one ChainConf
unchanged during the current fuzzy iteration.

(i1) Blockfield. Auspex applies the operation of randomly
changing in Coinbase and ExtraData fields. Note that we
will randomly select some values from a set of fixed values,
as these two fields have no impact on the block execution.
For Txs fields, Auspex will conduct copy, add, and delete
operations on the transactions list in a block.

(iii) TxContext. Auspex will randomly mutate Gas and
Value from minimal value to their threshold. Then, Auspex
utilizes a semantic dependency strategy to mutate the three
fields (i.e., to, Accesslist, and Inputdata), as the value
of to will affect Accesslist and Inputdata. If to is mu-
tated to an EOA, Auspex will randomly select an EOA from
a predefined set of addresses and set the Accesslist with
Inputdata to nil. If to is mutated to a CA, Auspex will ran-
domly select a contract address from a set of existing CAs in
the blockchain state. For Inputdata, we will parse the byte-
code of the new CA to get the function signatures of 4 bytes
(cf. Appendix D) and mutate the first 4 bytes of Inputdata
as one of the valid function signatures. For the rest slice of
Inputdata, we use the byte array mutation operation, includ-
ing insertion, deletion, and replacement. For Accesslist,
after mutating address to, it is hard to predict the accounts
and storage slots that transactions will access. Therefore, in-
stead of specifying the account and storage slot directly, we

Algorithm 1: charging-guided fuzzing approach

Input: BS: Blockchain system
Output: Bugs: TFM inconsistency bug
1 BS.Deploy()
2 Corpus.Init(Mainnet)
3 Bugs <+ {}
4 while True do

5 Chain' = Select(Corpus)

6 Chain, conf|, conf; = Mutation(Chain/)

7 for i =1 to 1en(Chain) do

8 for j =1 to 1en(block;) do

9 Set!i,ﬂ,(),_)r,C()v1 = BS .Execute(x;,confy)

10 Setégﬁ,.,COV2 = BS.Execute(tx;,conf;)

11 async:

12 newBugs=BugOracle(Seléng,,Setérﬁgﬁr)

13 Bugs.append(newBugs)

14 newcoszoverage(Covl,Covz)

15 dzﬁ‘zlnconsistency(Set;,_’gH,,Setérng,)

16 if (newBugs >0) or (diff > 0) or
(newcov > 0) then

17 ‘ Corpus.append(xj,confy ,confy)

generate a sequence of numbers, each number 7 representing
the nth account and storage slot accessed by the transaction.
Hence, we take the Accesslist as an integer array to conduct
the mutate operation of insertion, deletion, and replacement.

(iv) ContractOps. The mutation process of ContractOps
is categorized into syntax and semantics. Regarding syntax,
any modification to an opcode is accompanied by correspond-
ing adjustments to the stack operations to ensure stack balance.
Regarding semantics, Auspex prioritizes mutating opcodes to
those with similar semantics. This ensures that the modified
opcodes perform equivalent stack operations, memory opera-
tions, storage operations, control flow transfers, and context
accesses. Besides, we do not mutate the function selector in
bytecode to ensure that the contract executes properly. Auspex
adopts a strategy for mutating opcode using add, delete, copy,
and change operations. For the operands, Auspex introduces
random mutation on immediate values, stack values, memory
addresses, and storage slots.

4.2 Feedback mechanism

To effectively explore TFM’s code logic, we propose charging-
guided fuzzing approach by considering two new feedback,
charging relations and inconsistency on different chains.
Algorithm | provides the details of our approach. First,
Auspex deploys the environment of block execution and ini-
tializes the seeds in Corpus from the mainnet (Line 1-3). In
each iteration, Auspex will select the original chain from the
Corpus and mutate the original chain to the new chain as a test
case (Line 5-6). Then, the blockchain system will execute the
chain of test cases with different chain configurations (Line 7-
10). Meanwhile, Auspex will collect information on gas fees,
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Figure 3: The bug detection of Auspex. D& @2 Auspex
collects the charging relations independently from two
blockchains with different configurations. @& @ Auspex con-
ducts a separate detection on the charging relation in each
chain, comparing the latest charging relation with the previ-
ously collected relations. 3 Auspex will apply differential
bug detections between two executed blockchains.

charging relations, and code coverage. Next, the bug oracles
will analyze the gas fees and charging relation to detect TFM
inconsistency bugs (Line 12-13), which will be explained in
§4.3. Besides, Auspex will check the new inconsistency (we
will explain later) and new code coverage from the collected
information (Line 14-15). The new inconsistency, charging
relations, code coverage, and bug detection will be the fuzz
feedback, and any test cases that trigger them will be stored
in the corpus (Line 16-17). Next, we interpret the feedback
mechanism of Auspex as follows.

(i) Code coverage and bug detection. Auspex adopts code
coverage and bug detection as feedback whenever a test case
triggers some new codes or unveils some new bugs. Auspex
will preserve those test cases in the corpus, which facilitates
exploring more implementation for the blockchain system.

(i1) Gas fees and charging relations. Auspex applies the
gas fees and charging relations as novel fuzz feedback. For
gas fees, we consider the combinations of the gas types as
the fuzz feedback. Concretely, Ethereum specification [72]
defines 39 types of gas fees, which means we have a total
of 2% combinations. As for the charging relations, we adopt
the same combination method and consider combinations on
both gas types and resource types (i.e., G and R in §3). If the
test case triggers new combinations, Auspex will save it in
the corpus. This new feedback enables Auspex to cover more
scenarios of gas and resource consumption.

(iii) Inconsistency. Auspex takes inconsistency between the
two chains with different configurations as feedback. Auspex
will send feedback when the same transaction has different gas
fees, resource consumption, and code coverage when executed
on two chains. Formally, we define the Inconsistency () as
diff(g}, &%) + diff((r)', (r))?) + diff( Cov}, Cov?). This feed-
back enables Auspex to preserve the test cases which can
trigger inconsistency of TFM as much as possible.

In the seed selection strategy in Algorithm 1, seeds are pri-
oritized based on effectiveness in identifying bugs, triggering
new charging behaviors, uncovering novel gas fee combina-
tions, and detecting inconsistencies in two chains. When no
new behaviors are observed, the strategy defaults to priori-

tizing seeds that can discover new code coverage, ensuring
thorough exploration of previously untested code paths.

4.3 Bug detection

We model two bug oracles to uncover TFM inconsistency
bugs and formally represent them as follows.

Definition 3: Fee consistency property (FCP). FCP asserts
that for any given type of gas fee, the corresponding resource
consumption must remain consistent. Formally, FCP can be

represented as FCP = (g; — ri) A (gi = 1) A (r = r;.), where

gi € G, and rl].,r,lc € R. FCP ensures that transactions with
identical gas fee types incur equivalent resource usage (e.g.,
computation and storage), thereby maintaining fair resource
allocation within the blockchain system.

Definition 4: Resource consistency property (RCP). RCP
stipulates that for any given type of resource consumption,
the corresponding gas fee must be uniform. We formally de-
fine RCP as RCP E (g — ) A(gj — ) A(gi = gj), where
8,8 € G, and rk € R. RCP ensures that similar resource us-
age incurs the same gas fee, providing a stable fee structure
across all transactions in the blockchain network.

Oracle detection. Auspex deploys the oracles with FCP and
RCP to monitor the blockchain executions by combining the
single-target test and differential fuzz test. Fig. 3 visualizes the
process of bug detection via oracles. D& @): Auspex initiates
the process by independently collecting charging relations
from two blockchains, which ensures a diverse set of charg-
ing relations can reflect various blockchain configurations.
®&@: Auspex performs an intra-chain detection by com-
paring the latest charging relations within each blockchain
against the previous charging relations. This comparison iden-
tifies any inconsistency bugs in gas fees and resource con-
sumption that may indicate a violation or adherence to FCP
and RCP within a single blockchain configuration. (3): Aus-
pex applies differential detection between the two executed
blockchains. By comparing the charging relations across dif-
ferent blockchain configurations, Auspex identifies discrep-
ancies that may indicate violations of FCP and RCP across
varying blockchain configurations.

After FCP and RCP oracles are triggered, we adopt the
following procedure to locate the root cause. First, we repro-
duce the bugs using historical test cases to manually analyze
charging relationships (e.g., gas costs and resource utilization).
Then, we conduct a thorough audit of the TFM implemen-
tation to inspect FIB and evaluate resource components to
uncover RIB. Once the root causes are identified, we vali-
date with official blockchain specifications, ensuring that the
detected bugs align with protocol definitions.

S Implementation

Auspex aims to detect TFM inconsistency bugs via fuzz tech-
nology. The main components of Auspex include a muta-
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Table 2: Descriptions for the 13 unknown TFM inconsistency bugs identified by tools

# Type Bug Description

1 FIB  Invoking precompiled contracts does not pay the gas fee of inputdata (i.e., &ixdarazero OF 8ixdatanonzero)-

2 FIB  The gas fee of inputdata (i.e., gidatazero OF Eixdatanonzero) and bytecode (i.€., gcodedeposir) are inconsistent in writing data in disk.

3 RIB  Transfers to oneself do not update balance but charge gas fees (i.e., gcaiivaiue and gix)-

4 RIB  The reverted transaction only updates state in memory but is charged as disk writes (i.€., §callvalues Enewaccount Ecoldsloads &tx> A4 &codedeposit)-
5 RIB  In-transaction accesses to the same account are memory-based after the first access but are charged as disk access (i.e., gcaltvalue)-

6 FIB  Miner/validator rewards(or withdraws [22]) update the balance of state in the disk but no gas fee is charged (i.e., g»).

7 FIB  The disk read of SSTORE opcode is not charged (i.e., g).

8 FIB  The gas fee of SLOAD (i.e., gwarmaccess) and MLOAD (i.€., gyerylow) are inconsistent in memory reads.

9 RIB  The state reading is optimized, yet gas fees (i.e., gcoldaccountaccess» &coldsioad> Sacladdress> 0 &acistorage) TEMain unaltered.

10 FIB  tXjuerna updating accounts in disk does not charge gas fees (i.e., g»).

11 RIB  Ext* opcodes (e.g., EXTCODESIEZE), accessing extra bytecode data over opcode BALANCE, but charge an identical gas fee of gcoidaccountaccess-
12 RIB  User charges for slots on their access list (i-€., gacladdress a0d Gaclstorage)> €ven if those slots are not accessed.

13 RIB  tXjyrerna Will be charged the gas fee for updating a new account in state (i.e., gnewaccount)s Yet Hexternal Will not.

tion engine, blockchain execution environment, and feedback
mechanism. (i) Mutation engine. We implement the mutation
engine of Auspex based on go-fuzz [26]. Mutations include
random charges, boundary value testing, and semantic modi-
fications to ensure a wide range of test cases. (ii) Blockchain
execution environment. We employ geth as the blockchain
execution environment to ensure its compatibility with our re-
quirements. We modify the implementation of the geth client
to execute the blockchain generated by Auspex. The fuzzed
test cases are executed in two geth instances with the chains
containing 1,000 blocks. (iii) Feedback mechanism. The
feedback mechanism in Auspex guides the fuzzing process by
taking code coverage, charging relations, and inconsistency as
feedback. Using go-fuzz, we monitor which parts of the code
are exercised by each test case, allowing Auspex to prioritize
test cases that increase coverage. Concretely, we mainly focus
on the code coverage of transaction execution and charging
components, such as EVM, TFM, chain executor, and state
storage. Such scope ensures that all critical aspects of the
TFM and its resource utilization are thoroughly analyzed. Be-
sides, we modify the code on geth to collect gas fees and
resource consumption in geth, which also applies to prioritize
test cases and bug detection.

6 Evaluation

We evaluate Auspex with the following research questions.
RQ1: Can Auspex identify TFM inconsistency bugs? (§6.1)
RQ2: Can Auspex outperform baselines in terms of both
bug-finding capability and coverage? (§6.2)

RQ3: How does Auspex’s bug-finding performance benefit
from its design? (§6.3)

6.1 RQ1: Bug-finding capability

We deploy Auspex on Ethereum for 24 hours to detect TFM
inconsistency bugs on a server featuring the Intel Xeon Gold
5218R CPU (2.10 GHz, 10 cores), 64 GB of RAM, and a 4TB
Samsung 860 EVO SSD. Ultimately, Auspex successfully

identified a total of 13 previously unknown TFM inconsis-
tency bugs, which encompasses 6 FIBs and 7 RIBs. Table 2
presents all 13 bugs. We will interpret bug#1,2,5,9 as they
will be utilized in §7.1 and §7.2. The rest of the bugs will be
illustrated in Appendix B as the page limitation.

Bug#l. The bug#l is caused by users using the comput-
ing resources of precompiled contracts with different gas
fees. Specifically, precompiled contracts need to pay the gas
fee for specifying parameters to execute them. However,
when invoking the precompiled contract ECRECOVER, the user
does not need to pay for specifying parameters as Ethereum
will pad the parameters with all zero to execute ECRECOVER.
For example, transaction 0x1£fb0c [1] paying 24,000 gas (=
8aSy + 84S precompliea) @0d transaction 0x6b016 [2] paying
24,276 gas (= 8asy+ 84S precomplied + gastxdatanonzero) invokes
precompiled contract ECRECOVER. Formally, as FIBju,1 =
(g1 = riZBBY A (g2 = rl28B) A (g1 < 82).

Furthermore, bug#1 resulted in unforeseen economic losses
for users. The user mistakenly considers the precompiled con-
tract addresses (from 0x1 to 0xA) as a burn address [38], and
the user transfers cryptocurrency to a precompiled contract
address. Such a mistake will cause two unexpected results.
(i) The user considers the precompiled contract address as
EOA, and sets 21,000 (i.e., gas,,) as the gas limit for their
transaction. The transaction fails to execute as the gas limit is
not enough to pay the gas fee of gas,, + 8as,recompiieq- Finally,
the user not only lost all the gas fees but also the transac-
tion will be reverted, e.g., transaction 0xe5037c¢ [3]. (ii) The
user set a higher gas limit that just exceeded the gas fee of
8aSy + 8aSprecomplica @ successfully executed the transac-
tion. Although the transaction is successfully executed, the
user overpaid the gas fee of gas,,ccompiica> €--» transaction
0x1£fb0c [1]. The rationale for these consequences lies in the
unique addresses (i.e., 0x1 to 0xA) of precompiled contracts,
which are often misconstrued as burn addresses by users,
including popular blockchain explorers [8] (see Fig. 4).
Bug#2. Bug#2 arises due to the disparity in gas fees, where
the gas fee for writing inputdata to disk is lower than
that for writing bytecode, despite both operations consum-
ing equivalent disk resources. The inputdata of the transaction
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@ Address 0x0000000000000000000000000000000000000001

@ Null: 0x000...001  # Blocked ® burnlng address

@ Address 0x0000000000000000000000000000000000000002
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Figure 4: The blockchain explorer (e.g., Ethersacn) misleads
the user to consider the precompiled address as the burning
address. Such misleading causes financial loss for users.

Home

will be stored in the block and written into the disk, which
the user needs to pay gudaranonzero Of 16 gas (Or gudatazero
of 4 gas) per byte. Meanwhile, when a transaction deploys
a contract, the corresponding bytecode is also written to
disk, with the user incurring geodedeposic 0f 200 gas per byte.
Therefore, the inconsistency gas fees between inputdata and
bytecode incur bug#2, which can formally be represented as
FIBbug2 ): (gtxdatanonzero — r({ifgkw) A (gcodedeposit — régkw) A
(g txdatanonzero < 8 codedeposit) .

Bug#5. Bug#5 arises because when modifying an account,
memory writes are erroneously charged at disk writes. Specif-
ically, when a transaction updates an account’s balance, the
account will be loaded into the memory. Subsequent modi-
fications to the balance of the same account should involve
only memory writes, yet Ethereum charges these memory
operations as the disk write. Formally, the bug#5 can be inter-

len(account,
preted as RIBth’S ): (gcallvalue — rmel(nw )) A (gcallvalue —

len(account) len(account) len(account)
Taiskw )N (Fmemw <Tdistw )

Bug#9. The bug#9 is caused by the fact that Ethereum
optimized the storage structure and reduced the reading
of disk resources, but there was no corresponding gas
fee modification. Concretely, Ethereum introduces a new
structure, snapshot accelerate structure (SAS) [19, 32],
which replaces MPT to accelerate disk reading. SAS
organizes all state data as a flat key-value store, enabling
reading data directly without reading the intermediate nodes
of MPT [50]. Note that alongside geth, other Ethereum
clients [18, 24, 29] also deploy similar accelerated reading
structures [6,9, 12], and we use SAS to denote this type of
structure uniformly. However, after the storage resources
consumed are optimized by SAS, the gas fees do not decrease
accordingly, leading to bug#9. The bug#9 can be presented as

len(account))/\(g*)( len(account) len(MPT)))/\

RIBb“gg ): (g - T diskr T diskr »Vdiskr
( len(account) ( len(account) len(MPT)))

diskr < (Pdiskr T diskr
{g acladdress s 8 coldsload 8aclstorage y 8 coldaccountaccess } .
Answer to RQ1: Auspex identifies 13 TFM inconsistency
bugs on Ethereum platform, including 6 FIBs and 7 RIBs,

significantly showcasing its capability in detecting such bugs.

where g €

6.2 RQ2: Can Auspex outperform baselines?

This section demonstrates the efficacy of Auspex by compar-
ing its code coverage and bug identification capabilities with

Auspex |
Fluffy

0 240 480 720 960 1200 1440
Time (Min)

Figure 5: The code coverage of Auspex. We adopt Fluffy [75]

as the baseline, and Auspex outperforms the baseline in the
exploration of branch coverages at all times.

state-of-the-art tools. We adopt the same hardware as §6.1.

We first examine the code coverage of Auspex. To collect
the information on code coverage, we launch Auspex for about
24 hours (i.e., 1,440 Minutes). Next, we select Fluffy [75] as
the baseline because it represents the state-of-the-art fuzzer for
Ethereum clients, embodying the most advanced techniques
in fuzz testing. We run Fluffy under the same conditions
to obtain coverage information. Fig. 5 visualizes the code
coverages of branches for Auspex and Fluffy. Auspex (blue
line) rapidly discovers a large number of code branches within
the first 120 minutes, showing a steep growth, while Fluffy
(red line) discovers significantly fewer branches during the
same period. By the end of the experiment, Auspex explores
nearly 1.4 x 10* branches, while Fluffy only covers roughly
4 x 103 branches by the end. This is because Auspex can
detect more code logic in TFM and its resource utilization. It
indicates that Auspex can explore more than 3.5 times code
logic on Fluffy, and achieve significant fuzz performance.

Then, we examine the bug identification capability by com-
paring Auspex and Fluffy-FR. The Fluffy-FR is the baseline,
which we equip the oracles of Auspex on Fluffy. We run the
two tools for about 24 hours, and Fig. 6 provides the experi-
ment results. Both tools, Auspex and Fluffy-FR, show rapid
initial bug discovery in the first 240 minutes, but Auspex con-
sistently detects more bugs at each time interval. Between 240
and 960 minutes, Auspex steadily finds additional bugs, ulti-
mately identifying 13 bugs, while Fluffy-FR stagnates with
no discoveries beyond 8 bugs. The Fluffy-FR doesn’t find
bug#l, bug#7, bug#9, bug#12, and bug#13. We take bug#9
as an instance, Fluffy-FR does not consider the mutation of
chain configurations, and can not find the resource utilization
difference between SAS and MPT in reading state. In sum-
mary, the differences in bug discovery suggest that Auspex

12 A

Auspex
Fluffy-FR

# of bugs

oOwouwunN

0 240 480 720 960
Time (min)
Figure 6: The bug identification capability of Auspex and
baseline (i.e., Fluffy-FR, Fluffy [75] with FCP and RCP ora-
cle). Auspex identifies 5 additional bugs than the baseline.
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Table 3: The effect of four levels’ mutation

[ L1 [ L2 [ L3 [ L4 | Code Coverage | Identified Bugs |

O | @ | O | O 3,249 bug#6
OO0 | @] O 4,651 bug#2,3,12
O o]0 | @ 5,264 bug#4,5,7,8

e | e | OO 3,632 bug#6,9

[ ] | @ | O 7,653 bug#1-3,9,12
[ ] o]0 | @ 9,163 bug#1,4,5,7,8-11
O ® | o O 7,137 bug#2,3,6,12
O ® | O | @ 6,452 bug#4-8
O|lo | e | e 11,157 bug#2-5,7,8,10-13
e | e o O 9,613 bug#2,3,6,9-13
e | e O | o 10,732 bug#1,4-11,13
[ Ol e | e 13,498 bug#1-5,7-13
O|le | e | @ 12,475 bug#2-8,10-13
® o o o 14,130 bug#1-13

L1: ChainConf; L2: Blockfield; L3: TxContext; L4: ContractOps.

has a higher exploration capability and can uncover more
complex bugs compared to Fluffy-FR.

Answer to RQ2: Compared with the state-of-the-art tools,
Auspex can cover more than 3.5 times branches, and un-
cover additional 5 bugs. It highlights Auspex’s effectiveness
in broader exploration and deeper identification.

6.3 RQ3: Effects of components in Auspex

To obtain the effect of Auspex’s core design in §4, we conduct
some experiments on various components in Auspex, includ-
ing mutation strategy, feedback mechanism, and differential
detection. We adopt the same experiment specs as §6.1.

We evaluate Auspex’s mutation strategy by mutating vari-
ous levels of test case, containing chain configurations (L1),
block fields (L2), transaction contexts (L.3), and contract op-
erations (L4). Table 3 displays that each level contributes
uniquely to enhancing code coverage and identifying bugs.
Note that when the mutation of L2-4 is turned off, on-chain
data cannot be generated and we ignore such two scenarios.
Mutating only L2 results in the coverage of 3,249 branches
and 1 bug (i.e., bug#6), while integrating all four levels
achieves coverage of 14,130 branches and 13 bugs, highlight-
ing the incremental contribution of each level in uncovering
more code paths and bugs. Besides, by applying only a single
level of chain parameters, Auspex can identify between one
and four bugs. Thus, the results in Table 3 confirm Auspex’s
design choices, emphasizing the importance of holistic muta-
tion strategies in advancing fuzzing coverage and efficiency.

In Table 4, we evaluate the feedback mechanism by a mod-
ified version of Auspex, Auspex-nf, which disables the feed-
back mechanism. Auspex achieves a code coverage of 14,130
branches, a 26.1% improvement over the 10,991 branches
covered by Auspex-nf. Moreover, Auspex detects all 13 bugs,

Table 4: The effect of charging-guide fuzzing

[ Ttems [ Code Coverage | Unidentified Bugs |
Auspex-nf 10,991 bug#1,7,13
Auspex 14,130 None

Auspex-nf: Auspex disables feedback mechanism

Table 5: The effect of oracle’s differential detection

[ Ttems [ #ofbugs | Unidentified Bugs |
Auspex-nd 11 bug#1,bug#9
Auspex 13 None

Auspex-nd: Auspex without differential detection

whereas Auspex-nf fails to uncover bug#1,7,13. These results
emphasize the significance of Auspex’s feedback mechanism
in guiding test case generation, path exploration, and detection
capabilities.

We evaluate the differential detection mechanism by com-
paring Auspex with Auspex-nd, a version of the Auspex with-
out differential detection. As shown in Table 5, Auspex iden-
tifies all 13 bugs, while Auspex-nd detects 11 bugs, failing
to uncover bug#1,9. This experiment demonstrates that dif-
ferential detection, by comparing charging behaviors across
varying blockchain configurations, is crucial for identifying
subtle inconsistencies missed by single-objection approaches,
enhancing Auspex’s bug detection capabilities.

Answer to RQ3: The mutation strategy is critical for un-
covering complex bugs by generating diverse and high-quality
test cases. The feedback mechanism is essential for guiding
the exploration of critical execution paths. Differential detec-
tion plays a pivotal role in identifying subtle bugs.

7 Security impact of TFM inconsistency bugs

We further assess the impact of TFM inconsistency bugs on
their economic loss (§7.1) and security impact (§7.2).

7.1 Financial loss of the bugs

To understand the security impact of TFM inconsistency bugs,
we will measure the financial loss of users caused by five bugs
containing bug#1, bug#3-5, and bug#9. We select them as
they can cause financial loss to users. Then, we will measure
financial loss on Ethereum and BSC. The evaluation focuses
on the 1.5M blocks spanning from Ethereum block height
#18.5M (Nov-04-2023) to #20M (Jun-01-2024) and BSC
block height #38.5M (May-07-2024) to #40M (Jun-28-2024).

First, Table 6 provides the loss measurement rules for these

Table 6: Loss rules of the bugs.

[ Types [ Loss rules ]
Bug#l T (fxm :add:premmpile ) N (len (T—"'[npul(lam ):0) )
) glaxs;‘ {glx s8precompile }
1X10 =1 Xsender
Bug#3 %81oss < 8callvalue }
llsrevert( tx)=true
Bug#4 28loss <*(g[mg4 —8warmaccess)
8hugs € {gcallvalue 5 glnewaccuum s 8coldsload s 8tx > codedeposit }
tx.writetimes(CA)>2
Bug#s 3Is’lass {8calivalue } ¥0-5—8warmaccess
TSAS.read(account)V>SAS.read(slot)
Bug#9 38loss—(8bugo—FsAs*8bugo)
8hug9 € {gacladdress > 8coldsload > aclstorage » § coldaccountaccess }

The above rules also apply in internal transactions.
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Table 7: The four Configurations of different nodes.

Configurations | Models [17] ( gOPI‘t]S) 1(\?;311; SEE)Fr]g%e
Datacenter c5.9xlarge 32 72 2
Devnet c5.4xlarge 16 32 2
Community c5.2xlarge 8 16 2
Testnet cS5.xlarge 4 8 2

bugs. By following EIP-2929 [15], we define the user’s fi-
nancial loss as the difference between the gas fee charged to
the user and the gas fee corresponding to the actual resources
utilized. Then, we interpret the five rules as follows.

(1) Loss of bug#1. Bug#1 occurs when a transaction invokes
a precompiled contract with zero-length inputdata, resulting
in a financial loss equivalent to g, OF gprecompite fOr the user.
Given that executing a precompiled contract requires user-
provided parameters, a zero-length parameter indicates an
erroneous invocation by the user. If the user sets only 21,000
gas (i.e., g) for the transaction, it will be reverted, resulting
in a complete loss of g,.. However, if enough transaction fee is
set, the user will incur a further 10sS, gprecompite, for mistakenly
invoking a precompiled contract.

(i1) Loss of bug#3. The bug#3 arises when the sender and
receiver addresses are identical. Due to the absence of an
actual transfer, the user was erroneously charged the gas fee
of ether transferring, thereby incurring a loss of gcainatue-

(iii) Loss of bug#4. Bug#4 is characterized by the transac-
tion revert, where the associated state updates remain in mem-
ory but will not persist to disk. Consequently, users should
only incur the gas fee for memory write, rather than the fee
for disk write. Therefore, the loss of bug#4 is the difference
between (a) the gas fee of disk write (i.e., gcalivaiue> Enewaccounts
8coldsloads 8txs and gcodedep()xit) and (b) the gas fee of memory
write (i.€., §warmaccess)- NOte that when we apply the rule of
bug#4 on tXexernal, We also need to deduct from the loss the
gas fee that the sender’s address updates nonce (also applied
for the loss rule of bug#3).

(iv) Loss of bug#5. The bug#5 arises when a transaction
performs multiple writes to the same account. The block will
load the account from the disk to memory at the first write.
Despite the subsequent writes being performed in memory,
Ethereum charges the memory writes as the gas fee of disk
write. Therefore, the user’s loss due to bug#5 is the differ-
ence between the gas fee of updating an account in disk (i.e.,
8callvalue * 05) and its memory updating (i'e-’ gwarmaccess)-

(v) Loss of bug#9. Bug#9 is triggered as Ethereum deploys
SAS to improve the efficiency of disk reading, but does not
adjust the related gas fee. Therefore, we introduce Fsas to
represent the optimization effect of SAS. The loss of bug#9 is
the difference between MPT’s gas fee of disk read (i.e., gpug9)
and SAS’s gas fee of disk read (i.e., gpugo * Fsas)-

However, determining the value of Fsugs is a tough task.
Due to the decentralization of blockchains, each node of the
blockchain is heterogeneous and has varying hardware con-

Table 8: Total impact and loss of the five bugs on 1.5M blocks.

Loss fee
‘ Platforms Blocks ‘ Txs ‘ Gas ‘ Ether/BNB ‘ (USD)
Ethereum 149 % 106 [ 1.51x10% [ 7.35x 1072 [ 3.48x10° [ 9.81 x 108
99.94% 61.50% 3239% 30.24% 30.43%
BSC 1.49x10° | 1.52x10% | 9.93x 102 | 1.45x10% | 8.85x 10°
99.97% 80.42% 43.45% 35.89% 35.91%

We display the impacted amount and its ratio for the total amount.

figurations, leading to various optimization effects of SAS on
different nodes. To address this task, we obtain the optimiza-
tion effect of Fgus by testing the performance SAS across
diverse node configurations. Concretely, we draw inspiration
from previous works [43,57] to set up four node configura-
tions, including datacenter, testnet, devnet, and community.
By conducting experiments on AWS nodes [17] with the
four configurations, we can derive a reasonable value of Fus.
Table 7 illustrates the four configurations. We conduct experi-
ments in the 1.5M blocks on Ethereum and BSC to test the
different performances of blockchain reading data on SAS
and MPT, respectively. We observed disk reads of 2.93 x 103
on Ethereum (resp. 8.70 x 10% on BSC) and then we averaged
the data obtained from the four configurations. The results
show that the disk read latency is optimized from 727 us (resp.
929 us on BSC) to 235 us (resp. 317 us on BSC) by replacing
MPT with SAS. Hence, we determine the value of Fgag as
0.32 (=235/727) on Ethereum and 0.34 (=317/929) on BSC.

Then, we adopt the five rules to quantify the financial loss
of five bugs. Table 8 shows the blocks, transactions, gas loss,
ether/bnb loss, and fee losses affected by the five bugs on
1.5M blocks of Ethereum and BSC . The ratios in Table 8
indicate the proportion of the data in the total. On Ethereum,
the bugs affect 1.49M blocks (99.94%), 0.15 billion trans-
actions (61.50%), leading to 7.35 trillion gas loss (32.39%),
0.34M Ether loss (30.24%), and 98 1M USD fee loss (30.43%).
For BSC, the bugs affect 1.49M blocks (99.97%), 0.15 bil-
lion transactions (80.42%), and cause 9.93 trillion gas loss
(43.45%), 14,563 BNB loss (35.89%), and 8.85M USD fee
loss (35.91%).

Furthermore, Fig. 7 visualizes the impact of each bug on
Ethereum and BSC, and the amount on the bar indicates
the specific affected data. In terms of the affected blocks
in Fig. 7a, bug#1 affects far fewer blocks than the other four
bugs due to the relatively infrequent usage of precompiled
contracts. Moving on to the number of transactions affected
in Fig. 7b, for bugs other than bug#1, the number of affected
transactions on Ethereum and BSC are close. This similarity
suggests that the two platforms might share some common
characteristics, e.g., similar contract invocations. Finally, ex-
amining the financial losses incurred by users in Fig. 7c, we
observe significant discrepancies between Ethereum and BSC.
This is due to the difference in gas and cryptocurrency prices
between the two platforms.

In summary, the five bugs (i.e., bug#l, bug#3-#5, and
bug#9) cause financial losses of 981M USD in Ethereum and
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Figure 7: The impact of each bug on the number of blocks and transactions, as well as the financial losses caused to users.

Algorithm 2: DoS attack algorithm
Input: BS: the blockchain system;
Txnums: Number of transactions to generate;
maxDataSize: Maximum length of inputdata;
Output: Metrics: The attack impacts on blockchain
1 txList < {}
2 for i =1 fo Txnums do
3 inputData < GenerateMaxData(maxDataSize)
tx; +— CreateTransaction(inputData)
newAddress < GenerateNewAddress()
tx;.Set ToAddress(newAddress)
txList < txList U {1x;}
8 Metrics < BS.sendTx(txList)

N S s

8.85M USD in BSC. The findings indicate that the bugs have
a significant impact on the economic stability of blockchains.

7.2 Security risk of the bugs

To understand the security risk of TFM inconsistency bugs, we
will exploit bug#2,13 to launch DoS attack on the Ethereum
testnet [25]. We also adopt the same hardware setup as §6.1.

The basic idea of our DoS attack is to flood #xzysernar With
inputdata of maximum length to the blockchain. Concretely,
bug#2 indicates that the gas fees of inputdata on disk writes
(i.e., 8txdatanonzero and 8 txdatazem) are relatively IOW’ while
bug#13 represents that x,yermqa does not consider the gas fee
of writing new addresses into disk (i.e., newaccount)- There-
fore, as presented in Algorithm 2, we first generate a large
number of transactions with inputdata of maximum length
(Line 3-4), then set the receiver address of each transaction as
the new address (Line 5-6), and finally flood the network with
these transactions (Line 7-8). The maximum length of the
inputdata is 130,859 bytes, which is the difference between
(1) the maximum length of a transaction (i.e., 128 KB) and (ii)
the 213 bytes required fields of the transaction (i.e., nonce,
gas tip, gas limit, recipient, value, and signature) [28].

Furthermore, there exists a tradeoff in generating the in-
putdata between attack cost and impact. Concretely, the most
cost-effective method to construct inputdata is to use all-
zero bytes, as zero bytes only incur 4 gas (i.e., &ndarazero)s
whereas non-zero bytes incur 16 gas (i.e., gdatanonzero)- HOW-
ever, Ethereum employs the algorithm of snappy compres-
sion [31] for data storage [77] and transmission [23], which
can mitigate the attack impact of all-zero inputdata.

To find a better approach to construct the inputdata, we
conduct the following experiments. First, we utilize the cryp-

tographic interface [30] to generate hash values as inputdata
because the hash values with high entropy [55] are typically
hard to compress [67]. Then, we progressively replace the
data in inputdata with zero bytes in a randomized position
to reduce gas cost, and compress the hash values with the
snappy algorithm. Meanwhile, we collect the compression
ratio of the inputdata after being compressed and the average
gas cost per byte of the inputdata. Fig. 8 displays the rela-
tionship between the compression ratio (blue line) and the
gas cost per byte (orange line). When the replacement has
not started, the compression ratio is close to 1 (i.e., hard to
compress), and the gas cost per byte is close to 16 gas (i.e.,
Zxdatanonzero)- After the replacement finishes, the compression
ratio is close to O (i.e., easy to compress), and the gas fee per
byte tends to be 4 gas (i.e., gidarazero)- Hence, we select the
maximum difference between the compression ratio and gas
cost per byte to achieve the balance in attack impact and cost
(red arrows). Concretely, we choose to replace 67,173 zero
bytes into the inputdata, which achieves the compress ratio of
0.90 and gas fee of 9.82 per bytes.

We launch DoS attack ranging from block height
#1,888,063 to #1,888,068 on Holesky testnet. To limit the
impact of the attack and ensure it does not disrupt the op-
eration of the testnet, the attack scope was confined to six
blocks. We select block size and wait time of the transaction
as the metrics to evaluate the attack impact. Fig. 9 provides
the specific results, which will be illustrated as follows.

(i) Block size. DoS attack constructs transactions with ex-
cessively long inputdata that significantly increase the block
size, leading to greater network bandwidth and storage re-
source utilization. Fig. 9a displays trends of block sizes dur-
ing the attack. We established the baseline by constructing
chains through the selection of blocks before the attack. The
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Figure 8: Randomly replace the data at a certain position of
inputdata with zero bytes, and observe the changes in the
compression rate of inputdata and the gas cost of each byte
of inputdata by the snap algorithm.

1234 34th USENIX Security Symposium

USENIX Association



m
v 5]
S 2 DoS attack
e Attack (Compressed)
o) Baseline
N
wn 04 \ : : : : : :
0 1 2 3 4 5 6
Block number (from block #1,888,063)
(a) Impacted block size
€ — =
=1 _—— —
[e]
€ Baseline
g 100+ DosS attack
K]
©
@©
n
c oL . . . : . . .
E 0 20 40 60 80 100 120 140

Transaction wait time (s)

(b) Impacted transactions wait time

Figure 9: The impact of DoS attack on block size and transac-
tion wait time. We launch DoS attack in six blocks on testnet
(#1,888,063 to #1,888,069). DoS attack amplifies block size
96 times and prolongs the wait time of transactions 4.5 times.

blue line represents the block size under attack, showing a
significant increase 96 times on average compared to the base-
line (red line), where normal blocks without the attack are
processed. Besides, comparing compressed (orange line) and
uncompressed block sizes (blue line), DoS attack achieves
a compressed ratio of 0.88 on average. Overall, the observa-
tions show that DoS attack can amplify the block size even
in the affection of a compressed algorithm, consuming the
resources of storage and network.

(i) Wait time of transaction. DoS attack will broadcast a
large number of transactions, leading to an increased work-
load on the blockchain, which in turn leads to prolonged
confirmation time (i.e., wait time) for all transactions. Hence,
we measure the wait time of transactions during the attack.
Then we interpret the method to get the wait time. Concretely,
we first deploy three blockchain nodes in Europe, Asia, and
America to collect the Tj,,,00; indicating the times of transac-
tions entering the pool. We will take the average of Ty,p00!
from the three nodes. Besides, we take the timestamp in the
block header as the transaction on-chain time (i.e., Tyuchain)-
Finally, we obtain the wait time of 7,,4isime from the difference
between T()nchain and T()np()()l (i~e-7 Tyaittime = Tonchuin - ()np()al)~
Fig. 9b presents the distribution of waiting times from the
number of transactions during the attack. We constructed
the baseline from the block height before DoS attack, using
the same number of blocks as in our attack range. Fig. 9b
shows a clear distinction in transaction wait times between
the baseline (blue bins) and DoS attack scenarios (red bins).
The average wait time expands during the attack from 10s to
50s with a marked increase in the number of delayed transac-
tions. Under DoS attack, the distribution of transaction wait
times shifts significantly, with the median increasing from 8s

Table 9: The cost of DoS attack per block.

Platform ‘ Ethereum ‘ BSC ‘ Avalanche ‘ Polygon ‘ Optimism

Gas limit 30M 120M 15M 30M 30M
Gas price (GWei) 26 4.8 39 131 0.15
Coin price (USD) 3,140 493 38 0.82 3.03
Attack cost (USD) 2,480 287 22 323 0.014

‘We adopt the average gas price and coin price during H1 2024.

in the baseline to 36s during the attack. This indicates that
DoS attack effectively introduces 4.5 times =(36/8) delay of
transactions, degrading overall blockchain performance.

Economic feasibility. We evaluate the economic feasibility
of a DoS attack on five popular blockchain platforms with top
market capitalization, including Ethereum, BSC, Avalanche,
Polygon, and Optimism. The financial cost of DoS attack is
considered that the attacker fully utilizes all gas in the block,
reflecting realistic attack scenarios where adversaries aim
to fill the block with the transaction with maximum length.
Table 9 presents the attack cost in five popular blockchains,
detailing the costs of gas limit, gas price, and coin price. We
adopt the average gas price and coin price during the first half
of 2024. The cost of DoS attack shows significant variance
across different blockchain platforms. For example, the cost
is highest on Ethereum (2,480 USD per block) due to its high
gas price and coin price, while the attack cost is minimal
(0.014 USD per block) on Optimism, largely due to its low
gas price and relatively lower coin price. The analysis reveals
that while high-cost platforms like Ethereum offer greater
security through economic deterrence, lower-cost platforms
like Optimism are at greater risk of being targeted due to the
minimal financial burden on attackers. Unfortunately, most
blockchain platforms do not have the high coin prices as
Ethereum and BSC. This raises concerns about the resilience
of these networks under adversarial conditions, especially as
Layer 2 solutions like Optimism grow in adoption [51].

To further investigate the cost and impact of our DoS at-
tack, we compare it with the suppression attack [68]. The
suppression attack is also a genus of DoS attack, which has
been identified to delay transactions to obtain huge profits
in MEV (Maximal Extractable Value) scenarios in the real
world [63,68,79]. The fundamental design of the suppression
attack is similar to our DoS attack in terms of exhausting a
block’s gas limit. The primary difference between the two
attacks is that the suppression attack specifically exploits the
opcode SSTORE to consume gas and incur an I/O burden. To
conduct this comparison, we set up two private chain envi-
ronments using identical configurations to the mainnet. Each
environment consists of 100 blocks, with each block’s gas
limit set to 30M gas. The experiments are designed to evalu-
ate both attacks under controlled conditions. For the suppres-
sion attack, transactions are constructed to perform repetitive
SSTORE operations targeting different storage slots to maxi-
mize gas consumption. In contrast, our DoS attack utilizes a
custom calldata into the blockchain.
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Table 10: Comparison of attack cost and impact

‘ Items | Gas cast | Payload length | compression ratio |
Our DoS attack | 2.97M 2.99 x 10°B 0.88
Suppression [68] 2.98M 42,351B 0.65

Table 10 displays the results. The costs of both attacks are
nearly identical, aligning with their shared design of deplet-
ing the gas limit of a block (i.e., 30M gas). However, our
DoS attack demonstrates superior effectiveness by achieving
higher payload throughput and exerting a greater impact on
block resources. Specifically, our attack is able to write ap-
proximately 2.99 x 10° bytes of data per block on average,
compared to only 42,351 bytes in the suppression attack (i.e.,
69 x improvement). Additionally, the payload design of our
DoS attack keeps a higher proportion of the original data size
with a compression rate of 0.88, as opposed to the suppression
attack which compresses more aggressively at a rate of 0.65.

There are two reasons for the superior effectiveness of our
DoS attack: (i) Our attack achieves higher payload efficiency,
allowing significantly more data to be written within the same
gas cost. Concretely, the gas cost of our DoS attack per byte
written is only 9.82, significantly lower than the suppression
attack’s 690 gas per byte (opcode SSTORE writes 32 bytes pay-
load with 22,100 gas, comprising 20,000 for g, and 2,100
for gcodsioad)- (i) The payload design of our DoS attack is
compression-resistant, whereas the payloads generated in the
suppression attack often contain sequences of zero bytes used
for padding. These zero-byte sequences are susceptible to
compression, reducing their impact and the overall effective-
ness of the suppression attack. The evaluation underscores
not only the superior efficiency of our DoS attack but also
the critical role that TFM inconsistency bugs play in enabling
such attacks. These bugs allow attackers to exploit discrepan-
cies in gas costing and resource utilization, highlighting the
critical consequences of TFM bugs being exploited.

In summary, our DoS attack exploiting bug#2 and bug#13
amplified the block size by 96 times and prolonged the waiting
time of transactions by 4.5 times, highlighting the security
risk of TFM inconsistency bugs for blockchains.

8 Discussion

In this section, we will discuss some considerations of our
work.

Security implications. Beyond the impact on financial losses
(§7.1) and security (§7.2), TFM inconsistency bugs also pose
significant risks to the security of the Ethereum ecosystem
in the following three aspects: (i) Reputational damage and
user attrition. The presence of fee inconsistency bugs erodes
user confidence in Ethereum’s reliability as a decentralized
platform. Such erosion of trust could result in reduced adop-
tion rates and weaken the network effect that underpins the
growth and resilience of the ecosystem. (ii) Economic barri-
ers and reduced accessibility. The inefficiencies introduced

by fee inconsistencies impose undue financial burdens on
users, particularly those with limited resources. Elevated or
unpredictable transaction costs create a barrier to entry for
fund-constrained participants, thereby limiting the inclusivity
of the network. (iii) Impact on developer incentives. TFM
inconsistencies further deter developers from maintaining or
building new DApps. Uncertain gas fees make it difficult for
developers to estimate the transaction costs required for ex-
ecuting new features, reducing their willingness to invest in
creating innovative applications.

Inherent mechanism and bugs TFM inconsistency bugs
arise from the core design of the blockchain and are not influ-
enced by the underlying operating system or hardware. This is
because TFM and related data structures (e.g., accounts, slots,
MPT, and precompiled contracts) are fully contained within
the blockchain design and specification itself. Blockchain sys-
tems follow deterministic, platform-independent rules set by
their consensus protocols, and it indicates that TFM inconsis-
tency bugs are inherent in blockchain nodes. Therefore, these
TFM inconsistency bugs are essentially blockchain protocol-
level issues inherent to the design of the blockchain.

Client diversity. While Auspex identified 13 TFM inconsis-
tency bugs within the geth, the broader Ethereum ecosystem
relies on multiple client implementations (i.e., client diver-
sity) [64,65], which include Nethermind [29], Besu [18], and
Erigon [24], each developed using different languages and
architectures. Given the critical role of client diversity in
ensuring network resilience, it is crucial to assess whether
these bugs persist across different implementations. Upon ex-
tending our analysis to these additional Ethereum clients, we
confirmed that all of them are indeed susceptible to the TFM
inconsistency bugs, demonstrating that the issue is inherent
to the consensus logic rather than specific to get. This finding
underscores that the bugs are not isolated to a single codebase
but are a systemic issue affecting the Ethereum ecosystem as
a whole, irrespective of client diversity.

Bug fix. Addressing TFM inconsistency bugs requires pro-
tocol upgrades through a hard fork. Concretely, the first step
involves identifying TFM inconsistency bugs based on our
work. Next, several Ethereum improvement proposals (e.g.,
EIP-2929) are drafted to fix these inconsistencies. Once those
proposals are reviewed and approved by the community, devel-
opers implement the updates in the blockchain clients. Finally,
the network executes the hard fork at a predetermined block
height, eliminating inconsistencies and thereby enhancing
fairness and security across the ecosystem.

Loss optimization. The financial losses defined in §7.1 will
eventually be paid to miners/validators through transaction
fees. If Ethereum optimizes corresponding losses, miners/val-
idators’ revenue will be reduced, but it will not compromise
Ethereum’s economic incentive mechanism. According to the
experience of EIP-1559 [52] and EIP-2929 [15], miners/val-
idators have shown a willingness to accept a decrease in their
revenue as long as it benefits the overall ecosystem [52].
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Byte-array mutation. Auspex utilizes a byte-array mutation
strategy for elements within test cases (e.g., inputdata) without
considering the structural syntax of these elements. While this
approach is efficient, it may not be optimal in some scenarios.
For instance, Confuzz [71] introduces a mutation strategy
that leverages the specific types of contract arguments for
inputdata. Although such type-aware mutation strategies can
enhance precision, they are non-trivial in implementing and
introducing additional overhead (e.g., recovering the types
from bytecode). Our evaluation results also demonstrate that
our byte-array mutation is effective in finding bugs [75].
The lessons of bugs. The bugs found across the Ethereum
expose several key lessons that highlight broader challenges
within blockchain systems. (i) Deviations from specifications
can result in incorrect behavior, as seen in cases like bug#3
and bug#4, where gas fees are charged despite the ether trans-
fer not happening. (ii) Mismatches between resource usage
and pricing can lead to unfair charges, exemplified by bug#5,
where memory accesses are incorrectly charged as disk ac-
cesses. (iii) Design oversights, such as deploying precompiled
contracts at addresses commonly mistaken for burn addresses
(i.e., 0x1 to 0xA), show that poor design choices can exac-
erbate the financial loss of users. (iv) Outdated gas pricing
that fails to account for optimizations (like the introduction of
SAS in bug#9) underscores the risks of not regularly adjusting
cost structures in response to evolving system efficiencies.

9 Related work

TFM. Several studies [41, 52, 60-62, 76] have focused on
TFM of blockchain. Chen et al. [37] measure the resource
cost of TFM of Ethereum, and propose an adaptive TFM
to deter the potential DoS attack by dynamically adjusting
the gas fee of the opcodes. Brokenmetre [61] constructs the
benchmark to further find under-price opcode in Ethereum.
Furthermore, Brokenmetre demonstrated the designed con-
tracts with opcodes that execute at a significantly slower speed
can be used to launch DoS attacks, thereby impairing the real-
time capabilities of the blockchain. Liu et al. [52] conduct the
empirical analysis on EIP-1559, which is a hard-fork upgrade
for TFM on Ethereum. They found that the deployment of
EIP-1559 for TFM could optimize the gas price and wait time
of transactions.

Differentiating from prior work that relies on manual bench-
mark design and data analysis, Auspex first automates the
finding of inconsistency bugs in TFM, thereby enabling com-
prehensive explorations of a broader scenarios of TFM.
Fuzzing. Fuzzing, as a popular test technique, has been ap-
plied in many works [39, 40, 56, 70, 75] to detect bugs in
blockchain systems [73]. Fluffy [75] employs differential
fuzzing technology to detect consensus bugs in Ethereum. It
mutates and executes multiple transactions across different
Ethereum implementations, identifying bugs through cross-
comparison of the resulting blockchain states. Tyr [40] fo-

cuses on detecting consensus failure bugs in six blockchains,
including Fabric, FISCO-BCOS, Quorum, Diem, Ethereum,
and EOS. Tyr will first simulate an entire blockchain network
with several nodes and then broadcast the mutated network
messages related to blockchain consensus in the network. Tyr
finds consensus failure bugs by comparing the inconsistency
(e.g., block height and blockchain state) between different
nodes in their networks. MPFuzz [70] concentrates on uncov-
ering the bugs exploited by DoS attacks in Ethereum txpool.
The developers of MPFuzz first construct some semantics
patterns of Ethereum transactions in txpool, and then utilize
the pattern to generate test cases to test txpool to trigger DoS
attacks.

However, current works [39,40,56,70,75] are limited in
their ability to detect TFM inconsistency bugs effectively. (i)
They do not concentrate on changes in gas fees and resource
consumption, whereas Auspex leverages these data as feed-
back and oracle. (ii) TFM inconsistency bugs do not typically
cause system crashes or consensus-level inconsistencies, but
Auspex is equipped with a corresponding oracle to identify
such issues. (iii) They neglect chain configurations and may
omit to explore some blockchain components. In contrast,
Auspex can explore more code logic through mutating chain
configurations.

10 Conclusion

This paper presented Auspex, the first automated fuzzing tool
designed to detect TFM inconsistency bugs in Ethereum. Aus-
pex introduces a chain-based test case generation strategy, a
charging-guided fuzzing approach, and two general oracles
(FCP and RCP) to identify TFM inconsistency bugs. Our eval-
uation uncovered 13 new bugs and demonstrated 3.5 times
more code branch coverage than state-of-the-art tool. We fur-
ther analyzed the financial and security impact of these bugs.
It reveals these bugs cause exceeding multi-million-dollar
losses on Ethereum and BSC. Besides the DoS attack ex-
ploiting these bugs increases block size by 96 times and the
transition wait time by 4.5 times. These results emphasize the
critical need for automated solutions like Auspex to detect
TFM inconsistency bugs.
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A Gas fees and its related operations

We list the gas fees and related operations in Table 11. Note
that we only provide the opcodes related to our work.

Table 11: The notions of gas fees and related operations.

Name Related operations

8verylow PUSH.
SLOAD, SSTORE, BALANCE, EXTCODESIZE,EXTCODECOPY, CALL,
EXTCODEHASH, DELEGATECALL, STATICCALL and CALLCODE.
BALANCE, EXTCODESIZE, EXTCODECOPY, CALL, EXTCODEHASH,
Scoldaccountaccess  pp1pcATECALL STATICCALL and CALLCODE.
&eoldsload SLOAD and SSTORE.
Zsset SSTORE .
BALANCE, EXTCODESIZE, EXTCODECOPY, EXTCODEHASH, CALL,

8warmaccess

Sacladdress DELEGATECALL, STATICCALL and CALLCODE.
8aclstorage SLOAD and SSTORE.
&callvalue CALL and CALLCODE.
8newaccount CALL.
8ix tXexternal-
8itxdatazero tXexternal-
8txdatanonzero tXexternal-

Scodedeposit CREATE and CREATE2
8precompiled N.A.

B Uncovered bugs

In this section, we will illustrate the other six bugs (i.e., bug#6-
9 and bug#10-12) identified by Auspex

Bug#6. Bug#6 is triggered when a validator or miner receives
block rewards, which involves updating their account balance
on disk without incurring the corresponding gas fee for disk
writing. Specifically, when block rewards are allocated, the
blockchain modifies the recipient’s balance by updating the
state and writing the updates directly to the disk. Unlike
typical state updates triggered by user transactions, which are
charged based on the resources consumed (e.g., memory and
disk write), the disk operations related to block rewards are
not associated with any gas fee [22]. The Bug#6 holds in FIB
as FIBbug6 ): (g@ — ri;;zx}ccount)) N (gcallvalue — rf]ejz/i{:vccoum)) A
(gg < gcallvalue)-

Bug#7. Bug#7 is triggered by the failure to charge gas fees for
disk reads during the execution of the SSTORE code. Although
SSTORE is primarily considered a state-writing, the Ethereum
specification (i.e., EIP-2200 [21]) introduces a new logic that
requires first reading the disk before modifying the value.
Specifically, when SSTORE is invoked, it reads the existing
value from the disk. If the value to be stored matches the
one already present, no disk write is performed, avoiding
unnecessary state updates in disk. However, if the values
differ, the state is updated, but no gas fee is charged for the

first disk read operation. Bug#7 holds in FIB as FIBy,,7 =

len(slot) len(slot)
(gZ — Vgiskr ) A (gcoldsload = T giskr ) A (gg < gwldsload)-

Bug#8. Bug#8 is due to inconsistent gas fees for memory
reads between the SLOAD opcode and other memory opcodes
like MLOAD. Typically, SLOAD is considered a disk-read op-
eration that retrieves contract slot data from the blockchain
state. However, under the latest Ethereum specification (i.e.,
EIP-2929 [15]), if the slot has already been accessed once
(i.e., it caches in memory), subsequent reads of that slot by
SLOAD opcode only incurs gas fee of 100 (i.e., gyarmaccess) for
memory access. In contrast, memory operations like MLOAD
only charge 3 gas for reading data from memory. This dis-
crepancy results in an overcharging issue where SLOAD incurs
a significantly higher fee for the same memory read opera-

tion as MLOAD. Bug#8 holds in FIB as FIBp,es = (gveryiow —

len(slot) len(slot)
Ymemr ) A (gwarmaccess — Ymemr ) A (gverylow < gwarmaccess)'

Bug#10. Bug#10 is due to when account updates in disk oc-
cur without charging a gas fee for those updates. Specifically,
Bug#10 arises in scenarios where a user sends fXexernar tO
contract A, which in turn makes an internal invoke to contract
B. If contract B modifies a slot in its storage, the correspond-
ing storage root in contract B’s account must be updated on
disk. However, no gas fees are charged for this account B
update, leading to an inconsistency. In summary, the bug oc-
curs because the storage trie modification of contract B incurs
no additional gas fee for updating its account state. Bug#10
can be classified as a FIB, expressed in F/Bpg10 E(go —

len(account) len(account)
¥ diskw ) A (gcallvalue =V giskw ) A (g@ < gcallvalue)-
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Table 12: The chain configurations

Items Options

CacheConf | Trie cache size, SAS cache size, and cache live time.
DBConf Hash db and path db.
ForkConf All hard forks of Ethereum.

Bug#11. Bug#l11 is due to reading bytecode from disk in-
curs no gas fee. Specifically, when executing Ext * opcodes
(e.g., EXTCODECOPY), the blockchain first accesses the account
in the state from disk and then reads the associated byte-
code. However, Ext* opcodes only charge a gas fee of 2,600
(i-e., &coldaccountaccess)s Similar to the BALANCE opcode. It in-
dicates that the gas fees only consider the cost of reading
the account information and ignore the resource of retrieving
bytecode information from the disk. In summary, although
Ext* opcodes involve both account and bytecode reads, they
only charge for the account read. Bug#11 can be expressed
in RIB as RIBbug]I ': (gcoldaccountaccess — rf;;l]({crzccount)) A

len(account) _len(code) len(account)
(gcoldaccoumaccess — (I" diskr s Vdiskr )) A ( diskr <
( len(account) len(code)))
diskr s " diskr

Bug#12. Bug#12 is triggered when gas fees are charged for
disk reads that never actually occur. Specifically, this issue
arises when users define accounts or storage slots in the
access list of a transaction, but those accounts or slots are
not accessed during the transaction execution (e.g., transac-
tion 0x0dd0c0). Despite no disk access, blockchain still
charges gas fees like the resources were used. In summary,
despite no disk access, gas fee is still charged based on
the access list entries. Bug#12 is represented in RIB as
RIBbung ': (g N r{l;;llglccount)) A (g - F%) A (F% < rﬁzli;tc'C()unt))’
where g € {gacladdresxagaclsloruge}-

C The chain configurations

We list the chain configurations in Table 12.

D Function signatures extraction

This section explains the method for extracting 8-byte smart
contract function signatures from bytecode. First, we disas-
semble the contract and then utilize the function signature
selector at the beginning of the bytecode to extract the cor-
responding function signatures. Specifically, at the start of
the contract bytecode, the PUSH opcode with EQ opcode is
used to compare the first eight bytes of inputdata [71, 78].
This comparison controls the jump to different functions, and
we extract the function signature from the pattern formed by
PUSH and EQ opcodes.

! https://etherscan.io/tx/0x0dd0c0f90b2ffbe5588£44116a%b
30a2£978cc562e98e70c37ddb2ba738668e4
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