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Abstract—Considering the resource-constraint metrics in sen-
sor networks, it is necessary to develop the energy-efficient
techniques to save the limited power while applying the security
and privacy protection mechanisms during the data transmission.
In this paper, we propose to define the probabilistic lifetime
model of a single sensor node to measure the energy-efficient
solutions towards the privacy-aware sensor networks. In addition,
we tailor our model with three typical stochastic distributions
in terms of typical application scenarios in reality. Finally, the
probabilistic network lifetime model is formally defined and the
experimental simulations validate our theoretical results, which
shows its availability in sensor networks.

I. INTRODUCTION

Sensor networks consist of a large amount of small and low-
cost sensor nodes with wireless communication abilities, lim-
ited processing capacities and power supply, which operate in
the collaborative way. It is feasible to complete the monitoring
task of hotshots or data transmission by deploying the sensor
nodes both in the deterministic and random manners. The
software configuration, communication capability and physical
structure of a sensor node should affect the quality of service
(QoS) indexes such as real-time, fault-tolerance and network
lifetime etc. In particular, resource-constraint is an essential
characteristic for sensor networks [1]-[4], which imposes great
challenges on prolonging the network lifetime both in terms
of the energy efficiency and infrastructure limitation.

Commonly, the data flow is transmitted within the sensor
networks featured by data-centric metrics via multiple hops
and thus vulnerable to the content privacy threat and contextual
privacy threat [S]. These attacks either aim to compromise
the confidentiality, authentication and integrity by manipu-
lating the exact content of the transmission packets across
the network, or deduce the association relationship that is
disclosed through data transmission pattern or accumulated
sensitive information as quasi-identifiers. As shown in Fig. 1,
users from different social communities are not willing to
reveal their identities while entertaining the network-based
services in an intelligent city. Hence, the anti-mechanisms are
proposed to take against the potential threat, which will result
in the energy consumption of sensor nodes. As the experi-
ments reported in [6], applying security and privacy related
techniques to the transmitted messages over the wireless links
in sensor networks requires additional energy, which is based
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Fig. 1. An intelligent city based on privacy-aware sensor networks

on the down-to-earth experiments implemented on Crossbow
and Ember sensor nodes. For instance, to protect the source
privacy in sensor networks, researchers make great effort on
designing the privacy-preserving techniques, such as flooding
[5], random walk [7], dummy injection [8], fake data sources
[9] etc, in which the cost of energy consumption is always
considered as investigated in this paper. However, there are
still open questions on formally defining the lifetime model
under strict real analysis and probabilistic theory [10], [11],
which can better illustrate the lifetime tendency as the time
proceeds in privacy-aware sensor networks.

To tackle these challenges, we propose to numerically
formulate the lifetime model of sensor networks based on the
stochastic probability of any single sensor node. To the best of
our knowledge, it is the first attempt to formulate the lifetime
model of sensor networks under stochastic analysis, combined
with the particular energy distribution models in the pervasive
computing environment. The key contributions of this paper
are summarized as follows:

« Define the probabilistic model for lifetime measurement
of a single sensor node under stochastic analysis;

« Present the tailored models with three kinds of pervasive
lifetime distributions, namely uniform distribution, expo-
nential distribution and normal distribution;

« Propose the probabilistic lifetime model of a sensor
network in a numerical way and the extensive simulations
validate the theoretical results.

The reminder of this paper is organized as follows. Section



IT presents the definitions of our probabilistic model with
mathematical formulas. Section III tailors our model with three
typical stochastic distributions while considering the initial
condition. Section IV proposes the formal definition of the
network lifetime based on our proposed probabilistic model.
Section V performs simulations to illustrate the performance
of our proposed lifetime models. Section VI concludes the
paper with outlook on the future work.

II. MODEL DEFINITION

Basically, a sensor network contains a mass of sensor nodes
with capabilities of data collection, wireless communication
and self-organization functions, and the network scale greatly
depends on the scalability of a particular application scenario.
As the structural unit of the whole network, the lifetime
of a single sensor node could affect the network topology
and performance. In this section, we propose to define the
network lifetime of the whole network based on formulating
the probabilistic lifetime model of a single sensor node.

The lifetime of a single sensor node is limited, which is
subject to current energy supply mechanisms commercialized
by Crossbow and Ember sensor nodes both in the academic
research and prototype development [6]. We use X to denote
the lifetime of a single sensor node, which is a bounded
random variable to describe the outer influence exerted by
ambient environments, such as the invalidation caused by the
energy depletion, the uniform attack [12] or the inference
attack [13]. We consider a sensor network designed for moni-
toring the traffic flow or context-aware location-based system,
where the sensor nodes are powered by lithium batteries to
provide the successive energy to complete the surveillance job.
Suppose that the probability distribution function ®(X) of X
is continuous and the probability density function 6(X) also
exists to guarantee the validity in the following mathematical
analysis.

Definition 1. Lifetime Distribution Function (LDF): LDF is
defined as L(t) = P(X > 1), t € [0,00), which indicates the
probability that the lifetime of a single sensor node from the
initial operation to the total burst-up is no less than ¢. The
corresponding expectation is denoted as E(X) = fooo L(t)dt.

Lemma 1. Given non-negative random variable X and integer
n, two LDFs are denoted as L(t) = P(X > t) and O(t) =
P(X < t), respectively. If E(X") < oo, then we can get E(X") =
i ne Lyt

Proof: From the definition of Matrix Moment E(X") =
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In addition, M is the continuous point of O(t) = P(X < 1),
thus we can further derive
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The second order moment is E(X?) = fow 2tL(t)dt, where
n = 2 in this case. |

From Definition 1, L(t) =1 - P(X <t) =1 -0() if 6(X) is
continuous. We can prove that
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Definition 2. Failure Probability Function (FPF): We define
FPF of a single sensor node as 5(t) = 1-88)(0’ which shows the
probability that the sensor node with expected lifetime # just
suffers the functional failure (i.e., stop working) at ¢ from the
initialization time.

Combining Definition 1 and 2, we have shown that

Z63) _ —dL(t)/dt
1-0@0) L@

B@) =
Then

InL(t) = — f B(s)ds + C.
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C is an integer constant and based on the initial condition
L(0) = 1, C =0 is acquired. Furthermore, we can get

L(t) = e~ h A0,

From S(r) = 80)

o0’ then

6(1) = BO(1 ~ O(1) = BOL(K) = Blr)e™ P,
which shows the relationship between LDF and FPF.

III. TYPICAL DISTRIBUTION-BASED LIFETIME MODELS

Towards the different application cases, the lifetime of a
sensor network expresses diverse probabilistic distributions in
particular, including the uniform distribution, the exponential
distribution and the normal distribution. In this section, we
tailor our proposed probabilistic model with above three
stochastic distributions, which indicate the probabilistic id-
iosyncrasy of the lifetime distribution from the initial operation
to complete failure.



A. Uniform distribution-based lifetime model

To complete the continuous monitoring task of the pre-
cious antiques in Louvre, the indoor privacy-aware sensor
network is deployed at the predetermined locations, which
is responsible to perform the surveillance protection over the
time. As being known, the distribution of energy initialization
is roughly considered as the uniform distribution and the
lifetime of sensor nodes show the periodic metrics in different
network operational phases. If the vital signs of the sensor
nodes’ lifetime comply with the uniform distribution, namely
X ~ U(a,b), we derive (1) = [ jdr = £2 (a <t < b),
where 6(1) = 7~ and (a < 1 < b). Thus

b— 1
L) = s B = —.

B. Exponential distribution-based lifetime model

To defend against the global eavesdropping attacks [8]
and save the limited energy of the data gathering sensor
networks, the average rate of energy consumption seems less
fluctuant and the tiny change of the available energy can be
neglected to certain extent. Hence, the lifetime of such kind
of sensor networks follow the exponential distribution, which
accords with the non-memory characteristics of the electronics
component. If the vital signs of the sensor nodes’ lifetime
comply with the exponential distribution, namely X ~ E(Q),
we derive O(f) = fol Ae™¥ =1 — e~ where 6(f) = le~¥ and
t > 0. Thus

L =e, B@t) = A

C. Normal distribution-based lifetime model

As for the common sensor nodes, it is natural to regard
the lifetime distribution of the whole network as the normal
distribution in the event-driven distributed networks. For in-
stance, the sensor networks may suffer from the remote control
attack or the wormhole attack during the localization phase
[14], [15]. If the vital signs of the sensor nodes’ lifetime
comply with the normal distribution, namelsz ~ N(u, 0?), the
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D. Model extension with initial condition constraint
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Till now, we have discussed the probabilistic lifetime model
from the initialization to complete failure, which is due to
the running out of the power supply. Another point needed
to notice is that, the above mathematical deductions rely on
the assumption that the initial condition is zero for the ease of
presentation, which is the ideal lifetime case from the network
initialization to final expiration.

In reality, the practical network operational phases impose
great impacts on the dynamic topology changes, caused by the
disequilibrium of energy consumption, the sudden departure of
disabled sensor nodes or the reunion of recharged active sensor
nodes. We further extend the probabilistic lifetime model with
initial condition constraint to formulate the practical case in
this section. Here, the target sensor nodes have operated for a
time period & and we also employ ¢(¢) = X — £ to denote the
predictable lifetime of any sensor node, which is a bounded
random variable to describe the probabilistic lifetime model
after time £. By assuming that the power supply of the sensor
node is uniquely affected by the energy module, we can derive
the probability distribution function and the probability density
function as
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The corresponding LDF and FPF are shown as
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Based on above statements, if the sensor node has operated
for a time period & and continues to work for another time
period #, the overall operating time sums up as (£ + 7). It is
common in the energy-efficient link scheduling [16] or oper-
ation scheduling [17], localization-based tracking algorithms
[18] in sensor networks, where partial of nodes are activated
upon demand from the application necessity. From inducing
the relationship between these sensor nodes and those who
operate consecutively from the very beginning of network
initialization, we can interpret the probabilistic correlation as
follows if g € [0, 00),

P(p(&) > g+ 1] (&) > 1) = P(p(§ +1) > g).

Therefore, the LDF of the sensor nodes who firstly operate
for a time period & and then live for another ¢ after certain
break holds the same result as that of the sensor nodes who
operate for (£ + f) time period consecutively. For Vg € [0, o),
we can show the brief proof as follows

P@&)>q+nle@)>0)=PX-E>q+1|X-E>1)
=PX—-¢-t>q|X>E+0) =P +1)>q).

Hence, we can safely derive at the conclusion that if we
focus on the power supply which is affected uniquely by
the energy module of sensor nodes, the probabilistic lifetime
model can be deduced from the original probabilistic model
introduced in Section II. In addition, it earns the attention that
if more influence is taken into account, such as the active



attacks towards the sensor nodes or denial of service attacks,
the probabilistic model does not remain the same with new
assumptions and lifetime models.

IV. DEFINITION OF NETWORK LIFETIME BASED ON LDF

As one of the important network QoS measurements in
sensor networks, the lifetime of network is used to indicate
the fundamental ability of providing and maintaining the
desirable service quality. In terms of certain confidence level
as concerned, we specify this index as the time period from
the beginning of network initialization to the complete failure
time when the network QoS cannot be satisfied. In this section,
we define the lifetime of network numerically based on our
proposed probabilistic lifetime model of any single sensor
node, which also takes the impact exerted by the disabled
nodes into account.

Suppose there exist k sensor nodes {X, X, ..., X;} in a sensor
network, the LDF follows the same probabilistic distribution
L(t) = P(X > t), where t € [0,00). The number of sensor
nodes with expected lifetime X, is denoted as kx,. Therefore,
the number of sensor nodes with practical lifetime Xy in the
whole network can be presented as

k

K(Xo) = > tixzxy),
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where
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By deriving its expectation on both sides, we can get

k
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Furthermore, we can derive
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0(Xo) = —kx,B(Xo).

If the lifetime of above k sensor nodes complies with X; €
[Xo, Xo + ], where i € N*, then we can define the lifetime of
network based on our proposed probabilistic lifetime model
of any single sensor node as
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The left side fol kx,+sds indicates the accumulated overall
lifetime of sensor nodes whose lifetime falls in the range
[Xo, Xo+1], namely the lifetime of network. The first monomial
of right side fot skx,+sB(Xo + s)ds shows the expectation of the
overall lifetime of sensor nodes who have turned down during
the time range [Xo, Xo +¢]. The second monomial of right side
tkx,+: displays the overall lifetime of sensor nodes who operate
for more than (X + ) time period.

V. PERFORMANCE EVALUATION

In this section, we evaluate the performance of the proposed
probabilistic model based on three typical stochastic lifetime
distributions. The program is implemented on a computer
running MS Windows Vista OS, with 4.2 GHz CPU and 2 GB
memory. To ease the presentation of the following simulations,
we specify the model parameters as a = 0, b = 100, 4 = 0.5,
u =30, o = 80 towards three stochastic lifetime distributions,
respectively. In particular, the parameter k and X, should place
great impacts on the final probabilistic model of network
lifetime and thus we conduct the experiments over these two
indexes.

As shown in Fig. 2, the network lifetime increases as the
time proceeds. Subjected to a fixed X, if the number of sensor
nodes k is increased, the network lifetime is prolonged accord-
ing to our proposed model. If we enlarge the network scale,
namely k, the network lifetime can be improved accordingly
in all three stochastic lifetime distributions. It means that if
more sensor nodes can be deployed in the monitoring field,
the accumulated network lifetime of the whole sensor network
will be improved based on more power-supply units. Thus, our
proposed probabilistic network lifetime can best describe the
practical cases and present the results in an efficient manner.

As reported in Fig. 3, the network lifetime also increases
as the time proceeds. Subjected to a fixed k, if the predicted
lifetime of sensor nodes Xy is increased proportionally, the
network lifetime can be improved within all three stochastic
lifetime distributions. As the prevalent knowledge, the power
supply is constraint under infrastructure limitation and the
lifetime of any individual sensor node is approximately fixed
as indicated in [6]. The network lifetime will decrease as time
proceeds although the expected lifetime of the sensor node X
is increased, which also indicates that the energy is running
out in the network operational phases based on typical LDFs.

VI. CONCLUSION AND FUTURE WORK

In this paper, we firstly propose the probabilistic model for
lifetime measurement of a single sensor node under stochastic
analysis and present the tailored models with three pervasive
lifetime distributions. Then the probabilistic lifetime model of
sensor network is formally defined in a numerical way, which
complies with diverse kinds of application scenarios in sensor
networks. In the future, our work intends to optimize the
probabilistic model by considering the cooperative relationship
among the sensor nodes and investigate the related issues in
cyber-physical systems.
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