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Abstract. The wormhole attack sniffs packets in one point in the network, tun-
nels them through a wired or wireless link to another point to cause severe influ-
ence on the localization process or routing process in the network. In this paper,
we analyze the impact of the wormhole attack on the localization in wireless
sensor networks and we propose a wormhole attack resistant secure localization
scheme. The main idea of our proposed scheme is to build a so-called conflict-
ing set for each locator based on the abnormalities of message exchanges among
neighboring locators, and then to identify all dubious locators which are filtered
out during localization. Our proposed scheme can identify the dubious locators
with a very high probability to achieve secure localization. The simulation results
show that it outperforms the existed schemes under different network parameters.

Keywords: Conflicting Set; Secure Localization; Wireless Sensor Networks; Worm-
hole Attack.

1 Introduction

Wireless sensor networks (WSNs) have been well studied in the past few years and nu-
merous related applications have been developed. Particularly, sensor networks are usu-
ally deployed in a hostile environment, where the sensor nodes are vulnerable to various
types of attacks in the network. In this paper, we concentrate on the localization against
the wormhole attack [1], which can be mounted by two colluding external attackers. In
such network, there are three types of nodes deployed including sensors, locators and
attackers, which all have the same transmission range R. The locators have fixed loca-
tions and have known their own locations in advance. The sensors are location-unknown
and they can estimate their locations by measuring the distances to the locators. Two
colluding attackers disrupt the localization procedure of the sensors by relaying the
received packets through a wormhole link, which provides a direct low-latency trans-
mission channel between them. Being as external attackers that cannot compromise
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legitimate nodes or their cryptographic keys, the wormhole attackers cannot acquire the
content, e.g., the type, of the sniffed packets. In this paper, we assume that there is no
region in the network attacked by more than one wormhole attack. Fig. 1 illustrates the
impact of the wormhole attack on the localization when the Time Difference of Arrival
(TDoA) method is applied to estimate the distances between the locators and the sen-
sor. Without the wormhole attack, the sensor § will conduct the self-localization based
on di, d, d3 and d; using the maximum likelihood estimation (MLE) approach [2].
However, as the packets transmitted by the locators L4, Ls and Lg can be relayed to S
through the wormhole link. When S measures the distances with the packets from Ly,
Ls and Lg using TDoA method, take L for example, the packet from Lg goes through
the path Lg — A} — A, — S toreach S. As the transmission time in the wormhole
link can be ignored, the time difference of arrival is introduced only in two segments
of the transmission path, from Lg to A and from A, to S. Thus, the measured distance
between § and L is dg + dp, instead of the actual distance d¢. Similarly, S will mea-
sure the distances to Ly and Ls as dy + dy and ds + dy, respectively. As A, relays the
packets from A; with the maximum transmitting power level, the upper limit of d is R,
thus the measured distances introduced by the wormhole attack may be larger than R.
Consequently, S will adopt false distance measurements into localization, leading to an
incorrect estimation of the location. Therefore, an ordinary localization scheme with-
out considering the adversarial attacks cannot fulfil the positioning task in the scenario
under the wormhole attack.
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Fig. 1. Wormbhole attack in the TDoA-based localization.

To overcome the impact of the wormhole attack on the localization, we propose
an attack-resistant localization scheme in this paper. The main idea of our proposed
scheme is to build a so-called conflicting set for each locator based on the abnormalities
of message exchanges among neighboring locators, and then identify all the dubious
locators (such as Ly, Ls and Lg in Fig. 1) which can be filtered out during localiza-
tion. The main contributions of this paper are summarized as follows: 1) We propose



a mechanism to build conflicting set for each locator according to the the abnormali-
ties of message exchanges among neighboring locators; 2) We propose a novel secure
localization scheme which is wormhole attack resistant including wormhole attack de-
tection and dubious locators identification; 3) We present simulations to demonstrate
the effectiveness of our proposed scheme.

The remainder of this paper is organized as follows. In Section 2, we provide the
related work on secure localization. In Section 3, we propose the secure localization
scheme which is wormhole attack resistant. Section 4 presents the performance evalua-
tion. Section 5 gives the concluding remarks on this work.

2 Related Work

Many localization mechanisms [3, 4] in WSNs have been developed recently. However,
these systems can not obtain satisfied performance when adversarial attacks exist in the
network. Thus, researchers have proposed several secure localization systems [5] for
the hostile environment.

Liu et al. [6] propose two secure localization schemes against the compromise at-
tack, range-based and range-free respectively. SPINE [7] applies the verifiable multilat-
eration and verification of positions of mobile devices into the secure localization in the
hostile network. The mechanism in [8] introduces a set of covert base stations (CBS),
whose positions are not known to the attackers, to check the validity of the nodes. Lazos
et al. ROPE [9] is a robust positioning system with a location verification mechanism
that verifies the location claims of the sensors before data collection. DRBTS [10] is
a distributed reputation-based beacon trust security protocol aimed at providing secure
localization in sensor networks. Based on a quorum voting approach, DRBTS drives
beacons to monitor each other and therefore enables them to decide which should be
trusted. A suit of techniques in [11] are introduced to detect malicious beacons which
supply incorrect information to the sensor nodes.

Khabbazian et al. [12] formulate the influence of wormhole attack on building
the shortest path in routing protocols. In [1] a new, general mechanism called packet
leashes based on the notions of geographical and temporal leashes is proposed to de-
tect the wormhole attack. Wang et al. [13] detect the wormhole attack by visualizing the
anomalies introduced by the attack based on all the distance messages between each two
nodes. [14] further improves [13] to make it more suitable for large scale network by
selecting some feature points to reduce the overlapping issue and preserving the major
topology features. Xu at el. [15] propose a wormhole attack detection algorithm which
uses a hop counting technique as a probe procedure, reconstructs local maps for each
node and uses a feature called “diameter” to detect abnormalities caused by wormholes.
In [16], a wormhole attack detection scheme is proposed using the maximum number
of independent neighbors of two non-neighbor nodes. However, all the above worm-
hole detection schemes emphasize the detection without considering the localization
scenario.

The above schemes only consider the detection of wormhole attack without the se-
cure localization. SeRLoc [17] detects the wormhole attack based on the sector unique-
ness property and communication range violation property using the directional anten-



nas, then filters out the attacked locators to obtain secure localization. HiRLoc [18]
further utilizes antenna rotations and multiple transmit power levels to provide higher
localization resolution. The schemes in [6] can also be applied in localization against
wormhole attacks. However, all these schemes have drawbacks: SeRLoc and HiRLoc
cannot obtain satisfied localization performance as some attacked locators may still be
undetected, and [6] can not be competent in the scenario with many attacked locators.
Our proposed scheme in this paper can overcome the above drawbacks without using
extra hardware such as directional antennae required in SeRLoc and HiRLoc.

3 Wormbhole Attacks Resistent Secure Localization Scheme

In this section, we first give several definitions about the network, after which we pro-
pose the wormhole attack resistant localization scheme.
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Fig. 2. Tllustrations of wormhole attack: (a) Duplex wormhole attack; (b) Simplex wormhole at-
tack.

The localization of the sensor is attacked by the wormhole only if the sensor en-
ters the transmission area of either attacker and exchange messages with the locators
through the wormhole link. Two different types of wormhole attacks, named duplex
wormhole attack (Fig. 2(a)) and simplex wormhole attack (Fig. 2(b)), are defined as
follows:

Definition 1. Duplex wormhole attack: The sensor is under a duplex wormhole attack
when it lies in the common transmission area of the two attackers. That is, messages
transmitted from either attacker can arrive at the sensor.

Definition 2. Simplex wormhole attack: The sensor is under a simplex wormhole attack
when it lies in the transmission range of either one attacker but not in the common
transmission area of the two attackers. That is, messages transmitted from only one
attacker can arrive at the sensor.



Definition 3. Neighboring locator: The neighboring locators of a sensor refer to the
locators that can exchange messages with the sensor, either via the wormhole link or
not.

Definition 4. Valid locator: The neighboring locators, which are in the transmission
range of the sensor, are called valid locators (V-locators) because their messages can be
directly received by the sensor to obtain correct distance measurements.

Definition 5. Dubious locator: The locators, which are inside the transmission range
of the attacker and can exchange messages with the sensor via the wormhole link, are
called dubious locators (D-locators) since their distance measurements may negatively
affect the localization process. In the following of this paper, we denote the set of V-
locators, D-locators, and neighboring locators of the sensor as Ly, £p and Ly. We also
denote Dr(u) as a disk centered at u with radius R. As shown in Fig 1, for the sensor S,
Ly ={L,L,, L3, L4}, Lp = {L4, Ls, Lg}, and Ly = {Ly, L», L3, L4, Ls, L¢}.

When the sensor is under a wormhole attack, the localization process would be
disrupted as the existence of dubious locators. As shown in Fig. 3, our proposed scheme
firstly detects the wormbhole attack. If the wormhole attack is detected, dubious locators
identification scheme will be triggered, after which the localization based on the correct
distance measurements is conducted.

messages

from locators
Wormhole Attack Y Dubious Locators irati
| — . ’ >+ Localization
Detection @ Identification

N f

Fig. 3. Flow chart of the proposed secure localization scheme.

3.1 Wormbhole Attack Detection

Before conducting self-localization, the sensor first detects the existence of wormhole
attack. The sensor broadcasts a Loc_req message and waits for the Loc_ack messages
from its neighboring locators. When receiving the Loc_req message, each locator re-
sponds a Loc_ack message. The sensor will use the received Loc_ack messages to build
the set of its neighboring locators as well as measure the distance to each neighbor-
ing locator using the received Loc_ack message. To counteract the random queueing
delay introduced on the locators and sensor, the sensor measures the response time of
each locator using the mechanism described in [19]: When broadcasting the Loc_req
packet, the sensor records the local time T. Every locator gets the local time T by
time-stamping the packet at the MAC layer (i.e. the time when the packet is built at
the MAC layer) instead of time-stamping the packet at the application layer. Similarly,
when responding the Loc_ack packet, the locator puts the local time T, at the MAC
layer, both T} and T, are attached in the Loc_ack packet. When receiving the Loc_ack
packet, the sensor gets its local time T3, and calculates the response time of the locator
as (Ts —Ty)— (T, —Ty). It is noted that this mechanism only only eliminates the random
delay at the MAC layer of the locators from the response time.



The following four detection schemes can detect the wormhole attack indepen-
dently.

Detection scheme D1 based on node’s self-exclusion property: The node’s self-
exclusion states that a node cannot receive packets transmitted by itself in a loop-free
path. Therefore, if the sensor receives packets transmitted by itself, it can simply deter-
mine that it is under a wormhole attack.

Detection scheme D2 based on packet unduplication property: The packet undupli-
cation property states that a node can receive at most one copy of the same message
from one neighboring node. As L4 in Fig. 2(b), when locator L, responses S’s Loc_req
message, the Loc_ack messages can be received by S twice, one directly from L4 and
the other from A, which is replayed from A; to A, through the wormhole link. There-
fore, if S receives more than one message from the same neighboring locator for each
request, it determines that it is under a wormhole attack.

Detection scheme D3 based on node’s spatial constraint property: The node’s spa-
tial constraint property states that the measured distance between two neighboring nodes
cannot be larger than R. As we mentioned in the introduction, the measured distance be-
tween the sensor and its neighboring locator may be larger than R due to the wormhole
attack. Therefore, the sensor can check whether any measured distance is larger than R
to detect a wormhole attack.

Detection scheme D3 based on neighboring nodes’ spatial constraint property: The
neighboring nodes’ spatial constraint property suggests that a node cannot receive mes-
sages from two neighboring nodes simultaneously if the distance between these two
nodes is larger than 2R. As shown in Fig. 2(b), after receiving the Loc_req message
from neighboring locators, S checks whether the distance between any two locators is
larger than 2R. If S detects that the distance of two locators (e.g., L3 and L) is larger
than 2R, it derives that it is under a wormhole attack.

The procedure of the wormhole attack detection uses the above four detection schemes:
The sensor first builds the set of its neighboring locators with the received Loc_ack
messages from the neighboring locators. It then uses detection scheme D1 to detect the
duplex wormhole attack and uses detection schemes D2, D3 or D4 to detect the sim-
plex wormhole attack. The algorithm of the wormhole attack detection process lists in
Algorithm 1:

Algorithm 1 Wormhole attack detection

1: Broadcast a Loc_req message.
2: Wait for the Loc_ack messages to measure the distance and calculate the response time of
each locator.
: if detect the wormhole attack based on scheme D1 then
A duplex wormbhole attack is detected.
. else if detect the wormhole attack based on schemes D2, D3 or D4 then
A simplex wormhole attack is detected.
else
No wormhole attack is detected.
: end if
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3.2 Dubious Locators Identification

The main idea of the dubious locators identification algorithm is to build a so-called
conflicting set for each locator based on the abnormalities of message exchanges among
neighboring locators. The conflicting set is defined as below:

Definition 6. Conflicting set: The conflicting set of a locator L;, denoted as C(L;), con-
tains all the abnormal neighboring locators of the locator L;, including (1) L; itself if
it can receive the message sent by itself, (2) neighboring locators that are within the
transmission range of L; but receive the same message from different paths for more
than once, and (3) neighboring locators that are outside the transmission range of L; but
can exchange messages with ;.

Each locator can build its conflicting set based on the periodical Beacon message
exchanges with its neighboring locators. When a locator detects the Beacon message
abnormality, it will consider the sender locator of this Beacon message as the abnormal
neighboring locator and put this sender locater into its conflicting set. When such a
locator receives a Loc_req message from the sensor, it will response a Loc_ack message
including its conflicting set to the sensor.

The relation between the locator and its conflicting set is elaborated as the following
theorem.

Theorem 1. Given a network under a wormhole attack, (1) if L; lies in Dg(A2)\ Dgr(A}),
C(L;) contains all the locators in Dg(A); (2) if L; lies in Dgr(A1)\Dgr(A3), C(L;) contains
all the locators in Dg(A3); (3) if L; lies in Dg(A1) N Dr(A3), C(L;) contains all the
locators in Dg(A1) U Dg(A)).

Proof: (1) For a locator L; in Dg(A}), it can exchange the Beacon message with
its neighboring locators. As L; lies in Dg(As) \ Dr(A1), it can calculate the distance
between between L; and L;. If L; lies out of Dr(L;), it derives that it receives a packet
from a locator outside Dgr(L;), hence, L; € C(L;); otherwise, if L; lies in Dg(L)), a
direct transmission path between L; and L; exists in addition to the transmission path
through the wormhole link. Consequently, L; can receive the same message from L; for
more than once. Therefore, L; € C(L;). Moreover, since any other locators Ly ¢ Dg(A1)
cannot exchange message with L; through the wormhole link, there is no abnormality
in the communication between L; and L;. Therefore, C(L;) contains all the locators in
Dr(Ay).

(2) Similar to case (1), if L; lies in Dr(A;) \ Dr(A3), C(L;) contains all the locators
in .DR(Az)

(3) If L; lies in Dr(A1) N Dg(Ay), it can exchange the Beacon message with all the
locators in Dg(A1) U Dg(Az). For each locator L; € Dr(A1)UDg(A,), L; will add it into
C(L;). As L; can also receive the message transmitted by itself, L; € C(L;). Meanwhile,
locator L ¢ Dr(A1) U Dr(A,) cannot be in C(L;) as the message exchange between L;
and Ly is not interfered by the wormhole link. Therefore, C(L;) contains all the locators
in Dr(A1) U Dr(A3). [ ]

Corollary 1. A locator is in its conflicting set if and only it lies in Dg(A) N Dr(A3).

As shown in Fig 2(a), L1, Ly, L3 lie in Dr(Ar) \ Dr(A1), Ly lies in Dr(A1) N Dr(A),
and Ls, Lg, L7 lie in Dg(A;1) \ Dr(A,). For L, it will build its conflicting set as C(L3) =



{L4, Ls, L¢, L7}. For Ly, its conflicting set is C(L4) = {Ly, L», L3, L4, Ls, Lg, L7}. for Lg,
its conflicting set is empty.

Duplex Wormhole Attack When the sensor is under a duplex wormhole attack as
shown in Fig. 2(a), all the locators in Dg(A) U Dg(A;) are D-locators. The sensor
needs to check the conflicting sets of its neighboring locators to identify the V-locators
and D-locators.

Theorem 2. When the sensor is under a duplex wormhole attack, VL; such that C(L;) #
@, L,‘ € £D~

Proof: When the sensor is under a duplex wormhole attack as shown in Fig. 2(a),
all locators in Dg(A;) U Dgr(A,) are neighboring locators of the sensor. According
to Theorem 1, VL; € Dg(A1) U Dg(Az), C(L;)) € Dr(A1) U Dg(A;). For each L; ¢
Dr(A1)UDg(Ay), as its message cannot travel through the wormbhole link, there will be
no abnormality of the message exchange between L; and other locators, thus C(L;) = 0.
Therefore, YL; such that C(L;) # 0, L; € Lp. [ ]

Identification scheme I1: When the sensor detects that it is under a duplex wormhole,
it can obtain the conflicting sets of the neighboring locators from the received Loc_ack
messages. The sensor consider the ones with non-empty conflicting set as D-locators.

Simplex Wormhole Attack As shown in Fig. 2(b), when the sensor is under a simplex
wormhole attack, only the locators in Dg(A;) are D-locators. We propose the following
three identification schemes to identify all D-locators in this scenario.

Theorem 3. When the sensor is under a simplex wormhole attack, YL; such that if
Ele € C(L,) but Lj ¢ .EN, L; € -[:D-

Proof. When the sensor is under a simplex wormhole attack, as shown in Fig. 2(b),
according to Theorem 1, if AL; € C(L;), L; must lie in Dr(A1) U Dr(A2). If L; ¢ Ly,
L; € Dr(Az) \ (Dr(A1) U Dg(S)). Therefore, L; € Dr(Az) \ Dr(A). Considering
L; € C(L;), which leads to the conclusion that L; € Lp. [ |

When the sensor detects that it is under a duplex wormhole, it can obtain the con-
flicting sets of the neighboring locators from the received Loc_ack messages.
Identification scheme I12: When the sensor is under a simplex wormbhole attack, it
obtains the conflicting sets of the neighboring locators from the received Loc_ack mes-
sages. By detecting the existence of non-neighboring locators in the conflicting set of
one locator, the sensor can determine that this locator is a D-locator. In the scenario of
Fig. 2(b), L4, Ls and Lg will add L7 into their conflicting sets, so the sensor can identify
them as D-locators.

Theorem 4. When the sensor is under a simplex wormhole attack, VL; such that C(L;) =
C(Lj) where Lj € Lpand Lj ¢ C(Lj), L€ Lp.

Proof. When the sensor is under a simplex wormhole attack, if L; € Lp and L; ¢
C(L;), according to Corollary 1, L; ¢ Dr(A1)NDr(Az). As L; € Lp, L;lies in Dr(A1)\
Dg(A3), and C(L)) contains all the locators in Dg(A2) \ Dg(A1). Therefor, VL; such that
C(Ly) = C(Lj), L; must also lies in Dg(A;) \ Dr(A2), which means L; € Lp. [ |



Identification scheme I3: When the sensor is under a simplex wormhole attack, if it
detects a dubious locator whose conflicting set does not include itself, then any locator
whose conflicting set equals to this locator’s is considered as a D-locator. For example,
in Fig. 2(b), if the sensor S detects Ls is a D-locator who lies in Dg(A;) \ Dr(A,), then
L¢ with the same conflicting set will be considered as a D-locator.

Theorem 5. When the sensor is under a simplex wormhole attack, if the distance
between two neighboring locators of the sensor, L; and Ly, is larger than 2R, and
C(Lj) =0,C(Ly) # 0 and Ly ¢ C(Ly), YL; such that C(L;) = C(Ly), L; € Lp.

Proof. When the sensor is under a simplex wormhole attack as shown in Fig. 2(b),
if C(Ly) # 0 and L ¢ C(Ly), then L; cannot lie in Dg(A;) N Dg(A,), therefore, L can
only lie in Dr(A 1)\ Dr(A2) or Dr(A2)\ Dr(A1). AsC(Lj) =0, L; € Dr(S)\ (Dr(A1)U
Dr(A2)). Since the distance between two neighboring locators L; and Ly is larger than
2R, Ly does not lie in Dg(S). Since Ly is a neighboring locator of S, which meas L; lies
in Dr(S)UDg(Ay), Ly must lie in Dg(A1) \ Dr(A3). According to Theorem 4, VL; such
that C(L;) = C(Ly), L; € Lp. |

Identification scheme I4: When the sensor is under a simplex wormhole attack, if
it detects that the distance of two neighboring locators L; and L; are larger than 2R,
Lj’s conflicting set is empty, L;’s conflicting set is not empty and does not contain Ly
itself, then, all the locators having the same conflicting set with L are considered as D-
locators. Take L3 and Lg in Fig. 2(b) for example, the distance between them is larger
than 2R, so the sensor can determine that Lg € Dg(A;) \ Dr(Az). As C(Ls) = C(Lg), Ls
will be considered as a D-locator.

The procedure to identify the dubious locators works as follows: After the locators
build their conflicting sets, if the sensor detects that it is under a duplex wormhole
attack, it identifies the D-locators using the identification scheme I1. Otherwise, if the
sensor detects that it is under a simplex wormhole attack, it identifies the D-locators
using the identification scheme 12, 13, and I4. At the end, all other neighboring locators
which are not included into the D-locators are considered as V-locators. The algorithm
of the dubious locators identification process lists in Algorithm 2:

Algorithm 2 Dubious locators identification process

1: Each locator Periodically exchanges the Beacon messages with all its neighboring locators
and builds its conflicting set based on the received Beacon messages.

: When receiving the Loc_req message from the sensor S, each locator replies the Loc_ack
message including its conflicting set to S'.

: if § detects a duplex wormhole attack then

Conduct scheme I1 to build Lp.

: end if

: if § detects a simplex wormhole attack then

Conduct schemes 12, I3, and 14 to build £p.

end if

: for each neighboring locator L; ¢ £, do

Li— Ly

: end for
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3.3 Localization

After wormhole attack detection and dubious locators identification, the sensor can
identify some valid locators. However, among the dubious locators, there may exist
some locators which are also valid locators, such as L3, L4 and Ls in Fig. 2(a) and Ls,
L, in Fig. 2(b). Therefore, their distance measurements can be used into localization. As
the sensor may receive multiple copies of the same message from these locators, it will
consider the one with the shortest response time as the correct distance measurement.
For the distance measurements which are larger than R due to the wormhole attack or
measurement error, the sensor filters them out before localization. At the end, the valid
distance measurements of the valid locators are used in the MLE localization.

4 Simulation Results

In this section, we present the simulation results to demonstrate the effectiveness of
our proposed secure localization scheme. The network setting are as following: the
transmission range R is equal and is set to 15m; the locators are deployed with the
Poisson distribution, and their density is set as p; = 0.006/ m?; the measurement error
of the distance follows a normal distribution N(y, o?), where u =0and o = 0.5; we
assume the length of the wormhole link L > R to avoid the endless packet transmission
loop of the attackers, the label L/R of the x axis denotes the ratio of the length of the
wormhole link to the transmission range.

1 - == =F == === ==+
Lo
099t = ,
[ e
/Yk - -
5 0.98 s B
S s
£ 0971 oy : — + — Our scheme 1
> d — * — SeRLoc scheme
2 0.96 K 4
2 p
S oss 7
] Pk
2 | S
k] L
> 0.94
£
8 o3t
o
& 092
0.91
0.9 ; ; ; ; ; ;
15 2 25 3.5 4 45 5

3
LR

Fig. 4. Probability of successful wormhole detection in WSNs.

Fig. 4 shows the performance comparison of SeRLoc scheme [17] and our proposed
scheme in terms of the probability of successful wormhole attack detection. It shows
that our proposed scheme outperforms SeRLoc scheme under different values of the
length of the wormhole link. As our proposed scheme takes the duplex wormhole at-
tack and the distance measurement bound into consideration, which SeRLoc does not
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investigate, our proposed scheme can obtain higher performance. It is demonstrated in
Fig. 4 that our proposed scheme provides successful wormhole attack detection proba-
bility at least 99%, and it gets very close to 100% when L/R > 2.5.

Fig. 5 shows the probability that the sensor successfully identifies all the dubious
locators. In the dubious locators identification schemes, if the required condition for
any identification scheme is satisfied, the sensor can trigger the corresponding identi-
fication scheme to identify all the dubious locators without failure. It shows that our
proposed scheme provides perfect performance on identifying dubious locators (with
the probability at least 92%).
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Fig. 6 shows the performance comparison of our proposed scheme, SeRLoc scheme,
the consistency scheme [6] and the scheme without any detection process when the
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sensor is under the wormhole attack in terms of the probability of successful secure lo-
calization. The SeRLoc scheme identifies some D-locators using the sector uniqueness
property and communication range violation property, then conducts self-localization
based on the rest locators. However, SeRLoc scheme does not distinguish the duplex
wormbhole attack and simplex wormhole attack, and the communication range violation
property may be invalid under the duplex wormhole attack. The consistency scheme
identifies the D-locators based on the consistency check of the estimation result, the
most inconsistent locator will be considered as a D-locator. We define the secure lo-
calization as successful when d,,,1 < depr2 + fior * R, Where d,,,; (and d,,») denotes
the localization error with (and without) using the secure localization scheme, f, is
the factor of localization error tolerance (0.1 in our simulations). The performance of
the scheme without any detection process shows the impact of the wormhole attack on
the localization process. It is obvious that our proposed scheme provides much better
performance than the other schemes. The simulation shows that our proposed scheme
obtains the performance with a probability higher than 95% when L/R < 2.5 and a
probability very close to 100% when L/R > 2.5.

Fig. 7 demonstrates the effects of distance measurement error on the performance
of our proposed scheme. It shows that when the standard deviation o = 0.5 of the
distance measurement error (that is, the error ranges in [—1.5, 1.5]m with a probability
larger than 99%), the proposed scheme obtains the best performance. As the standard
deviation o gets larger, the performance becomes worse. However, even when o = 1.5,
the probability of successful localization is also not smaller than 98%, indicating that
our proposed scheme works well even when great distance measurement error exists.

In Fig. 8, the effects of locator density on the performance of our proposed scheme
is illustrated. Evidently, the improvement of locator density conduces to better secure
localization performance. When the locator density p; = 0.012 (with average degree
around 6), our proposed scheme achieves a performance with the probability equals to
100%.
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Fig. 8. Effects of locator density on secure localization performance.

5 Concluding Remarks

In this paper, we analyze the impact of the wormhole attack on the range-based local-
ization. Based on the analysis, we propose a secure localization mechanism which is
wormhole attack resistant by using the wormhole attack detection and dubious locators
identification. We also present the simulation results to demonstrate that our proposed
scheme outperforms other existing schemes. In this paper, we only consider the sce-
nario where the network has no packet loss when two nodes exchange messages with
each other. This requirement can be supported by using acknowledgements for the suc-
cessful packets and retransmission for the lost packets. Moreover, the proposed scheme
is described based on the TDoA ranging method, but it can be easily applied to the
localization approach with the radio signal strength indicator (RSSI) method as well.
In the future, our work will focus on the secure localization when the sensor is under
multiple wormholes’ attack simultaneously.
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