Chapter 1

DEGRADING INTERNET SERVICES BY
INTERMITTENT FALSE FEEDBACKS AND
THE COUNTERMEASURES

Yajuan Tang, Xiapu Luo and Rocky Chang

Abstract  Feedback control is an important element in the engineering of many
stable Internet services. However, the feedback channels are vulnerable
to various Internet attacks. In this paper, we show analytically that the
recently proposed low-rate denial-of-service (DoS) attacks can effectively
degrade these Internet services by generating intermittent false feedback
signals. To evaluate the attacks’ effectiveness, we employ both control-
theoretic approach for a general feedback control system and a detailed
analysis for a specific system. On the countermeasures, we propose a
nonparametric algorithm to detect an attack based on the changes in
the traffic distribution.
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1. Introduction

Feedback control is a fundamental building block for many depend-
able computing systems, network protocols, and Internet services which
are required to handle dynamic service demands. As a classic Internet
example, the TCP congestion control dynamics with an active queue
management (AQM) scheme at a router can be modeled as a feedback
control system. Web servers increasingly rely on feedback controllers to
provide stable and scalable performance (e.g., [1, 3, 4]). Moreover, feed-
back control is a central element in the emerging autonomic computing
and communications systems (e.g., [6, 7]).

However, there is much less attention paid to the insecurity of the
feedback control mechanisms. In this paper, we consider the threat of
denial-of-service (DoS) attacks; in particular, we concentrate on a class
of low-rate DoS attacks that send out intermittent pulses of malicious
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requests to a victim. Examples of such attacks include reduction of
quality (RoQ) attack [9, 10] and pulsing denial of service (PDoS) attacks
[11, 12]. These low-rate attacks are much more flexible than the Shrew
attacks [13] that require a fixed period between attack pulses. In the rest
of this paper, we do not further distinguish between the RoQ and PDoS
attacks; instead, we refer them to as low-rate DoS (LRDoS) attacks.
The LRDoS attacks are particularly effective in attacking feedback
control systems. When the system encounters an attack pulse, it will be
temporarily overloaded. There are two consequences to this overloading;:
(1) new requests will be refused during the attack, because the resources
are depleted by the malicious requests, and (2) it will take some time for
the system to recover to the normal state using the feedback controller.
That is, during the recovery period, many new requests will also be
turned down. Therefore, a sequence of properly spaced attack pulses will
induce intermittent false feedback signals which could force the server
to persistently operate in a low-throughput region.
Contributions and roadmap of this paper There are two parts to
this paper. In the first part, we seek to understand the potential effects
of the LRDoS attacks on feedback-based Internet services. We start
by analyzing these services using a control-theoretic approach (in §1.3).
After that, we analyze performance degradation of Web server under
different attack scenarios (in §1.4). In the second part, we propose a
new nonparametric algorithm to detect the LRDoS attacks based on
changes in the traffic distribution (in §1.5). Furthermore, we will present
simulation results to evaluate the attack and the detection algorithm

(§1.6).

2. Related works

Related attacks Guirguis et al. propose the RoQ attack that exploits
the transients of adaptation [9, 10]. They have specifically considered
the effect on a Web server equipped with a feedback-based admission
controller. Chan et al. [14] propose an attack that exploits the relative
update scheme in computer systems to prevent normal users from joining
the service. The procedure of generating the arrival time of the next
update is essentially a feedback loop. Luo et al. [11, 15] have analyzed
the effects of the PDoS attack on TCP throughput with different AQM
schemes and have proposed a two-stage detection algorithm.

Detection of LRDoS attacks Sun et al. [16] present a dynamic
time warping (DTWP)-based detection scheme which however incurs a
high computation complexity. Chen and Hwang [17] present a spectral
template-matching approach to identify a Shrew attack. However, the
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template is generated from simulation, and the test is based on paramet-
ric distributions which may not be representative in a real environment.
Furthermore, both DTWP and spectrum-based methods may not be
able to handle aperiodic LRDoS attacks. Luo and Chang [11] propose a
two-stage detection scheme. They also propose Vanguard [18] to cover
the situation where the attack rate is less than or equal to bandwidth
bottleneck which cannot be handled in [11]. However, both schemes
require bi-directional data.

3. General vulnerabilities under LRDoS attacks

In this paper, we model the feedback-based Internet services as a typi-
cal feedback control loop shown in Figure 1. The two major components
are process and controller. The process could represent any Internet ser-
vices, such as Web, email, routing, and media streaming [2]. The output
of the process p(t) could be any measurable process output (e.g., system
utilization, queue length) that is fed back to the controller. a(t) is the
control signal generated by the controller in order to regulate the pro-
cess output according to a desired value p*. Therefore, the controller is
driven by a control error: e(t) = p* — p(t), and its output is «(t).

(o

p* e(t) Controller | 9O Process |P(D)
+ 2(t) h(t) -

Figure 1. The feedback-based Internet services are modeled as a typical feedback
control loop.

On the other hand, we model the normal requests for the services and
the malicious requests from an LRDoS attack combined as a disturbance
input d(t). Moreover, we use A,(t) to denote the arrival rate of the
normal requests. And we model an LRDoS attack as a sequence of
Dirac signals: Zé\le Aad(t — kT), where A\, is the attack intensity of each
pulse, 7 is the time elapsed between two adjacent attack pulses, and N
is the total number of pulses in the attack. That is, the attack pulses
are periodic with a period of 7. The input to the process is therefore
driven by both «(t) and d(t) through an operator 2. We consider both
additive 2 [19] and multiplicative 2 [10] in this paper.

In this section, we first use a control-theoretic approach to analyze
how an LRDoS attack can effectively degrade the performance of such
Internet services. Note that the results obtained here apply to any con-
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troller and process. In the next section, we will analyze the effect on
a Web server consisting of a proportional controller, a constant service
rate model, and a multiplicative ().

Table 1 summarizes the major symbols used in this paper. The upper
group of rows lists the parameters associated with the process, some of
which will be used for the Web server in §1.4. The middle group lists the
parameters associated with the controller, and K will be used for the
proportional controller in §1.4. The bottom group lists the parameters
for the disturbance inputs.

Table 1. The main notations used in this paper.

Notations | Description
a(-) admission rate
p(+) (see Note 1) | process output
p* (see Note 1) | desired process output
n(-) number of backlogged requests
o servicing rate
A,B,C,D, ¢ constants for determining p(-)
e(+) control error
a(-) (see Note 2) | control signal
d() disturbance input
K controller’s parameter
An(+) arrival rate of normal requests
() the total arrival rate
Aa attack intensity
T attack period
N total number of attack pulses

Note 1: We will use p(-) and p* to refer to system utilization in §1.4.

Note 2: We will use «(-) to refer to admission rate in §1.4.

In the lack of space, we will derive the results only for the additive €2;
the results for the multiplicative €2 can be derived similarly. Recall that
d(t) = A (t) + S0 M (t — k7) = dp(t) + dy(t); its Laplace transform is
given by D(s) = LA (t)) + Ao Soh_, e 7#7 = D, (s) + Da(s). Moreover,
let G(s) and H(s) be the Laplace transforms of the controller’s and the
process’s transfer function, respectively. Therefore, the system output
for the additive 2 in the s-plane is:

R(s)G(s) + Dn(s) Da(s)

Y(s) = 1+ G(s)H(s) (s) + m (s), (1)

where Y'(s) and R(s) are the Laplace transforms of p(t) and p*, respec-
tively.
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Under an attack-free environment, the feedback control loop enables
the process’s output p(t) to converge to p*; consequently, the whole sys-
tem could attain the best performance according to its design. However,
Theorem 1 shows that an LRDoS attack will impede this convergence
by introducing oscillations to the output p(¢). This is an undesirable
phenomenon for Internet services, because these oscillations will result
in performance degradation and unstable services. Moreover, Corollary
2 shows that e(t), which affects the control signal «(t), will also fluctu-
ate periodically, and its amplitude is modulated by the attack intensity.
Therefore, e(t) cannot converge to zero as long as the attack pulses are
present. In other words, the attacker could inflict different scales of
damage by tuning the attack intensity.

THEOREM 1 Under an LRDoS attack, the system output comprises a
response caused by the mormal requests and an additional, oscillating
component due to the attack: p(t) ~ pn(t) + Ao Son_, f(t — k7).

PrOOF 1 We prove the theorem for an additive 2. By taking an inverse
Laplace transform of Eq. (1), p(t) comprises an attack-free component
and an attack-induced component: p(t) = pp(t) + pa(t). Moreover,

A ZN e—kTs N
Wt =L [ =2 H(s) ) = A, t— k7). 2
palt) (1 e R C) RO DU
It is not difficult to see that f(t) = E_l(ﬁ%) is the system output
excited by 6(t) when p* = 0, because L(d(t)) = 1. Moreover, being
a stable system, p,(t) converges to a steady state; p(t)’s trajectory is
therefore a stable, periodic function.

COROLLARY 2 Under an LRDoS attack, e(t) oscillates in the time do-
main and its magnitude is proportional to the pulse intensity: e(t) ~

en(t) = Ao S0, f(t — k), where e,(t) is the error caused by the normal
requests, and f(-) is a function introduced by the attack.

PROOF 2 We prove the corollary for an additive 2. Since E(s) =
R(s) — Y (s), we have E(s) = En(s) — Eq(s). From Eq. (2), eq(t) =
Ao SN f(t—kT). Moreover, being a stable system, e, (t) = L™ (Ep(s)
vanishes as t — oo. Therefore, the attack introduces an oscillation to
the error signal with an amplitude proportional to the attack intensity.

4. LRDoS attack on a Web server

Having established the general results in the last section, we analyze
in this section a specific feedback-based Internet service: Web server.
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We will next describe the service model and then analyze the service
degradation caused by a single attack pulse. After that, we consider a
sequence of attack pulses and analyze the service degradation for four
cases of attack periods.

The service model under consideration follows Figure 1 with the fol-
lowing components. First, the system uses utilization (p(t)) as the sys-
tem output; the utilization is a piecewise linear function of n(t) (see Eq.
(5)). The controller is a PI controller with parameter K that takes in
p* — p(t) and generates an admission rate («(t)) as the control signal.
Therefore, the rate of the admitted requests is given by A(¢)«(t); the un-
admitted requests will be dropped. As a result, this service model’s state
vector consists of a(t), p(t), and n(t); their evolutions and relationships
are summarized below:

a(t) = K(p" — p(t)), a(t) € [0,1] (3)
a(t) = At)alt) — 1, n(t) € [0, +00) (4)

o(t) :{ An(t)+ B if n(t) </

Cn(t)+ D ifn(t) > e PO E0T (5)

Note that this service model is the same as the one used in [10] except
that we use a constant y and a continuous-time model, both of them are
essential for analytical tractability. Moreover, in the rest of the paper,
we assume a constant rate for the normal requests; that is, A, (t) = A,.

4.1 An analysis for a single attack pulse

Suppose that an attack pulse arrives at t = 0 when the system is in the

steady state and its state vector is [ag, po,no]. The system will evolve
through three different stages before reaching the same state before the
attack: saturation, recovery I, and recovery II. The durations for these
three stages are denoted as 71, 12, and 73, respectively. The two recovery
stages are due to the two piecewise linear relationships between p(t) and
n(t).
Saturation stage: As soon as the first attack pulse arrives, the system
enters into the saturation stage in which we assume that the aggregated
arrival rate will result in a 100% utilization (i.e., p(t) = 1). The utiliza-
tion stays at 100% throughout this period, because a(t)A\(¢t) > p. Since
p(t) = 1, according to Eq. (3), the admission rate decreases linearly, as
shown in Figure 2. Therefore, the state evolution during this stage is
characterized by p(t) =1, a(t) = K(p* — 1), and n(t) = A\ya(t) — p.
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Figure 2. The effect of one attack pulse at t = 0 on «(t) and p(¢) of the system. The
system parameters are: with A = 0.00267, B = 0.2, C = 0.024, D = —1.4, £ = 75,
K =0.01, o =90, p* = 0.7 (we adopt this set of parameters from [10]).

This stage will end when all the pending requests have been pro-
cessed; that is, the rate of admitted requests is equal to the service
rate. Therefore, we can obtain 77 by solving A\, + fom Ana(t)dt = mp
with the initial conditions [ag, pg,no], where ag = «(07) = «a(0),
ng = (A + Aa)ao +ng (this is due to the arrival of the attack pulse at
t=0), and pg = p(0") = 1:

(Anao — 1) + v/ (Anao — 1)2 — 20, K (p* — 1)((A + Aa)o + no)
(6

m =

~—

Recovery stage I: At the beginning of this stage, we have n(n;)
n(n) = Aa(nl), a(ny) = amf) = a0+ K(p* — 1)m, and p(n)) =
AXpa(n) + B. Since the utilization is now below the desired level, both
the admission rate and utilization will increase in this stage. Their
evolutions are given by p(t) = Alpa(t) + B, a(t) = K(p* — p(t)),
and n(t) = A,a(t) — p. Since this stage will end when n(t) = ¢, we
can obtain 72 by solving p(n2) = A¢ + B with the initial conditions
(a(nf),p(nf),)\na(m)):

1 AXNpo(m) + B —p*
= 1 .
REGKE T AL+ B— (™)

Recovery stage II: The only differences between recovery stages I and
II are the parameters and initial conditions. The initial conditions here
are: a(ny) = a(nf) = %, plny) = p(nf) = AL+ B, and n(n;) =
n(ng) = Ana(ny) — p. This last stage will end when the utilization
reaches the desired value. Therefore, we can obtain 73 by solving p(n3) =
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Figure 3. Effects of the attack period on the admission rate: Four possible cases.

p* with the initial conditions (a(n3), p(n3 ), Anc(n2)):

. 1 Chna(n2) + D — p* N B £
"= EnE In bp* — p* , where b~ 1 and a(n2) = T (8)
4.2 An analysis for multiple attack pulses

When there are multiple attack pulses, the attack period inflicts dif-
ferent degrees of damage on the victim. We will consider four different
choices of 7 in this section ([10] considered only the last case). First of
all, Figure 3 illustrates how an attack launched at ¢ = 0 degrades the
admission rates for the four cases. All four cases show that there is a
relatively long saturation period at the beginning of the attack (this pe-
riod is more noticeable for a small 7). After that, their admission rates
all converge to oscillating patterns, similar to what we have discussed in
section 1.3. Moreover, the oscillating periods increase with 7; the peaks
of the admission rates also increase with 7.

Case 1. 0 < 7 < ;& Same as the single-pulse case, the admission rate
will drop linearly (i.e., & = K(p* — 1)). During this declining period,
there are more attack pulses arriving at the victim. However, they do
not cause further damage, because the admission rate is already very
low. Similar to the single-pulse case again, the system eventually serves
all the pending requests, and the recovery stage starts. However, another
attack pulse arrives before the system restores the admission rate to the
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normal level when there is no attack. As a result, the admission rate
drops linearly again. But this time the system recovers much faster,
because the admission rate is already at a very low value when the
attack pulse arrives. Consequently, the admission rate converges to an
oscillation pattern with a small peak value.

Case 2. 1 < 7 <1 + m2t Same as case 1, the admission rate drops
linearly at the beginning and the additional attack pulses arriving during
this period do not cause further damage. When the recovery stage first
starts, the next attack pulse, say kth pulse, arrives when the admission
rate has not yet been restored (i.e., a((k — 1)7) < «ap). This a((k —
1)7) induces a shorter 7; for the next attack period, because n; is an
increasing function with respect to the initial admission rate (i.e., % >
0). Subsequently, the time to recover before the next pulse arrival, which
is given by kT—mny, is longer. Unfortunately, the admission rate still could
not climb back to ag. To see why, suppose that at t = k7~ the admission
rate is large enough that a(k7~) = a((k — 1)77). Therefore, at the next
attack pulse’s arrival, the same number of attack requests is accepted
which forces the system to oscillate again. As a result, the admission
rate converges to an oscillating pattern with a peak value less than «q.
Case 3. 11 + 12 <7 < n1 + 12 + n3: The evolution of the system state
in this case is similar to that in case 2 except that there is an additional
recovery part governed by parameters C' and D. We therefore omit the
details here.

Case 4. 7 > m + 12 + n3: In this case, the system state can always
return to the steady state before the next pulse arrival. Since this case
has been analyzed in [10], we do not further consider it here.

We have in fact proved the convergence of the system state for the
four cases and have derived the maximal and minimal values of «(t)
after convergence, denoted by g and aunn, respectively. However, in
the lack of space, we just present au,q, and ., without a proof:

—A)\ KT E3

e n " A — B
Cmaz = 5 (Ay + AXnmas + B — p)e7 " + 'OAA )
n n

Qmin = K(,O* - 1)771 + Qmaz, (10)

where y = —()\nozmaw—,u)—\/()\nozmar —1)? =20 K (p* — D)\ + A\a)Qnaz -
Note that aynee — Qunin measures the magnitude of the oscillations; as
recalled from Figure 3, the magnitude increases with .
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5. Detecting the LRDoS attacks

In this section, we propose a new anomaly-based detection scheme
to discover LRDoS attacks. Our approach is based on the fact that
the high-intensity request bursts sent out in an attack will disturb the
distribution of the normal requests’ arrival rate. Our detection scheme
therefore consists of two components: (1) model the distribution using
a histogram, and (2) use a nonparametric outlier detection algorithm to
determine whether there is a change in the histogram (which is assumed
due to an LRDoS attack). There is a similar outlier detection approach
proposed in [20], in which samples are clustered under various resolu-
tions. Our method is different from it in that we use histogram instead
of clustering techniques.

Suppose that x;, i € Z, are samples of the request rate. For every win-
dow of W samples, say {Zm—wi1,--.,Zm}, our detection algorithm will
determine whether the latest sample z,, has disturbed the distribution.
To do so, we use histograms to model the distribution. A histogram con-
sists of a set of equally-spaced intervals of sample values each of which is
called a bin; the total number of bins is called the bin resolution. Given
a set of samples, the histogram then plots the number of samples falling
into each bin, or the bin size. Therefore, we could uncover the attack by
detecting changes in the histogram for {x,,—w1,...,Zmy} by comparing
it with the histogram for {@,,—wi1,...,Tn-1}-

However, the main drawback of the histogram approach is to deter-
mine a proper bin resolution. We resolve this issue by applying the
approach to a range of bin resolutions. We first let 3., (1) be the size of
the bin that contains the sample x,, when the bin resolution is r. Fig-
ure 4 plots the values of 3, (r) for r € [1,60] obtained from simulation
experiments for both normal requests and malicious requests. As shown,
the (3, (r) values for the normal request decrease more gradually from
60 (when r = 1) to 1 (when r = 60). On the other hand, the 3, (r)
values for the malicious requests see a drastic drop from r =1 to r = 2,
because x,,, a sample from the attack pulse, is an outlier as compared
with the normal request samples. Therefore, we could detect the attack
by measuring the change in the 3, (r) values as r increases; for this
purpose, we define a cumulated ratio for z,,:

R(zm) = Z_: B (rt D) (11)

To see how the statistic in Eq. (11) can detect the attack, let R, (x,)
(or Ry () be the value of R(x,,) when x,, is a sample from the normal
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(a) xm is a sample from the normal requests. (b) x,, is a sample from the malicious re-
quests.

Figure 4. The change in z,,’s bin size when the bin resolution is increased from 1 to
60.

(or attack) traffic. If the attack intensity is high enough, the sample x,,
from the attack traffic will mostly be the first one separated from other
samples when r is increased beyond one. In the most extreme case,
Bz, (1) = W and f,,,(r) = 1, r > 1; therefore, Ry(xy,) = 2W — 2. On
the other hand, consider that x,, is from the normal traffic. Furthermore,

if the normal traffic intensity is uniformly distributed, then 3, (1) = 2.

T
Therefore Ry, () = Yo ' 122 < SSWIT I — 9(W — 1) = Ry ().

However, to cater for the fact that the normal traffic distribution is
usually heavy tailed, we introduce appropriate weights to the ratios in
Eq. (11) by assigning a higher weight to a [, (r) that has a higher

traffic intensity:
)

w-1
B (1)

men) = ¥ (55
where Z,,(r) is the mean of the samples in z,,’s bin, and Z is the mean of
all W samples. Moreover, if x,, is from the normal traffic, Z, (r) should
not be too far away from z. If z,, is from the attack traffic, Z,(r) is
much more closer to x,, because of the intensity of the attack traffic.
Therefore, we revise the R(zy,) values for a normal traffic sample and
an attack traffic sample as:

Tp(r+1)—2

X

r=1

Ro(zm) = (2W —2) | 222 | & (2W — 2) |22 | (13)
Ruem) = Y00 (52|22 |) < (2W — 2) |222] = Ro (o) (14)
The last step is to choose a threshold 6 such that the detection out-

come is positive if R(x,,) > 6. We determine 6 as follows. Denote o,
as the standard deviation of the first W — 1 samples in the detection
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window: o, = \/ﬁ Z?;WII_WH(:UZ- — Z)2. Note that if x,, is from the
attack traffic, z,, — T > o,; if z,, is from the normal traffic, Z,, — T ~ o,.
Moreover, we have ZKEI % < W — 1. Taking these into consideration,
we set § = (2W — 2)o,/Z. Moreover, to cater for the burstiness in
the normal traffic, we introduce a weight wy to the threshold value:
0 = (2W — 2)wgyo,/Z. In §1.6, we will evaluate the performance of the

detection algorithm for different values of wy.

6. Simulation results

In this section, we present MATLAB simulation results for the eval-

uation of the attack capability and detection performance. We have
again used the following parameters in our simulation experiments: A =
0.00267, B=0.2, C =0.024, D =—-14,¢ =75, K = 0.01, u = 90, and
p*=0.7.
Attack capability In §1.4, we have analyzed the effects of 7 on the
system output and the admission rate of the victim system. Here we
use simulations to further quantify the effects; we also study the effects
for different values of \,. We first define two metrics to characterize
the capability of an LRDoS attack: (1) the percent of normal requests
dropped due to an attack, denoted by ¢, and (2) the number of normal
requests dropped due to an attack per A4, denoted by 1. Therefore,

T
¢ —at))\,dt
Ji e — )
fo al\,dt

T,
100 and b = Jo (0% = a(®)Andt

= N,

where T' is the observation period (all N attack pulses arrive during
T), and o is the admission rate when the system is in the steady state
without attacks. Therefore, ¢ measures the absolute service degradation,
whereas 1 measures the attack effectiveness in terms of the amount of
service degradation caused by one attack pulse.

In Figure 5(a), we report the values ¢ and v for a set of attacks with
A = 1000, 1200, and 1500 requests per second, and 7 € [20, 500] seconds.
For the three A\, values, it is easy to verify that the range of 7 covers
the four cases discussed in §1.4. By comparing the corresponding results
in Figure 5(a) and Figure 5(b), we have observed that ¢ increases with
Mg, but ¢ decreases with A,. Given the same \,, ¢ decreases with 7;
however, 1 increases with 7. Moreover, as 7 — 00, ¢ — 0, because this
is similar to the case of one attack pulse over a very long observation
period. On the other hand, 1 converges to a value below 2 which is the
maximal service degradation in terms of 1.
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Figure 5. The capability of LRDoS attacks for different values of 7 and A,.

0.7
0.9 e
4
0.8 — Analytical o, . (1,=1000) 0.6l R TP N T Eeens I
(07 o Simulation O ax (xﬂ=1000) : ~Analytical a (ka=1000)
52 4 Analytical o, . (%,=1200) §'€ 0.5 * o Simulation o, (A, =1000)
0.6 A Simulation . (1 =1200) H ¢ Analytical o (A =1200)
* imulati =12
4 Analytical o (i=1500) 04 5 A Simulation e, (3;=1200)
05| ‘max \a % Analytical & (xa=1500)
u Simulation o, _ (A,=1500) u Simulation o, (1 =1500)
100 200 300 400 500 600 %% 100 200 300 400 500 600
T T
(a) @maq for different values of 7 and A4. (b) aunin for different values of 7 and A4.

Figure 6. The analytical and simulation results of amaz and Amin.

In Figure 6, we show the values of aune. and qu;, obtained from
simulations; we also include the analytical results from Eq. (9) and Eq.
(10) for the purpose of comparison. First of all, the simulation results
match very closely with the analytical results. Moreover, both a4, and
Qumin are increasing functions of 7 which can be validated by taking the
derivatives of Eq. (9) and Eq. (10). Moreover, aunae and agi, will
eventually reach plateaus which indicate that the corresponding range
of 7 belongs to case 4. Moreover, the a4, values for the three A\, cases
converge to the same value; however, the a;,;, values do not—a higher
Ao gives a lower aunin. As a result, a higher attack intensity increases
the magnitude of the oscillations.

Detection performance To evaluate the performance of the detection
algorithm proposed in §1.5, we generate the background normal traffic
using three different distributions: log-normal, Pareto, and Poisson. For
the log-normal (or Pareto) distribution, we set the location parameter
to 4.6027 (or 91.6667) and the scale parameter to 0.0707 (or 12). For
the Poisson distribution, we set the rate to 100. By doing so, the mean
arrival rates for these three distributions are all equal to 100 requests per
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Figure 7. The performance of the new detection algorithm for different values of i—:

second. Moreover, the samples for the request arrival rates are computed
every second.

Figure 7(a) and Figure 7(b) show the detection rates and false alarm
rates obtained from the simulation, respectively. The detection rate

increases with i‘—z for all three distributions; all attacks can be detected

(i.e., the detection rate is 1) when f\‘—“ reaches around 1.5. Moreover,

the detection algorithm achieves the ﬁighest detection rate for the log-
normal distribution before the detection rate reaches 1.0. Note that the
variance of the log-normal distribution is approximately 50; this shows
that the detection algorithm works well even under bursty normal traffic.
On the other hand, the false alarm rate also improves with i‘—z The
false alarm rates for both log-normal and Pareto distributions exhibit a
similar trend, whereas that for the Poisson distribution stays at a very
low level.

7. Conclusions and future works

In this paper, we have analyzed the effects of the recently proposed
low-rate DoS attacks on the feedback-based Internet services. By send-
ing intermittent attack pulses, these attacks induce the victim system
to generate false feedback signals, which could cause the system to de-
crease the request accepting rate. On the countermeasure side, we have
designed a nonparametric algorithm to detect changes in the traffic dis-
tributions. We have conducted extensive simulation experiments to val-
idate our findings.

There are a few extensions to this work. We are investigating how
to optimize an LRDoS attack. One such problem is to optimize a given
number of attack pulses by computing an optimal schedule of sending
the pulses. We are also experimenting with a number of TCP variants,
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especially those available in the Linux system (e.g., Veno, Hybla, West-
wood+) and evaluating the impact of the LRDoS attacks on them.
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