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Abstract— Wireless LAN for Industrial Control (IC-WLAN)
provides many benefits, such as mobility, low deployment cost and
ease of reconfiguration. However, the top concern is robustness
of wireless communications. Wireless control loops must be
maintained under persistent adverse channel conditions, such
as noise, large-scale path loss,fading, and many electro-magnetic
interference sources in industrial environments. The conventional
IEEE 802.11 WLANs, originally designed for high bandwidth
instead of high robustness, are therefore inappropriate for ICWLAN. A solution lies in the Direct Sequence Spread Spectrum
(DSSS) technology: by deploying the largest possible processing
gain (slowest bit rate) that fully exploits the low data rate feature
of industrial control, much higher robustness can be achieved. We
hereby propose using DSSS-CDMA to build IC-WLAN. We carry
out fine-grained physical layer simulations and Monte Carlo
comparisons. The results show that DSSS-CDMA IC-WLAN
provides much higher robustness than IEEE 802.11/802.15.4
WLAN, so that reliable wireless industrial control loops become
feasible. We also show that deploying larger processing gain
is more preferable than deploying more intensive convolutional
coding. The DSSS-CDMA IC-WLAN scheme also opens up a
new problem space for interdisciplinary study, involving real-time
scheduling, resource management, communication, networking
and control.
Index Terms— Real-time and embedded systems, Reliability
and robustness, Wireless communication, Industrial control

I. I NTRODUCTION
Recently, there are increasing efforts in deploying Wireless
LANs (WLAN) for industrial control [1][2][3][4][5]. Industrial
Control WLAN (IC-WLAN) has many desirable features, such
as extended mechanical freedom and mobility, low deployment
cost and ease of reconfiguration.
Nonetheless, a major concern of IC-WLAN is its robustness:
wireless communication must be maintained under adverse
channel conditions. Wireless channel conditions are inherently
more vulnerable than those of wireline communications for
the existence of such problems as multiple-access contention,
Radio Frequency (RF) interference, large-scale path loss, and
fading (a.k.a. multipath) [6]. Industrial environments make
these problems deteriorate because of heavy obstructions [6]
and possible Electro-Magnetic Interferences (EMIs) [7][8].
An example is that EMI from electric welding or electric
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motor can last for hours, or even days. Nevertheless, ICWLANs require much higher robustness than conventional
WLANs for office or home use. Most office or home wireless
communications allow a few seconds or even minutes of
adverse channel conditions. They just need to backoff till
the channel condition recovers, and then retransmit. Industrial
control, however, often forbids such backoff behavior. Because most industrial control loops are real-time, the backoff
behavior will cause deadline misses, which further trigger
performance losses, halts/resets of manufacturing pipelines,
or defects in products. For example, 200msec of backoff
may incite an inverted pendulum [9] fall. Therefore, for most
industrial controls, communications must be maintained even
under adverse channel conditions instead of backing off.
RF interference, large-scale path loss and fading cause
adverse channel conditions by reducing Signal-to-Noise Ratio
(SNR) of the wireless communications. When the SNR is
lower than a certain threshold, the Bit Error Rate (BER) of
the wireless communication rises over the acceptable limit,
thus disrupting the wireless connection. Therefore, the key
to maintaining wireless communication under adverse channel conditions is to provide as high SNR as possible. To
achieve this, a promising solution lies in the state-of-theart Direct Sequence Spread Spectrum (DSSS) technology,
which allows tradeoffs between data throughput versus SNR.
Specifically, a lower data throughput corresponds to a higher
SNR and vice versa. Fortunately, industrial control loop traffics
in IC-WLANs are often low-data-throughput stable traffics
[10]. For example, most industrial mechanical systems carry
out fine-grained high-rate controls locally using step motors
[11][12][13], so that only low-data-throughput coarse-grained
control traffics are transmitted between distributed nodes.
Typically, the sampling/actuating rates between distributed
nodes are around 1 ∼ 10Hz, and the packet sizes are around
100 ∼ 200 bits.
Based on above observations, we propose using DSSS
technology to fully exploit the low-data-throughput feature
of control loop traffics, to build robust IC-WLANs. Through
fine-grained physical layer simulations and Monte Carlo comparisons, we show that when the low-data-throughput feature
is fully exploited, DSSS IC-WLANs achieve much higher
robustness than IEEE 802.11/802.15.4 WLANs (for consistency, we refer to IEEE 802.15.4 as a WLAN scheme in
this paper) [14][15][16] do, so that wireless industrial control
becomes practical (see Section IV). Specifically, a DSSS IC-
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WLAN achieves 10 ∼ 20dB and 20 ∼ 30dB improvements
on robustness compared to an IEEE 802.11b and an IEEE
802.11a WLAN respectively; similar improvements are also
achieved against IEEE 802.15.4 WLANs. These are significant improvements according to communication engineering
criteria.
DSSS is a physical layer scheme, which only concerns
point-to-point communications. At the Multiple Access Control
(MAC) layer, we need a proper IC-WLAN paradigm, which
can either be the fully distributed ad hoc paradigm of IEEE
802.11/802.15.4 WLANs, or the centralized Code Division
Multiple Access (CDMA) paradigm of cellphone networks.
We prefer the CDMA cellphone network paradigm. Under
such paradigm, every IC-WLAN is a cell, with one base
station and several remote stations; wireless communications
only take place between a base station and a remote station of the same cell; inter-cell communications only exist
between base stations via wireline backbones. The reasons
why CDMA cellphone network paradigm is preferred run as
follows: i) Industrial control loop traffics are usually realtime. The base-station-centered CDMA cellphone network
paradigm makes it easy to implement centralized real-time
scheduling. In practice, centralized real-time scheduling is
often more desirable due to its robustness and simplicity. ii)
Most industrial control loops incur low computation, therefore it is a common and economic practice to have one
powerful centralized base station controlling all machines in
a local area [10]. Many legacy systems are already built
upon such base-station-centered communication paradigm. iii)
Industrial control applications are typically deployed in wellbuilt permanent facilities, where powerful wireline backbones
for inter-base-station communications are available. Therefore,
the benefits of wireless communications (mechanical freedom,
mobility, flexibility) are only significant at the last hop. A
CDMA cellphone network paradigm matches such need. iv)
CDMA is also a more preferable technology due to its ease
of scheduling, overrun isolation and low overhead.
To sum up, this paper mainly demonstrates that by fully
exploiting the low-data-throughput feature of industrial control loops, the DSSS-CDMA cellphone network paradigm
presents a better approach to build robust IC-WLANs than the
nowadays predominant IEEE 802.11/802.15.4 paradigms. This
paper also studies some resource management issues on the
proposed DSSS-CDMA IC-WLAN. As an example, we derive
optimal resource configuration for maximal robustness. The
resource management issues open a new problem space for
interdisciplinary study, which involves real-time scheduling,
communication, networking and control.
The rest of the paper is organized as follows: Section II
gives background on DSSS technology. Section III proposes
the DSSS-CDMA IC-WLAN scheme, together with some
analytical results on its resource optimization. Section IV
carries out fine-grained physical layer simulations to demonstrate DSSS-CDMA IC-WLAN robustness, and more extensive Monte Carlo simulations to compare the robustness with
IEEE 802.11/802.15.4 WLANs’. Section IV also includes
a discussion on the feasibility of error correction coding
besides DSSS. Section V discusses related works. Section VI

concludes the paper.
II. BACKGROUND
DSSS is a physical layer modulation/demodulation
scheme for digital communication [17][18][19]. It
modulates/demodulates the original data signal to/from
a baseband signal which occupies a wider spectrum1. At the
transmitter, a user data bit stream of bit rate rb (every bit takes
def
Tb = 1/rb (sec)) is scrambled with a Pseudo Noise (PN)
def
sequence of chip rate rc (every chip takes Tc = 1/rc (sec)),
producing a chip stream of rate rc . rc is a positive integer
def
multiple of rb , the ratio g = rc /rb is called processing gain.
At the receiver, if the chip stream is descrambled with the
same PN sequence, the original data bit stream recovers. If a
different PN sequence is applied or the scramble/descramble
PN sequences are not synchronized, the original data bit
stream does not recover and a noise-like random chip stream
is generated instead. To summarize, each PN sequence
creates a DSSS data channel. Note although DSSS requires
synchronization between each transmitter and its receiver,
different transmitter-receiver pairs need not be synchronized.
Appendix I of [21] gives a more detailed tutorial on DSSS.
DSSS is a physical layer scheme. At the MAC layer, there
are two alternatives: Code Division Multiple Access (CDMA),
or Time Division Multiple Access (TDMA). For simplicity,
we also categorize the widely used Carrier Sensing Multiple
Access (CSMA) as a kind of TDMA. If DSSS-CDMA is
deployed, different data bit streams scrambled with different
PN sequences are transmitted in parallel through the same RF
band. At each receiver, by applying different PN sequences,
the intended data bit stream is filtered out. If DSSS-TDMA
is deployed, different data bit streams are scrambled and
transmitted in non-overlapping time slots. Though both alternatives work, DSSS-CDMA fits IC-WLANs better because:
i) ease of real-time scheduling; ii) inherent isolation between
connections; iii) less communication overhead, especially under adverse channel conditions. i) and ii) are straightforward
and interrelated: Under DSSS-CDMA, a real-time connection
exclusively occupies a CDMA channel by using a unique
DSSS PN sequence. Different CDMA channels can coexist
in parallel. Therefore it is not necessary to schedule different real-time connections, and the overrun of one real-time
connection does not affect any other real-time connections.
In contrast, under DSSS-TDMA, the DSSS PN sequence is
shared among all real-time connections, and different time
slots must be scheduled to serve different connections. If a
real-time connection overruns its time slot, subsequent realtime connections are affected. In terms of iii), a simplified
explanation is as follows: DSSS requires time synchronization between the transmitter and the receiver. Under CDMA,
packets of a same connection are sent continuously as one bit
1 We refer to DSSS as a baseband modulation/demodulation scheme. In
contrast, the modulation/demodulation scheme that shifts baseband signal
to/from RF band is referred to as RF modulation/demodulation. Typical RF
modulation/demodulation schemes for DSSS can be Quadrature Phase Shift
Keying (QPSK) or Binary Phase Shift Keying (BPSK), both can achieve the
same robustness (in sense of BER) with the same SNR per bit [17][20].
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stream (i.e., session). Synchronization time cost only happens
during session setup. During the session, synchronization is
maintained in parallel of data transmission. Under TDMA,
however, every packet incurs synchronization time cost. Under
adverse channel conditions, this cost may be big, causing much
more overhead in TDMA than CDMA. Appendix II of [21]
further elaborates this.
Quantitatively, many important features of DSSS are captured by its Bit Error Rate (BER) upper bound shown in
inequality (1)2 [17][22]:
!
gPu
, (1)
Pber ≤ exp −
PΞ
PH
J + i=1,i6=u Pi + h=1 Ah + Pu

where Pber is the BER; g is processing gain; J is the received
power of External RF Interference (EI), which specifically
refers to EMI, thermal noise and the RF interference from
RF devices turned on accidentally or maliciously; Pi (i =
1 . . . Ξ) is the received power of CDMA channel i; Ξ is the
total number of CDMA channels coexisting in parallel; u is
the intended channel, with a received power of Pu . Each
transmitting node may send out several CDMA channels in
parallel, each carries a data stream. To facilitate the reception,
the node may transmit an additional chip stream called pilot
tone [17], which is synchronized with the node’s outgoing data
streams. In inequality (1) the pilotP
tone of transmitting
PH node h
(h = 1, . . . , H) is of power Ah . Ξ
i=1,i6=u Pi +
h=1 Ah is
the upper bound of total Multiple Access Interference (MAI),
that is, the interference caused by other CDMA channels and
pilot tones received in parallel with the intended channel.
Note Pu also appears in the denominator, adding up to the
total interference power. This is to provide a pessimistic
estimation on Inter Symbol Interference (ISI), which usually
results
from multipath fading. To simplify,
we can merge
P
PΞ
P
and
P
to
be
denoted
as
P
.
The
component
i
uP
i=1,i6=u P
i i
gPu /(J + i Pi + P
A
)
shows
the
effective
SNR
for the
h h
P
intended channel, J + i Pi + h Ah representing the upper
bound of noise power and gPu representing effective signal
power. Inequality (1) implies the bigger the effective SNR, the
smaller the probability of bit error Pber .
A similar notion to BER is Packet Error Rate (PER).
Without error correction coding, PER Pper is:
Pper
Or equivalently:

Pber

= 1 − (1 − Pber )L
= 1 − (1 − Pper )

pkt

1/Lpkt

(i.e. to maintain Pper ≤ Θper , or say, Pber ≤ Θber ) means
maintaining the effective SNR of the intended channel beyond
a threshold Θsnr :
gPu
PΞ
PH
J + i Pi + h A h
≥ Θsnr

(4)
(5)

= − ln Θber
(because of (1))
(6)


1/Lpkt
(because of (3)). (7)
= − ln 1 − (1 − Θper )

Expression (4) is the effective SNR of the intended channel,
which can be raised by increasing the processing gain g.
def
Since g = rc /rb and chip rate rc is usually fixed due to
multipath effect and hardware cost constraints [23][17], raising
processing gain g means slowing down user data bit rate rb .
DSSS hereby provides a mechanism to leverage between SNR
and data bit rate.
III. DSSS-CDMA IC-WLAN A RCHITECTURE
A. The Overall Architecture

Based on Section I and II, we propose building IC-WLAN
with DSSS-CDMA cellphone network paradigm: Every ICWLAN is a cell. Each cell has one base station and several
remote stations. Base stations of different cells are connected
via a wireline backbone. All inter-cell communications only
go through this wireline backbone. Within a single cell, the
base station communicates with its remote stations through
wireless. There are no direct wireless communications between
remote stations. In this paper, we focus on the single cell, in
other words, the single IC-WLAN scenario. Fig. 1 illustrates
the architecture of a single IC-WLAN.

(2)
, (3)

where Lpkt is the bit length of the packet. When errorcorrection coding is deployed, equation (2) and (3) will have
a more complicated form, but still, Pper and Pber maintain
one-to-one mapping and Pper decreases as Pber decreases.
When Pper is below a maximal acceptable threshold Θper ,
or equivalently, when Pber is below a maximal acceptable
threshold Θber , the wireless communication is acceptable
for industrial control. Remember inequality (1) implies the
bigger the effective SNR, the smaller the BER. Therefore,
maintaining an IC-WLAN wireless communication channel
2 Inequality (1) assumes QPSK RF modulation and per connection pilot
tone. Different implementation alternatives may affect details of the inequality,
though there will be no fundamental differences.

Fig. 1.

DSSS-CDMA IC-WLAN architecture

In an IC-WLAN, the RF band available is evenly partitioned into two halves: one for downlink (from base station
to remote stations) and the other for uplink (from remote
stations to base station). A wireless connection consists of
one CDMA channel in each direction (downlink and uplink).
Unless explicitly noted, “connection n”, a.k.a. “control loop
n”, refers to both the downlink and uplink of the connection;
“a CDMA channel of connection n” refers to both downlink
and uplink CDMA channels of the connection. Without loss of
generality, we assume sampling packets are sent in uplink, and
actuating packets are sent in downlink. In each control loop,
sampling/actuating packets are sent continuously so that their
bits form a continuous uplink/downlink bit stream respectively.
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This also implies that the sampling/actuating period is the
same as the packet transmission period.

The configurable parameters are the control loops’ processing gain gn (n = 1, 2, . . . , N ), with the following value range:
1 ≤ gn ≤ g max , and gn is an integer.

B. Resource Planning for Maximized Robustness
In this paper, we attempt to analyze the optimal resource
planning for maximized robustness: given signal attenuation
of every wireless connection, how to tolerate maximal external
RF interference; and given external RF interference, how to
tolerate maximal signal attenuation. Here, “tolerate” means
the packet error rate is maintained below the maximal acceptable threshold.
Although the derivation is complicated, the conclusion is
simple and intuitive: maximal robustness is achieved when
each connection deploys maximal possible processing gain
(i.e., minimal possible data rate). This conclusion is formally
described by the following proposition:
Proposition 1 (Maximal Robustness Configuration): To
achieve maximal robustness, control loop n (n = 1, 2, . . ., N )
of a DSSS-CDMA IC-WLAN should pick maximal possible
processing gain:
gn∗ = min




min
rc /(Lpkt
) , g max ,
n fn

(8)

where rc is the fixed chip rate, Lpkt
is the packet bit
n
length of control loop n, fnmin is the minimal allowed sampling/actuating rate of control loop n, and g max is the maximal
processing gain allowed by hardware.
To derive the above proposition, we first assume the ICWLAN consists of control loop (a.k.a connection) 1, 2, . . .,
and N . Control loop n (n = 1, 2, . . . , N ) corresponds to a
minimal sampling/actuating rate fnmin , a maximal acceptable
packet error rate Θper
n , and a sampling/actuating packet bit
length Lpkt
(assume
sampling/actuating packets are of the
n
same length; if not, paddings are used to make them the same).
The two end nodes of control loop n are the base station,
denoted as node 0, and a distinct remote station, denoted as
node n. Every node of the IC-WLAN deploys a DSSS chip
rate of rc (i.e. a chip duration of Tc = 1/rc ), and carries
out conventional Quadrature Phase Shift Keying (QPSK) RF
modulation/demodulation. The per node maximal transmission
power is P max . In the uplink, power balancing is carried out to
deal with near-far problem[6]. To assist reception, each node
also transmits a pilot tone[17], whose allocated transmission
power is the same as any of the node’s outgoing CDMA data
channels’. The transmitted signal attenuates in the wireless
medium due to large-scale path-loss and fading. Let αdown
n
and αup
n denote the downlink/uplink attenuation of connection n respectively. At the receiver, transmitted signals are
received together with external RF interferences (i.e. thermal
noise, EMI, and malicious/accidental same-band RF device
broadcasts). Denote Jn as the external RF interference power
received at Node n (n = 0, 1, 2, . . . , N , Node 0 refers to
the base station, Node 1 . . . N refer to remote station 1 . . . N
respectively).
The above parameters conform to following relationships:

(9)

Here g max is the maximal processing gain allowed by wireless
communication hardware (e.g. if gn is specified by an unsigned
byte in the hardware, then gn can not exceed 256).
Meanwhile, given chip rate rc , packet bit length Lpkt
n , and
the chosen processing gain gn , the packet rate fn (packets per
second) is:
rc
.
(10)
fn =
gn Lpkt
n
Remember the packet rate is the same as the sampling/actuating rate, which must satisfy the minimal sampling/actuating rate requirement, therefore:
rc
fn ≥ fnmin ⇔ gn ≤ pkt
,
n = 1 ∼ N.
(11)
Ln fnmin
In addition to constraints (9) and (11), there are two more
constraints representing the robustness requirements: one for
downlink; the other for uplink. The robustness requirement for
connection n is that the packet error rate should not exceed
a maximal acceptable threshold Θper
n , both in downlink and
uplink. According to formulae (5) ∼ (7), maximal acceptable
packet error rate Θper
maps to a minimal acceptable SNR
n
Θsnr
.
To
put
it
in
another
way, for each connection n, the efn
fective SNR must be maintained above the minimal acceptable
threshold Θsnr
n . Inequality (5) quantitatively expresses this
notion. According to inequality (5), the robustness requirement
for downlink of connection n is:
r dnlk
gn Pnn

Jn +

PN

r dnlk
i=1 Pni

+

Arn dnlk

≥ Θsnr
n ,

n = 1 ∼ N, (12)

r dnlk
(i = 1, 2, . . . , N ) is the received power of
where Pni
CDMA downlink channel i at remote station n; Arn dnlk is the
received pilot tone power at remote station n (for downlink,
base station is the only node that transmits pilot tone). Since
the base station equally allocates its transmission power to
all N downlink channels and the pilot tone, and the total
transmission power of the base station is P max to achieve
maximal robustness, therefore:
r dnlk
r dnlk
r dnlk
Pn1
= Pn2
= . . . = PnN
P max
.
(13)
= Arn dnlk = αdown
n
N +1
Substituting formula (13) for (12), the downlink robustness
requirement is converted to:

αdown
gn P max
n
≥ Θsnr
n ,
max )
(N + 1)(Jn + αdown
P
n

n = 1 ∼ N.

(14)

For uplink of connection n, again according to inequality
(5), the robustness requirement is:
J0 +

gn Pnr uplk
≥ Θsnr
PN
n ,
r uplk
r uplk
P
+
A
i=1 i
i=1 i
n = 1 ∼ N,

PN

(15)

where Pir uplk (i = 1 ∼ N ) is the power of CDMA uplink
channel i received at the base station; Air uplk (i = 1 ∼ N ) is
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the power of remote station i’s pilot tone received at the base
station. Because of power balancing, there is:
P1r uplk = P2r uplk = . . . = PNr uplk .

(16)

Meanwhile, assume each remote station i (i = 1, 2, . . . , N )
equally divides its transmission power Pit uplk between its
uplink channel i and pilot tone, then:
Pit uplk
,
i = 1, 2, . . . , N. (17)
2
Also, each remote station cannot exceed its maximal transmission power:
Pir uplk = Air uplk = αup
i

Pit uplk ≤ P max ,

i = 1, 2, . . . , N.

(18)

The transmission power of each remote station Pit uplk should
be maximized to increase SNR (and therefore robustness),
meanwhile maintaining the constraints depicted in formulae
(16) and (18). Therefore, the remote station that suffers the
most severe uplink power attenuation should transmit with
power P max , and all the other remote stations should adjust
their transmission power according to power balancing rule
(16). The above is formalized as follows:
Pkt uplk = P max ,

P max
,
2
up
where k = argmini∈{1,2,...,N } {αi }.
therefore Pkr uplk = Akr uplk = αup
k

(19)

(16), (17)
⇒ Pir uplk = Air uplk = αup
i
⇒ Pit uplk =

max
αup
k P
up
αi

Pit uplk
P max
= αup
.(20)
k
2
2

def

up
up
up
αup = αup
k = min{α1 , α2 , . . . , αN },

(21)

and substitute (19) ∼ (21) for (15), the uplink robustness
requirement is converted to:
αup gn P max
≥ Θsnr
n ,
2(J0 + αup N P max )

n = 1, 2, . . . , N.

(22)

The downlink/uplink robustness requirements (formulae
(14) and (22)) can be converted as follows:
 down

αn gn P max
down max
(14) ⇔ Jn ≤
−
α
P
n
(N + 1)Θsnr
n
def

(22) ⇔ J0

= J¯down , n = 1, 2, . . . , N ;

 upn
α gn P max
up
max
−
α
N
P
≤
2Θsnr
n
def

= J¯nup ,

n = 1, 2, . . . , N,

(23)

(24)

where
and
represent the maximal tolerable external
RF interference for downlink and uplink of connection n
respectively. That is, when Jn exceeds J¯ndown , connection n’s
J¯ndown

J¯nup

def
up
down ¯up ¯up
J min = min{J¯1down , . . . , J¯N
, J1 , J2 , . . . , J¯N
}, (25)

then J min represents the minimal external RF interference
power needed to disrupt at least one of the connections.
When the power attenuations αdown
, αdown
, . . ., αdown
,
1
2
N
up
up
αup
,
α
,
.
.
.,
α
are
given,
robustness
maximization
means
1
2
N
the IC-WLAN tolerates (i.e., the robustness requirements
are satisfied, or quantitatively, both inequality (23) and (24)
sustain) maximal external RF interference power (i.e., J min
is maximized). Since the only configurable parameters are
gn (n = 1 ∼ N ), which comply with constraints (9)
and (11), formulae (23) ∼ (25) imply that the IC-WLAN
tolerates
external
RF interference power when gn =
 maximalmin
 max
min rc /(Lpkt
f
)
,
g
. When J0 , J1 , J2 , . . . , JN are
n
n
given, robustness maximization means the IC-WLAN tolerates
maximal power attenuations (i.e., αdown
, αdown
, . . ., αdown
,
1
2
N
up
up
up
α1 , α2 , . . ., αN are minimized).
Similarly,
this
is
also


min
achieved when gn = min rc /(Lpkt
) , g max .
n fn
Therefore, Proposition 1 holds.
IV. S IMULATION

AND

C OMPARISONS

In this section, we first demonstrate the robustness of
the proposed DSSS-CDMA IC-WLAN based on fine-grained
physical layer simulations. Then we carry out more comprehensive comparisons between the DSSS-CDMA scheme and
conventional IEEE 802.11/802.15.4 schemes. In the end, the
alternative of using error correction coding is discussed.
A. Demo using Fine-Grained Physical Layer Simulation

(because of (19))

⇒ Pir uplk = Air uplk = αup
i
Denote

Pit uplk
= Pkr uplk
2

downlink will have a packet error rate over acceptable limit
¯up
Θper
n ; when J0 exceeds Jn , connections n’s uplink will have
a packet error rate over acceptable limit Θper
n . Define

We carry out fine-grained physical layer simulation to
demonstrate the effectiveness of the proposed DSSS-CDMA
IC-WLAN scheme. The simulation environment is built on top
of J-Sim kernel [24]. Fig. 2(a) depicts the simulated scenario.
According to it, the IC-WLAN includes two connections:
connection 1 and 2. Each connection controls an Inverted
Pendulum (IP) [9]: IP 1 and IP 2. As a remote station, each
IP periodically sends back its state (x, θ, and time stamp)
to the base station. Based on the most up-to-date IP state,
the base station calculates the next control (u) and sends
it back to the IP. The sampling/actuating packet length are
both 152 bits, and the minimal sampling/actuating rates are
f1min = f2min = 10Hz.
Without loss of generality, the two IPs are the same. As
shown in Fig. 2(b), x is the position of IP cart, θ is the angular
deviation of IP from vertical position, and u is the control
voltage applied to IP cart. The state transition equation and
control equation are also depicted in the figure (in addition,
when θ and u are of opposite signs, u is obviously out-ofdate due to delay and is therefore ignored). The IP cart moves
along the x axis to keep the IP standing vertically. Each IP falldown (defined as |θ| exceeds π6 ) incurs a high cost resetting
procedure.
We carry out simulation under both DSSS-CDMA and IEEE
802.11b schemes. A wireless medium instance generated from
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TABLE I
W IRELESS M EDIUM M ODEL
Large-scale path loss
model
Small-scale
fading
model
Multipath max excess
delay†
Additive White Gaussian Noise‡

Log-normal shadowing model with β = 4 ∼
6, σ = 6.8dB ∗
Rayleigh
90.909nsec
Spectral density = −174dBm/Hz

∗ β is the path loss exponent, σ is the log-normal standard deviation.
† To deal with multipath fading, both DSSS-CDMA and IEEE 802.11b use
two-finger RAKE receivers [23][17].
‡ Typically refers to thermal noise.

a typical indoor-industrial-environment model [6][25] depicted
in Table I is applied to the simulation of both schemes. To
be fair, for both schemes, the maximal transmission power
of all nodes (the base station and all remote stations) are
1watt, the maximal transmission power allowed by FCC
for IEEE 802.11b. The only exception is for DSSS-CDMA
uplinks, where transmission power must also comply with
the power balancing requirement to produce the same power
level at the base station. The power balancing requirement
makes the comparison more pessimistic on the DSSS-CDMA
side, because some nodes are not transmitting with maximal
power. Again, to make fair comparisons, both DSSS-CDMA
and IEEE 802.11b schemes occupy the same RF band of
2.426 ∼ 2.448GHz, a typical RF band of IEEE 802.11b.
For DSSS-CDMA, the RF band is divided into two halves:
2.426 ∼ 2.437GHz for downlink and 2.437 ∼ 2.448GHz for
uplink. For IEEE 802.11b, the signal occupies the whole RF
band, but packets are time multiplexed into downlink packets
and uplink packets. These RF bandwidth configurations imply
a chip rate of rccdma = 5.5Mcps for DSSS-CDMA and a chip
rate of rcieee80211b = 11Mcps for IEEE 802.11b.
The above explains parameters relevant to both schemes.
Further, the scheme-dependent details run as follows: For
DSSS-CDMA scheme, the hardware-dependent processing
gain upper bound g max is 1024 (complies with cdmaOne [26]).
According to Proposition 1, the processing gain that maximize
6
robustness is therefore g cdma = min{b 5.5×10
152×10 c, 1024} =
1024. Without loss of generality, our DSSS-CDMA scheme
deploys QPSK RF modulation/demodulation and per-node
pilot tone. For each node, the pilot tone is allocated with
the same transmission power as any outgoing CDMA data
channel of the node. For IEEE 802.11b scheme, the most
robust 1Mbps mode is deployed, corresponding to a processing
gain of g ieee80211b = 11 and Differential BPSK (DBPSK)
RF modulation/demodulation. To be fair, the IEEE 802.11b
WLAN works in pure PCF, the mode for real-time systems.
Under PCF, the base station polls IP 1 and IP 2 in round robin
without idling and backoff (backoff causes deadline miss). The
control packet is sent to the IP as the poll packet, and the
sample packet is sent back from IP as the acknowledgment
packet.
To demonstrate the robustness of DSSS-CDMA scheme,
an external RF interference source is placed near IP 1 (see
Fig. 2(a)). This external RF interference occupies the same

RF band that DSSS-CDMA and IEEE 802.11b are using. And
the interference source transmits with a power of 1 watt, just
the same as the maximal transmission power of a normal ICWLAN node.
The simulated scenario starts at time 0sec and ends at time
30sec. The external RF interference source is turned on at time
5sec and turned off at time 15sec.
Fig. 3 shows the traces of θ. The traces show that throughout
the time, both IP 1 and IP 2 remain fairly stable under DSSSCDMA, even when there is external RF interference (5 ∼
15sec). This means the wireless control loops survive adverse
channel conditions. Under IEEE 802.11b, however, IP 1 keeps
falling due to external RF interference (every time it falls,
the IP resets to 0.5rad and stays there for 0.2sec to restart).
Note under IEEE 802.11b, IP 2 can also survive external RF
interference because it is much closer to the base station than
to the external RF interference source.
B. Comparisons to IEEE 802.11 a/b
IEEE 802.11 is the nowadays predominant WLAN scheme.
It can be further categorized into IEEE 802.11b[27], a[28]
and g[29]. IEEE 802.11b/a/g differ in their physical layers,
but share the same MAC layer specification (with minor
variations). IEEE 802.11b operates at the 2.4GHz RF range
and deploys DSSS for its most robust mode. IEEE 802.11a
operates at the 5GHz RF range and deploys Orthogonal
Frequency Division Multiplexing (OFDM) [30][31][32] in
physical layer. IEEE 802.11g is basically the union of 802.11b
and 802.11a. At MAC layer, IEEE 802.11 operates under
Distributed Coordination Function (DCF) paradigm, which
carries out CSMA/CA and MACAW [33] MAC protocols.
DCF is therefore contention/random-backoff based and is not
for real-time communications. In contrast, IEEE 802.11 also
specifies the Point Coordination Function (PCF) paradigm,
where the base station polls each remote station. PCF is
contention-free and is hence for real-time communications.
IEEE 802.11 was mainly designed for high data rate bursty
communications in office/home applications, such as FTP,
emails and Web browsing. This mismatches the needs of
most IC-WLAN control loops, where the demand for data
throughput is low (typical packet lengths are 100 ∼ 200
bits, and minimal acceptable sampling/actuating rates are 1 ∼
10Hz, or lower), while the demand for robustness is high:
sampling/actuating packets must be delivered in real-time even
under adverse channel conditions. In the following, we see
IEEE 802.11’s tolerance of adverse channel conditions is much
inferior to that of the proposed DSSS-CDMA scheme, which
fully exploits the low data throughput feature of IC-WLAN.
The comparisons between DSSS-CDMA and IEEE 802.11
are based on Monte Carlo simulations. In the simulator, the
industrial indoor environment is a square room of 20m× 20m.
The base station sits in the center while N remote stations
scatter across the room according to uniform random distribution. Each remote station corresponds to a wireless control
loop. The value of N varies from 1 to 100. Without loss of
generality, the size of all sampling/actuating packets is 152
bits (the same as the inverted pendulum case, a typical control
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(a) Layout of fine-grained physical layer simulation.

(b) Inverted Pendulum
Fig. 2.

Simulated Scenario

Fig. 3.

TABLE II
P HY. S ETTINGS FOR DSSS-CDMA/IEEE802.11 C OMPARISONS

DSSS-CDMA vs.
IEEE 802.11b
DSSS-CDMA vs.
IEEE 802.11a

Max per node
trans power∗
1watt
800mw

RF mainlobe bandwidth† ‡
22MHz
18MHz for IEEE 802.11a, and
14.6MHz for DSSS-CDMA‡

∗ According to FCC regulation.
† Mainlobe is the main part of a signal’s RF spectrum that carries information.
For DBPSK, BPSK and QPSK RF modulation that are used in IEEE
802.11b, IEEE 802.15.4a/b and our proposed DSSS-CDMA scheme, the RF
mainlobe bandwidth is equivalent to two times of chip rate. IEEE 802.15.4c
uses O-QPSK, where the RF mainlobe bandwidth is equivalent to the chip
rate. The mainlobe bandwidth of IEEE 802.11a 6Mbps mode (the most robust
mode of IEEE 802.11a) can be regarded as 18MHz, although IEEE 802.11a
has a special RF spectrum shape due to OFDM.
Note: in this paper, when referring to DSSS-CDMA cellphone scheme, the
mainlobe counts both the downlink and uplink RF spectra.
‡ According to IEEE 802.11 specifications, one single IEEE 802.11b RF
channel has an RF mainlobe bandwidth of 22MHz, one single IEEE 802.11a
RF channel has an RF mainlobe bandwidth of 18MHz. Due to difference
between OFDM and DSSS modulations, letting DSSS-CDMA have an RF
mainlobe bandwidth of 14.6MHz in the DSSS-CDMA versus IEEE 802.11a
comparison safely makes the comparison pessimistic on the DSSS-CDMA
side.

packet size), and all control loops have the same minimal
acceptable sampling/actuating rate f min . Two values of f min
are tested: 1Hz and 10Hz, which are typical for distributed
industrial control loops. Every sampling/actuating packet must
be delivered with success probability of no less than 0.999,
that is, the maximal acceptable packet error rate Θper is 0.001.
For a given N , f min and IC-WLAN scheme (DSSS-CDMA,
IEEE 802.11b, or IEEE 802.11a), 200 trials are simulated. In
each trial, an instance of remote station layout and an instance
of the wireless medium are generated (the wireless medium
instance follows the random model depicted in Table I). Each
trial calculates its J min : the minimal external RF interference
power needed to disrupt at least one wireless control loop (see
(25)). J min is the quantitative robustness indicator compared
between the DSSS-CDMA and IEEE 802.11b/a IC-WLAN
schemes.

Simulation Results (θ traces)

To make fair comparisons, parameters relevant to both
schemes are set according to Table II. Scheme-specific details
are as follows:
For IEEE 802.11b, the most robust 1Mbps mode is deployed. For IEEE 802.11a, the most robust 6Mbps mode
is deployed, Note for IEEE 802.11b/a schemes, the packet
is retransmitted as many times as possible throughout the
sampling/actuating period, so as to increase the chance of
successful delivery.
For DSSS-CDMA, QPSK RF modulation/demodulation is
deployed, with the RF band evenly divided into two halves:
one for downlink and the other for uplink. The DSSS-CDMA
scheme also deploys per-node pilot tone. The pilot tone is allocated with the same transmission power as any outgoing data
channel of the node. To achieve maximal robustness, we shall
set processing gain gn according to Proposition 1. Assuming
the hardware-dependent upper bound on processing gain g max
is sufficiently large3, Proposition 1 impliesthat the process
ing gain gn for control loop n shall be rc /(fnmin Lpkt
n ) .
Specifically, given packet bit length (Lpkt
= 152bit) and
n
the RF mainlobe bandwidth (which decides chip rate rc , see
Table II footnote † for further explanation) listed in Table II,
when f min = 1Hz and 10Hz, the corresponding processing
gains are 36184 and 3618 for DSSS-CDMA/IEEE 802.11b
comparison, and 24013, 2401 for DSSS-CDMA/IEEE 802.11a
comparison4.
The calculation of J min for DSSS-CDMA and IEEE
802.11b/a schemes are based on their respective PER(BER)SNR relationships. For DSSS-CDMA, the upper bound of
BER under specified SNR is given in inequality (1). For IEEE
802.11b 1Mbps mode, inequality (26) gives the lower bound
of BER under given SNR [20]:
r
gPu
1
80211b
,
(26)
Pber
≥ erfc
2
J
3 The upper bound on processing gain can increase exponentially when
hardware increases. For example, with 61 registers, it is enough to produce
PN sequence of 2, 305, 843, 009, 213, 693, 951 chips, which is enough to
allow any processing gain in practice [19].
4 Note RF mainlobe bandwidth determines chip rate r . For a given chip
c
rate rc , any processing gain g can be picked, but a bigger g corresponds to
a slower bit rate rb = rc /g.
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(a) Comparison with IEEE 802.11b

(b) Comparison with IEEE 802.11a

Fig. 4. Robustness comparison between DSSS-CDMA and IEEE 802.11b/a IC-WLANs. J min (watt) is the minimal external RF interference power needed
to disrupt at least one wireless control loop (note P (watt) equals 10 log 10 (P/0.001)(dBm)). N is the number of wireless control loops. Note the curves for
DSSS-CDMA are lower bounds for J min , while the curves for IEEE 802.11b/a are upper bounds.

where g is the processing gain, Pu is the received signal
power, J is the received total external RF interference power,
and erfc is the well-known complementary error function
[20]. The IEEE 802.11a 6Mbps mode deploys BPSK and 1/2
convolutional code for error correction. The corresponding
PER-SNR relationship can be empirically derived through
Monte Carlo simulations. Based on these BER(PER)-SNR
relationships, J min s of DSSS-CDMA and IEEE 802.11b/a
schemes can be calculated. Fig. 4(a) and (b) compare these
J min s derived in all Monte Carlo trials. This comparison
is pessimistic on the DSSS-CDMA side and optimistic on
the IEEE 802.11b/a side because of many reasons: i) the
upper bound of BER is used for DSSS-CDMA scheme, while
for IEEE 802.11b/a the lower bound of BER and empirical
exact PER are used respectively. ii) in inequality (1), the
intended signal power Pu is included as part of interference
to provide a (overly) pessimistic estimation on ISI; while for
IEEE 802.11b/a, ISI is assumed to be 0. Therefore, in Fig. 4(a)
and (b), the curves for DSSS-CDMA are J min lower bounds
while the curves for IEEE 802.11b/a are J min upper bounds.
According to Fig. 4, the proposed DSSS-CDMA scheme can
tolerate much bigger external RF interference power than the
corresponding IEEE 802.11 schemes. When f min = 10Hz and
1Hz, DSSS-CDMA achieves approximately 10dB and 20dB
improvements on robustness than IEEE 802.11b, and approximately 20dB and 30dB improvements than IEEE 802.11a
respectively. This is because the DSSS-CDMA scheme fully
exploits the low data rate feature of industrial control loops
by setting processing gain according to Proposition 1. When
the data rate demand of control loop decreases (i.e. with
smaller f min ), larger processing gain can be deployed and
the corresponding tolerable external RF interference power
increases.
C. Comparisons to IEEE 802.15.4
IEEE 802.15.4 [16] is a PHY/MAC standard for low data
rate Wireless Personal Area Networks (WPAN). Recently,
however, there is growing interest in applying IEEE 802.15.4

to ad hoc wireless sensor networks in efforts such as ZigBee [14]. Similar to IEEE 802.11 DCF and PCF, IEEE
802.15.4 also has two paradigms: Contention Based (CB)
and Contention Free (CF). IEEE 802.15.4 CB mode uses
CSMA/CA MAC, which is not for real-time communications.
IEEE 802.15.4 CF mode is a centralized polling scheme
(almost the same as IEEE 802.11 PCF), which supports realtime communications. Therefore, we compare DSSS-CDMA
scheme with IEEE 802.15.4 CF.
Similar to IEEE 802.11, IEEE 802.15.4 can be further categorized into IEEE 802.15.4a/b/c according to their assigned
RF ranges (see Table III).
TABLE III
IEEE 802.15.4 S UBTYPES
Subtype RF range∗ (MHz)

Per
RF
chnl
bandwidth∗
(MHz)

Number
of
RF
chnls∗

a†
b
c

0.6
2
5

1
10
16

868 ∼ 868.6
902 ∼ 928
2400 ∼ 2483.5

Subtype Chip RF
rate
main(kcps) lobe
bandwidth
(MHz)
a†
300
0.6
b
600
1.2
c
2000 2

Max per
node
trans
power
(Watt)
0.025†
1‡
1‡

Modulation

Bit
Symbol
rate
rate
(kbps) (ksps)

Symbols

BPSK
BPSK
O-QPSK

20
40
250

Binary
Binary
16-ary Orthogonal

20
40
62.5

∗ See Fig. 5 for definitions of “RF range”, “RF chnl”, “Per RF chnl
bandwidth”, and “Number of RF chnls”.
† Only allowed in Europe.
‡ According to FCC.

We carry out the same Monte Carlo simulation as Section IV-B to compare DSSS-CDMA and IEEE 802.15.4a/b/c,
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Fig. 5.

Definitions of RF range, RF channel, and RF channel bandwidth
TABLE IV

P HY. S ETTINGS FOR DSSS-CDMA/IEEE802.15.4 C OMPARISONS

DSSS-CDMA
802.15.4a
DSSS-CDMA
802.15.4b
DSSS-CDMA
802.15.4c

vs.

IEEE

Max per node
trans power∗
25mw

RF mainlobe
bandwidth†
0.6MHz

vs.

IEEE

1watt

1.2MHz

vs.

IEEE

1watt

2MHz

∗ According to European regulation for IEEE 802.15.4a (FCC forbids free
usage of 868 ∼ 868.6MHz for IEEE 802.15.4a) and FCC regulation for IEEE
802.15.4b/c.
† According to IEEE 802.15.4 specification. Also see Table II footnote † for
definitions and discussions on mainlobe.

using the wireless medium model given in Table I and the
common physical layer settings given in Table IV.
The scheme-dependent details of DSSS-CDMA are slightly
different from that of Section IV-B: when f min = 1Hz and
10Hz, the corresponding processing gains are 987 and 99 for
DSSS-CDMA/IEEE 802.15.4a comparison; 1974 and 197 for
DSSS-CDMA/IEEE 802.15.4b comparison; and 3289, 329 for
DSSS-CDMA/IEEE 802.15.4c comparison. These differences
are due to change of RF mainlobe bandwidths in our comparisons.
Note for IEEE 802.15.4a/b/c schemes, the packet is retransmitted as many times as possible throughout the sampling/actuating period, so as to increase the chance of successful delivery.
We still use J min , the minimal external RF interference
power needed to disrupt at least one control loop, as the
indicator of IC-WLAN robustness. The calculation of J min
for DSSS-CDMA and IEEE 802.15.4a/b/c schemes are still
based on BER-SNR relationships (“BER” for Bit Error Rate).
The DSSS-CDMA BER-SNR relationship is still given in
inequality (1). For IEEE 802.15.4a/b, since they both use
BPSK (see Table III), their BER-SNR relationship still follows inequality (26). IEEE 802.15.4c, however, uses O-QPSK
RF modulation/demodulation with 32-chip pseudo-orthogonal
coding (see Table III and [16]). Such scheme makes it hard
to derive a closed-form tight lower bound on BER for given
SNR. Fortunately, Monte Carlo simulation can still give an
empirical BER lower bound that is tight enough. Based on
the above BER-SNR relationships, J min of DSSS-CDMA
and IEEE 802.11a/b/c schemes can be calculated. Fig. 6(a),
(b) and (c) compare these J min s derived in Monte Carlo
simulations. As stated in Section IV-B, the comparisons are
still pessimistic on the DSSS-CDMA side and optimistic on
the IEEE 802.15.4a/b/c side. That is, in Fig. 6(a), (b) and (c),
the curves for DSSS-CDMA are J min lower bounds, and the

curves for IEEE 802.15.4 are J min upper bounds.
According to Fig. 6, when the sampling/actuating rate is
low (see the f min = 1Hz curves), DSSS-CDMA significantly
out-performs IEEE 802.15.4a/b/c on robustness. When the
sampling/actuating rate is high, however, DSSS-CDMA only
performs better when N (total number of control loops) is
small, and becomes inferior to IEEE 802.15.4b/c when N
is large enough (see the f min = 10Hz curves). This is
because an IEEE 802.15.4a/b/c RF channel is of very narrow
RF bandwidth. To squeeze into the same RF bandwidth, the
chip rate of DSSS-CDMA scheme must be low. When the
data throughput is high (since packet bit size is fixed to
152, a higher sampling/actuating rate f min or a bigger N
corresponds to a larger data throughput), DSSS-CDMA cannot
deploy a basic-need processing gain g to overcome MAI.
Fortunately, the continuous RF bandwidth available is usually much wider than what is used by an IEEE 802.15.4 RF
channel. For example, wherever an IEEE 802.11b WLAN can
be deployed, the continuous RF bandwidth available is at least
22MHz, equivalent to 36.7, 11 and 4.4 times the RF bandwidth
of an IEEE 802.15.4a, b and c RF channel respectively. Such
22MHz RF bandwidth allows the DSSS-CDMA IC-WLAN
mainlobe bandwidth to be 36.7, 18.3 and 11 times the IEEE
802.15.4a, b and c mainlobe bandwidths respectively.
Another way of thinking is as follows: In a 3-D space,
one can use 27 non-overlapping RF channels to color cells
so that any two cells using the same RF channel are at least
three hops (cells) away (see Fig. 7). The FCC IndustrialScientific-Medical (ISM) RF ranges allow 27 non-overlapping
RF channels, each with a continuous RF bandwidth of at least
14MHz, which is 23.3, 7 and 2.8 times the RF bandwidth of an
IEEE 802.15.4a, b and c RF channel respectively. In terms of
RF mainlobes, such 14MHz RF bandwidth allows the DSSSCDMA IC-WLAN mainlobe bandwidth to be 23.3, 11.7 and
7 times the IEEE 802.15.4 a, b and c mainlobe bandwidths
respectively.

Fig. 7. Twenty-seven colors are enough to color the cells in a 3-D space so
that any two same-color cells are at least 3 hops (cells) away.

Therefore, the comparisons in Fig. 6 are too pessimistic on
the DSSS-CDMA side. Given a layout of IEEE 802.15.4a/b/c
base stations, for each corresponding IC-WLAN, the continuous RF bandwidth available is usually much bigger than
that of an IEEE 802.15.4a/b/c RF channel. If DSSS-CDMA
fully utilizes the RF bandwidth available, the DSSS-CDMA
performance can improve significantly.
In the following, we redo the Monte Carlo comparisons
between DSSS-CDMA and IEEE 802.15.4a/b/c with modified
physical layer settings as shown in Table V. According to
Table V, the RF mainlobe bandwidth of DSSS-CDMA is w
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(a) Comparison with IEEE 802.15.4a

(b) Comparison with IEEE 802.15.4b

(c) Comparison with IEEE 802.15.4c
Fig. 6. Robustness comparison between DSSS-CDMA and IEEE 802.15.4a/b/c IC-WLANs. The meaning of J min and “dBm” is the same as in Fig. 4. N
is the number of wireless control loops. The curves for DSSS-CDMA are lower bounds for J min , while the curves for IEEE 802.15.4a/b/c are upper bounds.
Note for DSSS-CDMA/IEEE 802.15.4a comparison, when f min = 10Hz, with a packet size of 152 bits, an IEEE 802.15.4a IC-WLAN can only afford 3
control loops. Such IC-WLAN is practically useless. Similarly, when f min = 10Hz, an IEEE 802.15.4b/c IC-WLAN can only afford 7 and 45 control loops
respectively; when f min = 1Hz, an IEEE 802.15.4b IC-WLAN can only afford 73 control loops.

TABLE V
P HY. S ETTINGS FOR DSSS-CDMA/IEEE802.15.4 C OMPARISONS

DSSS-CDMA vs.
IEEE 802.15.4a
DSSS-CDMA vs.
IEEE 802.15.4b
DSSS-CDMA vs.
IEEE 802.15.4c

Max
per
node
trans
power∗
25mw
1watt
1watt

RF mainlobe bandwidth†
600kHz for IEEE 802.15.4a, w ×
600kHz for DSSS-CDMA
1.2MHz for IEEE 802.15.4b, w×
1.2MHz for DSSS-CDMA
2MHz for IEEE 802.15.4c, w ×
2MHz for DSSS-CDMA

∗ According to European regulation for IEEE 802.15.4a and FCC regulation
for IEEE 802.15.4b/c.
† According to IEEE 802.15.4 specification. Also see Table II footnote † for
definitions and discussions on mainlobe.

times the mainlobe bandwidth of an IEEE 802.15.4a/b/c RF
channel. Different w’s are evaluated, with the results plotted
in Fig. 8.
Note in Fig. 8, we do not compare DSSS-CDMA with
IEEE 802.15.4a. This is because: i) IEEE 802.15.4a uses the
same modulation/demodulation scheme as IEEE 802.15.4b;
ii) IEEE 802.15.4a allows much lower maximal transmission
power (0.025Watt) than IEEE 802.15.4b (1Watt); iii) IEEE

802.15.4a provides half the bit rate (and chip rate) of IEEE
802.15.4b; iv) IEEE 802.15.4a is not allowed by FCC (only
allowed in Europe). Therefore, in terms of either robustness or
data throughput, IEEE 802.15.4a is inferior to IEEE 802.15.4b.
Given the DSSS-CDMA versus IEEE 802.15.4b comparisons,
comparisons to IEEE 802.15.4a are redundant.
D. Discussion on Error Correction Coding
Another way to exploit low data rate for higher robustness
is dedicating the redundant bandwidth to error correction code.
The most popular error correction coding is the convolutional
coding. At the sender end, a convolutional encoder (k, n, m)
encodes every k input bits into n output bits using m shift
memory registers, where
m ≥ dlog2 ne

(27)

to produce practical convolutional codes. Such encoder cordef
responds to a coding rate R = nk . The upper bound of
coding gain is decided by k, n and m. Assuming binary
antipodal symbol signal and AWGN channel, convolutional
coding achieves a gain of Rdf – which is often called the
Asymptotic Coding Gain (ACG) – on SNR, where R is the
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(a) Comparison with IEEE 802.15.4b, f min = 10Hz

(b) Comparison with IEEE 802.15.4b, f min = 1Hz

(c) Comparison with IEEE 802.15.4c, f min = 10Hz

(d) Comparison with IEEE 802.15.4c, f min = 1Hz

Fig. 8. Robustness comparison between DSSS-CDMA and IEEE 802.15.4b/c IC-WLANs, when the DSSS-CDMA RF mainlobe bandwidth is w times the
mainlobe bandwidth of an IEEE 802.15.4b/c RF channel (see Table V). J min (watt) is the minimal external RF interference power needed to disrupt at least
one wireless control loop. N is the number of wireless control loops. Note the curves for DSSS-CDMA are lower bounds for J min while the curves for
IEEE 802.15.4b/c are upper bounds. Also note when f min = 10Hz, an IEEE 802.15.4b/c IC-WLAN can only afford 7 and 45 control loops respectively;
when f min = 1Hz, an IEEE 802.15.4b IC-WLAN can only afford 73 control loops.

coding rate and df is the free distance of convolutional codes.
Denote ACG as gacg . A loose upper bound of df is n(m + 1),
so ACG gacg is upper bounded by:
gacg = Rdf ≤ Rn(m + 1) = k(m + 1).

(28)

Suppose the available wireless medium bandwidth is
Bmedium (bps), and the information bandwidth is Binf o (bps).
Using DSSS, the maximal gain on SNR is a processing gain
g = Bmedium /Binf o

(according to Proposition 1). (29)

Using convolutional coding, the maximal gain on SNR is
an ACG of gacg = k(m + 1). To achieve the maximal ACG,
all redundant bandwidth shall be dedicated to convolutional
coding, that is, coding rate R = Binf o /Bmedium , in other
words, n = kBmedium /Binf o . Because of inequality (27),
we shall pick m = dlog2 ne = dlog2 (kBmedium /Binf o )e
(why not to pick a bigger m is explained later). Therefore,
the maximal gain on SNR using convolutional coding is:



kBmedium
+1 .
(30)
gacg = k(m + 1) = k
log2
Binf o

For the typical IC-WLAN scenario where Bmedium equals
10Mbps and Binf o varies from 1bps to 100Kbps, Fig. 9

compares the SNR gain between using DSSS and using
convolutional coding with k = 1 and m = dlog2 ne =
dlog2 (kBmedium /Binf o )e. According to Fig. 9, DSSS significantly outperforms convolutional coding on improving SNR.
Because gacg ≤ k(m + 1), some may argue if a bigger
k or m is picked, the performance of ACG may be better.
Nevertheless, even with the small value of k = 1 and
m = dlog2 ne = dlog2 (kBmedium /Binf o )e, the convolutional
coding used in Fig. 9 is already impractical: Empirically, no
good convolutional coding scheme with n > 99 is known. To
achieve maximal ACG, however, the entire bandwidth is dedicated for convolutional code, that is, n = kBmedium /Binf o .
When k = 1, Bmedium = 10Mbps, and Binf o varies from
1bps to 100Kbps, n varies from 107 to 100, all exceeding 99.
Picking bigger k or m does not help solve this problem.
Even if convolutional coding schemes with n > 99 are
found, decoder complexity may still prevent us from picking
a bigger k or m: For a convolutional decoder, the number of
algorithmic operations per second (denoted as Op) is [34]:
Op = c2km+1 Binf o /k,

(31)

where c is an implementation dependent positive constant,
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Fig. 9. Comparison on gain over SNR. The available wireless medium
bandwidth Bmedium = 10Mbps; information data bit rate Binf o varies
from 1bps to 100Kbps. All redundant bandwidth are dedicated to achieving
higher gain on SNR: in the DSSS scheme, g = Bmedium /Binf o ; in the
convolutional coding scheme, n = kBmedium /Binf o (note convolutional
coding gain (ACG gacg ) is upper bounded by k(m + 1), where m must be
no less than dlog 2 ne).

empirically no less than 1. Fig. 10 plots Op when k = 2,
m = dlog2 ne = dlog2 (kBmedium /Binf o )e, c = 1, and
Bmedium = 10Mbps. The decoding complexity is daunting
(Op ≈ 1010 ). Since picking a bigger k is infeasible, the
alternative is to pick a bigger m. According to Fig. 9, if k = 1,
m must be at least 10dlog2 ne = 10dlog2 (kBmedium /Binf o )e
to let convolutional coding ACG outperform DSSS processing
gain. Fig. 10 also plots Op for this case, that is, k = 1,
m = 10dlog2 ne = 10dlog2 (kBmedium /Binf o )e, c = 1, and
Bmedium = 10Mbps. The decoding complexity is even more
daunting (Op > 1020 ). Therefore, picking a bigger k or m is
not the way out for convolutional coding to outperform DSSS.

Fig. 10.

Convolutional Decoding Complexity

paradigms. Intuitively, industrial control loop and cellphone
voice session bear many similarities: they are both low-datarate regular traffic, and last for long duration in a sessionlike pattern. The main difference lies in the high robustness
concern for industrial control loops. Such concern calls for
better exploitation of the low data rate feature to provide more
robustness. Current CDMA cellphone network architectures
have not yet focused on such demand. However, the current
CDMA cellphone network architectures [26][35][36][37] provide good foundations to start building our proposed DSSSCDMA IC-WLAN with. The technologies needed by our
scheme are already mature, specifically, the capability of
providing multiple reconfigurable CDMA channels, processing
gain options and power levels are already standard practices
supported by most contemporary CDMA cellphone chip sets,
such as QualComm CSM6800, CSM6700, CSM5500 [38][39]
etc. The major modification pending is to better customize the
configurable options and the resource management strategies
according to the industrial control needs.
We have shown that DSSS-CDMA IC-WLAN can
achieve much higher robustness than IEEE 802.11 WLANs
[15][28][27][29] and IEEE 802.15.4 WLANs [16], both of
which have fixed robustness levels. Nonetheless, if applicationdependent processing gain configuration is provided for IEEE
802.11b or IEEE 802.15.4, its robustness can also be greatly
improved. This is exactly the DSSS-TDMA IC-WLAN approach, which is shown to be less preferable than DSSSCDMA for three weaknesses (see Section II). However, it
still merits further study on how to overcome these three
weaknesses so as to make DSSS-TDMA IC-WLAN a feasible
and competitive scheme.
In addition to IEEE 802.15.4, we have another WPAN
MAC/physical layer standard IEEE 802.15.1 [40], a.k.a. Bluetooth, which is mainly designed for high-data-rate, low-power
and short-range communications between PC and its peripherals. Bluetooth is known to have robustness inferior to IEEE
802.11b [41].
Also, at the physical layer, Frequency Hopping Spread
Spectrum (FHSS) [6] and DSSS bear great resemblance. That
is why under many circumstances, FHSS and DSSS are
interchangeable. However, FHSS is less desirable than DSSS
in hardware cost and system complexity. And digital wireless
FHSS systems that carries out FHSS within every bit duration
(so as to achieve processing gain) are not as widely available
as DSSS systems.
This paper extends the work in the previous conference
version [42] mainly by comparing DSSS-CDMA with IEEE
802.15.4 and discussing the error correction coding scheme.
Finally, our goal is noticeably to maintain wireless control
loop communications under channel conditions as harsh as
possible, rather than to make wireless control loop communications immune to adverse channel conditions.

V. R ELATED W ORK

VI. C ONCLUSION

One purpose of this paper is to demonstrate DSSS-CDMA
cellphone network paradigm is more appropriate for ICWLAN than the dominant IEEE 802.11/802.15.4 WLAN

The top priority for building Industrial Control Wireless
LAN (IC-WLAN) is robustness: wireless control loops must be
maintained under all adverse channel conditions. Specifically,
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power attenuation may change drastically because of largescale path loss and fading; contending RF devices may be
turned on accidentally or maliciously; for industrial environments, the situation is even worse because of various EMI
sources such as electric motor and welding, and serious largescale-path-loss/fading due to heavy obstructions. The robustness requirement makes the IEEE 802.11 WLANs (mainly
designed for irregular office/home data traffics) inappropriate
for IC-WLAN. In contrast, industrial control loop traffics are
mostly regular sustained traffics with extremely low data rates.
This feature allows DSSS’s deployment of high processing
gain for high robustness.
According to fine-grained physical layer simulations and
Monte Carlo comparisons, we show that by deploying slowest
data bit rate (largest possible processing gain) allowed by minimal sampling/actuating rate, a DSSS IC-WLAN can provide
significantly higher robustness than IEEE 802.11/802.15.4
WLAN. At the MAC layer, although either CDMA or TDMA
can be deployed, CDMA is more preferable than TDMA for
its ease of scheduling, overrun isolation and low overhead for
regular sustained traffics. Therefore, we claim that by fully
exploiting low-data-rate feature of industrial control loops,
DSSS-CDMA better meets the needs of IC-WLAN. That
is, we open a new application domain where the CDMA
cellphone network paradigm would prevail again due to its
unique characteristics. Though some modifications are needed,
it is promising to build our proposed DSSS-CDMA IC-WLAN
scheme on top of the many contemporary CDMA cellphone
network architectures.
DSSS-CDMA IC-WLAN scheme opens a new problem
space: many variables can be configured, such as processing
gain, data rate, transmission power, number of channels per
control loops and acceptable packet error rate threshold; and
many objectives can be pursued, such as efficient planning
algorithms, capacity, utility, and coexistence of regular-lowthroughput versus irregular-high-throughput traffics. Also, the
situation will be more complicated for multiple cells. We are
interested in carrying out further studies in all these directions.
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