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#7 MDPnP leads to better safety, capablility, and
{2 convenience of medical settings.
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j_g.. &; MDPnP can help prevent many serious/lethal
(ALY accidents in medical settings.
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Following the success of requiring avionics to be
_verifiably safe = MDPNP to be verifiably safe.
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A key tool for traditional computer systems
verification iIs model checking.

refill; ¥

nbeer =2, ( start

nsoda == 2. e

coin nheer =0 nsoda = 0:
bget; sget;

nbeer =0 A /f_,_--—"—---___ﬁ_‘ nbeer := nbeer-1. nsoda = nsoda -1.
nsoda = 0: ;\ select
ret_coin — =

Var = {nbeer, nsoda}. domaimn(nbeer) = {0, 1. 2}, domamn(nsoda) = {0, 1, 2}

PG =(Loc, Act, Effect,—, Loc,, g,)



Computer systems model checking verifies safety,
liveliness, persistence, and other properties.
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MDPnP Is not just a computer system, itis a
hybrid of computer & other systems, I.e., CPS.
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MDPnP Is not just a computer system, itis a
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MDPnP Is not just a computer system, itis a
hybrid of computer & other systems, i.e., CPS.
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MDPnP Is not just a computer system, itis a
hybrid of computer & other systems, i.e., CPS.
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A state-of-the-art CPS model checking is Hybrid
Systems Model Checking: Comp + Fdbk Citrl.

Bouncing Ball Example
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\ () = =i (1)
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guard or jump condition

X, = 0 & X, <() ?

I,./ ry = J'*_;\-.I 1| transition
| |
\ ro = —‘r,r/f' "
{
7~/
Xq - - 'C X‘j_

state reset



The state-of-the-art CPS model checking is Hybrid
Systems Model Checking: Comp + Fdbk Citrl.

goal = regulate temperature around 75°
TOOI
Thermostat ’/ X = mean temperature
Example
heater
when heater is off: = ~ —x + bl (x — 5009)

when heateris on: = &~ —ax + 100 (x — 1009)

event-based control

turn un
heater on heater off




Thermostat
Example

The state-of-the-art CPS model checking is Hybrid
Systems Model Checking: Comp + Fdbk Citrl.

turn heater off

77 .
s Y / \ / \ / \ / I
) turn heater on
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offt . off _ _ off

¢ = o1 on on on
iy 1ier r
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x<737
T 10 reset

discrete state or mode ~
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However, existing hybrid systems model checking
(computer + fdbk ctrl) doesn’t very well fit MDPNP.

Existing model checking:
Offline (partly due to lack of time cost bound),

Time-Unbounded Behavior (Long-Run Future)

Challenge 1: No good offline models for complex biomedical
systems of human body.

Challenge 2: Verification state space easily explode.



Take laser tracheotomy offline hybrid systems
modeling as an example.
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Take laser tracheotomy offline hybrid systems
modeling as an example.
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Take laser tracheotomy offline hybrid systems
-~ modeling as an example.

event Vent PumplIn
T’umpOut (patient inhale)| [H,ene = 0V VentOn = false] :

3 [Pumpln (patient exhale):

Hoos (t) = —0.1(m/s);

| eventVentPumpOut waf(f) = +0.1(m/s):
0 < Hyent(t) < 0.3(m); Hient =03 A VentOn = true| : 0 < Hyoni(t) < 0.3(m)
ZentOn = € — tltvent\ ~ Wt :
A
,L event VentHold
Hold: [H'r,'n-n_t = 0.3
event Vent PumpOut AV entOn = false] :

[VentOn = true] :

Legend: Location

 (w/ source location) Event; [] Eventguard (event triggering condition)
(w/o source location) Initial

location indicator .= Variable value update



Take laser tracheotomy offline hybrid systems
modeling as an example.
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Take laser tracheotomy offline hybrid systems
| modeling as an example: model SpO, offline?

A\ A . . .
event VentPumpln 3 ;xhale (ventilator pumps in):

Inhale (ventilator pumps out)

0.2({7) =b— a.,,:n_h_”;poz(f): OQ(f) - _H'ET’?,(]‘.IEOQ(IL);
SpOu(t) = 7. <eventVe.ntPump()ut SpOa(t) = 7.

A

event Vent PumpQOut eventVentHold

Hold (ventilator holds)

OQ(YL) = _a-hul(l()iZ(t):
SpOs(t) = 7
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9 Online periodical real-time hybrid systems model
checking of time-bounded (i.e., short-run) future!

Traditional model checking vs. Ours:
Offline €=>» Online Periodical Real-Time
Long-Run Future €=>» Short-Run Future

Challenge 1: No good offline models for complex biomedical
systems of human body.

Most vital signs’ online short-run behavior is easy to predict.

Challenge 2: Verification state space easily explode.

Online - Fixes Many Parameters

Short-Run - Shrink State Space
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Let’s model the patient again, now online and
short-run, with period T.
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Let’s model the patient again, now online and
Y  short-run, with period T.

Os(ty) := 55(#0) Oa(to) := é;(tu);

| SpOs(to) = SpOs(to). | SpOs(to) := SpOs(to).

' Exhale (ventilator pumps in):
O2(t) = —@exhateO2(t);

i

SpOs(t) = SpOa(ty).

[nhale (ventilator pumps out)] eventVentPumpln
O (t) = b — inhaieO2(t);

—

5??'02(7‘.) — SpO 2(to)- event Vent PumpOut
A

Os(tg) = (j;(tu); event Vent Hold
| SpOs(to) = SpOa(to).
Hold (ventilator holds):

Os(t) = —anoaO2(t);

event Vent PumpOut

T e

SpOs(t) = SpOs(to).




The online short-run model for ventilator.
!/
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The online short-run model for ventilator.
!/

1
\ event VentPumpln I

T umpOut (patient inhale): [H,Ue.”t =0Vv VentOn = false] ;

s [Pumpln (patient exhale):

Hyent(t) = —0.1(m/s); event Vent PumpQOut qumf(?f) — —|—O_1(IH/S)'
0 < Hyent(t) < 0.3(m); Hyent = 0.3 A VentOn = true| : 0 < Hyene(t) < 0.3(m)

: event VentHold
¢ - {H’mmt = 0.3
Hold:
eventVentPumpOut AVentOn = false] :

VentOn = true] :

H‘uent (t) — O(Hl/S);
H et (1) = 0.3(m); f—
VentOn = false.




" The online short-run model for laser-scalpel.
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" The online short-run model for laser-scalpel.
!/

eventLaserCanceled

|Laser Approve = false] :

eventSurgeonRequest :

Laserldle:

LaserCanceling:

Laser Req = false;
Laser A

event TimerStop

prove — true,

¢ ) mar]
emit — L omit] -

LaserReq := false.

- rihveqg = .
Laser Req = false; LaserReq = true

Laser Approve = false.

eventSurgeonCancel :

LaserReq :— false.

|Laser Approve = false| : Laserlteq = true;

Laser Req = false. aser Approve = false,

B event LaserFire
timm = Temit [Laser Approve = true] :
s LaserEmitting: Lemit := U.

temit = 1
0 < temit < Tt

Laser Reqg = true;

eventourgeonStop .

LaserReq := false.

Laser Approve = true




" The online short-run model for supervisor.
y/
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" The online short-run model for supervisor.
y/

event AbnormalDisapprove

tapprove = 0.
lOg(f) > 902 V SPOQ(TE) < (-}S'_I?'Uz‘ : HI

VentOn = true;

LaserDisapproved:
Laser Approve .= false. Pl

aser Approve = false.

A
eventSupervisorApprove
eventNormalDisapprove [LaserReq = true
[tu.pp'rmm = IT}}']ETW ANOs(t) < Oo,
VLaser Req = false] : ASpO3(t) > Ogp0,] -
VentOn := true; VentOn := false;
Laser Approve := false: Laser Approve := true;
tapprove = 0. tapprove 1= 0.
LaserApproved:

t{'apjw‘m:n = 1;
) i fapprot.'e < ]:;;;;fmm; OE(” < (;JUQ; SIJOQ[:t) P 95}?02.
Laser Req = true: Laser Approve = true.

iﬂpi‘:'?“ﬂl’f = '{'ﬂ-pf}?‘ﬂf‘("
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Question: Can the hybrid systems model checking
finish (terminate) within period T ?

Hybrid Systems Model Checking = undecidable

Linear Hybrid Automaton (LHA) model checking = undecidable

Simple Time-Bounded (STB) LHA model checking =

We proved a well-known reachability calculation procedure
terminates within polynomial time.

STB LHA is powerful enough to describe laser tracheotomy
scenario, a representative MDPnP application.
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W Evaluation Setup

Emulated Oxymeter and O2 sensor using NIH
PhysioNet real-world patient vital sign traces.

Sampling/Model-Checking Period: T = 3 second.

Hand written online model generator + PHAVer hybrid
systems model checker

Lenovo Thinkpad X201 + Intel Core i5
+ 2.9G Mem + 32-bit Ubuntu 10.10



1 Statistics of execution (modeling + checking) time
— 4 = cost: real-time feasible (with pipelining).

Min Max  Mean Std
0.571 1.445 0.727 0.163

[ [ Caa Cad
= Ln = n

—
[
T

Percant (36)

10

I::' 1 1
400 200 200 1000 1200 1400 1600
Execution time (millisecond)
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_ | _ Statistics of online SpO, prediction accuracy

SpOy(ty + T) — SpOy(to + T)|

ERRspo,(to +T') = —
o SpOy(to +T)
60
0T Min Max Mean St
0 3.31 (.58 0.51

Percent(%)

0 0.5 1 1.5 2 2.5 3 3.5
Relative Error(%)
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¥ Related Work
Runtime Verification [finkbeiner02]

Online discrete systems model checking
[qi09][easwaran06]

Other hybrid systems model checkers
[robby03][bartocciO8]



Thank You!
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A key tool for traditional (computer systems)
verification iIs model checking.

PG =(Loc, Act, Effect,—, Loc,, g,)

Set of Locations, e.g.,
{start, select}

Set of Actions, e.g., {bget, sget,
coin, ret_coin, refill}

refill: P
nbeer =2 start
nsoda = 2. - -
coin nbeer = 0. nsoda = 0:
nbeer =0 n . nbeer = nbeer-1. nsoda = nsoda -1.
nsoda = 0: ;\ select
ret_coin

‘ar = {nbeer, nsoda}, domain(nbeer) = {0, 1, 2}, domamn(nsoda) = {0, 1, 2}



A key tool for traditional (computer systems)
verification iIs model checking.

PG = (LOC:* AC{? Effggl_(f____?_f LOCO > go)

Effect Function: Act x Eval(Var) > Eval(Var),e.g.,
Effect(coin, n) = n, Effect(ret_coin, n) = n, Effect(sget, n) = n[nsoda := nsoda —1],
Effect(bget, n) = n[nbeer .= nbeer —1], Effect(refill, n) = [nsoda = 2, nbeer = 2].

refill; .

nbeer =2, (_ start

nsoda = 2. e

coin ocer =0 nsoda = 0:
nbeer =0 A — nbeer := nbeer-1. nsoda = nsoda -1.
nsoda = 0: ;/ select N
i AN S/

ret_coin —<_

Var = {nbeer, nsoda}, domaimn(nbeer) = {0, 1, 2}, domamn(nsoda) = {0, 1, 2}



A key tool for traditional (computer systems)
verification iIs model checking.

= (Loc, Act Effectj.f) Loc0 Z,)

Conditional Transition Relation: < Loc x Cond (Var)x Act x Loc.

Often use shortcut 7 : —£=—['instead of (/. g.a.1');

In cases where g =true,usel: —=—1".

refill: ¥

nbeer = 2. ( start
nsoda = 2. —

nbeer = 0:

bget;
nbeer := nbeer-1.

nsoda = 0:

sget;

nbeer =0 A . nsoda = nsoda -1.
nsoda = 0: ;/ select N

- AN e
ret_coin —

Var = {nbeer, nsoda}, domain(nbeer) = {0, 1, 2}, domain(nsoda) = {0, 1, 2}



A key tool for traditional (computer systems)
verification iIs model checking.

PG =(Loc, Act, Effect,—, Loc,, g,)

f
i
{0
|
I
|
|

c Loc, Set of Initial \
Locations, e.g., Initial Condition
{start}

refill: ¥

nbeer =2, ( start
nsoda = 2. —

nbeer = 0:
bget;

nbeer = nbeer-1.

nsoda = 0:
sget;
nsoda = nsoda -1.

nbeer =0 A /,_,__— o
nsoda = 0: ; N
N select y

ret coin — <
— S \

Var = {nbeer, nsoda}, domain(nbeer) = {0, 1, 2}, domamn(nsoda) = {0, 1, 2}



MDPnNP Is not just computer systems, it is a hybrid
of computer & other systems, I.e., CPS.
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