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MDPnP leads to better safety, capability, and 
convenience of medical settings.



MDPnP can help prevent many serious/lethal 
accidents in medical settings.



Following the success of requiring avionics to be 
verifiably safe  MDPnP to be verifiably safe.
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A key tool for traditional computer systems 
verification is model checking.



Computer systems model checking verifies safety, 
liveliness, persistence, and other properties.



MDPnP is not just a computer system, it is a 
hybrid of computer & other systems, i.e., CPS.
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A state-of-the-art CPS model checking is Hybrid 
Systems Model Checking: Comp + Fdbk Ctrl.
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Take laser tracheotomy offline hybrid systems 
modeling as an example: model SpO2 offline?
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Online periodical real-time hybrid systems model 
checking of time-bounded (i.e., short-run) future!

Challenge 1: No good offline models for complex biomedical 
systems of human body.

Challenge 2: Verification state space easily explode.

Traditional model checking vs. Ours: 

Offline 
 

Online Periodical Real-Time

Long-Run Future 
 

Short-Run Future

Most vital signs’ online short-run behavior is easy to predict.

Online  Fixes Many Parameters

Short-Run  Shrink State Space



Let’s model the patient again, now online and 
short-run, with period T.
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Question: Can the hybrid systems model checking 
finish (terminate) within period T ?

Hybrid Systems Model Checking  undecidable

Linear Hybrid Automaton (LHA) model checking  undecidable

Simple Time-Bounded (STB) LHA model checking 

We proved a well-known reachability calculation procedure 
terminates within polynomial time.

STB LHA is powerful enough to describe laser tracheotomy 
scenario, a representative MDPnP application.



Content
Demand

Background

Challenge

Solution

Evaluation

Related Work



Evaluation Setup



Evaluation Setup

Emulated Oxymeter and O2 sensor using NIH 
PhysioNet real-world patient vital sign traces.



Evaluation Setup

Emulated Oxymeter and O2 sensor using NIH 
PhysioNet real-world patient vital sign traces.

Sampling/Model-Checking Period: T = 3 second.



Evaluation Setup

Emulated Oxymeter and O2 sensor using NIH 
PhysioNet real-world patient vital sign traces.

Sampling/Model-Checking Period: T = 3 second.

Hand written online model generator + PHAVer hybrid 
systems model checker



Evaluation Setup

Emulated Oxymeter and O2 sensor using NIH 
PhysioNet real-world patient vital sign traces.

Sampling/Model-Checking Period: T = 3 second.

Hand written online model generator + PHAVer hybrid 
systems model checker

Lenovo Thinkpad X201 + Intel Core i5 
+ 2.9G Mem + 32-bit Ubuntu 10.10



Statistics of execution (modeling + checking) time 
cost: real-time feasible (with pipelining).



Statistics of online SpO2 prediction accuracy
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Related Work

Runtime Verification [finkbeiner02]

Online discrete systems model checking 
[qi09][easwaran06]

Other hybrid systems model checkers 
[robby03][bartocci08]



Thank You!
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verification is model checking.



MDPnP is not just computer systems, it is a hybrid 
of computer & other systems, i.e., CPS.
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