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Abstract

Distributed denial of service (DDoS) attacks seriously threaten Internet services yet there is currently no defence against such attacks that
provides both early detection, allowing time for counteraction, and an accurate response. Traditional detection methods rely on passively sniffing
an attacking signature and are inaccurate in the early stages of an attack. Current counteractions such as traffic filter or rate-limit methods
do not accurately distinguish between legitimate and illegitimate traffic and are difficult to deploy. This work seeks to provide a method that
detects SYN flooding attacks in a timely fashion and that responds accurately and independently on the victim side. We use the knowledge
of network traffic delay distribution and apply an active probing technique (DARB) to identify half-open connections that, suspiciously, may
not arise from normal network congestion. This method is suitable for large network areas and is capable of handling bursts of traffic flowing
into a victim server. Accurate filtering is ensured by a counteraction method using IP address and time-to-live(TTL) fields. Simulation results
show that our active detection method can detect SYN flooding attacks accurately and promptly and that the proposed rate-limit counteraction
scheme can efficiently minimize the damage caused by DDoS attacks and guarantee constant services to legitimate users.
© 2007 Elsevier Inc. All rights reserved.
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1. Introduction

Distributed denial of service (DDoS) [3] attacks, large-scale
cooperative attacks launched from a large number of compro-
mised hosts, are a major threat to Internet services. Popular
web sites such as Yahoo, CNN, and Amazon, are among the
well-known victims of DDoS attacks, yet an even larger num-
ber of online companies than these depend on the stability and
availability of the Internet and face considerable losses should
they be the object of a DDoS attack.

More than 90% of DDoS attacks exploit a system’s trans-
mission control protocol (TCP) [18,26]. The most efficient
and commonly-used SYN flooding attacks [20,26] exploit the
standard TCP three-way handshake in which the server re-
ceives a client’s SYN (synchronization) request, replies with
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a SYN/ACK (synchronization/acknowledge) packet and then
waits for the client to send the ACK (acknowledge) to com-
plete the handshake. While waiting for the final ACK, the server
maintains a half-open connection. Since the SYN flooding at-
tacker always chooses unreachable addresses as the spoofed
source addresses of the attacking packets [20], the server will
not receive the anticipated final ACK from the client. As more
and more half-open connections are maintained on a victim
server, such DDoS attacks deplete the server’s resources and
the server will as a result refuse services even to legitimate
customer requests.

Current DDoS defence methods can be classified as either
cooperative or autonomous. A cooperative method requires
cooperation between sub-systems distributed over a large scale
network. Because DDoS attacks are often distributed, that
is, the DDoS attack traffic is generated from numerous hosts
spread all over Internet, a cooperative method is likely to de-
tect and respond more effectively. Unfortunately, cooperative
methods call for the wide deployment of defence systems

http://www.elsevier.com/locate/jpdc
mailto:csbxiao@comp.polyu.edu.hk


B. Xiao et al. / J. Parallel Distrib. Comput. 68 (2008) 456–470 457

which may be dispersed across different domains supported
by different ISPs, all potentially having distinct administrative
strategies and security policies. This makes it very difficult to
design a distributed defence system. Furthermore, since not
every ISP will directly benefit from the deployment of a coop-
erative defence system, some ISPs are not very strongly mo-
tivated to cooperate. All of difficulties discourage researchers
from seeking an efficient distributed cooperative defence
method.

An autonomous method detects and responds to a DDoS
attack at a single-point, whether it be on the victim’s side, on
the source side, or on an intermediate network. Research into
victim-side defences is encouraged by the fact that victims are
more willing to deploy the resources to defend system against
DDoS attacks. Indeed, the majority of autonomous defences are
set up on the victim side. A victim-side defence system should
be timely, accurate, and robust, defined as follows:

(1) Timely: The system should detect a DDoS attack at an early
stage before large amounts of attack traffic have already
aggregated on the victim side.

(2) Accurate: Counteraction must be able to accurately distin-
guish between attack traffic and normal traffic. When filter-
ing out attacking packets, the counteraction scheme should
not drop valid requests.

(3) Robust: The system itself should be immune to DDoS at-
tacks and able to operate during an attack. This means
not only that a counteraction scheme should be accurate,
but it should also be simple, and its execution should be
inexpensive.

This paper provides an effective defence against SYN flood-
ing. It is deployed entirely on the victim side and is autonomous,
having no need for the cooperation or support of other infras-
tructure elements. This makes deployment much simpler. A
server seeking immunity from DDoS attacks needs only to de-
ploy our method independently on the server side.

Our approach consists of two components: an active probing
detection component and a time-to-live (TTL)-based, rate-limit
counteraction component. The detection component, instead
of merely passively sniffing signatures, uses an active probing
mechanism to capture attack signatures. An active mechanism
thereby provides alerts that are both more accurate and more
prompt, which makes it more suitable to detect the gradual pulse
attack (the maximum rate is achieved gradually, maintained and
gradually decreased) [12]. With the help of alerts provided by
the detection component, the counteraction component limits
the rate of malicious traffic by using the TTL field in an IP
header. This TTL-based, rate-limit method is both more accu-
rate and more reliable than DDoS filters or rate-limit methods
which use IP and port information to establish filter rules. This
is because in a SYN flooding attack it is possible for attack-
ers to fake the source IP information in attacking packets. The
routing path of a packet usually remains unchanged during the
packet delivery from the attack source to the destination. Con-
sequently, the TTL field, which indicates the remaining router
hops before a packet is deleted, is a more reliable basis for a
rate-limit.

The following summarizes the novel contributions made in
this paper.

(1) An active probing scheme is used to diagnose the network
traffic congestion status. We can quickly classify a half-
open connection as either normal or abnormal from the
knowledge of network traffic distribution. It is possible to
obtain the network traffic distribution either using our active
delay probing method DARB (DelAy pRoBing), or using
the traffic delay history.

(2) To counteract malicious packets, this paper presents an ef-
ficient and reliable TTL-based scheme which produces lit-
tle collateral damage. To minimize collateral damage, ad-
ditional restrained rules are enforced that can distinguish
normal packet from the spoofed.

(3) Little overhead is introduced for both the detecting and
counteracting methods. We can even skip over the detect-
ing method to jump directly to the counteracting method
when there is heavy traffic jam on the neighbor links of
a protected server or heavy operation load on a protected
server. Thus, we keep our defence system away of being
an attacking target.

(4) Our autonomous defence is easy to be deployed indepen-
dently on the victim side and does not require the cooper-
ation of other network infrastructures. Thus deployment is
more independent and less difficult than other cooperative
methods.

This paper is organized as follows. Section 2 introduces re-
lated work. Section 3 presents the first of the two proposed
sequentially implemented components of our system, an active
detection scheme. Section 4 presents the second component, a
TTL-based counteraction scheme. Section 5 offers simulation
results that show that our approach can accurately detect a SYN
flooding attack at an early stage and limit the potential dam-
age from a DDoS attack. We also compare our method with a
previous passive detection method FDS [26]. Section 6 shows
some discussions and Section 7 offers our conclusion.

2. Related work

Current countermeasures against DDoS attacks take a two-
step, sequential, detect-and-respond approach. Detection usu-
ally involves trying to capture intrusion signatures and giving
out accurate alarms when an attack starts. Wang et al. [26]
detected SYN flooding attacks at leaf routers that connect end
hosts to the Internet. This method was based on the fact that
in normal network traffic the SYN and FIN pair should appear
symmetrically. To accumulate these pairs, they used a non-
parameter CUSUM method that needed to estimate the average
duration time of TCP connections, which varied according to
a network’s status. This variance might adversely influence the
accuracy of final results. Peng et al. [17] compiled an IP address
database of previous successful connections. When a network
was suffering from traffic congestion, an IP address that did not
appear in the database was construed as more suspicious. Ref.
[9] presented a more proactive method which employed an ag-
gressive drop policy to identify attack traffic. The drop policy
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dropped a small number of packets and monitored the client’s
transient response. By comparing the dropping response with
that predicted by a formula, it was possible to detect mali-
cious traffic. Jin’s approach [8] utilized the TTL value in the
IP header to estimate the hop-count of each packet. Spoofed
packets could be distinguished by the fact that their hop-count
differed from normal ones. Passive methods [17,26] such as
these could produce accurate detection results only in the later
stages of an attack, when attack signatures had become evi-
dent. Because passive methods are reliant on passively sniffing
an attacking signature, such as traffic flow shift [9], periodic
change of packet arrivals [4], and abnormal IP address appear-
ance [17,21], they are inaccurate in the early stages of an attack.
Given this, this paper proposes the use of an active approach to
detection that uses a delay probing method, DARB, to provide
early warning of DDoS attacks.

Response schemes, including filtering [23,24,27], traceback
[5,15,19,21,22], and pushback [7] seek to minimize the in-
fluence of DDoS attacks and identify attacking sources. The
RFC2827 method proposed in [6] can efficiently filter out
outgoing packets containing spoofed source IPs on the at-
tacking source side. Unfortunately, the RFC2827 method re-
quires all network Internet service providers (ISPs) that are
connected to the Internet to deploy ingress packet filtering.
This imposes a non-negligible overhead on router performance,
with the result that the RFC2827 method is not widely used.
Wang et al. protected a server against DDoS attacks by us-
ing a finely grained quality-of-service (QoS) classifier and an
adaptive weight-based resource management mechanism [25].
This mechanism can limit the suspicious traffic rate. Keromytis
et al. [10] introduced a proactive approach which used aggres-
sive packet filtering, an overlay network, and a scalable access
control mechanism. Traceback techniques attempt to identify
the real locations of attackers launching a large volume of use-
less traffic packets. Because these packets will use a spoofed
source IP, most traceback schemes will seek to identify the gen-
uine source location of an attack by marking packets along their
routing paths or by sending special packets [1] and monitoring
traffic flow. The real routing path can then be reconstructed and
the true source IP located. In [19], the authors described a series
of marking algorithms, both simple and sophisticated, includ-
ing node appending, node sampling, and edge sampling. Their
paper also discussed encoding and compression issues relevant
to economical storage and improved performance. Generally,
the more routers participate in marking, the more effective the
traceback will be. Once the real path of the spoofed packets has
been identified, it becomes possible to deploy pushback tech-
niques and advanced filtering. Pushback is always performed
at the last few routers before traffic reaches the target, treat-
ing the DDoS problem as a special congestion-control prob-
lem. When spoofed packets are detected and the real path of
the malicious traffic is identified, the router requests adjacent
upstream routers to reduce the amount of traffic from the spec-
ified aggregates [7]. The TTL-based counteraction scheme to
protect victim servers that we present here offers another ap-
proach to limiting the attacking traffic. Syn cache and cookies
method was evaluated in Lemon’s work [11], the basic idea

was to use cache or cookies to evaluate security of connection
before establishing the real connection with protected server.
Both of these two methods have deployed implementations and
can efficiently tolerate the impact of SYN flooding attacks. But
they do not attempt to detect SYN flooding attacks and prevent
attacks from the source.

3. Active detection scheme and DARB technique

This section presents the first component of our approach,
a detection scheme which ensures the efficient, early detec-
tion of DDoS attacks with the assistance of our active probing
method, DARB, to capture attacking signatures. The first step
in this process is to classify a half-open connection as either
normal or abnormal, that is, to determine whether a half-open
connection is simply a sign of normal network traffic conges-
tion or is the product of a DDoS attack. This is done using
the historical traffic delay to a specific destination (either an
IP address or a domain) which can be obtained from Internet
traffic history and knowledge of network traffic distribution or
by using DARB to obtain the router delay by sending packets
containing special TTL set at the IP headers. The probability
of a half-open connection being the result of a malicious attack
is then calculated and if necessary an alert is announced based
on the accumulated probability results. The following describes
and discusses this process in detail. Section 3.1 describes the
distinction between normal and abnormal half-open connec-
tions and how they may be classified using DARB. In Section
3.2 we describe DARB in detail to obtain the traffic delay of a
route indicated in a half-open connection. Section 3.3 presents
functions to calculate the probability of a half-open connec-
tion belonging to abnormal connections. Section 3.4 shows the
early detection scheme to launch alerts when DDoS attacks
happen.

3.1. Normal and abnormal half-open connections

Central to our approach is the classification of half-open con-
nections as either normal or abnormal. When TCPs establish a
connection between a source and a destination prior to the trans-
fer of data packets, they may use a normal three-way handshake
as shown in Fig. 1(a). This involves the client first sending a
Syn(k) request to the server to initiate a connection. The server
replies with a packet, which contains both an acknowledge-
ment Ack(k+1) and a synchronization request Syn(j) (denoted
hereafter as Ack(k + 1) + Syn(j)). The client then completes
the connection-building process by sending back the acknowl-
edgment Ack(j +1), with k and j being sequence numbers pro-
duced randomly by the server and client during the three-way
handshake.

A half-open connection, then, is a connection state in which
the server is waiting for the acknowledgement Ack(j +1) from
a client. This state is normally caused by an uncompleted TCP
three-way handshake. For example, a half-open connection will
be maintained on the server if the second handshake Ack(k +
1)+Syn(j) or the third handshake Ack(j +1) is dropped along
its routing path (Fig. 1(b)). In such a case, the server will try to
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Fig. 1. Three-way handshake in a complete TCP connection and Half-Open connections. (a) Normal three-way handshake. (b) Normal Half-Open connection
caused by network congestion. (c) Abnormal Half-Open connection caused by spoofed source IP.

complete the three-way handshake by resending Ack(k + 1) +
Syn(j) packets. The object of this is to minimize the damage
caused by network congestion and to improve the reliability of
the three-way handshake.

Normal half-open connections are half-open connections
caused by network congestion or other network errors. Abnor-
mal half-open connections are those which can be observed on
a victim server during DDoS attacks (e.g., a SYN flooding at-
tack). In such cases, the attacker has sent packets with spoofed
IP addresses to a victim server (Fig. 1(c)). After receiving a
Syn(i) request, the server transfers to the ‘syn-received’ state
and sends an Ack(k + 1) + Syn(j) packet back to the destina-
tion according to the source IP. Since the source IP has been
spoofed by the attacker, most of these Ack(k + 1) + Syn(j)

packets cannot reach the specified destination. While this type
of half-open connection generated by a SYN flooding is dif-
ferent from that caused by a network congestion, it is hard for
the server itself to distinguish between them. As a result, the
victim server maintains half-open connections and continues
resending Ack(k + 1) + Syn(j) packets.

The key problem is to distinguish the abnormal half-open
connection from the normal half-open connection so that the
abnormal connection can immediately be released and ceases
to consume server resources. As noted, most normal half-open

connections arise from network congestion whereas abnormal
half-open connections have no relevance to the short traffic de-
lay that is seen between network routers in a normal environ-
ment. Network traffic congestion can be inferred from features
such as increased packet delay, a high packet loss ratio, and a
near-capacity queue at a congested router. If these signs can be
detected, a given half-open connection is most probably caused
by a traffic congestion and is therefore a normal half-open con-
nection. If these signs are not present, a given half-open con-
nection is regarded as an abnormal half-open.

One way to determine whether a half-open connection is
normal or abnormal is to use DARB (for details, see Section
3.2) to probe the path delay in a half-open connection between
a server and a client. A very long delay value is regarded as
a sign of congestion, which in turn suggests that the tested
half-open connection is normal. The absence of a long delay
(inferred network congestion) will lead to the assumption that
the half-open state is abnormal.

To test whether the network delay can be used as the sign
of traffic congestion, we probed approximately 100 web sites
from Hong Kong and Wuhan hop-by-hop and obtained the net-
work delay. The average delay for a healthy network is about
100 ms. Fig. 2(a) shows the average hop-by-hop delay values
of a healthy network. The delay values of the first several hops
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Fig. 2. Delay values probed hop-by-hop. (a) A healthy network. (b) A congested network.

IDC

Probing Host
192.168.1.0 192.168.1.1 192.168.1.2 192.168.1.3

TTL=1

TTL=2

TTL=3

TTL=4

TTL=5

10.0.0.1

192.168.1.0

192.168.1.1

192.168.1.2

192.168.1.3

10.0.0.1
Terminal Response Packet

ICMP TTL expired in transit packet

with 192.168.1.X as expiry router

Fig. 3. DARB probes the network delay by setting special TTL values.

are always below 20 ms, which seems to be zero in the figure,
and the delay values of middle hops is about 100.200 ms. If the
probing result in times-out, we use an infinite value to substitute
for the delay value. Timeout results are sometimes found at the
last hops of delay probing because the probing packets may be
filtered out by the firewall on the server side. Fig. 2(b) depicts
the delay value of a congested network, which was infected
by a worm virus. The average delay is far above 1000 ms. We
were notified that the server at hop 2 was infected by a worm
virus from ISPs. Then we tested the delay of paths that in-
cluded hop 2 and found that the delay after hop 2 was far above

1000 ms. These experiments would indicate that the delay value
can be used to distinguish a healthy network from a congested
one.

3.2. The delay probing method: DARB

It is possible to obtain a path delay from a traffic history
table or using a method called DARB. DARB traces outgoing
paths toward network destinations by sending packets with spe-
cial TTL fields in the IP layer and then recording their times of
death, as shown in Fig. 3. The TTL value field in the IP packet
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Fig. 4. The selective probing scheme.

header indicates the remaining router hops before the packet
gets deleted. The IP TTL field limits the lifetime of packets
transmitted across the Internet and is decreased by each for-
warding device (router). If the TTL field reaches zero before
arriving at the destination host, the router drops the offending
packets and transmits an ICMP (Internet control message pro-
tocol) [1] ‘TTL exceeded in transit’ error message to the origi-
nal host, informing the original host of the packet’s timeout. If
the packet has been created appropriately, the destination host
should return a final packet to the original host when the packet
reaches its destination. The time-stamps of both the sent-out
packets and ICMP-replied packets are recorded to calculate the
delay between the original host and each router. For example,
if the TTL value of a packet is 3, the packet can be forwarded
3 times before it reaches the destination. Each time it is for-
warded, the TTL value will decrease by 1. DARB is similar to
traceroute [2], which works by sending packets with pro-
gressively longer TTL values. The traceroute technique
sends arbitrary Layer 4 packets to a destination host with an
IP TTL of 1 and then monotonically increments the TTL field
after each response. Our proposed DARB method sets TTL val-
ues using a selective algorithm, which will be presented in the
following paragraph.

DARB selects special routers along a routing path to probe
delays rather than, like traceroute, probing all the routers
hop-by-hop. The selection scheme shown in Fig. 4 is a binary

search algorithm. Since this delay probing process will not guar-
antee the successful probing of all routers along the path, the
scheme seeks to probe a router as far as possible. The far_hop
defines the largest TTL value. The packet with this TTL value
will hop to the farthest router in the delay probing process.
The near_hop defines the nearest router. The current_hop in-
dicates the current hop that the packet will traverse. Initially,
the TTL is set large enough to ensure that the packet is able to
reach the destination host that is obtained from the input half-
open connection. If an ICMP echo reply message returns, it
means the destination is a live host, rather than a non-existent
or offline host whose IP a SYN flooding attacker has used as
a spoofed address. In a SYN flooding attack, to ensure the at-
tack efficiency, attackers prefer to use unreachable IPs as the
spoofed IP. Otherwise, when a living host, whose IP is used
as spoofed source IP, receives unexpected ‘ACK/SYN’ from a
server, it will discard it or send a ‘RST’ back. Therefore, a
live destination can be safely regarded as a legitimate user. If,
on the other hand, there is no immediate reply from the tested
destination host, a long delay will be probed on routers along
the path. The probing packet with the TTL value current_hop
will first seek a successful reply from a selected router. Upon
receiving that, it will probe a farther router. If, however, it fails
to get a reply, i.e., the request times out, it will try to probe a
nearer router. This probing process will continue until it is pos-
sible to probe the available router. If the DARB fails to probe
any delay along the routing path, the algorithm will return a
value of −1 indicating that the probing process has failed. Oth-
erwise the algorithm will return the delay value of the farthest
router which can be successfully probed with DARB.

The advantages of using such a delay probing scheme is that
it avoids the negative influences of firewalls or gateway filters.
The simplest method is simply to send an ICMP echo request
message to the destination as the ping request. However, fire-
walls and gateways set at some end hosts may filter out an
ICMP echo message, so this makes the simple ping request
unreliable. Alternatively, we can use the proposed delay prob-
ing method, DARB.

A delay value table Tdelay is built to store the network delay
values according to Internet autonomous systems(ASes). After
every time interval T, the Tdelay extracts network delay values
from the successive TCP three-way handshakes. It can also ac-
tively probe network delay when system is idle and there is a
lack of successive handshakes for certain ASes. These delay
values are collected in Tdelay and refreshed at every time inter-
val T. The delay value collection and congestion estimations are
performed according to the ASes because the congestion status
does not change much within the same AS. With the support
from Tdelay , DARB first searches the table for a specified IP be-
fore it probes the network. If a matched delay value is found,
which is from the same AS as this IP, the probing process can
be omitted to save probing time.

A table that has fixed capacity is used to implement Tdelay . A
table that has flexible capacity could become a potential target
of a DDoS attack. When the table is full and a new record
comes, the new record will replace the oldest one. Suppose that
a table has 10k entries and each entry occupies 32 bits. The 24
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bits are used to record the first three octets of an IP address,
which contains enough information to identify an AS. The left
8 bits in an entry are used to store the probed delay value of a
half-open connection. The total size of the table is about 40k
bytes, which is affordable in current operating systems.

3.3. Classifying half-open connections using delay values

Half-open connections are classified as either normal or ab-
normal using the delay values obtained either from a history
table or by the DARB method. As can be seen in Fig. 3, if the
DARB method returns a result showing that a half-open con-
nection has a large delay value, it is highly probable that the
half-open connection is normal. A small delay value indicates
that the network is in a benign traffic state, which does not pro-
duce half-open connections. Thus a small delay value of a path
inside a half-open connection denotes that the tested half-open
connection is abnormal and may be caused by a SYN flooding
attack.

The first delay value that we must obtain is the average net-
work traffic delay when a network runs smoothly. In a time
period t, we select a sample from a server containing half-open
connections. The sample is denoted as S. Let xi be the delay
returned from a history record or by the DARB method for the
ith half-open connection in S. The average delay value x is cal-
culated by

x =
∑

i∈S xi

|S| .

We now provide a function f (x) to evaluate probed delays. Let
� = x and x be a random variable to denote the delay value
of a half-open connection either from a history table or probed
by the DARB method. Thus, f (x) indicates the probability of
a half-open connection belonging to abnormal half-open.

f (x) =
⎧⎨
⎩

1

�
e
− x

� x > 0,

0 x�0.

The probability density function f (x) is modeled by an expo-
nential distribution because it reflects the relationship between
the network traffic delay and the chance that a half-open con-
nection is abnormal. When the observed delay of a half-open
connection is short, which means x is nearly 0, it is highly prob-
able that the connection is an abnormal half-open. However, if
the probed delay shows network traffic congestion in a routing
path, the returned value of x is much larger than �. The corre-
sponding f (x) is small and this would indicate a lower proba-
bility of a half-open connection generated by a SYN flooding
attack.

3.4. Early detection scheme against DDoS attacks

We can launch an alert of DDoS attacks very early by ex-
amining half-open connections stored on a server. Note that it
is not necessary to examine every half-open connection main-
tained on a protected server, only suspicious half-open connec-
tions, those which are maintained on the server longer than a

predefined, adjustable time period t need to be tested. We ob-
tain those connections by capturing a snapshot of the server’s
half-open connections at every interval t. We denote ST as the
snapshot set of half-open connections at time T and we denote
ST −t as the set at time T − t . It is possible to compare two adja-
cent snapshots, sets ST and ST −t . If a half-open appears in both
ST −t and ST , we will carry out a delay probe, i.e., the elements
in the intersection ST −t ∩ ST will be probed to get the delay
value x. If there are too many half-open connections in inter-
section ST −t ∩ ST , a sample will be selected from ST −t ∩ ST

and this will be probed.
A threshold T is predefined and can be used to classify a

half-open connection as normal or abnormal. Given a half-open
connection, we can calculate its f (x) that is defined in Section
3.3. The half-open connection that has f (x) > T is suspicious
and is classified as abnormal half-open. Otherwise, the half-
open connection is legitimate and is regarded as a normal half-
open connection. The value of T can be adjusted according to
other network errors rather than DDoS attacks and network
traffic congestions that generate half-open connections.

When the number of abnormal half-opens exceeds a pre-
defined threshold N, a DDoS alarm will be sent out. At what
level the threshold N is set depends on how many half-open
connections a server can tolerate. If the server reserves more
resources for half-open connections, the threshold N can be set
accordingly larger.

4. Design of rate-limiting counteraction scheme

This section presents the design of the second component
of our approach, a TTL-based rate-limit counteraction scheme.
The purpose of this scheme is to minimize the damage caused
by DDoS attacks. A good counteraction scheme must be effec-
tive, dropping or blocking most of the malicious packets; accu-
rate, being able to distinguish between attack traffic and normal
traffic, thereby guaranteeing the uninterrupted provision of ser-
vices to legitimate users; and it must be robust; that is it must be
able to execute its defence techniques at a low cost, which will
allow it to efficiently handle high volumes of packet traffic.

These three design principles to be applied in our coun-
teraction scheme will be discussed in detail below. Broadly,
to efficiently block further attacking traffic, we restrain sus-
picious traffic by using a rate-limited strategy. To accurately
distinguish malicious from legitimate traffic, our counteraction
scheme constructs efficient rate-limited rules which use a TTL
field in an IP header and the scheme uses two tables TT T L

and TT T L2IP to accurately distinguish between malicious and
legitimate users. We show the architecture of the counteraction
system that protects the victim server with several functional
components. Those components can provide rate limitation on
suspicious traffic while requires a low cost of communication
and table updates.

4.1. Rate-limiting using the TTL values

Because SYN flooding attack packets can use easily forged
and randomly chosen IP and port information, attacking packets
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cannot be effectively filtered using IP-based rate-limit rules.
We propose instead to build the rate-limit rule using the IP
packet header TTL value field, which indicates the remaining
router hops before a packet gets deleted. As shown in the study
of end-to-end routing stability [16], Internet paths are strongly
dominated by a single route, and the routes of about two-thirds
of them persist for days or weeks. This obviates the problem of
forged IP addresses because attacking packets from the same
attack source can be identified by the fact that they will have
hopped across the same number of routers along their routing
path. Attacking packets from one source maintain a static initial
TTL value, with each intermediate router decreasing the TTL
value by one before forwarding it to the next router. The result
is that their TTL value will be the same upon arriving at a
victim server. The central assumption of this is that attackers
do not change the initial TTL value for each attacking packet.
After we conduct an investigation into popular SYN flooding
tools, including TFN2k and Stacheldraht, we find most current
DDoS attack tools adhere to this assumption. The initial TTL
value depends on different operation systems (OSs). Current
OSs use only a few selected initial TTL values, i.e., 30, 32,
60, 64, 128 and 255 [8]. As Jin has noted, this set of initial
TTL values covers most of the popular OSs, such as Microsoft
Windows, Linux, variants of BSD, and many commercial Unix
systems.

When abnormal half-open connections are detected, their
TTL values are recorded in a table TT T L. If the count of
a special TTL value TTLi exceeds a threshold M, this TTL
value TTLi is suspicious. The count of TTLi is denoted as
Count(TTLi ). The packets having value TTLi are suspected
to come from the same attacking source. During SYN flood-
ing attacks, numerous attacking packets are sent out from the
same attacking source. Consequently, a lot of attacking packets
resulting in abnormal half-open connections are found to have
the same TTL value. The higher Count(TTLi ) is, the more sus-
picious the packets with TTLi are.

To limit attack packets rate, we propose here a soft rate-
limiting scheme. Specifically, the percentage of traffic to go
through is equal to

Rpass = �−εCount (T T Li),

where Count(TTLi ) is the count of a special TTL value
(T T Li ∈ TT T L) and �, ε are parameters. A legitimate user
does not cause abnormal half-open connection. Its TTL value
will not appear in TT T L and Count(TTLi ) is 0. Thus if
Count(TTLi ) is close to 0, we allow almost all traffic to pass
through. A higher value of Count(TTLi ) means that the traffic
has a higher chance of being packets from the same attacking
source. The larger the value of Count(TTLi ) is, the more traffic
will be blocked.

4.2. Minimizing collateral damage

Filtering all packets having a certain TTL value would result
in the filtering of legitimate as well as attack packets. Hence, our
TTL-based rate-limit scheme includes rules for distinguishing

normal from spoofed packets. It does this by observing TCP
three-way handshake behaviors (Fig. 1). During a normal three-
way handshake procedure, Syn(k), Ack(k + 1) + Syn(j) and
Ack(j +1) can be captured at the victim side. However, during
a spoofed TCP connection, whereas the first and second round
handshakes can be identified while the third round handshake,
Ack(j + 1), cannot (Fig. 1(c)). On this basis, we conclude that
a connection is legitimate if it is possible to capture its third
round handshake Ack(j + 1). Traffic from this IP will not be
confined within our rate-limit scheme.

The use of two tables, TT T L and TT T L2IP , is integral to
our scheme. When the DARB method detects suspicious half-
open connections and there is a warning of a DDoS attack, the
TTL value of a suspicious packet is extracted and stored in the
table TT T L while on the victim side an Ack-Detector monitors
the third round handshake Ack(j + 1). The source IP address
of packet P is denoted IPP and its TTL value is denoted TP .
When the Ack(j + 1) packet P, whose TTL value TP is in
TT T L (TP ∈ TT T L), is captured, the record (IPP , TP ) will
be inserted into TT T L2IP . As a result, packets from IPP will
not be rate-limited even if they have a suspicious TTL value
IPP (TP ∈ TT T L∧Count(TP ) > M). Table TT T L2IP , used in
conjunction with table TT T L, rate-limits only packets in the set
{P |(IPP , TP )/∈TT T L2IP ∧ TP ∈ TT T L∧Count(TP ) > M}.

4.3. Counteraction scheme architecture

Fig. 5 depicts the architecture of the counteraction scheme.
The half-open connection snapshot component makes a snap-
shot of half-open connections on the protected server at pre-
defined intervals. After suspicious half-open connections are
extracted from snapshots, they can be probed using DARB
to verify whether there are signs of network congestion. If
there are none, the half-open connection is treated as abnor-
mal half-open. Its TTL value is extracted and is stored in
table TT T L.

The Ack-detector is in charge of capturing the third round
handshake Ack(j + 1) packets from the incoming traffic. If the
Ack(j + 1) packet P with a TTL value TP and TP belongs to
TT T L, the source host with the IP address IPP has completed
its three-way handshake with the server. The traffic is normal
and should not be rate-limited. The record (IPP , TP ) will be
inserted into table TT T L2IP . According to the rate-limit rules,
the traffic from IPP will not be rate-limited even if it has a
suspicious TTL with (TP ∈ TT T L).

The counteraction scheme works smoothly from cooperative
function units. The rate-limited controller, suspicious half-open
detector, and Ack-detector work together to carry out the rate-
limiting scheme. When the suspicious half-open detector finds
a suspicious half-open, it extracts its TTL value and stores it
in the table TT T L. The Ack-Detector captures the third round
handshake, Ack(j + 1), from the incoming traffic. If the TTL
value TP of the Ack(j +1) packet P appears in the table TT T L,
the IP address IPP of P will be inserted into table TT T L2IP .
If a packet appears in the set {P |(IPP , TP )/∈TT T L2IP ∧ TP ∈
TT T L∧Count(TP ) > M}, the rate-limited controller will limit
its traffic rate. These three components cooperate with each
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Fig. 5. The architecture of detection and response scheme.

other to counteract malicious traffic. This counteraction scheme
has the further advantage of not depending on special hardware
as it explores the TTL value and the source IP field inside a
packet and, because the rate-limit rules are simple to enforce,
the scheme can continue to efficiently handle large volumes of
traffic.

5. Simulation results

In this section, we will show the simulation results to apply
the proposed active detection scheme in Section 3 and coun-
teraction scheme in Section 4. To evaluate our detection and
counteraction performance, the network simulator NS2 [14] is
used to simulate DDoS attack scenarios. The network traffic
delay and congestion are tested in the NS2 software environ-
ment. The detection scheme is evaluated first to determine how
efficiently, at an early stage, it detects a SYN flooding attack. If
a DDoS attack alarm is launched, the counteract scheme is then
applied. Using the suspicious TTL table TT T L and legitimate
IP table TT T L2IP , only suspicious traffic will be rate-limited.

In our simulations, the network topology is designed as a tree
topology. In the real DDoS attack scenario, a typical network
topology is, from the perspective of victim, a tree structure. The
tree depth is set from 2 to 16, which stands for different numbers
of hops that packets must traverse along the routing path. Fig. 6

Client Host

Server

Fig. 6. The viewed network topology at the victim server side.

shows this network topology. The simulations employ a total of
115 nodes. The normal link bandwidth is set at 10 Mb and the
delay of link is 10 ms. Around 10 links are randomly selected
as the congested links and their traffic delay is set at a random
value between 800 and 1500 ms. Once a path includes any
congested links, the path delay value is assumed to be large. The
more congested links that a path includes, the longer delay it
will be. The network simulator lasts 100 s and the SYN flooding
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Fig. 7. The probability of a half-open connection caused by SYN flooding
attacks. (a) DDoS attacks at the early stage. (b) More attack traffic observed.

attack begins at the 30th second. When SYN flooding attack
begins, 40 nodes are chosen as the SYN flooding attack sources,
sending numerous SYN control packets to a protected server.

5.1. Detection performance

We verify the efficiency of proposed active detection scheme
in Section 3. We try to show it can detect SYN flooding at-
tacks accurately and immediately after some suspicious packets
sniffed. When some half-open connections are captured in the
protected server, we simply use the DARB technique to probe
the delay. The return probing delay is used to calculate the
probability, which indicates whether a half-open connection is
the result of a SYN flooding attack. Fig. 7 shows that abnormal
half-opens have much higher scores than normal half-opens.
This makes it easy to classify the half-open either into the nor-
mal group or into the abnormal group. Yet our method might

accidently treat a packet with a spoofed address as a normal
request if the path of Ack(k + 1) + Syn(j) packet comprises a
congested router, which is shown by a few ‘×’s staying lowly
in Fig. 7(a), in most cases we can correctly identify those half-
open connections caused by SYN flooding attacks because the
majority of them presents a probability over a half. When more
attacking traffic observed at the server side, a large number
of connections that are detected with a noticeable probabil-
ity caused by a SYN flooding become obvious as shown in
Fig. 7(b). Note that our method works efficiently no matter
how much abnormal half-open connections are maintained by
the victim. Therefore the proposed method can detect abnormal
half-open connections even at the early stage of attack when
there is not much of abnormal half-open connections. Adjust-
ing the value of N (defined in Section 3.4), we can accurately
and immediately announce a DDoS attack after the probabil-
ity analysis of some half-open connections kept on a protected
server.

5.2. Counteraction performance

We conducted simulations to test the performance of coun-
teraction scheme presented in Section 4. In order to get a com-
prehensive performance evaluation, we designed two DDoS
attacking scenarios: scenario A and scenario B. After the demon-
stration of the simulation results in these two scenarios, we
compared the impacts on legitimate traffic when a server is
either equipped with a defence scheme or not.

Two attacking scenarios (i.e., scenario A and scenario B) were
designed to apply the counteraction scheme. In the scenario A,
the server had sufficient resource to provide service to legit-
imate user when there is no DDoS attack. This scenario was
designed to simulate large web sites which have abundant re-
sources. The bandwidth of server was set to 10 Mbit/s to handle
all traffic requests. In the scenario B, the server was busy to pro-
vide service to legitimate users even when there were no DDoS
attacks. This scenario simulated small web sites which do not
have much redundant resources. The bandwidth of server was
set to 2 Mbit/s. Assume that in both scenarios, the bandwidth
requested by legitimate users is 2 Mbit/s.

Fig. 8 shows simulation results in scenario A when the nor-
mal traffic started at 0 s, in which Fig. 8(a) demonstrates the
performance of a system without any defence system while
Fig. 8(b) demonstrates the performance of a system equipped
with our detection scheme. When the studied server system had
sufficient resources without defence systems against DDoS at-
tacks, it suffered from attack but still can provide low quality
service to legitimate users as shown in Fig. 8(a). The server
had sufficient bandwidth to provide service to legitimate users
at the first 30 s. After 30 s, the attack traffic began to flow to-
ward victim and the bandwidth of the victim was exhausted
by the attacking traffic. The victim was busy to handle numer-
ous attacking traffics and could not provide stable high-quality
service to legitimate users. Because the attacking traffic occu-
pied most resources, the bandwidth to handle legitimate users’
request decreased from 2.8 to 1 Mbit/s as shown in Fig. 8(a).
After 80 s the attack began to stop. Both the total bandwidth
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Fig. 8. Performance results, respectively, for a defenceless system and a
protected system. (a) The victim without defense suffers from attacks.
(b) Counteract scheme mitigates the damage caused by attacks.

and the legitimate users’ bandwidth recovered to a normal level
slowly, which means the victim without any defence cannot
recover to a healthy state unless the attack stops.

Our counteract scheme allowed the normal traffic did not suf-
fer from attack as shown in Fig. 8(b). When our defence method
was applied, we noticed that the victim server minimized the
damage caused by attack. The occupied bandwidth from at-
tack traffic was around 1 Mbit/s that was much less than almost
9 Mbit/s in the situation as shown in Fig. 8(a). Meanwhile, the
TTL-based counteract scheme to limit the rate of attacking traf-
fic bandwidth maintained the legitimate users’ bandwidth dur-
ing the attacking period from 30 to 80 s. Though the total used
bandwidth in a server was increased a little, the system allowed
such increment without any damage on responding the traffic
requests from legitimate users.

Fig. 9 shows simulation results in scenario B when the server
only had 2 Mbit/s- bandwidth to meet the requirements from
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Fig. 9. Performance results, respectively, for a defenceless system and a
protected system. (a) The victim without defense suffers from attacks.
(b) Counteract scheme mitigates the damage caused by attacks.

legitimate users, in which Figs. 9(a) and (b), respectively,
demonstrate the performance of a defenceless system and a
system equipped with our counteract scheme. Fig. 9(a) shows
the reaction of a defenceless system under DDoS attacks.
When the attack began at 30 s, the legitimate users’ bandwidth
greatly decreased from 2 to 0.3 Mbit/s. The victim server could
hardly provide any continuous service to legitimate users. Even
after 80 s when the attack began to cease, the legitimate users’
bandwidth did not recover back from attack immediately. It
means the DDoS attack can cause more fatal damages to a
server that has small capacities to tolerate evil attacks. Fig.
9(b) shows the results that a victim server adopted the TTL-
based counteract scheme to limit the rate of suspicious traffic.
Although the bandwidth required by legitimate users could not
be fully attained because a portion of 2 Mbit/s bandwidth was
used to defend against the attack traffic, the service to legiti-
mate users was much better than that in a defenceless system.
The available bandwidth to provide service to normal requests
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Fig. 10. Legitimate user’s traffic suffered seriously if our defence scheme was
not adopted. (a) The server bandwidth is 10 Mbit/s. (b) The server bandwidth
is 2 Mbit/s.

was around 1 Mbit/s. This simulation result indicates that our
counteract scheme is effective to minimize the damage from
DDoS attacks by providing 3.3 (1/0.3) times more service to
legitimate users.

We compare the available bandwidths to support the traf-
fic requests from legitimate users in three situations: legitimate
traffic free of attack, legitimate traffic under attack but without
protection, and legitimate traffic under attack but with protec-
tion from our counteract scheme. Fig. 10 shows the compari-
son results where Fig. 10(a) depicts the results from scenario A
and Fig. 10(b) depicts the results from Scenario B. The upper
curve represents the bandwidth occupied by legitimate users
when there are no attacks. In most of time, the curve represent-
ing the results from our counteraction scheme is highly above
the curve representing the results from a system without any
defences. The figure shows that our defence scheme can effi-

ciently throttle the DDoS attack and assure the server to provide
satisfying service during DDoS attacks.

5.3. Comparison with FDS

We compare our active detecting method with FDS (flood-
ing detection system) [26] using NS2. FDS is an effective de-
fending method against SYN flooding attacks. Currently many
SYN flooding detection methods have been proposed but most
of them use passive detection mechanisms, which rely on pas-
sively sniffing an attacking signature. Since there is a lack of
active methods to make comparisons, our active method is com-
pared with FDS. FDS is based on the protocol behavior of
TCP SYN-FIN(RST) pairs, and is an instance of the sequen-
tial change point detection. FDS uses a non-parametric cumu-
lative sum(CUSUM) method to make detection more accurate
and insensitive. Compared with other passive detecting meth-
ods, FDS has the advantages of accurate detection rate and low
computation overhead. However, it does not provide any re-
sponse scheme. Therefore, we only compare it with our detec-
tion method in terms of the detection efficiency. We first briefly
introduce the FDS change-point detection method in [26]. Then
we compare the detection efficiency of FDS with our active
detection method using NS2.

5.3.1. FDS (flooding detection system)
FDS detection is based on the observation under a normal

condition: 1. the SYNs and RSTs have a strong positive corre-
lations; 2. the difference between the number of SYNs and that
of FINs is close to the number of RSTs. In the normal opera-
tion, a FIN(RST) is paired with a SYN at the end of data trans-
mission; but under SYN flooding attacks, this SYN-FIN(RST)
pair’s behavior will be violated, deviating from the normal op-
eration. In the FDS method, let {�n, n = 0, 1, . . .} be the num-
ber of SYN − (FIN + RST) pairs within one sampling period
t0. {�n} is normalized by the average number F̄ of FINs(RSTs)
during the sampling period. F̄ can be estimated in the real time
and updated periodically. An example of recursive estimation
and update of F̄ is

F̄ (n) = �F̄ (n − 1) + (1 − �)F IN(RST )(n),

where n is the discrete time index and � is a constant lying
strictly between 0 and 1 that represents the memory in the
estimation.

Define Xn = �n/F̄ . The mean of Xn, denoted as c, is
much less than 1 and close to 0. FDS uses CUSUM to analyze
the sequential change of Xn and defines yn = (yn−1 + Xn)

+,

y0 = 0. yn is the CUSUM result of Xn. When the SYN flood-
ing attack occurs, the number of SYNs is much greater than
that of FINs(RSTs). Xn and yn grow abnormally large. When
yn exceeds a predefined threshold, an alarm will be triggered.

FDS is deployed at leaf routers that connect end hosts to the
Internet. It can be deployed at the first-mile or last-mile leaf
routers. When the FDS is deployed at the last-mile router, it
performs detection near the victim side, which is similar to the
deployment of our method.
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Fig. 11. An alarm is generated when a curve goes beyond the threshold.
(a) Detection results of FDS. (b) Detection results of our active method.

5.3.2. Simulation comparisons
Fig. 6 shows the simulated network topology. The whole

simulation lasts for 100 s. There are 40 attacking nodes and
75 normal nodes. The bandwidth of a normal link is set at
10 Mb and the delay is 10 ms. Around 10 links are randomly
selected as the congested links and their traffic delay is set
at a random value between 800 and 1500 ms. SYN flooding
attacks begin at the 10th second and end at the 100th second.
FDS and our active detection method refresh detection results
every 5 s.

Fig. 11(a) shows detection results of FDS. We can see that
FDS can gradually identify abnormal SYN packets and accu-
rately detect SYN flooding attacks as time passed by. According
to the suggestion in [26], the threshold is set to 1. After the SYN
flooding attack begins from the 10th second, FDS launches
the alarm at the 40th second. The whole detection process
requires 30 s.

Fig. 11(b) shows detection results of our active detection
method. The ratio of detected abnormal half-open to total num-
ber of half-open connections grows rapidly and exceeds the
threshold right after the SYN flooding attack is launched. When
the SYN flooding attack begins at the 10th second, our method
can detect numerous abnormal half-open connections at the
15th second. The prompt attack detection is the result of the
equipped active probing mechanism, DARB, which does not
passively wait for significant number of incoming attacking
packets. When more suspicious half-open connections appear
at the late simulation stage, the detection rate fluctuates because
DARB only probes a sample from all half-open connections to
reduce overhead. Since DARB can give an alarm at very early
stage of attacks, this fluctuation does not affect the detection
efficiency.

From the comparisons, we show that DARB can detect DDoS
attacking signatures more quickly and accurately. Our method
does not need to passively wait for attacking signatures and is
able to trigger alarms in a timely manner. FDS requires longer
detection time because FDS has to wait for collecting enough
SYN-FIN(RST)-pair information. A SYN packet is received
at the setup stage of a TCP connection while a FIN packet
is received when the connection is built up. Since the TCP
connection buildup time could last from several seconds to
tens of minutes, it will greatly affect the detection efficiency
of FDS.

6. Discussion

Our defence approach against DDoS attacks comprises two
cooperating components: the detection scheme and the counter-
action scheme. The detection scheme seeks an early warning of
DDoS attacks through the active probing method and the coun-
teraction scheme is capable to minimize the damage caused by
attack traffic. Although there are several factors that may im-
pact the accuracy of detection, the active detection scheme is
able to launch alerts correctly in time. The detection scheme is
suitable to be applied in a large network area and it is immune
to be attacking target.

Although several factors could possibly confuse our deci-
sions on half-open connections, the use of parameter N (intro-
duced in Section 3.4) assures the correct detection of DDoS
attacks. Our detection scheme allows the existing of errors on
the decision of a small part half-open connections. It is possi-
ble that the path to a spoofed IP address of an attacking packet
incidentally includes a congested router. The half-connection
to this spoofed IP address could be wrongly classified and a
false negative is introduced. The errors in routers could also
cause potential false positives. However, such error decisions
on half-open connections are very few. As shown in Fig. 7,
we observe the majority of half-open connections are classi-
fied without mistakes and therefore the detection scheme can
issue alarms on time. In addition, such errors can be amended
if we incorporate the state information of link congestions and
routers to the history table.

Our active detection scheme is scalable and robust in the
sense that it obtains a path delay either from a history table or
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using the DARB probing technique. The early detection scheme
is scalable to be applied in a large network area. Generally
speaking, in most cases it will not be necessary to apply DARB
technique because it will be possible to obtain the delay value of
a path from a history table. This is especially the case if a server
collects network traffic information periodically (to assist the
network traffic congestion management) and we assume that
over a short period the network traffic delay does not change
dramatically. Ultimately, only a small proportion of destinations
will have to be probed using DARB.

The active detection scheme is also robust enough to handle
some overwhelming traffic attacks to deplete the limited ca-
pacities on a server reserved to contain half-open connections.
If most half-open connections from a burst of traffic must be
probed using the DARB method, our active detection scheme
is able to yield a warning of DDoS attacks before the victim
becomes congested. As denoted in [13], a victim server can be
overwhelmed by an attack rate of 500 SYN packets per second.
The WIN server has a more tolerance of DDoS attacks by drop-
ping off a half-open connection at a timeout of 9 s [3]. As shown
in Fig. 2, the DARB method is effective enough to acknowledge
a delay value within 200 ms in a network without traffic con-
gestion, or within 2 s for most cases of a congested network.
That is a response time far before 9 s. Hence, the proposed
active detection scheme is able to generate an alarm of DDoS
attacks accurately and quickly. After the number of abnormal
half-open connections reach a threshold N, we can launch the
warning of DDoS attacks and stop the detection scheme to ini-
tiate the counteraction scheme. Thus, we assure the detection
scheme itself is immune to the target of DDoS attacks.

7. Conclusion

This paper presents a system for defending against SYN
flooding attacks. The system consists of a detection and coun-
teraction component and uses congestion measures to classify
half-open connections as either abnormal or normal, thereby de-
termining whether a server is the victim of a DDoS attack. The
detection component uses returned delay values from a history
record or a network traffic delay-probing technique (DARB).
This kind of active detection results in earlier and more accu-
rate detection and can be easily deployed. Counteraction does
not rely on source IP addresses as these are easily spoofed.
Rather, the TTL field is extracted from suspicious packets and
packets are filtered according to rate-limit plan that minimizes
collateral damage by using a record of recent legitimate traf-
fic. Our rate-limit counteraction scheme only uses two tables
TT T L2IP and TT T L to minimize the damage caused by a DDoS
attack. Both the storage size and execution cost are small. The
experimental results show that DARB can accurately distin-
guish normal and abnormal half-open connections and that the
TTL-based counteraction scheme does reduce the damage
caused by DDoS attacks.
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