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Abstract—Two-dimensional (2-D) hand-geometry features carry
limited discriminatory information and therefore yield moderate
performance when utilized for personal identification. This paper
investigates a new approach to achieve performance improvement
by simultaneously acquiring and combining three-dimensional
(3-D) and 2-D features from the human hand. The proposed
approach utilizes a 3-D digitizer to simultaneously acquire intensity and range images of the presented hands of the users
in a completely contact-free manner. Two new representations
that effectively characterize the local finger surface features are
extracted from the acquired range images and are matched using
the proposed matching metrics. In addition, the characterization
of 3-D palm surface using SurfaceCode is proposed for matching
a pair of 3-D palms. The proposed approach is evaluated on a
database of 177 users acquired in two sessions. The experimental
results suggest that the proposed 3-D hand-geometry features
have significant discriminatory information to reliably authenticate individuals. Our experimental results demonstrate that
consolidating 3-D and 2-D hand-geometry features results in
significantly improved performance that cannot be achieved with
the traditional 2-D hand-geometry features alone. Furthermore,
this paper also investigates the performance improvement that
can be achieved by integrating five biometric features, i.e., 2-D
palmprint, 3-D palmprint, finger texture, along with 3-D and 2-D
hand-geometry features, that are simultaneously extracted from
the user’s hand presented for authentication.
Index Terms—Contactless palmprint, hand biometrics, three-dimensional (3-D) hand geometry, three-dimensional (3-D) palmprint, two-dimensional (2-D) hand geometry, SurfaceCode.

I. INTRODUCTION

H

AND-GEOMETRY-BASED biometric systems typically exploit shape features from the human hands
to perform identity verification. Commonly used hand-geometry features include length, width, thickness, and area
of fingers and palm. Due to limited discriminatory power of
these features, hand-geometry systems are rarely employed
for applications that require performing identity recognition
from large-scale databases. Nevertheless, these systems have
gained immense popularity and public acceptance as evident
from their extensive deployment for applications in access
control, attendance tracking, and several other verification
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tasks. History of hand-geometry biometric technology/systems
dates back over three decades. It is generally believed that the
hand-geometry system—Identimat developed by Identimation
[23]—is one of the earliest reported implementations of any
biometric system for commercial applications. Since then, the
hand-geometry biometric systems have found applications in
wide variety of fields ranging from airports to nuclear power
plants [23].
A number of techniques for the personal verification based
on hand-geometry features have been proposed in the literature. Often, users are required to place their hand on flat surface fitted with pegs to minimize variations in the hand position
[1]–[3]. Although such constraints make the feature extraction
task easier and consequently result in lower error rates, such systems are not user-friendly. For example, elderly or people with
arthritis and other conditions that limit dexterity may have difficulty placing their hand on a surface guided by pegs. In order to
overcome this problem, a few researchers have proposed to do
away with hand position restricting pegs [4], [8], [9], [13], [18],
[45]. The feature extraction algorithm in their approaches takes
care of possible rotation or translation of the hand images acquired without guiding pegs. However, users are still required
to place their hand on a flat surface or a digital scanner. Such
contact may give rise to hygienic as well as security concerns
among users. Security concern on the contact-based approaches
arises from the possibility of picking up fingerprint or palmprint impressions left on the surface by the user and thereby
compromising the user’s biometric traits. Moreover, most of the
hand-geometry systems/techniques proposed in the literature
are based on users’ gray level hand images. These approaches
extract various features from the binarized version of the acquired hand image. Unique information in such binary images
is very limited, leading to low discriminatory power from the
hand-geometry biometric systems. With the advent of advanced
three-dimensional (3-D) data acquisition devices, researchers
have investigated the use of 3-D features for face [15], [33] and
ear [16], [34] biometrics. Few researchers have also explored
3-D hand/finger information for identity verification and recognition [5], [17]. The objective of this work is to further explore
3-D hand/finger geometry features and to build a robust and reliable hand-geometry system, without sacrificing user friendliness and acceptability. We investigate how much performance
improvement can be achieved by combining 2-D and the 3-D
hand-geometry information. In addition, we combine multiple
3-D and 2-D hand features, i.e., 3-D hand geometry, 2-D hand
geometry, 3-D palmprint, 2-D palmprint, and finger texture, that
can be simultaneously extracted from the acquired data and ascertain the performance improvement that can be achieved by
such unified framework for hand authentication.
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The rest of this paper is organized as follows: Section II provides a summary of existing approaches for hand-geometry biometrics and outlines the contributions of our work. Section III
provides a detailed description of the proposed system including
the two new representations for 3-D hand geometry that capture
surface characteristics on the fingers and provides a brief discussion on how to extract and match these features. Section IV describes data acquisition methodology employed in this work and
presents experimental results and related discussion. Section V
concludes this paper with a note on future work.
II. RELATED WORK
Most of the earlier work in the hand-geometry biometrics literature employed guiding pegs on a flat surface to restrict the
position and movement of the hand. Several patents have been
issued [24]–[27] for personal authentication devices based on
hand-geometry features. Jain et al. [2] developed a prototype
hand-geometry system that measures features such as finger
length and width along 16 different axes. Authors report encouraging results on a database of 50 individuals. Sanchez-Reillo et
al. [1] developed a system that extracts a set of features from
the color image of the hand. Authors experimented with various classifiers and achieved the best recognition rate of 96% on
a rather small database of 20 people. Instead of explicitly measuring geometry features on the hand, authors in [3] propose to
align finger shapes (contours) from a pair of hand images. All
of the above approaches solely rely on hand shape features (geometry or the silhouette) and, therefore, achieve limited performance on relatively smaller databases.
In order to eliminate the use of pegs, several researchers
have come up with algorithms to reliably locate key points
(commonly finger tips and valleys) in the hand image. This
information can be used to align hand images prior to feature
extraction. An alternate approach would be to extract features
that are invariant to translation and rotation of the hand in the
image plane [8], [20]. Kumar et al. [4] investigated the fusion
of palmprint and hand-geometry features while Hao et al. [36]
achieved promising results by simultaneously integrating finger
surface features with those from the palm surface. Authors in
[8] model finger contours using implicit polynomials and compute algebraic invariants from polynomial coefficients. They
achieve a verification rate of 99% when their proposed features
are combined with conventional hand-geometry features. The
deformable hand shape matching proposed in [9] performs
alignment of finger contours using several cross-sectional
width measurements as its effectiveness. Authors achieved the
best EER of 2.41% on a database of 108 users. Reference [22]
illustrates performance improvement for the hand-geometry
identification using discretization of the extracted features.
Although the approaches described above do not use pegs to
constrain hand placement, they require the user to place his/her
hand on a flat surface. As discussed earlier, such an imaging
scheme may raise hygienic and security concerns. Zheng et
al. [19] addressed this problem by proposing a hand-geometry
approach using projective invariant hand features. The projection invariance property of the extracted features allows hand
images to be captured under fewer constraints. Their approach

1015

employed a noncontact, peg-free, imaging setup that allows
users the freedom of presenting their hands at any orientation.
Although promising, this approach needs to be evaluated on
larger databases as the experimental result presented in their
paper is based on a database of 23 subjects.
Despite the advances in hand-geometry research, very few
researchers have explored the use of 3-D surface features on
the hand or fingers. Woodard and Flynn [17] investigated 3-D
finger surface as a potential biometric modality. Convex hull
of the hand contour was used to locate finger valleys and to extract index, middle, and ring fingers from the range image of the
hand. Shape index, defined in terms of principal curvatures and
computed at every pixel in the range images of fingers, is utilized as feature representation. Correlation coefficient is used to
determine the matching distance between a pair of shape index
images. Score level fusion of matching scores from individual
fingers is then performed to obtain the final matching score. Authors achieved promising results when experiments were performed on data collected in a single session. However, rank one
recognition rates dropped significantly when gallery and probe
images were collected with a time lapse of one week. One of the
limitations of this technique is the usage of large sized feature
templates, as shape images of size 80 240, corresponding to
each finger, are required to be stored. In addition, the data acquisition method adopted in [17] is not completely contact-free
and raises hygienic concerns.
Malassiotis et al. [5] proposed a biometric system based on
measurements extracted from a user’s 3-D finger. A mixture of
Gaussians is used to model and to subsequently segment the
hand from other parts of the body appearing in the acquired
range images. Three-dimensional width and mean curvature of
cross-sectional segments are computed for four fingers (thumb
excluded) and concatenated to form a feature vector. Finally,
distance was employed for feature matching. The work detailed
in [5] is promising but was evaluated on a relatively smaller
database and authors did not make any attempt to use the finger
back surface features (2-D features) that can be simultaneously
extracted from the presented hands.
Another class of hand-shape-based authentication approaches exists that does not explicitly acquire depth information from the hand [14], [44]. These approaches project a
pattern onto the back surface of the hand and employ a CCD
camera to capture the pattern distorted by the shape (or curvature) of the hand. Features extracted from the acquired 2-D
image are then used to perform identity verification. Although
these approaches are relatively simpler in computation, they
fail to explicitly characterize surface details and solely rely on
the coarse-level hand-shape features. More importantly, since a
projector and a camera are employed, the cost of such systems
when used for real-world applications is identical to a 3-D
acquisition system based on structured light principle.
This paper investigates a new biometric approach that simultaneously integrates much of the 3-D and 2-D information available from the human hand. The main contributions of this paper
can be summarized as follows [46], [47]:
1) A new approach for reliable personal authentication using
simultaneous extraction of 3-D and 2-D hand-based biometric features is investigated. The key advantage of the
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Fig. 1. Block diagram of the personal authentication using 2-D and 3-D hand features.

proposed approach is that it simultaneously acquires range
and gray-level images from the palm side of user’s hand
and thereby offers range of features (2-D and 3-D hand geometry, 2-D and 3-D palmprint and finger texture) that can
be simultaneously extracted and combined to achieve reliable and secure multimodal biometric authentication. The
unified framework for hand identification described in this
paper is evaluated on a relatively large database of intensity and range images to achieve more reliable estimates of
performance for contactless hand imaging.
2) Two feature representations, namely, surface curvature and
unit normal vector, that characterize finger surface details
are suggested for their usage in personal authentication
based on 3-D geometry of user hands. These representations explicitly capture local surface information by computing the local features for every data point on crosssectional segments extracted from the individual fingers.
In addition, a new representation for 3-D palm surface,
namely SurfaceCode, is presented. The key advantage of
the proposed SurfaceCode lies in the compact and effective representation of 3-D palm features.
III. BLOCK DIAGRAM
The block diagram of the proposed approach for biometric
authentication that simultaneously employs multiple 2-D and
3-D hand features is shown in Fig. 1. Major computational
modules of the proposed approach involve image normalization (in the preprocessing stage), feature extraction, and
feature matching. The intensity and range images of the user’s
hand, acquired by a 3-D digitizer, are processed to locate and
extract individual fingers and palmprint. Feature extraction
modules further process the respective regions of interest
(ROIs) in order to extract the discriminatory features. Individual matching modules compute the matching distance by
comparing the extracted features with the corresponding feature
templates enrolled in the database. Multiple matching scores
generated by the preceding stage are then combined at the
fusion module, to obtain a consolidated match score. Finally,
the decision module compares the consolidated match score
with the preset threshold to determine whether the claimant is
genuine or an impostor. The details of these key processing
stages appear in Sections IV and V.

Fig. 2. Preprocessing and finger extraction: (a) Acquired intensity image.
(b) Binary hand image after thresholding and morphological operations.
(c) Finger tips and valleys located. (d) Detected finger orientations. (e) Extracted individual fingers.

Fig. 3. Robustness of the finger extraction approach to rotation and translation
of the hands. Images in (a) and (b) show two samples of intensity images acquired from the same hand and the corresponding ROIs.

A. Preprocessing and Finger Extraction
The acquired intensity images are first processed to automatically locate the finger tips and finger valleys. These reference
points are then used to determine the orientation of each finger
and to extract them from the acquired hand image. Since the acquired intensity and range images are registered, we work only
on the intensity image to determine the key points and the finger
orientation. The key processing steps involved in the automated
extraction of fingers are illustrated in Fig. 2. The gray level intensity images are first binarized using Otsu’s threshold [6].
A simple thresholding scheme is employed for the hand segmentation, as images are acquired with a uniform black background. The resulting binarized image is passed through a morphological opening operation to remove isolated regions that
can sometimes appear as noise. Boundary pixels of the hand in
the processed binary image are then identified using the eightconnected contour tracing of binary pixels [35]. Traversing the
extracted hand contour, local minima and local maxima points,
which correspond to finger tips and finger valleys, are located.
In order to estimate the orientation of each finger, four points on
the finger contour (two points each on both sides of the fingertip)
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Fig. 4. (a) Rendered view of a 3-D finger and (b) extracted cross-sectional segments.

Fig. 5. (a) Polynomial fit on a cross-sectional finger segment. (b) Computed curvature features.

at fixed distances from the finger tip are identified. Two middle
points are computed for corresponding points on either side and
are joined to obtain the finger orientation [see Fig. 2(d)].
This approach is similar to the one employed in [10], which
automatically finds the line of symmetry. However, differing
from their approach, we only consider points on the finger contour that are close to the finger tip. Points at the center and
bottom part of the finger are not considered for the estimation
of orientation, as some of the fingers are found to be nonsymmetric at these parts. Once the finger orientation and finger tip/
valley points are determined, it is a straightforward task to extract a rectangular ROI from the fingers. Similarly, based on the
two finger valley points (between little-ring and middle-index
fingers), a fixed ROI representing palmprint can be extracted
[28]. Fig. 2(e) shows the extracted ROI for four fingers. The
process of finger extraction discussed above can handle rotation and translation of the hand in the image plane, which are
inevitable in a peg-free data acquisition setup. The ROIs for
finger texture features are extracted [from the individual fingers
shown in Fig. 2(e)] as the largest rectangular regions around
their centroids. These extracted images are then resized to obtain fixed size ROI images. Extracted individual fingers and corresponding finger texture images depicted in Fig. 3 demonstrate
that the approach employed in this work for finger extraction
can effectively handle transformations of the hand in the image
plane.

ployed to locate and extract individual fingers from the acquired
range images. In this paper, we use the terms 3-D hand geometry and 3-D finger geometry synonymously as they represent
features extracted from the 3-D hand data. Fig. 4 shows the
3-D visualization for a typical finger extracted from the range
image of a hand. Each of the four finger range images is further
processed for feature extraction. The 3-D feature extraction
approach adopted in this work is inspired by the conventional
finger width features in the hand-geometry verification. For
each finger, a number of cross-sectional segments are extracted
at uniformly spaced distances along the finger length [refer to
Fig. 4(b)]. The next step in the feature extraction process is
to compute two representations, namely, mean curvature and
unit normal vector, for every data point on the extracted 3-D
finger segments. In order to compute these features, we first
experimented by fitting one-dimensional (1-D) polynomial to
the data points on a segment and computing 1-D curvature of
the fitted polynomial. A 1-D polynomial of degree two has the
following form:

B. 3-D Finger Geometry

Fig. 5(a) shows the cross-sectional segments extracted from the
range image of the 3-D finger shown in Fig. 4(a). The data points
on the segment are fitted with a second degree polynomial, as

1) Finger Modeling and Feature Extraction: The finger
localization algorithm developed in the previous section is em-

(1)
where , , and are the coefficients of the polynomial. The
curvature of the above polynomial, in terms of coefficients
and , can be expressed as follows:
(2)
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Fig. 6. (a) Cross-sectional finger segment and (b) its computed curvature features. (c) Normal features computed for a finger segment.

shown in Fig. 5(a). Fig. 5(b) depicts the curvature value estimated at every data point on the segment.
This approach, however, only considered the neighboring
points in one direction while ignoring other surrounding points
and the crucial finger surface detail in the cross-sectional finger
segments. As a result, the computed features lacked sufficient
discriminatory information and the experiments yielded poor
performance. Therefore, we further modified this approach and
employed a two-dimensional (2-D) polynomial to model the
data point and its neighbors. The mean curvature and normal
vector features can then be more effectively computed from the
fitted 2-D polynomial by estimating numerical partial derivates
of the polynomial at each data point. Savitzky–Golay filters
[11] are widely used to fit 1-D polynomial and compute its numerical derivatives. The concept of 1-D Savitzky–Golay filters
can be easily extended to 2-D polynomial fitting. In our experiments, we used the 2-D Savitzky–Golay filters implementation
available in [12]. The 2-D polynomial
employed for
modeling each of the fingers can be generalized as follows:

observed from these figures that the feature extraction approach
employed in this work effectively captures the local curvature
information present on the cross-sectional finger segments.
In addition to the curvature feature, we also compute the surface normal vector at every data point on the extracted finger
segment. In order to compute surface normal vectors, let us define a parametric surface as follows:

(3)

(8)

where and are the 2-D coordinates of a data point. The
degree of the polynomial (two) in the above equation and the
neighborhood size
are determined empirically. In
order to model the data point and its neighbors represented by a
vector
, a matrix equation can be formulated as
(4)
where each of the

rows of the matrix , takes the value
with
and is
the column vector of polynomial coefficients. The above equation can be easily solved for finding polynomial coefficients
using the least squares approach. The next step in our approach
is to extract the features from the fitted polynomial. The expression for mean curvature of a 2-D polynomial in terms of its coefficients is given by
(5)
The mean curvature in the above equation is computed for every
data point on the cross-sectional finger segments and stored
as feature templates. Fig. 6(a) depicts a typical cross-sectional
finger segment extracted [same sample as in Fig. 5(a)] from
the 3-D finger and the corresponding mean curvature plot. Note
the presence of detailed information in this curvature plot [see
Fig. 6(b)], as compared to the one shown in Fig. 5(b). It can be

(6)
Since the surface normal is parallel to the cross product of partial
derivatives of this surface with respect to and , it can be
obtained as follows:
(7)
Computing the above cross product, the expression for unit
normal vector
at each data point (in terms of the fitted
polynomial coefficients) simplifies to

Fig. 6(c) shows a typical 3-D finger segment and the corresponding normal vectors. These computed normal vectors are
also utilized as feature templates for computing the matching
distance.
The erroneous estimation of depth values in the acquired
range images of the hand leads to areas where no depth values
are computed or an extremely large value (spike like) for depth
is assigned. This kind of noise is mainly caused due to occlusion
and hence appears predominantly on the finger boundaries. In
order to handle this noise, we ignore the depth values on the
finger boundaries while computing the 3-D finger geometry
features. In other words, a couple of data points at the two ends
of the cross-sectional finger segments are not considered for
computing the 3-D hand-geometry features.
2) 3-D Finger Feature Matching: In order to match 3-D
finger surface features, two simple but efficient matching distance metrics are introduced. The proposed metrics can effectively deal with small changes resulting from hand pose variations during the imaging process. Features extracted from each
of the four fingers are matched individually and then combined
to obtain a consolidated match score.
Let the features extracted for
number of cross-sectional
segments from template and probe (query) fingers be represented by
and
, respectively, where the subscript represents the index for fingers which can include the values from
1 to 4 for little, ring, middle, and index finger, respectively. The
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computation of matching distance (denoted as ) for the curvature features from a corresponding pair of fingers is based on
the cosine similarity metric and is computed as follows:

Therefore, the consolidated 3-D finger match score
is given by
(11)
where

if
(9)
otherwise
and

are the number of feature points on the

cross-sectional segment of the template

,

and

are the matching scores
generated from curvature and normal features, respectively.
The weight parameter
is empirically determined from the
training samples acquired during the registration stage.

where

where
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th

and query

fingers, respectively. The number of feature points
and
cannot be guaranteed to be equal, even when they are from the
corresponding fingers (from different samples) of the same user.
This is because the feature points are computed at every data
point on the cross-sectional segment and the number of these
data points recorded during the 3-D imaging process varies from
one sample to another. Therefore, we perform multiple matches
by sliding the shorter feature vector over the longer one and considering the best score among them as the final matching distance. This approach can also effectively accommodate limited
variations in the hand pose. However, in order to minimize the
computational complexity, the number of sliding matches has
been limited to four.
The computation of matching distance from the unit normal
vector features is achieved in a manner similar to the one
described for curvature features. Angle in radians between
two feature points is considered to be the degree of agreement
(match) between them. Therefore, we refer to this matching
distance as angular distance. For the template and query feature
vectors represented by
and
, respectively, the angular
distance (match score) is computed as follows:

where
if
(10)
otherwise
where
and
represents the length of template and query
feature vectors, respectively. In order to generate reliable
matching distances in the presence of hand pose variations,
multiple matches are performed between the unit normal
feature vectors extracted from the cross-sectional 3-D finger
segments. Match scores generated for four fingers by individually matching corresponding fingers are then averaged to obtain
the final score for 3-D normal feature. Finally, the weighted
sum rule is employed to combine scores from the two matchers.

C. 3-D Palmprint
In addition to the 3-D finger features, the proposed approach
for hand verification also extracts 3-D palmprint features from
the acquired range images of the hand. The palmprint region
(between the finger valleys and the wrist on the human hand),
extracted from the range images of the hand, is referred to as 3-D
palmprint in this paper. The 3-D palmprints are simultaneously
extracted along with 3-D fingers, and offer unique and highly
discriminatory information resulting from depth of palm lines
and creases. Recently, 3-D palmprint-based personal identification using curvature-based features have been explored in [29]
and [30]. However, the utility of these approaches for online
usage is quite limited, mainly due to large feature size as well as
the computationally intensive matching process required for the
verification. Therefore, a compact feature representation for 3-D
palmprints, namely SurfaceCode, and an efficient approach for
matching are developed in this work. First, the localized ROI,
i.e., 3-D palmprint, is processed to extract principal curvatures
at every data point. The principal curvatures are computed by
fitting a surface over a local neighborhood and then estimating
its partial derivatives. Once the maximum
and minimum
principal curvatures are computed, a quantitative measure of shape of the palm surface at every point, i.e., shape index
(SI) [31], is computed as follows:
(12)
Based on the value of shape index
in the above equation,
every point on the palm surface can be classified in to one of
the nine surface categories [31]. Therefore, a 4-bit binary code
is employed to encode the shape feature at every point on the
3-D palm surface. Fig. 7 shows sample 3-D palmprints from
our database and the corresponding SurfaceCode representations. For a 3-D palmprint of size 128 128 pixels, the proposed SurfaceCode representation results in feature templates
of 8 K bytes, as against 16 K and 36 K bytes for the approaches
in [29] and [30], respectively. The matching distance between
two
SurfaceCode representations, i.e., template
and
a query
, is computed as follows:
(13)
where HD denotes the Hamming distance between the two four
bit codes. In order to take into account the possible translations
in the extracted ROI (with respect to the one extracted during
the enrolment), multiple matches are performed with one of the
features translated in horizontal and vertical directions. Specifically, we perform two matches in steps of two pixels in each of
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Fig. 9. (a), (c) Sample 2-D finger texture images. (b), (d) CompCodes representations for images in (a) and (c).
Fig. 7. Sample 3-D palmprints in (a) and (c), corresponding gray level SurfaceCode representations in (b) and (d), respectively.

Fig. 8. Sample 2-D palmprint (intensity) images in (a) and (c), corresponding
gray level CompCode representations in (b) and (d), respectively.

the four different directions (left, right, up, and down), resulting
in a total of nine matches. Minimum of the resulting matching
scores is considered to be the final score.
D. 2-D Palmprint
The 2-D palmprint biometrics have been widely researched
and shown to be a promising alternative to other hand-based
biometric traits such as fingerprints. Similar to fingerprints, discriminatory information contained in the palmprints can be defined at multiple levels. While low resolution (about 100 ppi)
palmprint features such as texture, palm lines, and wrinkles have
been extensively studied [39]–[42], researchers in [38] have utilized ridge and minutiae features extracted from high-resolution palmprint images. However, the usage of high-resolution
(500 dpi or higher) palmprint images is generally limited to
forensic applications. Moreover, low-resolution palmprint features are shown to be highly discriminatory [39] and, therefore,
are more suitable for online applications such as physical access
control.
In this work, we acquire low-resolution hand images and employ a 2-D Gabor filter-based competitive coding scheme [32] to
extract features from the 2-D palmprint. The competitive coding
scheme proposed in [32] has been one of the best performing
feature extraction methods for palmprint verification. This approach uses a bank of 2-D Gabor filters to extract information
on the orientation of lines and creases in the palmprint. The
three parameters of the Gabor filter
are empirically determined to be (35, 2.6, 0.7), respectively. Each of
the extracted palmprint images are first convolved with Gabor
filters oriented in six different directions. Multiple convolution
responses are then used to select the prominent orientation at
every pixel in the original image. Since we considered only six
orientations, the computed features (orientation index) are binary encoded using three bits. Fig. 8 shows sample palmprint
images from our database and their corresponding CompCode
representations. A matching metric, based on normalized hamming distance, is used to measure the similarity between the
template and query feature matrices (CompCodes). A detailed
description of this approach can be found in [32].
E. 2-D Finger Texture
Besides palmprints, we also utilize the discriminatory information contained in the 2-D finger texture, extracted from the

Fig. 10. Two-dimensional hand geometric features marked on a hand silhouette.

acquired intensity images of the hand. Ribaric and Fratic [37],
[10] are perhaps the first researchers to utilize the discriminatory features extracted from finger images for biometric identification. They presented a simple and computationally efficient matching approach based on the principal component analysis (PCA). However, since the finger texture images contain
line features such as finger creases and wrinkles, we employ
the competitive coding approach (same as the one described
for 2-D palmprint feature extraction) to effectively extract and
match these features. The three parameters of the Gabor filter
are empirically determined to be (15, 2.4, 0.7),
respectively. Fig. 9 shows two finger texture ROI images from
our database and their corresponding CompCode representations.
F. 2-D Hand Geometry
Hand-geometry features are extracted from the binarized
version of the acquired intensity images of the hand. Features
considered in this work include finger lengths, finger widths
at equally spaced distances along the finger length, finger
area, palm length, and finger perimeters. Fig. 10 illustrates the
hand-geometry features utilized in this work. Note that these
features are similar to the ones employed in [1] and [2]. However, the finger width features employed in [1] and [2] require
a mirror to reflect the side view of the hand on to the CCD.
Since our imaging scheme does not acquire a lateral view of the
user’s hand, finger width features are not utilized in this work.
Features extracted from individual fingers (excluding thumb)
are concatenated to form a feature vector. The computation
of matching distance between the template and query feature
vectors is based on the simple Euclidean distance.
IV. EXPERIMENTS
The performance of the proposed approach for hand authentication is evaluated on a database of 3540 right hand
images acquired from 177 subjects. Since there is no publicly
available database of 3-D and 2-D (palm-side) hand images,
we developed such a database in our university during October
2008–March 2009. The details of our data collection process
are described in Section V.
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Fig. 11. (a) Image acquisition setup and (b) acquired color image. (c) Rendered
view of the acquired 3-D data.

A. Dataset
The 3-D hand images in the database were acquired using a
commercially available 3-D digitizer [7]. It is an active range
sensing device which sweeps the surface of the object with a
pointed illumination beam. The image sensor simultaneously
captures the light reflected from the surface in a sequence of images, which are then used to generate range data based on the triangulation. The data collection process spanned over 4 months
and 177 subjects volunteered for the database [48]. The participants were mainly the students and staff from our institute and
were in the age range of 18–50 years, with multiple ethnic backgrounds. Each subject contributed 5 hand images (range and a
registered intensity image acquired simultaneously) in the first
session, followed by another 5 in the second session. Therefore,
our database currently has 3540 hand images (of 3-D and corresponding 2-D). Time lapse between two data collection sessions
was not fixed for all subjects; instead it ranged from a minimum
of one week (only for 27 subjects) to three months. All the hand
images were collected in an indoor environment, with no restrictions on the surrounding illumination. In fact, our data collection process was carried out at three different locations which
had notable variations in surrounding illuminations. During the
image acquisition, every user is expected to hold his/her right
hand in front of the scanner at a distance of about 0.7 m, empirically chosen to maximize the relative size of the hand in the
acquired image frame. No constraints were employed to confine
the position of the hand nor were the users instructed to remove
any hand jewelry that they were wearing. However, in order to
simplify the hand segmentation task, the background behind the
user’s hand was ensured to be of black color. Users were only
requested to hold their hand with their palm approximately parallel to the image plane of the scanner and inside the imaging
area. This task was facilitated by providing the users a live visual feedback for positioning of the hand. In order to introduce
variations in the database, users were asked to change their hand
position after the acquisition of every image. Fig. 11 shows a
picture of the data acquisition setup employed in this work. Representative hand images (color as well as range) of our database
are shown in Fig. 12, which clearly shows variations (in hand
pose, finger bending, and illumination) present in the acquired
database. Acquired data are stored in the raw format and later
converted to range and color images of size 640 480 pixels.
B. Experimental Results
Two sets of experiments are carried out in the verification
mode to obtain performance estimates for the proposed scheme.
In the first set, we evaluate the individual performance of the
proposed 3-D hand-geometry features, and investigate the performance improvement that can be achieved by combining 3-D
and 2-D hand-geometry features. In addition, in order to ascertain the performance improvement from the proposed unified

Fig. 12. Representative samples for five users (row wise) in the database.
(a) Sample color and corresponding (b) range images.

Fig. 13. ROC from the individual 3-D finger geometry representations.

framework, we combined all the hand-based biometric features,
i.e., 3-D hand geometry, 2-D hand geometry, 3-D palmprint, 2-D
palmprint, and finger texture, which are extracted from a pair of
range and intensity hand images.
1) Hand Geometry: In the first set of experiments, we evaluate the performance of the proposed hand-geometry system
that can simultaneously acquire and combine 3-D and 2-D
hand-geometry features. Five image samples collected from
each user in the first session are used to generate feature templates, while another five hand images acquired in the second
session constitute the query samples. A set of genuine matching
scores are generated by matching features from each of the
query samples with the user’s feature templates and taking
the best score among them as the final match score. The same
approach is followed for generating impostor matching scores.
Therefore, 885 (177 5) genuine and 77 880 (177 176 5/2)
impostor matching scores are generated. The false acceptance
rate (FAR) and false reject rate (FRR) are then computed using
the generated matching scores (test data) and employed to
generate the receiver operating characteristics (ROC) curve.
Genuine and impostor scores generated by matching 3-D
hand-geometry features are first used to ascertain the matching
performance from the individual fingers. Fig. 13 depicts the
ROC curves from the four different fingers—little, ring, middle,
and index. These experimental results suggest that there is a
marked difference in discriminatory power of fingers, with the
middle finger carrying the highest discriminatory information
among all fingers. The noticeable difference in performance
could be due to their inherent distinctiveness among the population considered in this study. Poor performance from the little
finger (compared to that from others) may also be attributed to
factors such the high degree of rotation (and the resulting image
distortion) involved in the image normalization and finger extraction stage. Fig. 14 shows the ROC curves for the proposed
verification scheme using 3-D hand-geometry features. It also
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Fig. 15. Distribution of genuine and impostor matching scores from the 2-D
and 3-D hand-geometry features.

Fig. 14. ROC from the 3-D hand-geometry representations (individual and
combined).

depicts the overall 3-D hand-geometry performance resulting
from the combination of curvature and normal features. These
features are combined using the weighted sum rule as in (11),
with empirically selected weights 0.7 and 0.3 for curvature and
normal features, respectively. Empirical selection of weight
parameters was based on the performance only on the training
data set, with genuine and impostor scores generated using
the five samples collected in the first session. The matching
scores from the individual matching modules were normalized
to the
range using the minimum–maximum score normalization technique prior to their combination. As shown in
Fig. 14, the combination of the proposed 3-D hand-geometry
features achieves an equal error rate (EER) of 3.5%. This result
clearly demonstrates that the 3-D hand-geometry features carry
significant discriminatory information for personal authentication. Moreover, the proposed 3-D hand-geometry features
can be efficiently combined with simultaneously extracted 2-D
hand-geometry features to further improve the performance of
the system.
We also performed experiments to ascertain the performance
improvement resulting from the combination of the 3-D and
2-D hand-geometry features, which are simultaneously acquired. The matching scores (from the test data) corresponding
to 3-D and 2-D hand-geometry features are combined using the
weighted combinations (with empirically selected weights 0.6
and 0.4 for 2-D and 3-D hand-geometry scores, respectively).
Genuine and impostor matching score distributions (in the 2-D
space) for 2-D and 3-D hand-geometry features are shown in
Fig. 15. The results from this set of experiments are summarized in Fig. 16, which depicts ROC curves for 2-D, 3-D as
well as their combination. As can be observed from this figure,
a simultaneous combination of 2-D hand-geometry features
with the proposed 3-D features can significantly improve the
performance (relative EER improvement of 34% over 3-D
hand geometry), which cannot be achieved by either 2-D or
3-D hand-geometry features alone.
2) Unified Hand Verification: In this set of experiments, our
objective was to ascertain the performance improvement that
can be achieved from the unified fusion framework for hand authentication that can simultaneously extract and combine user’s
2-D and 3-D hand features. The hand-based biometric features
considered in this framework include 3-D hand geometry, 2-D

Fig. 16. Performance from proposed 3-D hand geometry, 2-D hand-geometry
features, and their combination.

hand geometry, 3-D palmprint, 2-D palmprint, and 2-D finger
texture features.
First, we compare the matching performance from the individual 2-D and 3-D palmprint representations, and their combination. Fig. 17(a) shows the comparative ROC curves for 2-D
palmprint, 3-D palmprint, and their score level combination. As
can be observed from this figure, 2-D palmprint representation
consistently outperforms the 3-D representation. This suggests
that 2-D palmprints carry more discriminatory information than
3-D palmprints [29]. Nevertheless, the combination of the two
palmprint representations results in considerable performance
improvement, as shown in Fig. 17(a). More importantly, such
a combination helps to increase the robustness of the palmprint
verification to sensor level spoof attacks, since it is extremely
difficult to fabricate 3-D palm with fine surface details. Furthermore, we performed experiments to compare the performance
of the proposed SurfaceCode representation with that of the
3-D palmprint matching approach recently presented in [29]. As
shown in Fig. 17(b), SurfaceCode representation for 3-D palmprints achieves significantly better performance. The extraction
of curvature as well as SurfaceCode features (based on shape
index) involves the computation of second derivatives of the locally fitted polynomial. Therefore, the computed features can be
influenced by the noise present in the acquired 3-D palm data.
While the approach proposed in [29] directly employs the extracted curvature features for matching, the SurfaceCode representation is obtained by quantizing the shape index values in
to different categories and encoding the corresponding indices.
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Fig. 17. (a) ROC for 2-D, 3-D palmprint representations and their combined performance. (b) Comparative performance from 3-D palmprint matching using the
SurfaceCode and curvature feature representation.

Fig. 18. (a) ROC curves from the 2-D finger texture details using eigenfingers and our approach. (b) ROC curve for the combination 2-D hand features.

The process of quantization and the subsequent encoding can
reduce the influence of the noise in the feature extraction stage.
This possibly explains why the proposed SurfaceCode representation outperforms the one presented in [29].
The experimental results from the matching of finger texture
(CompCode) features are shown in Fig. 18(a). For comparison
purpose, this figure also depicts the performance from the eigenfingers approach proposed in [10]. It is evident from this figure
that the CompCode feature representation outperforms eigenfingers for finger texture matching.
In order to investigate the performance of 2-D hand biometrics, the matching scores generated by the palmprint, hand geometry and the finger texture matchers are combined using the
weighted sum rule. The weights for the weighted sum rules were
empirically computed (only from the training or first session
data) and were computed as 0.5, 0.4, and 0.1, respectively. The
ROC curve for the matcher that combines the 2-D hand features
is shown in Fig. 20.
Finally, experimental results from combining 3-D and 2-D
hand geometry (Fig. 16), 3-D and 2-D palmprint [Fig. 17(a)] and
finger texture [Fig. 18(a)] features are presented in the form of
ROC curve in Fig. 19. Table I provides a summary of our experimental results with EER and AUC (area under the ROC curve)
as the performance indices. It can be observed from this table
that the combination of all the hand (3-D shape and 2-D texture) features results in the best performance and is significantly
better than the performance obtained from any of the individual
hand features considered in this study. We have also performed
experiments to evaluate the performance of the proposed ap-

Fig. 19. ROC curve for the proposed system utilizing multiple hand features.

proaches in the identification scenario. As shown in Fig. 20, the
weighted combination of the all the matchers achieves a rank-1
recognition rate of 99.66%.
Table II provides the typical time required by the individual
matchers for processing a sample range or the intensity image.
All of the proposed approaches are implemented in MATLAB
and run on a computer with 1 GB of RAM and a 1.66-GHz
Intel Pentium 4 CPU. It can be observed from this table that the
typical time required for 3-D feature extraction (hand geometry
and palmprint) is considerably higher than that for 2-D features.
On the other hand, the processing times for feature matching of
the two modalities (2-D and 3-D) are quite comparable. This is
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Fig. 20. CMC curve for individual matchers as well as their fusion.
TABLE I
PERFORMANCE INDICES FROM THE EXPERIMENTS

TABLE II
TIME REQUIREMENTS FOR INDIVIDUAL MATCHERS

due to the computationally simple 3-D matching metrics employed in this work. The use of parallel fusion strategy (such as
the weighted sum rule employed in this work) to combine 2-D
and 3-D matchers may considerably increase the computational
requirements of the resulting system. However, the processing
time can be reduced by employing multithreading scheme for
its implementation.
C. Discussion
This paper has presented a unified approach for hand-based
authentication that utilizes simultaneously extracted 3-D and
2-D hand features. The experimental results presented in
Section IV-B1 demonstrate that significant performance improvement can be achieved when matching scores from the
3-D and the 2-D hand-geometry features are consolidated. It
is important to note that the performance from the proposed
3-D hand-geometry features alone is comparable with those
from the identification approaches proposed in [5] and [17].
Table III provides a summary of related prior work reported in
the literature. This table also shows the performance achieved
and the size of database employed for the experiments. It can
be observed that the performance of the proposed approach (on
a relatively larger database) is quite comparable with, or better

than, related approaches reported in the literature. However,
one should also note that a one-to-one comparison of the
approaches cannot be made as these performance statistics are
obtained on different datasets, with nonstandard experimental
configurations.
The major difference between our approach and previous
studies [5], [14], [17], [44] involving 3-D hand features is that
we acquire images from the palm-side of the user’s hand. This
enables us to utilize much of the discriminatory features on
the hand including the palmprint information. Moreover, the
proposed approach for 3-D hand-geometry-based verification
takes into account limited variations in hand pose (rotation
of the hand in the 3-D space). While image plane rotations
(around axis) are normalized by the finger extraction algorithm, out-of-plane rotations (only around axis) are handled
by the sliding approach (refer to Section III-B2) employed in
the 3-D finger matching stage.
However, the current approach may fail in the presence large
out-of-plane rotations of the hand and also in the case of considerable finger bending. In this context, our approach makes the
assumption that the user is cooperative while presenting his/her
hand to avoid out-of-plane rotations. One way, to explicitly
handle hand pose variations and to reduce subsequent erroneous
matches, is to detect and normalize the 3-D hand pose (by
bringing it to the frontal pose). The problem of pose variation
(between a pair of 3-D hands being matched) may also be
handled by registering the acquired 3-D hands using geometric
alignment algorithms such as Iterative Closest Point (ICP). ICP
algorithm has found successful applications in identification
systems utilizing 3-D biometric traits such as 3-D face or 3-D
ear, which contain significant amount of global (structural)
information. Mean squared error (MSE) between the aligned
3-D models is often considered as the match score. However,
such approaches are not suitable for matching a pair of 3-D
fingers. This is because the global information from 3-D finger
surface is quite limited and generates poor performance due to
large overlapping of genuine and impostor matching scores.
The proposed 3-D palmprint feature representation, SurfaceCode, has been shown to be highly compact and generates more
reliable (refer to Fig. 18) performance as compared to the 3-D
palmprint approaches in [29] and [30] and thereby making it more
suitable for online applications. The experimental results (refer to
Fig.19)from ourcomparisonstudydemonstrated thatCompCode
representation outperforms eigenfingers approach [10] for finger
texture matching. Possible reason for the significantly better performance from CompCode features could be that the small inaccuracies in localization and extraction of the ROI, which are inevitable in a contact free image acquisition system, can be easily
accommodated in the matching phase of CompCode features. On
the other hand, the appearance-based approaches like eigenfingers assume perfect alignment of the pair of ROI being matched.
In addition, being a Gabor filter-based approach, CompCode may
be able to better characterize the local texture information present
on the extracted 2-D finger images.
Our experiments to ascertain the performance from the unified hand verification framework yielded promising results that
demonstrate that a highly reliable authentication system can be
developed by combining multiple features from the hand. The
motivation for such a combination arises from the fact that all
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TABLE III
SUMMARY OF RELATED APPROACHES FOR HAND-GEOMETRY AUTHENTICATION

EER has been approximated from the ROC plot reported in the paper.
System acquires hand images in a contact-free manner.

the hand features considered in this work have been simultaneously extracted from a pair of 3-D and 2-D hand images, acquired from the presented hand. Although 2-D hand biometrics
may seem superior in terms of accuracy (refer to Table I), there
are a number of inherent limitations (for example, performance
deterioration due to hand pose variations and high vulnerability
to spoof attacks) that has been plaguing the traditional 2-D hand
biometrics. It has also been demonstrated in the literature that
the 2-D hand biometric systems can be circumvented effortlessly using fake hands fabricated using paper. Therefore it is
judicious to combine the simultaneously extracted 2-D and 3-D
hand features in order to achieve significantly low error rates
as well as increased robustness. It may be noted that our approach does not utilize fingerprint features on the hand since
the extraction of fingerprint features requires higher resolution
(500 dpi or more) images. The system developed by Rowe et al.
[43] acquires images of the hand placed on a platen and com-

bines multiple hand features including hand geometry, fingerprint, and palmprint. However, since we acquire hand images
in a contact-free manner, the fingerprint modality is not suitable
to be integrated in to our framework of touchless hand authentication. The development of 3-D fingerprint and touchless fingerprint systems has been recently investigated and, therefore,
these features can be possibly integrated in to the framework in
the further extension of this work.
One of the major drawbacks of the hand-geometry systems
has been the high degree of vulnerability of these systems to
spoof attacks. Researchers [21] have demonstrated how easily
a commercial hand-geometry system can be circumvented. One
of the simplest ways to overcome this problem is to utilize multiple (available) features on the hand (such as the one presented
in this paper). Such an approach invariably leads to increased
robustness against various kinds of attacks directed at circumventing the system. In fact, even the hand-geometry system (uti-

1026

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 6, NO. 3, SEPTEMBER 2011

lizing 3-D hand-geometry features) presented in this paper is
more robust to sensor level attacks (with fake hands) than a
traditional 2-D image-based hand-geometry system. This is because, our approach explicitly captures finger surface information and, therefore, it is highly unlikely that an attacker can
fabricate fake hands good enough to circumvent the system,
without user’s cooperation.
V. CONCLUSIONS
This paper presented a new approach to achieve reliable personal authentication based on simultaneous extraction and combination of multiple biometric features extracted from 3-D and
2-D images of the human hand. The proposed approach acquires
hand images in a contact-free manner to ensure high user friendliness and also to avoid the hygienic concerns. Simultaneously
captured range and intensity images of the hand are processed
for feature extraction and matching. In order to extract discriminatory information for 3-D hand-geometry-based biometric authentication, we introduced two representations, namely, finger
surface curvature and unit normal vector. The proposed 3-D
hand-geometry features explicitly capture curvature variation
on the cross-sectional finger segments. Simple and efficient metrics, capable of handling limited variations in the hand pose, are
proposed for matching a pair of 3-D hands. We also introduced a
new feature representation, namely, SurfaceCode, for 3-D palmprint which achieves better performance than the one in [29]
and results in significant reduction in template size. Our experimental results on a database of 177 subjects demonstrate that
the 3-D hand-geometry features have high discriminatory information for biometric verification. In addition, the experimental
results presented in this paper further demonstrate that significant performance improvement can be achieved by combining
the 3-D hand-geometry information with the 2-D hand-geometry features extracted from user’s 2-D hand images.
Besides hand-geometry information, other hand biometric
features such as 2-D palmprint, 3-D palmprint, and 2-D finger
texture can also be simultaneously extracted from the acquired
images. Therefore, we investigated the potential of integrating these hand-based features into our unified framework
and obtained the best performance when all of the features
are combined. Although combining these hand features is
a straightforward task, there is actual need to quantify the
performance improvement that can be achieved by such combinations, especially in the touchless imaging setup. Moreover,
all hand biometric features considered in this work can be
simultaneously extracted from the acquired images with little
additional cost for imaging. Therefore, it is prudent to combine
all available biometric features.
Slow acquisition speed of 3-D imaging device, such as Vivid
910 3-D digitizer employed in this work, limits the online usage
of the proposed system for the civilian applications. This limitation can be potentially overcome by acquiring 3-D data with
alternative imaging technologies, such as stereo imaging, which
is part of our future work. Also, the 3-D digitizer employed in
this work is quite expensive and large in size. However, customized low-cost and compact 3-D scanners can be developed
(similar to the one developed for 3-D fingers in [5] or for 3-D
palm in [29]) to overcome this problem. Future work would also
involve increasing the size of the current hand image database

and exploring more feature sets for 3-D hand-geometry-based
authentication. We are currently investigating the possibility of
combining the proposed 3-D finger feature representations at the
feature level. It would also be interesting to assess the vulnerability of the proposed 3-D hand-geometry approach to sensor
level attacks using fabricated hand models and is suggested for
future work.
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