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ABSTRACT
Iris recognition has emerged as one of the most promising
contactless biometrics technologies to provide automated
human identification. Several national ID programs, such as
Aadhar in India, incorporate iris biometrics to provide
unique identity to millions of citizens. Therefore it is vital
that integrity of such large scale iris deployments must also
be safeguarded. Iris recognition technologies are
increasingly becoming susceptible to sophisticated sensor
level spoof attacks. This paper details the development of a
new anti-spoofing approach which exploits the statistical
grey-level dependencies in both the localized and global eye
regions surrounding iris. We present experimental results on
publicly available fake iris image database. The correct
classification rate of 99.75% is obtained from the developed
spoof iris detection approach using 1200 real and fake iris
images and rom a publicly available database.
Index Terms— Biometrics, iris recognition, spoof iris
detection, iris liveness detection.

database. The developed spoof iris detection approach
analyzes the image features such as intensity distribution,
randomness of the iris texture, edge strength which is
computed from the localized iris and periocular/ocular
regions. In addition, the developed approach also exploits
the texture spectrum computed from the entire eye image,
which can provide more effective descriptor for eye images
which have failed to pass through the segmentation stage.
The developed spoof detection approach achieves the
correct classification rate of 99.75% to classify 1200 real
and fake images from a publicly available database. It is
worth noting that such spoof iris detection approach is
considered a software-based technique and therefore does
not require specific/additional device for the spoof
detection. In addition, the customization and optimization of
the spoof iris detection algorithms in order to adapt to more
complex spoof iris problems can be conveniently performed.
The remainder of this paper is organized as follows. In
Section 2, the proposed automated spoof iris detection
approach is described. In Section 3, the experimental
protocol and the achieved results are presented. Section 4
summarized the key conclusions from this paper.

1. INTRODUCTION
Iris recognition has been regarded as one of the most
promising technologies to provide reliable human
identification [1]. Iris recognition is now essential
component of large scale biometrics identification for social
benefits, e. g. iris biometrics in used in the Aadhar project to
provide reliable identification for millions of citizens [2].
Therefore, the integrity of such large scale iris recognition
system must also be ensured to avoid the potential threats
[12] such as spoofing attacks, e.g. [3], which can pose
vulnerability to the iris recognition systems. Ref. [4] shows
the feasibility of using high quality printed iris images to
compromise the iris recognition system. Such spoofing
attack technique uses the synthetically generated iris images
printed using high quality printing devices, and present to
the iris acquisition device in attempting to deceive the iris
recognition system. Recent efforts such as those detailed in
[10]-[11] shows more sophisticated threats emerging from
the usage of textured cosmetic lenses that present altered iris
texture to the iris acquisition system which can potentially
compromise the deployed iris recognition systems.
In this paper, we address the first type of the spoofing
attack problem which is to identify the high quality printed
spoof iris images. Fig. 1 shows some sample images of the
real and fake (spoof) iris images from a publicly available
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Figure 1: Samples of (a) real and (b) fake iris images.

Figure 2: Block diagram of the developed spoof iris detection approach.
2. METHODOLOGY
The block diagram for our approach for spoof iris detection
is shown in figure 2. The developed approach not only
computes the features from the region of interests as shown
in Fig. 4, but also simultaneously computes the descriptors
which can account for grey-level distributions in the entire
image. The feature computed from the entire image is
essential part of our strategy, especially when either of the
following two common scenarios are encountered: (i) when
the iris segmentation algorithm fails to localize the pupillary
and limbic boundaries, (ii) pupillary and limbic boundaries
have been successfully localized, but the segmented iris
image has failed to pass the image quality assessment.
In this work, we employ an efficient iris segmentation
approach as detailed in [5] to localize the pupillary and
limbic boundaries. Such iris segmentation algorithm firstly
searches for the continuous pixels for which the intensity
values are lower than a predefined threshold. The algorithm
begins to search for the circular boundary of pupil if the
total number of such continuous low intensity pixels
satisfies the predefined minimum length for the pupil. The
pupil is approximated with the circle which produces the
strongest edge strength. The iris boundary can be
approximated similarly as to pupil by searching for the
circle which produces the strongest edge strength. Fig. 3
shows some sample segmentation results obtained from
such segmentation algorithm. The edge strengths (iris and
pupil scores) of pupil and iris obtained from the
segmentation algorithm are used to decide if the iris image
has been successfully segmented. The edge strength of the
fake iris images is usually weaker as compared to the real
ones due to the printing quality, as can be observed from the
sample images in Fig. 1. It is worth noting that most of the
fake images can pass through the segmentation stages, and
only those with the extremely weak edge scores are rejected
(classified as fake images) [4].
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Figure 3: Sample segmentation results for (a) real (b) fake
images.

Figure 4: Region of interests (R1, R2 and R3) in acquired
images where the features are automatically computed.

Table 1: Summary of features computed from different
region of interests in the acquired images.

Table 2: Key purpose of features used in measurements.

operator is applied to each of the patches. It can be observed
that from Fig. 1 the printed iris images carry least textural
information as compared to the real iris images. Fig. 5
shows two samples of the texture spectrum computed using
LBP operator for the real and fake iris images, respectively.
Two neural network classifiers are respectively trained to
classify the extracted regional and global (whole image)
features. The confidence scores as simultaneously returned
by the classifiers are combined to make the final decision
whether the acquired image belong to the real or the fake
iris image category.
3. EXPERIMENTS AND RESULTS

There are three regions (see Fig. 4), R1 (ocular), R2 (iris)
and R3 (pupil), that we consider in the feature extraction
stage for those successfully segmented iris images. Table 1
summarizes the image features computed from each of the
respective region and the purposes of the features are briefly
descripted in Table 2. Mean, standard deviation, median,
kurtosis and skewness are used to descript the intensity
distribution from regions R1, R2 and R3. The pupil and iris
scores which obtained from the segmentation stage are
served to measure the edge strength of the pupillary

The effectiveness of proposed spoof detection strategy is
ascertained using experimental results on publicly available
spoof or fake iris database. We performed experiments on a
publicly available real/fake iris database (ATVS-FIr) [6]
which consists of 1600 real and fake iris images (800 from
each real/fake category) acquired from both eyes of 50
subjects (100 classes*). In this database, four images were
acquired from each eye in two different sessions.
Table 3: Numbers of the training and testing images
employed in the experiment.
Number of
images/classes

Training

Testing

400 (real and fake) /
25

1200 (real and fake) /
75

The fake iris images were acquired using the similar device
from high quality printed images of the original samples. In
this paper, we follow the protocol as described in [9] for our
experiments and these protocols are summarized in Table 3.
In the training phase, the 400 real and fake images from the
first 25 classes are employed to train the neural network
classifiers using the features as described in Section 2. The
remaining 1200 real and fake images are used in the testing
phase to ascertain the classification performance of the
developed approach.
.
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Figure 5: Texture spectrum as computed using LBP for (a)
real (b) fake iris images.
and limbic boundaries. The radius ratio measures the ratio of
the pupil radius to the iris radius. In order to efficiently
compute the features from the entire image, the local binary
patterns (LBP) operator which used to measure the texture
spectrum is employed [7], [8]. The input image is divided
into non-overlapping patches of size 80×80 and the LBP

(1)

We use the Average Classification Error (ACE) as defined
in equation (1) as the performance metric to evaluate the
classification performance of the developed approach [9].
The False Living Rate represents the percentage of the
falsely classified fake iris images as real, while the False
Fake Rate represents the percentage of falsely classified real
iris images as fake category. The developed approach
achieves 0.25% in the ACE, or 99.75% in the Correct
Classification Rate (CCR), to classify the 1200 real and fake
iris images from ATVS-Fir database. There are total three

*

Left and right iris/eye images are treated as different classes.

out of the 1200 images which were falsely classified and
such images are shown in Fig. 6.

considered in our approach use robust descriptors for the
intensity distribution, texture randomness, edge strength,
and texture spectrum to estimate the authenticity of the iris
images. The superiority of the developed approach has been
ascertained using a publicly available real/fake iris database,
and achieves the ACE at 0.25% (or 99.75% in CCR).
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