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Abstract— The deployment of fingerprint sensors is increasingly 
becoming common and has now gained high user acceptance. 
However, fingerprint sensors are susceptible to spoofing using 
artificial materials or in worst case to the dismembered fingers. 
Fake/gummy fingerprints have shown to fool most commercial 
fingerprint systems. This paper proposes a new method of 
anti-spoofing using reliable liveness detection. The proposed 
method of liveness detection is based on the principle of pulse 
oximetry and involves the source of light originating from a probe 
at two wavelengths. The light is partly absorbed by haemoglobin, 
by amounts which differ depending on whether it is saturated 
with oxygen or deoxygenated haemoglobin. We then perform the 
computations for the absorption at two wavelengths to estimate 
the proportion of haemoglobin which is oxygenated. The 
computed percentage of oxygen in the blood, along with the heart 
pulse rate, determines the liveness of the enrolled biometric. Our 
experimental results demonstrate that the developed prototype 
can successfully thwart the spoof attacks (including those based 
on dismembered fingers).    
 

Index Terms— Antispoofing, biometrics, fingerprint 
antispoofing, liveness detection, pulse oximetry. 

I. INTRODUCTION 
ecent research and tests have show that with 
negligible-to-modest effort, many leading biometric 

technologies are susceptible to attacks in which fake 
fingerprints, static facial images, static iris images can be used 
successfully as biometric samples. These fraudulent samples 
are processed by the biometric system to generate templates 
and to verify enrolled individuals. Methods of attack include 
fashioning fingerprints from gelatin, superimposing iris images 
atop human eyes, and even breathing on a fingerprint sensor.  
All biometrics are vulnerable to spoofing from the smartly 
faked copies. 

• Hand Geometry and Palm print acquisition devices 
can be easily spoofed. 

• Biometric samples are vulnerable to spoof attacks and 
should no longer be considered a secret. 

• The survival of biometric identification technologies 
will depends on its ability to reject fake samples. 

The answer to the above problems lies in Liveness Detection 
Countermeasures. In general, a biometric system may have to 
cope up spoof attacks at two levels; sensor level and data level. 
The data level attacks involve spurious transmission of the 
sensed data, template data or matching score data at key 
intersections to achieve the favorable decision [32]. The 
imposter attacks at data level are not considered in this work. 
The objective of our work is to introduce a new capability in the 
biometric system to detect during enrollment and identification 
or verification, whether the biometric sample presented is alive 
or not. Furthermore, since our system is designed to protect 
against the attacks from artificial fingerprints, it must also 
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check that the presented biometric sample belongs to the live 
human being who was originally enrolled in the system and not 
just any live human being. Many users believe that the current 
biometric systems can detect liveness in the presented 
biometric. Some manufacturers of biometric system also claim 
to have liveness detection in their system. It has however been 
shown that fingerprint systems can be fooled with artificial 
fingerprints, that static facial images can be used to fool face 
recognition systems [23], and that static iris images can be used 
to fool iris recognition systems [5]. 

A. Prior Work and Motivation 
The fingerprint of a person enrolled in a database is easy to 

acquire, even without the user’s knowledge and cooperation. 
The latent fingerprint impressions on the daily-use products or 
on sensors of access control may itself be lifted and used as 
templates [4]. Successful experiments in creating fake fingers 
and spoofing commercially available fingerprint sensors have 
been reported by Putte and Keuning [8] and by Matsumoto et al. 
[25]. Schuckers [13] has presented a detailed study on the 
detection of liveness and fake biometric samples for the 
fingerprint based systems. Uludag and Jain [14] use hill 
climbing approach to synthesize target feature templates that 
can guarantee positive identification in small number of 
attempts. Moon et al. [22] have analyzed surface coarseness of 
high resolution fingerprint images and proposed wavelet based 
approach for liveness detection. Another texture analysis based 
liveness detection test for fingerprint images is reported in [25]. 
Recently, Antonelli et al. [21] have proposed the detection of 
fake fingers from the video analysis of distortion pattern 
generated on the surface.  

Researchers have suggested several liveness 
countermeasures to avoid sensor level spoof attacks: finger 
response to electrical impulse [17], finger temperature and 
electrocardiographic signals [15], and time varying 
perspiration patterns from fingertips [3]. Despite variety of 
these suggestions only few have been implemented [24] and 
there has been no investigation to ascertain the effectiveness of 
these approaches in liveness detection for fingerprint devices. 
 The measurement of the percentage of oxygen in the blood 
has been known in the literature [26]-[27] and used in the 
medical measurements. However, there has not been any 
systematic study to illustrate its usefulness/effectiveness as an 
antispoofing technique for the fingerprint identification. 
Therefore the objective of our work was to design, develop and 
investigate the utility of oxygenated blood measurements for 
fingerprint antispoofing. We propose a low-cost, fully 
automated design that works simultaneously with fingerprint 
identification device and reliably thwarts sensor level spoof 
attempts. The developed system combines pulse oximetry with 
the fingerprint sensing and can be easily integrated to any 
existing fingerprint devices. 
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B. Proposed System 
The block diagram of the proposed anti-spoofing system 

using online liveness detection is shown in figure 1. The 
estimation of percentage of the oxygen saturated blood, in the 
presented finger, relies on the extraction and measurements 
from the transmitted signals. The most important part of the 
system is the pulse oximeter sensor, which interacts with the 
finger while its being imaged for identification and has two 
LEDs for emitting different wavelengths of light, i.e. red (660 
nm) and near infrared (940 nm). 

 
Figure 1: Block diagram of proposed anti-spoofing system 

The pulses generated by the timing and control circuit are given 
to the driver circuit, which drives the two sources of light. 
These sources are excited alternatively at high speed. The 
matched photo detector detects the reflected light and the   
corresponding    photo current is converted   into voltage by   
current to voltage converter.  The voltage signal corresponding 
to each of the received light frequencies is separated by channel 
separation mechanism, which synchronizes the sampling of 
signals with the excitation of corresponding emitters. The 
separated signals are filtered to remove noise and unwanted 
high frequency components and are further processed to get the 
AC and DC components in each signal. These components are 
used to estimate R, which we refer as Liveness Factor in this 
paper. The Liveness Factor is essentially the representation of 
the proportion of oxygen saturated blood (SpO2%) and is 
detailed in the following section. The magnitude of R is 
compared with the threshold to decide the liveness of the 
introduced biometric sample.  

II. LIVENESS DETECTION 
The liveness detection method proposed and implemented in 
this paper is based on pulse oximetry, in which the saturation of 
oxygen of haemoglobin is measured; heart pulse from the tip of 
the finger is detected; and used as liveness detection measure. 
The absorption of visible light by a haemoglobin solution 
varies with oxygenation. This is because the two common 
forms of the molecule, oxidized haemoglobin (HbO2) and 
reduced haemoglobin (Hb) have significantly different optical 
spectra in the wavelength range from 500 nm to 1000 nm [2]. 
The oxygen chemically combined with haemoglobin inside the 

red blood cells makes up nearly all of the oxygen present in the 
blood. The oxygen saturation SpO2 is defined as the ratio of 
oxyhaemoglobin (HbO2) to the total concentration of 
haemoglobin present in the blood. 
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The arterial SpO2 is a parameter measured with oximetry and 
is normally expressed as a percentage. The difference in the 
absorption spectra of HbO2 and Hb can be utilized for the 
measurement of arterial oxygen saturation in vivo. The 
wavelength range between 600 nm and 1000 nm is also the 
range for which the attenuation offered by the body tissues is 
minimal. If we assume that the transmission of light is only 
influenced by the relative concentrations of HbO2 and Hb, and 
their absorption coefficients at the two measurement 
wavelengths, then the intensity of light transmitted through the 
arterial blood decreases logarithmically with path length, as 
illustrated by the Beer-Lambert law [6]. If the artery is of length 
la through which light, initially of intensity Iin(t) is passed, then 
this law suggests that: 
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where, C0 is the concentration of oxyhaemoglobin (HbO2), Cr is 
the concentration of reduced haemoglobin (Hb), αon is the 
absorption coefficient of HbO2 and αrn is the absorption 
coefficient of Hb at wavelength λn. The I1(t) and I2(t) represent 
the intensity of light at wavelengths λ1 and λ2 respectively.  

With the light at 660 nm, deoxygenated haemoglobin has a 
higher absorption, whereas at 940 nm, oxygenated 
haemoglobin has a higher absorption. Once the absorption 
levels are detected, it is possible to determine the ratio of the 
absorption between the deoxygenated and oxygenated 
haemoglobin at the different wavelengths. The photons from 
the emitter pass through the skin. Although, some scattered 
light escapes through the finger, it will be assumed that the light 
emitted is absorbed solely by the anatomy of the finger and the 
photo detector [5]. 
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where, I0(t) is the original intensity of the light, ε(λ) is the 
extinction coefficient of absorbability at a specific wavelength 
λ, c is the concentration of the substance absorbing the light, 
and d is the optical path length. The pulsatile flow of arterial 
blood occurs at the cardiac cycle systole phase and the light 
absorption varies proportionately to the flow of blood. This 
varying component due to absorption of light through tissue is 
called the pulsatile component and it is the AC component and 
represents the difference in absorption of light by oxygenated 
and deoxygenated haemoglobin of the arterial blood. The DC 
component in the reflected signal is affected primarily by the 
absorption of light due to tissue bed, venous blood, non 
pulsatile arterial blood and the intensity of the light from the 
incident source, ambient light. The number of beats per minute 
is also calculated, yielding the pulse rate. 
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Figure 2: Microcontroller integration with serial and sensor interface 

III. DESIGN AND IMPLEMENTATION 
The initial design of the proposed prototype device for liveness 
detection employed analog approach. However, with analog 
components the response of the device was very sluggish, due 
to the slow charging of the capacitors at the low pass filter 
stages, and the complexity of the device was high to extract a 
low amplitude biomedical signal in the presence of noise. In 
order to account the phase shift between the red and infra-red 
signals peak detectors were employed. This resulted in slow 
response time of the system as the capacitors charged to their 
peak value had to comeback to a lower voltage level.  In order 
to speed up the response and to facilitate the integration with a 
fingerprint sensor, the final implementation (figure 2) was 
initiated using a microcontroller that had most of the 
instructions implemented as single cycle instructions.  

Several fingerprint devices are standalone USB devices so 
the microcontroller (MCU) with this type of interface was 
preferred for easy integration. The AVR microcontroller 
AT90USB1287 [10] was found suitable for implementation as 
it is having an USB and RS232 interface, along with sufficient 
programmable Flash memory (128K) and on-chip EEPROM 
(8K) for complete data acquisition and processing. An on-chip 
bootloader permits very quick firmware download from a PC, 
without using a parallel programmer or dedicated hardware. In 

System Programming (ISP) of the chip entails to update the 
software using simple two wire serial interface to connect to a 
PC, without the need to remove the controller or use some 
dedicated programming hardware.  

A. Signal Acquisition  
We implemented the entire steps of signal processing for the 

acquired signals in digital domain to effectively and quickly 
filter the associated noise. The fast Pulse Width Modulation 
(PWM) mode of AT90USB1287 [10] provides a high 
frequency PWM waveform generation option. The PWM 
channel 1 with the Timer1 is programmed by loading the 
Output Compare Registers (OCR1A and OCR1B) to generate a 
PWM pulses with ON time of 500 µs and OFF time of 7500 µs, 
the clock count is started with the time period of 7500 µs.  
Emitter of the sensor gets the excitation signal from the PWM 
output at I/O port pins PB6 and PB4 of AT90USB1287 (figure  

2). In order to increase  the  intensity  of  light  that  the emitter 
of the pulse oximeter sensor can emit, an increased mount of 
current is passed through the sensor for a short duration of time 
(ON time) with the help of driving transistor. The timer pulses 
(figure 3) are given to the base of the driving transistor through 
a series capacitor, which acts as a high pass filter, to protect the 
sensor emitter from being spoilt by controller hang-up. 
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Figure 3: Implementation of PWM and signal acquisition 

The matched photo detector detects the light in the range 
300-1100 nm and it has its peak response at 660 nm and 940 nm. 
The signal from the matched photo detector corresponding to 
red (660 nm) wavelength light has to be separated from the 
infra-red (940 nm) wavelength light without interference. This 
is achieved by synchronization between the emitter excitation 
and the acquiring of received signal at the output of photo 
detector. The time duration between the 660 nm pulse and the 
940 nm excitation pulse is 500 µs with 660 nm pulse followed 
by 940 nm. The photo current is converted into voltage by a 
current to voltage converter. This voltage signal comprises of 
high frequency components, i.e., signals due to noise induced 
by ambient light. The high frequency noise is removed by low 
pass filtering with a cutoff frequency of 1.59 kHz.  The signal 
after low pass filtering is given to one of the ADC channels 
with a buffer in between to decrease the effects of loading the 
output signal by ADC of the controller. The on-chip ADC is a 
successive approximation analog to digital converter, with a 
reference voltage of 2.56 V and a conversion time of 70 µs. 

B. Finger Presence Detection 
The detected signal from the photo detector is measured after 

every 8 m sec and the sampled ADC value is compared with the 
fixed threshold value of 0x1FF (1.28V). If the signal acquired 
is below the threshold voltage level, the finger is present and 
the status is marked as PRESENT, the periodic sampling of 
signal by ADC starts and at the same time fingerprint sensor is 
enabled. 

C. Synchronization of Red and IR Signal Acquisition 
The Red and IR signals are acquired by the controller at the 

ADC channels by starting conversion only at the occurrences of 
the corresponding PWM pulse. This ensures that the detector 
detects the transmitted light from the fingerprint sample only at 
the Red and IR excitation pulses at the emitter, and is in 
synchronization with the transmitted signal. This makes it 
almost impossible for the attacker to pulse and synchronize a 
pair of infra-red and red LEDs underneath the gummy 
fingerprint and successfully spoof the system. 

D. Ambient Light Removal 
The detector output sample is taken just before every PWM 

pulse (red and IR) and digital signal level is subtracted from the 
very next digital values of the analog signal measurements 
taken at pulse intervals when the emitter is excited. 

E.  D/A conversion using PWM 
The TIMER0 of the microcontroller is configured to change 

the time interval of the generated PWM pulses, which 
corresponds to the analog values read at the ADC input. When 
this PWM pulse output is passed through low pass filter we get 
the analog equivalent of the original signal being acquired. 

F.  Filtering 
The filtering is required to eliminate high frequency noisy 

components and extract low frequency signal of our interest. In 
our implementation, a low pass digital filter which makes the 
averaging of 10 neighborhood samples was employed.  

∑
=

−=
9

0
)()()(

k
knhkxnz                                              (4) 

where z(n) is the filtered sequence, x(k) is the input sequence, 
and h(n) is the impulse response of the low pass filter. The 
samples from the acquired signal are also reproduced in figure 
7. The convolution of the red and infrared sample sequence, 
with the filter sequence, generates corresponding moving 
average filtered sequences in which the high frequency noisy 
components are attenuated. 

 

IV. LIVENESS ESTIMATION AND INTEGRATION 

A. AC-DC components Extraction 
The measurements on the detected and processed signals are 

used to ascertain the percentage of oxygen saturated blood. The 
magnitude of AC and DC component measurement in the 
filtered samples, for red (660 nm) and infrared (940 nm), 
requires measuring the minimum and maximum values of the 
corresponding sample sequences. The difference of minimum 
and maximum is calculated and this is the peak to peak 
amplitude of each sequence. The average of the minimum 
values of the samples in each case is calculated for both the 
sequences which represent the absorption of light due to tissue, 
fat and non pulsatile part of the haemoglobin. 

The peak-to-peak amplitudes (Vpp) correspond to the AC 
component of the signals and some part of the DC components. 
These are calculated as follows:  

π/ppmindc VVV +=  and 2/ppac VV =                      (5) 

where, Vac and Vdc represent the measured AC and DC 
components of the samples. 

B. Calculation of R 
The estimation of the oxygen saturated blood, i.e. SpO2%, 

uses classical approach under assumption of a homogenous 
Beer-Lambert transmission model cited in section II. The two 
equations in (2) are solved to compute SpO2 [29]: 
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where, )( 1λε o
 and )( 2λε o  are the extinction coefficient of 

absorbability for oxygenated hemoglobin at wavelengths λ1 
and λ2 respectively, while )( 1λε d

 and )( 2λε d  are the 
corresponding extinction coefficients for the deoxygenated 
hemoglobin. Note that even though equation (6) is the required 
solution for SpO2, both k and R are functions of unknown 
optical properties of the tissue. The quantity R is the ratio of the 
logarithmic derivatives of the received intensities, or 
equivalently the ratio of the normalized derivatives;  
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In order to determine the Liveness Factor R, from the pulsatile 
light intensities to non-pulsatile light intensities, the constant 
DC component of the light intensity must be factored out. The 
amplitudes of both the AC and DC components are dependent 
on the incident light intensity. Dividing the AC level by the DC 
level gives a ‘corrected’ AC level that is no longer a function of 
the incident light intensity. The ratio of the AC and DC 
components for the red (660nm) and infra-red (940nm) is 
measured with the following equation.  
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VAC and VDC are the correspondingly AC and DC components 
for red (660 nm) and infra-red (940 nm) samples.  In a 
nonturbid medium, k = 1, which is the reasonable 
approximation employed in pulse oximetry [29]. Thus the 
Liveness Factor R itself represents the saturated oxygen 
(SpO2%) in haemoglobin. An empirically derived calibration 
curve [1] for the relationship between R and SpO2% provides 
the pulse oximetry oxygen saturation level SpO2%. This 
calibration curve is employed to build a lookup table (LUT) 
illustrated in table 1. The SpO2% values for R > 2.8 
(corresponding to SpO2% < 30%) are considered non-live and 
are forced to zero. If the oxygen saturation level SpO2% is 
above 30% the introduced biometric is designated as live 
otherwise it’s treated as non-live. 

C. Liveness Integration by Negotiation 
The decision on liveness of the introduced sample by the 

liveness detection device (host controller) determines whether 
the negotiation has to be done or not. If the host controller 
decision is live then the fingerprint identification decision is 
activated and for non-live decision the integration of the 
fingerprint decisions from simultaneously captured fingerprint 
images is suspended. In the process of integration of the 
fingerprint sensor the host controller communicates with the 

fingerprint device through full-duplex serial communication 
protocol and performs the operation specified by command 
byte value in the command field of the packet sent by host 
controller. The flow chart shown in figure 4 summarizes the 
operation and the implementation of our approach. 

D. Communication with Fingerprint Device 
The fingerprint sensor is powered up by the power source of 5V 
which comes either from the USB bus power or external power 
supply.   One of the RS232 channel is connected to the serial    
interface of the host controller (liveness detection device). The 
RS-232C communication setup is with a baud rate 9600 bps (1 
start-bit, 8 data-bits, 1 stop-bit and no parity bit). The 
embedded fingerprint device employed to generate fingerprint 
matching decision uses ARM7 processor. Figure 5 shows 
snapshot of the liveness detection device developed for our 
investigation. The fingerprint device performs an action given 
by the command in the command field of the packet sent by the 
host controller. Each acknowledgement packet is compared 
with the predefined packets to determine the response from the 
finger print sensor. If the host controller gets the Identification 
Success, or Failure, or Capture Timed out from the fingerprint 
device then it determines whether the user is to be accepted or 
rejected.  

 

 
 

Figure 4: Operation of automated liveness detection and its 
integration with fingerprint device 

Table 1: Look up Table for R and  SpO2%  
R 0.4 0.6 0.8 1.0 1.2 1.4 1.6 1.8

SpO2% 100 96 90 85 80 75 68 62
R 2.0 2.2 2.4 2.6 2.8 3.0 3.2 3.4

SpO2% 56 50 43 37 31 24 16 8 
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Figure 5: Development of interfacing board 

V. EXPERIMENTS AND RESULTS 
The implementation of the proposed liveness detection module 
was carried out as detailed in section III and IV. This device 
was integrated with an embedded fingerprint matcher as 
discussed in previous section. The rigorous testing results from 
the implemented system have illustrated the success of the 
device in detecting spoof attempts.  Some of the experimental 
results and observations from the developed system are 
reproduced. 

In order to ascertain the performance of the developed 
liveness detection module, we investigated its performance on 
spoof attacks using artificial fingers. The spoof fingers are 
made using M-seal to firstly construct the fingerprint molds. 
Then the artificial fingerprint is obtained from these molds 
using the gelatin powder (using equipments from Bio Research 
Organic Laboratory, at IIT Delhi, for conditioning the surface). 
In addition to the preparation of just thin layers reproducing the 
fingerprints, we also made whole 3D fake fingers. These 
gummy fingers were made with Play-doh as in shown in figure 
6. 

 

   
 

Figure 6: Mold, Play-doh artificial finger and artificial 
fingerprint.  

 The acquired signal samples for an interval of 1.6 seconds 
for the live and non-live fingerprint samples are shown in the 
figure 7. These samples are having superimposed noise which 
causes small variation in the envelope of the signal and was 
taken care by applying sliding window averaging filter with 10 
samples to smooth the acquired signal. Figure 7 also shows the  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
corresponding filtered signals which generate reliable measure 
of the AC and DC components. In the case of a live sample, the 
presence of heart pulse along with the change in amplitude with 
the IR and Red signals results in variation of the signal.  But in 
the case of non-live fingers the pulsating nature of the signal is 
absent and the variation in the samples is very small. The AC 
values for the non-live case are not varying even with slight 
change in the position of its placement. 

Table 2 shows the Red and IR signal measurements along 
with their corresponding R and SpO2% values from the seven 
artificial fingers that simulate the spoof attacks. In order to 
ascertain the variation in signal measurements from the real live 
fingers, we gathered data from 18 volunteers (males and 
females between 17 to 58 years of age) using the developed 
device. The experimental results in table 3 suggest the regular 
variation in the AC and DC components among different 
persons from the live fingerprints. However, the relative 
change between IR and Red is quite small among different live 
fingerprints and therefore a threshold of 30% is judicious.  

The Liveness Factor R calculated using equation (8) from the 
Non-live samples is very high, i.e. more than 6, and it doesn’t 
come within the range of R values measured from the live 
samples. The AC and DC component measured from the live 
samples are highly separated from the corresponding 
measurements using non-live samples, especially with IR light 
as it is color independent and varies very little. This is despite 
the fact that the reflected light from red light is color dependent 
on the sample and changes the factor R calculated by equation 
(8). The estimated R, as expected, is in the non-live range from 
the spoof fingerprint samples and well separated (far below) 
from the threshold, which is empirically selected as 2.8 for R 
values. The corresponding SpO2% for the decision threshold is 
30% as shown in figure 8.  

 

Figure 7: Unfiltered and filtered samples from red and  
infra-red signal using live and non-live samples
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Figure 8: Live Vs Non-live estimation of SpO2% values in an 

interval of 22 seconds 
 

VI. DISCUSSION 
The selection of threshold for the estimated SpO2% is 
quite critical for the success of this approach. The SpO2% 
threshold can significantly vary in the live persons with 
their individual medical conditions; e.g. 
carboxyhemoglobin, anemia, hypovolemia/hypotension, 
hypothermia, etc [33]. Furthermore the SpO2% for the 
individuals can drastically change (up to 15%) if more 
than one of the above conditions hold simultaneously. In 
general, the theoretical value of SpO2% for a conscious 
person can go up to 70%. In addition, the operating 
environmental conditions also have a profound effect on 
the measured SpO2 values. The accurate measurement of 
the ambient light and its complete removal from the 
received signal is extremely difficult. The system could 
be kept in a completely dark room with no ambient light 
or be installed outdoor under the sun, where the 
contribution of the ambient light is quite substantial. 
Under these varied

Table 2: The AC and DC components, R value and SpO2% for Non-Live 

S. No. 
Red      
AC 

value 

Red      
DC 

Value 

IR         
AC Value 

IR         
DC Value

Red 
Minimum 
AC Value

Red 
Minimum 
DC Value

IR 
Minimum 
AC Value

IR 
Minimum 
DC Value 

Ratio R SpO2%

1 7 51 6 446 5 50 6 440 10.2026 0 
2 8 75 5 755 3 75 5 753 16.1067 0 
3 35 317 1 1012 34 317 3 1011 111.7350 0 
4 3 10 6 823 3 9 5 820 41.1530 0 
5 18 145 7 979 17 141 5 972 17.3616 0 
6 19 143 5 233 17 143 5 232 6.1916 0 
7 24 187 4 695 10 183 4 687 22.2995 0 

Average 16.286 132.571 4.857 706.143 12.714 131.143 4.714 702.143 32.1500 0 

  

Table 3: The AC and DC components, R value and SpO2% obtained for Live 

S. No. 
Red      
AC 

value 

Red      
DC 

Value 

IR         
AC Value 

IR         
DC Value

Red 
Minimum 
AC Value

Red 
Minimum 
DC Value

IR 
Minimum 
AC Value

IR 
Minimum 
DC Value 

Ratio R SpO2%

1 19 128 52 363 15 122 45 352 1.036208 85 
2 43 285 70 367 40 278 66 350 0.791028 90 
3 26 251 90 566 25 200 78 310 0.651439 90 
4 25 170 60 476 22 165 51 454 1.166667 85 
5 32 244 40 457 23 237 33 457 1.498361 80 
6 26 176 47 305 22 151 45 276 0.958656 90 
7 19 98 33 194 17 96 33 190 1.139765 85 
8 18 113 51 382 17 110 40 390 1.193129 85 
9 24 136 41 269 22 130 28 248 1.157819 85 

10 47 359 84 664 45 333 80 568 1.034885 85 
11 44 248 95 485 28 196 44 325 0.905772 90 
12 26 191 95 619 20 153 42 402 0.886966 90 
13 36 284 65 587 30 276 64 545 1.144745 85 
14 22 166 70 449 21 164 67 465 0.850086 90 
15 27 315 42 424 20 327 38 442 0.865306 90 
16 21 115 41 351 16 113 30 298 1.563309 75 
17 29 143 54 216 17 134 37 219 0.811189 90 
18 24 134 34 264 18 107 30 194 1.390694 80 

Average 28.222 197.556 59.111 413.222 23.222 182.889 47.278 360.278 1.05811 86.111
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operating conditions, the 100% linearity and high accuracy of 
the sensors cannot be assumed. Secondly, the 
movement/placement of the finger during the sampling process 
and varying magnitude of pressure applied while enrolling the 
sample induces inaccuracy in the reflected signal and the 
corresponding SpO2 value. Under strictly controlled 
environments this effect may be reduced, but it is not prudent to 
make such assumptions in general for practical purposes. 
Thirdly, the skin pigmentation and body fat also introduce 
errors in the SpO2 values measured due to varied absorption 
coefficients [31]. Due to the physical constraints beyond our 
control, our system cannot be used on the finger tips or ear 
lobes where the readings are relatively more accurate. 
 In summary, a high value of SpO2% threshold cannot 
account for significantly varying individual medical conditions 
and environmental conditions. Therefore the high value of the 
threshold will increase the false rejection rate (FRR) of this 
antispoofing system. On the other hand, if the SpO2% 
threshold is kept low, the spoof attempts have more chances of 
acceptance and thereby increasing the false acceptance rate 
(FAR) of this system.   

The liveness detection from fingerprints can also be ensured 
by acquiring the pulse, from the tip of fingers, which are 
generated from the autonomic nervous system. However, the 
problem with this approach is that it requires users to hold 
his/her fingers up to four seconds. Also, the pulse can be 
transmitted from a live finger on which a thin spoofing material 
is worn. On the other hand, the approach employed in our work 
using the pulse oximetry is fast and generate results 
synchronously with all the processing done in parallel with the 
fingerprint identification module (in about 1.5 seconds). The 
spoof attacks from a very thin translucent fingerprint worn over 
a live finger generates low-quality fingerprint image from the 
employed optical sensor. Thus the rejection of such spoof 
attacks is also dependent on the quality-checker employed in 
the fingerprint identification module. Another kind of spoof 
attack that the liveness detection system may have to cope with 
involves attacker pulsing a pair of infrared and red LEDs 
underneath the spoof finger. However, in our system these 
external pulses cannot produce the variations in AC 
components introduced by the live tissue (pulse oximetry) 
through transmission. Assuming that even if this has been 
achieved by the attacker, the main problem would be the 
synchronization of these pulses with the excitation pulses of 
our system, which is not extremely difficult to achieve even if 
the attacker has the information about the frequency of the 
employed excitation pulses. There will always be a phase 
difference between the excitation and received signals, unless 
the attacker tampers the system and takes the excitation signal 
from our system to trigger his pulses. The excitation pulses of 
the LED indicators are generated by Pulse Width Modulation 
(PWM) and the ON/OFF time of the pulse is defined by two 
16-bit registers respectively. Therefore, achieving correct 
synchronization with the excitation pulses is to find one point 
in a space of 216×216 points. The analog to digital converter of 
the micro-controller is a 10-bit ADC, to spoof the system by 
externally generating an AC component would be of the order 
of 210. Therefore, to successfully spoof the system the attacker 
has to find one point in a space of 216×216×210. Further, our 

system takes 200 samples to calculate the SpO2 value, as can be 
seen in figure 7 in the paper. This makes it a problem to find out 
one point in a space of 216×216×212×200 = 1 in 8.796E+14, 
which is certainly extremely difficult. The spectrographic 
characteristics of the live human tissue can also be used to 
ensure liveness using multispectral analysis of the finger [28]. 
However, the optical properties of gelatin artificial fingerprints 
are quite similar to human skin [30] and therefore such 
approaches are still prone to spoof attacks. 

VII. CONCLUSIONS 
A new anti-spoofing technique for fingerprint identification 
systems, using liveness detection has been proposed and 
implemented. This technique relies on the physiological 
behavior of the arterial blood volume and oxygen saturation 
level changes (principle of pulse oximetry). The oxygen 
saturation level of arterial blood (SpO2%) is measured and used 
to ascertain the liveness decision from the presented biometric 
sample. The proposed liveness detection design has been 
integrated with the fingerprint device to develop a standalone 
liveness integrated fingerprint sensor. The proposed design and 
its standalone implementation using AT90USB1287   
microcontroller  has  been  rigorously  tested. 

In order to make the device standalone, and to integrate with 
the fingerprint sensor, an interfacing programming 
microcontroller based board, as shown in figure 5, was 
developed.  The integration of this device with the fingerprint 
device is achieved by serial communication with this device 
and the decision of the fingerprint identification is being 
delivered to the host controller (AT90USB1287). The 
experimental results presented in section V, from several live 
and variety of non-live spoof fingerprint samples, have 
illustrated very high separation in the corresponding values of 
liveness factor R. The observed wide separation in the 
percentage of SpO2 confirms the reliability of the proposed 
design to thwart spoof attacks on the fingerprint identification 
device. The developed device detects the liveness based on the 
SpO2% and decides to integrate the fingerprint identification 
decisions from the live samples and deactivates the sensor for 
non-live samples. This device also displays the fingerprint 
identification status.  

A summary of prior work on fingerprint antispoofing 
techniques, presented in section I A, has suggested that there 
has not been any systematic study to illustrate the effectiveness 
of oxygenated blood measurements in detecting spoofed 
fingerprints. Although more work remains to be done, this 
paper has successfully illustrated the utility of proposed 
low-cost and fully automated design that can simultaneously 
work with any fingerprint based identification device. 
Conclusively, the developed prototype of the liveness detection 
module, which is based on the estimation of the saturated 
oxygen level in the haemoglobin, has significantly higher 
anti-spoofing reliability as compared with several image or 
illumination based approaches, e.g. [11]-[12], presented in the 
literature. Our efforts are currently focused to further 
miniaturize the developed liveness detection module. It is 
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generally believed that any countermeasures to thwart 
biometric spoof attacks can be circumvented. The success of 
method investigated in this paper depends on the effectiveness 
of the fingerprint image quality checker employed in the 
fingerprint identification module. The antispoofing approach 
developed in this paper is tailored/limited to the optical 
fingerprint sensors that generate the image using the reflection 
of light from the finger valleys. Another possible method to 
circumvent this method is to develop spoof finger that can pulse 
a pair of infrared and red LEDs with a brute force attack, 
involving combinations of varying frequency and phase 
information. Therefore future efforts should be directed 
towards the large scale comparative evaluation of the 
effectiveness of various liveness detection approaches for such 
state-of-art sensor level spoof attacks. 
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