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Abstract

Although several palmprint representations have been proposed for personal authentication, there is little agreement on
which palmprint representation can provide best representation for reliable authentication. In this paper, we characterize user’s
identity through the simultaneous use of three major palmprint representations and achieve better performance than either
one individually. This paper also investigates comparative performance between Gabor, line and appearance based palmprint
representations and using their score and decision level fusion. The combination of various representations may not always
lead to higher performance as the features from the same image may be correlated. Therefore we also propose product of surr
rule which achieves better performance than any other fixed combination rules. Our experimental results on the database of
100 users achieve 34.56% improvement in performance (equal error rate) as compared to the case when features from single
palmprint representation are employed. The proposed usage of multiple palmprint representations, especially on the peg-free
and non-contact imaging setup, achieves promising results and demonstrates its usefulness.
© 2005 Pattern Recognition Society. Published by Elsevier Ltd. All rights reserved.
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1. Introduction great need for better performance in images acquired from
unconstrained peg-free set[§] and this paper attempts to
The widespread penetration of information technology address this problem. One of the possible approaches to
into our daily lives has triggered the real need for reliable achieve higher performance is to integrate palmprint with
and user friendly mechanism to authenticate individuals. other biometrics (multimodal systems) or combine various
Personal authentication using palmprint has emerged as aclassifiers (intramodal systems) that have shown promising
promising component of biometric studi]. While palm- results in palmprint authentication. In the context of recent
print based authentication approaches have shown promis-work [6-8] on intramodal biometric systems, palmprint also
ing results, efforts are still required to achieve higher perfor- deserves careful evaluation.
mance for their use in high security applications. Prior work Earlier studies have revealed that the palmprint contains
on palmprint authentication has shown promising results on mainly three types of information, i.e., texture informa-
inked[2], scanned3], and constrainef] images, there is tion, line information, and appearance based information.
A generic online palmprint based authentication system
[4] considers only texture information while ignoring
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reliably discriminate individuals using all of the available Table 1

information. The main contributions of this pafdé®] can Methods for personal authentication using paimprint

be su_mn’_larized as f0||QWS; we propose a new palmp_rint au- Apnroach Method References
thentication system using a combination of three major rep-

resentations of the palmprint. The experimental results show Texture-based 1. Gabor filter [4,26]
that the combination of palmprint representations, on the 2. Laws mask [0l
same palmprint image, can provide better performance than 3. Discrete Fourier transform  [10]
either one individually. Secondly, this paper provides com- 4. Discrete cosine transform  [11]
parative performance between Gabor-, line- and appearance- 5. Wavelets [12.28]
based palmprint authentication approaches and their fusion

using score level fusion strategies. Thirdly, we propose a Line-based 1. Line matching [2]
new fixed combination rule, i.e., product of sum (POS) 2. Line detection (5]
rule, that can achieve higher performance than other fixed 3. Crease detection (13]

combination rules. Finally, the performance improvement 4. Morphological operators  [3]

using fusion of multiple decisions (decision level fusion)
from each of the palmprint representations, as compared Appearance-based 1. Principal component analygid]

to those from individual palmprint representation, is also 2. Linear discriminat analysis [15,27]
investigated.

2. Proposed system
1.1. Prior work
Unlike previous work, we propose an alternative approach

Personal authentication using palmprint images has re- to palmprint authentication by the simultaneous use of differ-
ceived considerable attention during the last 5 years and ent palmprint representations with the best pair of fixed com-
numerous approaches have been proposed in the literaturepination rules. The block diagram of the proposed method
[2-5,9-15] The available approaches for palmprint authen- for paimprint authentication using the combination of mul-
tication can be divided into three categories primarily on tiple features is shown ifig. 1L The hand image from ev-
the basis of extracted features; (i) texture-based approachesery user is acquired from the digital camera. These images
[4,10-12,26,28((ii) line-based approacheg,3,5,13] and are used to extract region of interest, i.e. palmprint, using
(iii) appearance-based approacfte$15,27] A detailed de-  the method detailed in Ref5]. Each of these images is
scription of these approaches is beyond the scope of this further used to extract texture-, line- and appearance-based
paper. However a summary of these approaches with the features using Gabor filters, Line detectors, and principal
typical references can be seenTable 1 Researchers have  component analysis (PCA) respectively. These features are
shown promising results on inked imagl®, images ac-  matched with their respective template features stored dur-
quired directly from the scanngB] and images acquired  jng the training stage. Three matching scores from these
from digital camera[4] using constrained pegged setup. three classifiers are combined using fusion mechanism and
However efforts are still required to improve the perfor- 3 combined matching score is obtained, which is used to
mance of unconstrained imagsg acquired from peg-free  generate a class label, i.e., genuine or imposter, for each of
setup. Therefore this paper utilizes such images to inves- the user. The experiments were also performed to investigate
tigate the performance improvement. A summary of prior the performance of decision level fusion using individual
work in Table 1shows that there has not been any attempt decisions of three classifiers. However, the best experimen-
to investigate the palmprint authentication using its multiple  ta] results were obtained with the proposed fusion strategy

representations. which is detailed in Section 4.
Several matching score level fusion strategies for com-

bining various biometric modalities have been presented in 2.1. Extraction of Gabor features

the literature. It has been shown that the performance of dif- ) )

ferent fusion strategies is different. However, there has not 1€ texture features extracted using Gabor filters have
been any attempt to combine the decisions of various score Peen successfully employed in fingerprint classification,
level fusion strategies to achieve performance improvement. andwriting recognition and recently in palmprint verifica-
The organization of rest of this paper is as follows; Section ton [4]. In spatial domain, an even-symmetric Gabor filter
2 described the block diagram of the proposed system. This IS @ Gaussian function modulated by an oriented cosine
section also details feature extraction methods employed in function. The impulse response of even-symmetric Gabor
the experiments. Section 3 details the matching criterion and filter in 2-D plane has the following general form:

the proposed fusion strategy. Experiment results and their 1(x2 2
discussion appear in Section 4. Finally the conclusions of n(x’,y") = exp[2 (2 + 2)} co92nugx), 1)
this work are summarized in Section 5. ox Oy
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Fig. 1. Block diagram of the experimental setup for personal authentication using palmprint.

Fig. 2. Spatial-domain representation of typical even symmetric
Gabor filters in six different directions.

wherex’ = x sing + y cosgp, y' = x cose — y sing, and
ug denotes the radial frequency of sinusoidal plane wave
along directione from x-axis. The space constantg and
oy define the Gaussian envelope alor@ndy-axes respec-
tively. Fig. 2 shows spatial domain representation of typical
even-symmetric Gabor masks.

In order to select Gabor filters for bandpass filtering, three
parameters have to be determined; frequemngyorienta-
tion ¢, and space constants and gy. The values ofp
only in the interval[0°, 180°] are considered, since other

In this work, the parameters of Gabor filters were empir-
ically determined for the acquired palmprint images. These
were set asyg = 1/5, andoy = oy = 4. Gabor filters with
six different values ofp(0°, 30°, 60°, 90°, 120°, 150°)
were employed. Filtering the imagé’(i, j) with the
Gabor filter hy(i, j), can be defined by the following
equation:

14,(1‘,,‘) =he(, j)*I'(, j),

w W
=YY hpk,DI'Gi—k, j—1D),
k=11=1

@

where %’ denotes discrete convolution and the Gabor filter
mask is of sizeW x W. Thus every palmprint image is fil-
tered with a bank of six Gabor filters to generate six filtered
images. Each of the filtered images accentuates the promi-
nent palmprint lines and creases in corresponding direction
i.e.,  while attenuating background noise and structures in
other directions. The components of palmprint creases and
lines in six different directions are captured by each of these
filters. Each of these images filtered images is divided into
several overlapping blocks of same size. The feature vector
from each of the six filtered images is formed by computing
the standard deviation in each of these overlapping blocks.
This feature vector is used to uniquely represent the palm-
print image and evaluate the performance.

values are redundant due to symmetry. The filter frequency 2.2. Extraction of line features

ug is selected asl/Cy), whereCy, is the average width
of prominent lines i.e., creases and principal lines. A large

Palmprint identification using line features has been re-

value ofug results in spurious creases and smaller values ported to be powerful and offers high accuracy. The extrac-

unites two nearby creases. The bandwidth of Gabor filter is

tion of line features used in our experiments is same as de-

a tradeoff between these two conflicting goals and is deter- tailed in Ref.[5]. Four directional line detectors are used

mined from the space constant of Gaussian envelope i.e.,

ox andoy. Large values oty andg, results in smooth-

ing of lines and creases but better suppression of back-

ground noise. On the other hand, smaller values,ofnd

to probe the palmprint creases and lines oriented at each of
the four directions, i.e. ®, 45°, 90° and 135. The spatial
extent of these masks was empirically fixed ag 9. The
resultant four images are combined by voting of gray-level

oy is prone to background noise and generates spurious magnitude from corresponding pixel position. The com-

lines.

bined image represents the combined directional map of



1698

palm-lines and creases in the palmprintimage. This image is
further divided into several overlapping square blocks. The
standard deviation of grey-level in each of the overlapping
blocks is used to form the feature vector for every palmprint
image.

2.3. Extraction of PCA features

The information content of palmprint image also consists
of certain local and global features that can be used for iden-
tification. This information can be extracted by registering
the variations in an ensamble of palmprint images, indepen-
dent of any judgment of palmprint lines or creases. Every
N x N pixel palmprint image is represented by a vector
@ of 1 x N2 dimension using row ordering. The available
set of K training vectors is subjected to PCA which gen-
erates a set of orthonormal vectors that can optimally rep-
resent the information in the training dataset. The covari-
ance matrix of normalized vecto®; can be obtained as
follows:

1 K
_ T
C_K .2145(17 . 3
J:

The computation of eigenvector &¥2 x N2 covariance
matrix C is cumbersome due to the memory and compu-
tational constraints. Therefore the simplified method sug-
gested in Ref[16] is adopted. Thus the eigenvectdfs=

[z1, 22, ...,z ] of the M x M matrix I" are first computed:

(4)

The eigenvectors of covariance matr, say u; (j =

r=ao'o.

1,2,..., K), are computed from the product 6f; andz;.
[ug,up,...,ugl=101,0,...,0kllz1,22,...,2k], Of
U=dZ. (5)

Each of the basis vectors in Eq. (5) is the ordered princi-
pal components of covariance mat@x These basis vectors

A. Kumar, D. Zhang / Pattern Recognition 38 (2005) 1695—-1704

3. Matching criterion

The classification of extracted feature vectors using each
of three methods is achieved by nearest neighbour (NN)
classifier. The NN classifier is a simple nonparametric clas-
sifier which computes the minimum distance between the
feature vector of unknown sampteand that of forg,, in
the mth class:

L(g, gm) =min L(g, gm)- (7)

The class label corresponding to closet training sample is
assigned to feature vectgr Three distance measures were

used in our experiments to evaluate the performance of dif-
ferent feature sets.

Li=lg—gml=Y_ 1" —gnl ®)
n
La=lg—gml?=Y_ (¢" — gi)? ©)
n
n n
Leos =1~ el =T Ln8 b (o)
8ll-lgm VX 62X, (eh)?

whereg” andg!, respectively represent thth component

of feature vector of unknown sample and thanth class.
Each of the three feature sets obtained from the three differ-
ent palmprint representations were experimented with each
of the above three distance measures (8)—(10). The distance
measure that achieved best performance was finally selected
for the classification of feature sets from the corresponding
palmprint representation.

4. Fusion strategies

The fusion strategy aims at improving the combined
classification performance than that from single palmprint

are used to compute characteristic features for each of the representation alone. There are three general methods of

training palmprint images. This is achieved by computing a
set of projection coefficients for each of the training palm-
print images, on a set df’ basis vectors. Thus the features
vectorx! = [x1, x2, ..., xg] for jth training palmprint im-
age is obtained as follows:

xi=ul©; i=12...

The set of feature vector; from training images and set
of basis vectorsi; are stored during training phase. The

combining classifiers; at feature level, at score level and at
decision level. Due to the large and varying dimension of
feature vectors, the fusion approach at feature level has not
been considered in this work. A summd20] of employed
approaches for multimodal fusion suggests that the score
level fusion of feature sets has been the most common
approach for fusion and has shown to offer significant im-
provement in performance. The goal of evaluating various
score level fusion strategies is to produce best possible per-
formance in palmprint authentication using given set of im-

ages. LetLgapor(8: &m) LLine(g- gm) andLpca(g. gm)

feature vector for every test image is computed in similar denote the matching distance produced by Gabor, Line and
manner, using Eq. (6), and used to uniquely represent the PCA classifiers respectively. The combined matching score
palmprint image. Lc (g, gm) using the well-known fixed rules can be obtained
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Fig. 3. Combining Gabor, Line, and PCA matching scores using
product of sum rule.
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Fig. 4. Hybrid fusion scheme to combine Gabor, Line, and PCA
based features.

as follows:

Lc(g, gm)

=E{Lgabor& &m) Liine(g: gm) LpcAg gm)},
(11)

where £ is the selected combining rule, i.&. represents
maximum, sum, product or minimum rule (abbreviated as
MAX, SUM, PROD and MIN respectively), evaluated in
this work. One of the shortcomings of fixed rules is the
assumption that individual classifiers are independent. This
assumption may be poor, especially for the Gabor and Line
based features. Therefore SUM rule can be better alternative
for consolidating matching scores while combining Gabor

and Line features. These consolidated matching scores can [

be further combined with PCA matching scores using PROD
rule (Fig.3) as the PROD rule is estimated to perform better
on the assumption of independent data representgtigin

The individual decisions from the three palmprint repre-
sentations were also combined (majority voting) to examine
the performance improvement. The performances of various
score level fusion strategies are different. Therefore the per-
formance from simple hybrid fusion strategy that combines
decisions of various fixed score level fusion schemes, as
shown inFig. 4, was also investigated in this work. Instead
of using fixed combination rules, the matching scores from
the training set can also be used to adapt a classifier for two
class, i.e. genuine and imposter, classification. Therefore the
combined classification of three matching scores using feed-
forward neural network (FFN) and support vector machine
(SVM) classifier has also been investigated.

1699

5. Experiments and results

The proposed palmprint authentication method was in-
vestigated on a dataset of 100 users. This data set consists
of 1000 images, 10 images per user, which were acquired
from digital camera using unconstrained peg-free setup in
indoor environmentFig. 5 shows typical acquisition of a
hand image using the digital camera with live feedback.
The hand images were collected over a period of 3 months
from the users in the age group of 16-50 years. The hand
images were collected in two sessions from the volunteers,
which were not too cooperative. During image acquisition,
the users were only requested to make sure that (i) their
fingers do not touch each other and (ii) most of their hand
(back side) touches the imaging table. The automated seg-
mentation of region of interest, i.e. palmprint, was achieved
by the method detailed in Reb]. Thus the palmprint im-
age of 300x 300 pixels were obtained and employed in
our experiments. Each of the acquired images was further
histogram equalized. Five image samples per user were
used for the training and the remaining five samples were

v

Fig. 5. Acquisition of hand images using digital camera.
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Table 2
Performance of Gabor, Line and PCA based features
EER FARTME FRRrmEe Thresholq-ME

Gabor features L1 12.11 10.93 12.80 0.199
Lo 12.38 11.58 12.80 0.056
Lcos 4.89 082 7.200 Q249

Line features Ly 9.28 3.93 12.20 0.204
Ly 10.20 5.06 11.40 0.059
Lcos 6.19 295 7.60 0190

PCA features L1 6.56 2.52 8.80 0.496
Lo 5.83 274 7.20 0111
Lcos 6.60 3.71 8.40 0.134

Receiver Operating Characterristics Using Gabor Features Receiver Operating Characterristics using Line Features

100

100
90
90 f
80
80|
70 gual=
Q: .
% 0 z 70
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40 - 50 geer
<l _
e =1
30 : 40 L"J el
” —— Lcos oo Leos
20 o £ i .
102 101 10° 10t 107 30 ' ‘ ‘ ,
102 101t 1° 10t 107

FAR FAR

Fig. 6. Comparative ROC using Gabor features. Fig. 7. Comparative ROC using Line features.

. . Receiver Operating Characterristics using PCA
employed for the testing. Thus the performance evaluation 100 ‘ : ‘

consisted of 5005 x 100) genuine matching scores and

495,00(495x 100) imposter matching scores for each of the 951

three classifiers. The performance scores were quantitatively

ascertained using (i) total minimum errofME) and (ii) 9or

equal error raté Eg ) and are quoted in percentage. 85l i
The performance for each of the individual classifiers us- «

ing Gabor, Line and PCA features is shownFRigs. 6-8 5 80 o

respectively. The goal of these experiments was to find the i

best distance measure, ik, Lo or Legs, for each of the 7 f""l

three classifiers. It can be observed fromThble 2that the 70k _,f-

distance measurkcos achieves best performance for Gabor g —- L

and Line features while distance measiigeachieves best 65 I»_!i,a'r’ —L |4

performance PCA features. Another conclusion that can be 1 Leos

made fromTable 2andFigs. 6-8 is that the Gabor features 60 161 10'0 loi 102

achieve the best performance as compared to Line- or PCA-
based featuresig. 9 shows the distribution of genuine and Fig. 8. Comparative ROC using PCA features.
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Distribution of Gennuine and Imposter Scores from three Featuresa

PCA Features

[

100 107

Fig. 9. Distribution of genuine (+) and imposter (0) matching scores
from the three classifiers.

Table 3
Performance scores from the combination rules

Egr FARTME FRRrye Thresholegye
PROD 4.6 2.44 5.00 0.172
MAX 5.00 0.70 7.20 0.249
SUM 480 1.70 5.60 0.202
MIN 560 2.05 7.80 0.104
PROD of SUM 3.20 1.04 3.60 0.179
Receiver Operating Characterristics using Fusion of Gabor, PCA and Line Features

100

85
=4
< 80
6]
5r
70 — MAX
PROD
—= SUM
65 MIN 1
— PROD of SUM
60 " i A iiaal il il i P
102 107! 10" 10! 102
FAR

Fig. 10. Comparative ROC from the fusion schemes at score level.

imposter matching scores from the test data. The quantita-
tive performance scores from the simple combination rules
and the proposed POS rule can be ascertained Traihe

3. The corresponding plots of receiver operating character-
istics (ROC) are displayed iRig. 10 Performances shown

in Table 3andFig. 10suggest that the performance of POS
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Distribution of Gennuine and Imposter Scores from three Fusion Rules

107

Product Rule

10«”

107!
i

: %
10" 192 w
Fig. 11. Distribution of genuine (+) and imposter (0) matching
scores SUM, MAX and PROD rules.

rule is the best (followed by PROD and SUM rule) and
that of MIN rule is the worst. The performance improve-
ment achieved by POS as compared to SUM, MAX, PROD
or MIN rule confirms its usefulness. The performance im-
provement due to the combination of three palmprint repre-
sentations can be observed from the comparisohabfes

2 and3, Figs. 6-8 and10. The best error rate, i.eE g of
4.89% andTME of 8.02% (from Gabor features) has been
further improved to theEgg of 3.2% (34.56% improve-
ment) andTME of 4.64% with the usage of POS rule. The
distributions of genuine and imposter scores from the SUM,
MAX and PROD rule is displayed ifig. 11

The SVM classifier with Radial Basis Function (RBF) and
Polynomial kernel with degree five was also investigated for
the fusion of matching scores. The training was achieved
with C-SVM, a commonly used SVM classification algo-
rithm [21]. The training parameterande¢ were empirically
fixed at 1 and 0.001 respectively. The performance of SVM
classifiers can be observed frdfig. 12a andTable 4 The
two-layer 3/1 FFN and three-layer 3/2/1 FFN was also em-
ployed with the fixed learning rate of 0.01. The hyperbolic
tangent sigmoid activation function was used for input lay-
ers and a linear activation function was employed for the
output layer{18]. The weights were updated using resilient
backpropagation algorithm and the training was aborted if
the maximum number of training steps reached to 1000. The
performance of score level fusion FFN can be observed from
Fig. 12 andTable 4 ComparingTables 3and 4 we can
conclude that the trainable score level fusion strategies do
not necessarily offer better performance than simple com-
bination rules for the intramodal systg@v,25]

The performance of decision level fusion and hybrid fu-
sion scheme shown iRig. 4 is illustrated inTable 5 The
operating point (decision threshold) for each of four combi-
nation rules was fixed at total minimum error. The experi-
ments were also performed for the direct fusion of decisions
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Matching Score Fusion using Support Vector Machine Classifier Matching Score Fusion using Neural Network Classifier
100 [ —~r 100 —— =
g
98 - “j_f 98 j
9% | e 9% |
% ot __‘Jr'_ a % 94 | i
O 9 C 9
90 | 90 |
88 | ——RBF Kernel A8 R — 320 FEN|
—— Doynomial Kemel I — MR |
86 i 86 | " ;
1072 10! 100 10! 10° 102 10! 10° 10
(a) FAR (b) FAR
Fig. 12. The ROC from the fusion at score level using SVM in (a) and FFN in (b).
Table 4 of computational simplicity in the proposed extraction of
Performance scores for SVM and FFN based score level fusion  Gapor features is that the size of employed even symmet-
EER FARrMg FRRrue  Thresholeye ric Gabor masks which was empirically fixed as %515
while those in Ref[4] used 35x 35 for both even/odd-
SVM-RBF 68  0.69 7.20 0.137 symmetric filters. The selection of mask size in our method
E\’g'\gﬁo'y j'g ;i; g'gg 8'32; is a compromise between computational simplicity and the
) : ’ : ’ performance. One of the shortcomings of reported perfor-
NN-3/2/1 4.6 0.91 6.60 0.087 . - . :
mance in prior wor4,22] is that the database is formed by
integrating palms of left and right and left hands. Such per-
Table 5

Performance scores from the decision and hybrid fusion strategy

Total error FAR FRR
Decision fusion 4.68 0.08 4.6
Hybrid fusion 7.95 0.05 7.9

formance is misleading as the left and right palmprint have
quite distinct orientation of textured lines and the discrimi-
nation offered is much less as compared to palmprint from
same (left or right) hand.

Why the proposed POS scheme performed better than
other combination schemes Table 2 The SUM rule has
been showifil7,23]to be useful for correlated feature spaces
in which case the errors from the classifiers are independent.

from three classifiers, i.e. in the absence of combination Thus the prior conclusions on the usage of SUM rule makes

rules. The experimental resultsTables Zand5 suggest that
the decision level fusion of multiple palmprint representa-

it most suitable for combining Gabor- and Line-based fea-
tures due to the expected correlation in their feature space.

tions can achieve better performance than those from either However, the feature space for PCA based features is highly

one individually. The FAR of the hybrid fusion scheme is
marginally improved over that from decision fusion but at
the expense of increase in FRR.

6. Discussion

independent, as compared to those from Gabor- and Line-
based features, and thus the PROD rule is argued to gain
maximally on the assumption of independent data represen-
tation. The hybrid fusion strategy examinedHig. 4 em-
ployed straightforward AND logic for the fusion of deci-
sions obtained from multiple score level fusion strategies.
The AND logic was employed to ensure high level of se-

The experimental results presented in Section 5 show curity, i.e., low FAR, since a positive authentication is only
that the significant improvement in the performance can be achieved when all the score level fusion strategies generate

achieved from the combination of multiple palmprint repre-

positive authentication. However, the tradeoff for low FAR,

sentations than those from individual representations in prior i.e., possible increase in FRR, can be justified is some ap-
work (summarized in Section 1.1). The image dataset used in plications requiring high level of securif0].

our experiments was acquired from unconstrained peg-free

setup as such images are more realistic and expected to show/. Conclusions

large variations. The feature extraction method employed in
this work using Gabor filters uses magnitude information
only from even-symmetric Gabor filters while those used in
prior work [4] uses phase information from both even/odd-
symmetric Gabor filters. Another reason for the high degree

This paper has suggested a new method of palmprint
authentication using the combination of palmprint repre-
sentations. The experimental results presented in Section 5
demonstrate that the combination of palmprint representa-
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