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1. [ 6 marks] Figure 1 shows a TLS message.

(a) (3 marks) What is this TLS message? Give evidence to suppor answer.
(b) (3 marks) What are the purposes of this TLS message?

-l Secure Socket Layer
-l 55Lv3 Record Layer: Handshake Protocol:
Content Type: Handshake (22)
version: s5L 3.0 (0x0300)
Length: 117
- Handshake Protocol:
Handshake Type:

Length: 113
version: ssL 3.0 (0x0300)
# Random

Session ID Length: 32

Session ID: 39304BF87CBDCSECDI4CETBF4D2927126407C4C7FI0A097C. ..

Cipher suites Length: 42

-l Cipher suites (21 suites)

Cipher suite: unknown (0x00ff)
Cipher sSuite: TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (0x0088)
Cipher suite: TLS_DHE_DSS_WITH_CAMELLIA_256_CBC_SHA (Ox0087)
Cipher sSuite: TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x0039)
Cipher sSuite: TLS_DHE_DSS_WITH_AES_256_CBC_SHA (0x0038)
Cipher suite: TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (0x0084)
Cipher suite: TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
Cipher sSuite: TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (0x0045)
Cipher suite: TLS_DHE_DSS_WITH_CAMELLIA_128_CBC_SHA (0x0044)
cipher suite: TLS_DHE_DSS_WITH_RC4_128_sHA (0x0066)
Cipher sSuite: TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x0033)
Cipher sSuite: TLS_DHE_DSS_WITH_AES_128_CBC_SHA (0x0032)
Cipher suite: TLS_RSA_WITH_SEED_CBC_SHA (0x0096)
Cipher suite: TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (0x0041)
cipher suite: TLS_RSA_WITH_RC4_128_mDS5 (0x0004)
Cipher suite: TLS_RSA_WITH_RC4_128_sHA (0x0005)
Cipher suite: TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
Cipher suite: TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (0x0016)
Cipher suite: TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA (0x0013)
Cipher suite: SSL_RSA_FIPS_WITH_3DES_EDE_CBC_SHA (Oxfeff)
Cipher suite: TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)

Compression Methods Length: 1

# Compression Methods (1 method)

Figure 1: ATLS message.

2. [ 6 mar ks] Figure 2 shows a TLS message sent by a server. Does this TEBrsese session
reuse? Give sufficient evidence to support your answer.



- Secure Socket Layer
=) 55Lv3 Record Layer: Handshake Protocol: server Hello
Content Type: Handshake (22)
version: s5L 3.0 (0x0300)
Length: 74
Handshake Protocol: server Hello
Handshake Type: server Hello (2)
Length: 70
version: ssL 3.0 (0x0300)
Random
session ID Length: 32
Session ID: 39304BF87CBDCSECDI4CETBF4D2927126407C4CT7FI0A097C. ..
Cipher suite: TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x0039)
compression Method: null (0)
=) 55Lv3 Record Layer: Change Cipher sSpec Protocol: change Cipher Spec
Content Type: Change Cipher spec (20)
version: s5L 3.0 (0x0300)
Length: 1
cChange cipher Spec Message
=) 55Lv3 Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
version: s5L 3.0 (0x0300)
Length: &4
Handshake Protocol: Encrypted Handshake Message

£

Figure 2: A TLS message sent by server.

3. [16 marks] (A speedy SSL) Recall that a SSL client can request to resu8felLasession. The
session can be resumed only if the session states are ptilbitghe server. However, a busy server
may not be able to keep the session states. A more logicabappris to keep those states on the
client side. In this question we are exploring such possgjbil

The idea is that after a full handshake with a SSL server,emtclihay cache some of the states that
most likely would not change in the next handshake with timeese There are 2 kinds of such states:
(a) States dependent on the server’s configurations (assarmlent authentication)
i. The server’s certificate chain, and
ii. The server’s Diffie-Hellman group (if any)
(b) States dependent on the interaction between the serdeliant

i. The preferred client-server cipher suite; and
ii. The preferred client-server compression method.

Now consider the following handshake message exchangedi@rd to establish a SSL connection
using the states kept in the previous handshaking sessamne 8s the lecture slides, we assume server
authentication using RSA.

cient Server

ClientHell o + speedy-hash
Cl i ent KeyExchange

ServerHello

[ ChangeCi pher Spec]
Fi ni shed

[ ChangeCi pher Spec]



Fi ni shed

Application Data S > Appl i cation Data

Thespeedy- hash is the hash value of the states obtained from the previoussgSiion.

(@) [ 3 mar ks] What is the purpose of sendirgpeedy- hash with the Cl i ent Hel | 0 mes-
sage?

(b) [ 3 mar ks] Explain why the client can send tl& i ent KeyExchange message immedi-
ately after theCl i ent Hel | o message.

(c) [ 4 mar ks] Explain why the server can send all the handshaking messade%low™? A
flow is an uninterrupted sequence of messages sent from @eosihe other.

(d) [ 3 mar ks] How does much this new handshaking speed up the ordinary one?

(e) [ 3 mar ks] Consider that the client includes a nonzero session ID inlhieent Hel | o
message in the new handshaking. If the server chooses tmeeaisession instead of using
the cached states on the client side, draw the resultinggrbexchange and comment on the
difference(s) between this exchange with the ordinaryieessuse.



