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1. [6 marks] Figure 1 shows a TLS message.

(a) (3 marks) What is this TLS message? Give evidence to support your answer.

(b) (3 marks) What are the purposes of this TLS message?

Figure 1: A TLS message.

2. [6 marks] Figure 2 shows a TLS message sent by a server. Does this TLS session use session
reuse? Give sufficient evidence to support your answer.
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Figure 2: A TLS message sent by server.

3. [16 marks] (A speedy SSL) Recall that a SSL client can request to resume aSSL session. The
session can be resumed only if the session states are still kept by the server. However, a busy server
may not be able to keep the session states. A more logical approach is to keep those states on the
client side. In this question we are exploring such possibility.

The idea is that after a full handshake with a SSL server, a client may cache some of the states that
most likely would not change in the next handshake with the server. There are 2 kinds of such states:

(a) States dependent on the server’s configurations (assumeno client authentication)

i. The server’s certificate chain, and

ii. The server’s Diffie-Hellman group (if any)

(b) States dependent on the interaction between the server and client

i. The preferred client-server cipher suite; and

ii. The preferred client-server compression method.

Now consider the following handshake message exchange for aclient to establish a SSL connection
using the states kept in the previous handshaking session. Same as the lecture slides, we assume server
authentication using RSA.

Client Server

ClientHello + speedy-hash
ClientKeyExchange

-------->
ServerHello

[ChangeCipherSpec]
Finished

<--------
[ChangeCipherSpec]
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Finished
-------->

Application Data <-------> Application Data

Thespeedy-hash is the hash value of the states obtained from the previous SSLsession.

(a) [3 marks] What is the purpose of sendingspeedy-hash with theClientHello mes-
sage?

(b) [3 marks] Explain why the client can send theClientKeyExchange message immedi-
ately after theClientHellomessage.

(c) [4 marks] Explain why the server can send all the handshaking messagesin 1 “flow”? A
flow is an uninterrupted sequence of messages sent from one side to the other.

(d) [3 marks] How does much this new handshaking speed up the ordinary one?

(e) [3 marks] Consider that the client includes a nonzero session ID in theClientHello
message in the new handshaking. If the server chooses to resume a session instead of using
the cached states on the client side, draw the resulting protocol exchange and comment on the
difference(s) between this exchange with the ordinary session reuse.
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