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1. [ 6 marks] (Triple Shift and Affine Ciphers) Inspired by the triple DEEBSCOMP444 student pro-
poses to strengthen the security of the classic ciphers flyiag multiple encryptions.

(@) [ 3 mar ks] For example, instead of encryptimg once using a Shift Cipher, he proposes to
encryptm three times using Shift Cipher with three different kéysk,, andks. Will this triple
Shift Cipher increase the security of the ordinary Shifth@igy

(b) [ 3 mar ks] Repeat part (a) for Affine Cipher. The three different keys(af, b;), (a2, b2),
and(ag,bg).

2. [ 6 marks] (A stream cipher) A stream cipher generates a key stream i glts a message by
exclusive-ORing it with the key stream. The receiver sid® alenerates the same key stream to
decrypt the message by performing exclusive-OR.

Consider the following stream cipher. The key stream ismgiveko, k1, k2, - - - . The values ok is
initialized by an 1V, whereas othds;s are generated by an encryption functigf).

kg = 1V
ki = E(k}, ]{31;1), fOT’i Z 1
G = pidki

One major problem with this cipher is that two different nsgges using the same IV will have the
same key stream. Consider that two different plaintgxtand P’ are encrypted by the same key
stream and they produce ciphertegtandC’, respectively.

(@) [ 4 mar ks] What kind of information does they leak out to an attacker?

(b) [ 2 mar ks] If the attacker also know® or P/, what else will he know and why?



