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· Why Multi-Biometrics                 
and What to Integrate?

· Multi-Biometrics System

· Fusion Levels

· Samples: Multi-Biometric 
Applications

OutlineOutline
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Limitations of Limitations of UniUni --Modal SystemsModal Systems

Sensor NoiseSensor Noise

Palmprint with invisible features, Fingerprint with 
scar, Voice altered by cold, etc. 

Noisy biometric data --- incorrect matching and 
rejection of valid user

�

Why Multimodal Systems?Why Multimodal Systems?
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Limitations of Limitations of UniUni --Modal SystemsModal Systems

Why Multimodal Systems?Why Multimodal Systems?

DiscriminabilityDiscriminability

Inter-Class similarity in the feature sets 
Theoretical upper limit for every biometric 

Typical results from Golfarelliet al.                
HG – 100,000, Face -- 1000

�

NonNon--Universality  Universality  

Failure to enroll using a particular biometric trait

Poor quality Palmprint from construction workers,           
Fingerprints from elderly, manual laborers

�
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Limitations of Limitations of UniUni --Modal SystemsModal Systems

IntraIntra --class variations class variations 

Variation in template data and acquired data   
-- Incorrect interaction with sensor               
-- Sensor replacement 

�

Why Multimodal Systems?Why Multimodal Systems?
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Limitations of Limitations of UniUni --Modal SystemsModal Systems

Why Multimodal Systems?Why Multimodal Systems?

Spoof Attacks Spoof Attacks 

HG from fake Hand, Fake fingerprints         
Spoof attacks more relevant in behavioral 
biometric traits, e.g. Signature, Voice

�
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High Performance by MultiHigh Performance by Multi --BiometricsBiometrics
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HighHigh Performance:                       A Performance:                       A 
WorkingWorking ExampleExample

Face MLP Voice MLP

Combined MLP
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mosaicked image
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Three Operational Fusion ModesThree Operational Fusion Modes

Parallel Mode Parallel Mode 

Simultaneous usage of multiple traits to locate the identity

Advantages – Decision also possible in absence of any 
biometric unlike for serial mode, less recognition time

�

Hierarchical mode Hierarchical mode 

Combination of classifiers in treelike structures

�

Serial Mode Serial Mode 

Output of one biometric is narrowed down before using 
next biometric 

e.g. Face and Palmprint, retrieve top Face matches and 
then use Palmprint to narrow on single identity 

�
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What to Integrate?What to Integrate?

Multiple Sensors Multiple Sensors 

Combining information from different sensors using 
same biometric 

�
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What to Integrate?What to Integrate?

Multiple BiometricsMultiple Biometrics

Face and Palmprint, Fingerprint and Face, etc.

�

PalmprintPalmprint + Hand + Hand 
GeometryGeometry Face + IrisFace + Iris
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What to Integrate?What to Integrate?

Multiple Units of Same BiometricMultiple Units of Same Biometric

Fingerprints from two or more fingers or Palmprints
from both the Palms, etc.

�

++

++

oror
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What to Integrate?What to Integrate?

Multiple Snapshots of Same BiometricMultiple Snapshots of Same Biometric

Multiple images of Face, Multiple impressions of same 
fingers, etc., can be combined during enrollment and also 
during recognition

�
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oror

++ ++

++
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What to Integrate?What to Integrate?

Multiple Representation/Matching Algorithms Multiple Representation/Matching Algorithms 
for Same Biometricfor Same Biometric

Fingerprints from two or more fingers or Palmprintsfrom 
both the Palms, etc.

�

++

Matching score from Matching score from 
texture featurestexture features

Matching score from Matching score from 
minutiae featuresminutiae features
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Multimodal Biometric SystemsMultimodal Biometric Systems

Higher Performance Higher Performance 
Multiple and Independent pieces of evidence

�

Multiple Biometric Modalities Multiple Biometric Modalities 
e.g.Face and Palmprint, Multiple Fingerprints

�

Limitations of Limitations of UnimodalUnimodal Systems Systems 
e.g.Anti-Spoofing Measure,  

�

Building a MultiBuilding a Multi --Modal Biometric Systems Modal Biometric Systems 
Increasing performance
Increasing robustness

�
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Sensors Extractors Classifiers Negotiator

Accept/
Reject

1D (wav)

2D (bmp) 

ID

Face
Extractor

Voice
Extractor

Face
Feature

Voice
Feature

Face
MLP

Voice
MLP

AND

Objective: to build a hybrid and expandable biometric app. prototype
Potential: be a middleware and a research tool
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Ex-qVoice Ex Face ExExtractors …
Different Kernels (static or dynamic)

Learning-based
Classifiers Cl-qVoice MLP Face MLP …NN, SVM,

Negotiation Logical ANDDiff. Combination Strategies. 
e.g. Boosting, Bayesian

Basic Operators
Signal Processing, Image Procesing

{LPC, FFT, Wavelets,
data processing}

{Fitlers, Histogram Equalisation, 
Clustering, Convolution, Moments}

3D2D1DData Representation

Biometrics Voice, 
signature acoustics

Face, Fingerprint,
Iris, Hand Geometry, etc.

Face
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Fusion Level: Feature level, Matching level and Decision level
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“Early integration” or “sensor fusion”
Integration is performed on the feature level
Classification is done on the combined feature vector

Features
Modality 1

Classifier

Features
Modality 2

Features
Modality n-1

Features
Modality n

Identity
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“Late integration” or “decision fusion”
Each modality is first pre-classified independently
The final classification is based on the fusion of the 
outputs of the different modalities

Features
Modality 1

Fusion

Features
Modality 2

Features
Modality n-1

Features
Modality n

Classifier
Modality 1

Classifier
Modality 2

Classifier
Modality n-1

Classifier
Modality n

Identity
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Level of FusionLevel of Fusion((Feature LevelFeature Level ))

- Fusion at Representation                                       

- Concatenate feature vectors from multiple biometric 

- Scaling of features in same range before combination

- Decision from combined feature vector

�
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Level of FusionLevel of Fusion((Feature LevelFeature Level ))

ExampleExample

-Feature Vectors from Palmprint/Face

(1 ́ N) / (1 ́ M) 

- Normalized feature vectors,             , (1 ´ (M+N))

- Concatenated/Combined feature vector

- Similarity Score using    

or

- Decision Threshold,  

/Palmf ,Facef

Palmf
~

/
Facef

~

[ ]FacePalmq ffx
~

  
~

=

qx

� �
�=

22
cq

cq
match

xx

xx
h

cqmatch xx -=h

thresholdmatchthresholdmatch hhhh <> or   

Feature LevelFeature Level
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Level of FusionLevel of Fusion((Matching LevelMatching Level ))

- Similarity Score from feature vector of each Biometric 

- User-specific (i) decision thresholds or
(ii) biometric specific weights

�
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Level of FusionLevel of Fusion((Matching LevelMatching Level ))

Fusion problemFusion problem

- Given          assign user U to one of the two possible  

classes           where    /     signifies gennuine/imposter

- Assign            if,

/             are posteriori probability for gennuine
and imposter class for given         respectively

Assuming statistical independence, estimate            

can be estimated by following simple rules -

{ }21,hh

{ }21,jj 1j 2j

xU j®

( ) ( ) ( ){ }21221121 ,,,max, hhjhhjhhj PPP x =

( )211 ,hhjP ( )212 ,hhjP

{ }21,hh

( )xp jhh 21,

Matching LevelMatching Level
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Level of FusionLevel of Fusion((Matching LevelMatching Level ))

( ) ( ) ( ){ }2121 5.0, hjhjhhj xxx PPP +=¢

( ) ( ) ( ){ }2121 ,max, hjhjhhj xxx PPP =¢

( ) ( ) ( ){ }2121 *, hjhjhhj xxx PPP =¢

Matching LevelMatching Level

Sum Rule, Sum Rule, 

Max Rule, Max Rule, 

Product Rule, Product Rule, 

More details: J. Kittler, M. Hatef, R. P. W. Duin, and J. Matas, “On combining classifiers," IEEE Trans. Patt. Anal.
Machine Intell., vol. 20, pp. 226-239, Mar. 1998. 

Weighted Sum Rule,                                              Weighted Sum Rule,                                              & & 

The weighted sumof matching scores
How to find weights?Use some performance index e.g. (FAR + FRR)

( ) ( ) ( ){ }221121, hjhjhhj xxx PWPWP +=¢ 121 =+WW

)(2
)(1

1122

11
1 FRRFARFRRFAR

FRRFAR
W

+++-
+-

=
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Level of FusionLevel of Fusion((Decision LevelDecision Level ))

- Decision from each Biometric modality 

- Combined decision using (i) Majority Voting or
(ii) User specific weights

�
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� Wide variety of standard pattern recognition 
algorithms have been used:

� Product rule

� Sum rule

� Max / Min / Median rule

� Majority vote

� k-Nearest Neighbor

� Multi Layer Perceptron

� Decision trees

� SVM
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Decision FusionDecision Fusion

Pattern Z is to be assigned to one of m possible classes

R classifiers with feature representations

Model each class      by probability density function

with a priori probability

assign if

( )mww ,,1 �

Rxxx ,,, 21 �

kw

( )kixp w

( )kP w

jZ w®

( ) ( )Rk
k

Rj xxPxxP ,,max,, 11 �� ww =
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Decision FusionDecision Fusion

Bayes rule

Product Rule

Assumption: Features are conditionally independent

assign if

( ) ( ) ( )
( )R

kkR
Rk xxp

Pxxp
xxP

,,

,,
,,

1

1
1 �

�
�

ww
w =

( ) ( )Õ
=

=
R

i
kikR xpxxp

1
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=
=

=
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Decision FusionDecision Fusion

0.00.07SVM

Maj. Vote

0.37.7Dec. Tree

0.50.0k-NN + VQ

0.08.0k-NN

0.40.0MLP

3.20.0

0.08.1Product Rule

FAR (%)

(1332 test)

FRR (%)

(37 tests)
Method
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Multimodal Multimodal BiometricBiometric SystemsSystems
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Examples of Multimodal SystemExamples of Multimodal System

Yes
FFN based fusion with 
user claimed identity 

Face, Palmprint
Kumar and 

Zhang

YesEER
Sum, Max, Median, 

Product Rule
Face, Face Profile, 

Voice
Kittler et al. 

NoROC
User-specific 

threshold, weighted 
Sum Rule

Face, Fingerprint, 
Hand Geometry

Jain and Ross 

YesTME, ROCMax Rule
Palmprint, Hand 

Geometry
Kumar et al. 

YesTME
User-specific RBF, 
weighted SUM Rule

Face, IrisWang et al. 

YesFAR, FRRFVQ, RBFVoice, FaceChatzis et al.  

YesFAR, FRRSVM, BayesVoice, Face
Ben-Yacoub et 

al. 

NoFRR, ROC
Hierarchal decision 

using combined 
imposter distribution

Face, FingerprintHong and Jain 

Touchless
Sensors

Perfor. 
CriteriaFusion StrategyBiometric ModalitiesAuthors

,1J ,2J 3J
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Other ExamplesOther Examples

Combining multiple fingerprint matching Combining multiple fingerprint matching 
algorithms for same fingerprintalgorithms for same fingerprint

- S. Prabhakar and A. K. Jain, "Decision level fusion in fingerprint 
verification," Pattern Recognition., vol. 35, pp. 861-874, 2002.

�

Combining Face and EarCombining Face and Ear

- K. Chang, K. W. Bowyer, S. Sarkar, and B. Victor, “Comparison and 
combination of ear and face images in appearance-based biometrics”, 
IEEE PAMI, vol. 25, pp.1160-1165, Sep. 2003.

�

Combining face and speechCombining face and speech
- Ben-Yacoub, Y. Abdeljaoued, and E. Mayoraz, "Fusion of face and 

speech data for person identity verification," IEEE Trans. Neural 
Networks, vol. 10, pp. 1065-1074, 1999. 

�
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Integrating Integrating PalmprintPalmprint with Facewith Face

� Unlike Fingerprint,                                             
Touchless Sensors,                                                               
Concern about SARS

� Matching level                                                 
fusion strategy using                                           
Claimed User Identity

� Performance                                                    
evaluation using two                                            
class separation                                                
criterion  
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Integrating Integrating PalmprintPalmprint with Facewith Face

Results from                                                    Results from                                                    
UnimodalUnimodal FusionFusion

�
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Integrating Integrating PalmprintPalmprint with Facewith Face

-1 -0.5 0 0.5 1

-1

-0.5

0

0.5

1

Distribution of Gennuine and Imposter Scores from Palmprint and Face

Palmprint

F
ac

e

Gennuine
Imposter

-0.660.830.70Fusion at Matching Level
-0.993.153.75Palmprint
-0.71103.04Face

Decision ThresholdFRRFAR
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Integrating Integrating PalmprintPalmprint with Facewith Face

Quantitative Performance?Quantitative Performance?

i

g

�

�
J =1

ig

ig

��

��
J

2

2
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=

22

2

3

)(

ig

ig

��

��
J

+

-
=

� , Ratiobetween average decision scores

� , Distancebetween average decision scores

� , accounts for standard deviation of decision scores, Fisher’s
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Integrating Integrating PalmprintPalmprint with Facewith Face

1J 2J 3J

0.84%
(2.09 %)

35.57
(23.78)

3.04
(2.988)

4.84
( 4.78)Fusion at Decision

3.65 %
(4.32 %)

8.61
(3.71)

2.61
(0.001)

4.38
(1.03)Palmprint

8.33 %
(8.69 %)

4.42
(2.34)

2.11
(0.002)

3.85
(1.05)Face

EER

� All performance indicators show the improvement

� Scores from       are substantially higher than those from or         
due to inclusion of standard deviation, Reliable index of performance 

� Performance index using error rates (FAR/FRR) depends on size of 
database,        fairly uniform with the variation on number of users  

3J 1J 2J

3J



COMP 435  Biometrics & Security, Spring, 2010

Lecture 13 - 47

Integrating Integrating PalmprintPalmprint with Hand Geometrywith Hand Geometry

� Palmprint and Hand Geometry can 
be extracted from a single image

� Fraud associated with Fake Hand 
in HG systems can be checked

Im a g e  A c q u is i t io n
u s in g  D ig i ta l  C a m e r a

 B in a r y  I m a g e
R o t a t io n

B in a r iz a t io n  a n d
e s t im a t io n  o f  I m a g e

O r ie n ta t io n

E x t r a c t io n  o f  H a n d
G e o m e t r y  F e a t u r e s

G r a y  le v e l  I m a g e
R o t a t io n

B in a r y  Im a g e  E r o s io n
a n d  lo c a t io n  o f  c e n te r

o f  R O I

P a lm p r in t
S e g m e n t a t io n

E x t r a c t io n  o f
P a lm p r in t  F e a tu r e s

F u s io n  b y
R e p r e s e n ta t io n

C la s s i f ie r

G e n n u in e  /  I m p o s te r

D e c is io n  b y  F u s io n

C la s s i f ie r C la s s i f ie r

G e n n u in e  /  I m p o s te r
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Integrating Integrating PalmprintPalmprint with Hand Geometrywith Hand Geometry

0.98401.41 %0 %Fusion at Decision

0.93148.34 %5.29 %Hand Geometry

0.98302.04 %4.49 %Palmprint

Decision ThresholdFARFRR



COMP 435  Biometrics & Security, Spring, 2010

Lecture 13 - 49

$����(,��������	
��
/���*$����(,��������	
��
/���*



COMP 435  Biometrics & Security, Spring, 2010

Lecture 13 - 50

Thank you very muchThank you very much
End of presentationEnd of presentation


