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Multi -Biometrics
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Why Multi-Biometrics
and What to Integrate?

Multi-Biometrics System
Fusion Levels

Samples: Multi-Biometric

Applications
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Limitations of Uni-Modal Systems

Sensor Noise

Palmprint with invisible features, Fingerprint with
scar, Voice altered by coldtc

Noisy biometric data --- incorrect matching and
rejection of valid user

Why Multimodal Systems?
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] Limitations of Uni-Modal Systems

Discriminability

Inter-Class similarity in the feature sets
Theoretical upper limit for every biometric

Typical results from Golfarelket al.

HG - 100,000, Face -- 1000
Non-Universality
Failure to enroll using a particular biometric trai

Poor quality Palmprint from construction workers,
Fingerprints from elderly, manual laborers

hy_Multimodal Systems?
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] Limitations of Uni-Modal Systems

Intra -class variations

Variation in template data and acquired data
-- Incorrect interaction with sensor
-- Sensor replacement

e S e

by Multimodal Systems?



] Limitations of Uni-Modal Systems

Spoof Attacks

HG from fake Hand, Fake fingerprints
Spoof attacks more relevant in behavioral
biometric traitse.g Signature, Voice

Put the plastic
into hot water
to soften it.

Pour the liquid
into the mold.

Press a live finger
against it.

Put it into
a refrigerator to cool.

It takes around 10 minutes. The mold It takes around 10 minutes. The gummy finger

by Multimodal Systems?
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High Performance by Multi -Biometrics

[
o
—

et TP P [Tt
Fusicn —

e
Fingerprint

70k -

o
o

Face -

Genuine Acceptance Rate (%)
T
=

M T T | M A T | M W T | ket sl M TR
1073 1072 107t 10° 10 10°
False Acceptance Rate (%)



High Performance: A
Working Example
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& Template Images
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Genuine Accept Rate(%)
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Three Operational Fusion Modes
Serial Mode

Output of one biometric is narrowed down beforagsi
next biometric

e.g Face and Palmprint, retrieve top Face matches ang
then use Palmprint to narrow on single identity

Parallel Mode
Simultaneous usage of multiple traits to locateidleatity

Advantages — Decision also possible in absenceyof an
biometric unlike for serial mode, less recognittone

Hierarchical mode

Combination of classifiers in treelike structures
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What to Integrate?

Multiple Sensors

Combining information from different sensors using
same biometric

Finger

1010919

Array of Electrodes

2021n0S Y31
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What to Integrate?

Multiple Biometrics

Face and Palmprint, Fingerprint and Faate,

Palmprint + Hand

Geometry Face + Iris



What to Integrate?

Multiple Units of Same Biometric

Fingerprints from two or more fingers or Palmprints
from both the Paimstc




What to Integrate?

Multiple Snapshots of Same Biometric

Multiple images of Face, Multiple impressions ofn&a
fingers,etc, can be combined during enrollment and also

during recognition
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What to Integrate?

Multiple Representation/Matching Algorithms
for Same Biometric

Fingerprints from two or more fingers or Palmprifitam
both the Palmstc

Matching score from Matching score from
texture features minutiae features
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Multimodal Biometric Systems
Multiple Biometric Modalities
e.g.Face and Palmprint, Multiple Fingerprints

Higher Performance
Multiple and Independent pieces of evidence

Limitations of Unimodal Systems
e.g.Anti-Spoofing Measure,

Building a Multi -Modal Biometric Systems

Increasing performance
Increasing robustness
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Diff. Combination Strategies.

e.g. Boosting, Bayesian

Learning-based
Classifiersw, swm,

Voice MLR |Face MLP
Extractors _ -

Different Kernels (static or dynami

. {LPC, FFT, Wavelets, {Fitlers, Histogram Equalisation,
Basic OperatOI’S data processing} Clustering, Convolution, Moments}
Signal Processing, Image Procesing

Data Representatic- -

Biometrics Voice, Face, Fingerprint, Face

signature acoustics Iris, Hand Geometry, etc.

Fusion Level: Feature level, Matching level and iBiea level



“Early integration” or “sensor fusion” NeW
Integration is performed on the feature level
Classification i1s done on the combined feature vector
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“Late Integration” or “decision fusion”
Each modality is first pre-classified independently

The final classification is based on the fusion of the
outputs of the different modalities

—

Fusion

New

— ldentity




Level of Fusion(reature Level )

- Fusion at Representation
- Concatenate feature vectors from multiple bioretri

- Scaling of features in same range before comlamnatsi

- Decision from combined feature vector




~OMP 435 Biometrics & Security, Spring=2e<+e

Level of FUSiOn(Feature Level )

Example
-Feature Vectors from Palmprint/Face

fPaIm/fFace’ (1, N) / (1, M)

- Normalized feature vectorSpam f.. (17, (M+N))

Face

- Concatenated/Combined feature vectr= \_FPaIm FFaceJ

- Similarity Score usingXq

Y XX,
match — > > or hmatch = HXq - XC
X: X

= DeC|S|On ThreShOId,hmatch >hthreshold or hmatch <hthreshold




Level of Fusion(matching Level )

- Similarity Score from feature vector of each Bidnwe

- User-specific (i) decision thresholds
(i) biometric specific weights




~OMP 435 Biometrics & Security, Spring=2e<+e

Level of FUSiOn(I\/Iatching Level )

Fusion problem
- Giveni{n,.,n,} assign userto one of the two possible
classe$/,/,} wheye/ .,/ signifies genninmsoster
- Assignu ® / _ If,

P(j 11.h,) = max{Pli |h.h,) P(i Hlh,h, )

Po.l‘hl’hZ)/Po.z‘hlshg) are posteriori probability for gennei
and imposter class for givn./#,}  respectively

Assuming statistical independence, estimdtes,)/ ,)

can be estimated by following simple rules -
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Level of FUSiOn(I\/Iatching Level )

Sum Rule, P(f/ X\hl,hz): O.S{PO' X\h1)+ PV x\hz)}
Max Rule, P(f/' x‘hl’hZ) = ma>{P0 x‘hl)’ PO x‘hZ)}

Product Rule, P& x‘hl’hZ):{PO. x‘hl)* P(/ x‘hZ)}

More details: J. Kittler, M. Hatef, R. P. W. Duin, and J. Matas, “On combining classifiers," IEEE Trans. Patt. Anal.
Machine Intell., vol. 20, pp. 226-239, Mar. 1998.

Weighted Sum Rule, P¢/ x\hl,/?z):{WlPV x‘h1)+W2PQ x‘hz)} & W +W, =1

The weighted sumof matching scores
How to find weights?Use some performance inder.g (FAR + FRR)

_ 1- (FAR +FRR)
' 2- (FAR,+FRR +FAR +FRR)

AagLll LLLLL LY | =\









Level of Fusion(pecision Level )

- Decision from each Biometric modality

- Combined decision using (1) Majority Votirag
(i) User specific weights







5 New

Wide variety of standard pattern recognition
algorithms have been used:

Product rule

Sum rule

Max / Min / Median rule
Majority vote

k-Nearest Neighbor
Multi Layer Perceptron
Decision trees

SVM



Decision Fusion

Pattern Z is to be assigned to one of m possible(classes )
W, W

m

R classifiers with feature representations
XX 5 XR
Model each class W« by probability density function

p(Xi‘Wk)

with a priori probability
P )
assign Z® w; if
P(Wj‘xli 1XR):mP)P(Wk‘X1’ 1XR)




Decision Fusion

Bayes rule

P | ,R\_p(xl’ ’XR‘WK)P(Wk)
(Wk‘xl X o0, .x.)

Product Rule

Assumption: Features are conditionally independent

B
p(Xl, 1XR‘Wk):O p(Xi‘Wk)
=1
assign Z® w, If

b p()g‘W )=maxP x\Wk)



Decision Fusion

FRR (%) FAR (%)
Method

(37 tests) (1332 test)
Product Rule 8.1 0.0
Maj. Vote 0.0 3.2
MLP 0.0 0.4
k-NN 8.0 0.0
k-NN + VQ 0.0 0.5
Dec. Tree 7.7 0.3
SVM 0.07 0.0




Multimodal Biometric Systems
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Examples of Multimodal System

- - ” : Perfor. Touchless
Authors Biometric Modalities Fusion Strategy Criteria Sensors
Hierarchal decision
Hong and Jain Face, Fingerprint using combined FRR, ROC No
imposter distribution
Be”'YZfOUb et Voice, Face SVM, Bayes FAR, FRR Yes
Chatzis et al. Voice, Face FVQ, RBF FAR, FRR Yes
: User-specific RBF,
Wang et al. Face, Iris weighted SUM Rule TME Yes
Kumar et al. Palmprint, Hand Max Rule TME, ROC Yes
Geometry
Face, Fingerprint User-specific
Jain and Ross ’ gerprint, threshold, weighted ROC No
Hand Geometry
Sum Rule
Kittler et al. Face, Fac_e Profile, Sum, Max, Median, EER Yes
Voice Product Rule
Kumar and Face, Palmprint FFN based fusion with 3, 3,.9, Yes

N Zhang

user claimed identity




Other Examples

Combining multiple fingerprint matching
algorithms for same fingerprint

- S. Prabhakar and A. K. Jain, "Decision level fusion in fingerprint
verification," Pattern Recognition., vol. 35, pp. 861-874, 2002,

Combining Face and Ear

- K. Chang, K. W. Bowyer, S. Sarkar, and B. Victor, “Comparison and

combination of ear and face images in appearance-based biometrics”,
IEEE PAMI, vol. 25, pp.1160-1165, Sep. 2003.

Combining face and speech

- Ben-Yacoub, Y. Abdeljaoued, and E. Mayoraz, "Fusion of face and
speech data for person identity verification,” IEEE Trans. Neural
Networks, vol. 10, pp. 1065-1074, 1999.




Integrating Palmprint with Face

Unlike Fingerprint,
Touchless Sensaqrs i

Concern about SARS D

Matching level

fusion strategy using
Claimed User Identit

Performance >
evaluation using two I

class separation @
criterion




Integrating Palmprint with Face

Results from
Unimodal Fusion

Performance evaluation for Palmprint using claimed user identity Performance evaluation for Face using claimed user identity
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Integrating Palmprint with Face

Distribution of Gennuine and Imposter Scores from Palmprint and Face
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Integrating Palmprint with Face

Quantitative Performance?

J, =—> , Ratiobetween average decision scores

2

, Distancebetween average decision scores
2

iz , accounts for standard deviation of decision scéiieher’s




Integrating Palmprint with Face

J, J, J, EER
Coce 3.85 211 4.42 8.33 %
(1.05) | (0.002) (2.34) (8.69 %)
S almofing 4.38 2.61 8.61 3.65 %
P (1.03) | (0.001) (3.71) (4.32 %)
- usion at Decision| 484 3.04 35.57 0.84%
(478) | (2.988) | (23.78) | (2.00%)

All performance indicators show the improvement

Scores fromJ, are substantially higher than tfiase J, or J,
due to inclusion of standard deviation, Reliable yndeperformance

Performance index using error rates (FAR/FRR) dépem size of
database,J, fairly uniform with the variatiommumber of users




Integrating Palmprint with Hand Geometry

| L 4

Binary Image Erosion Palmprint

Image Acquisition ‘ 3 Gray level Image ‘ 3 . ‘ i _
using Digital Camera Rotation and Iocitflc;Qnoolfcenter Segmentation

v | ” v

Binarization and

estimoartiiaonntaotfi(;?age > Birll?aortyatlirgr?ge > Clazggrr?wceti(r)yn Foefa|_|t§rneds Palrixpt:ﬁlitLoena?Jres
v H
Fusion by
Representation
v
Palmprint and Hand Geometry can Classifier
be extracted from a single image i3
Gennuine / Imposter
Fraud associated with Fake Hand Y Y
Classifier Classifier

In HG systems can be checked

v v

Decision by Fusion

v

Gennuine / Imposter




Integrating Palmprint with Hand Geometry

FRR FAR Decision Threshold
Palmprint 4.49 % 2.04 % 0.9830
Hand Geometry 5.29 % 8.34 % 0.9314
Fusion at Decision 0 % 1.41 %

0.9840




New




End of presentation
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