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Telecoms let NSA spy on calls

By Leslie Cauley and John Diamond, USA TODAY

The Mational Security Agency has secured the cooperation of large telecommunications
companies, including AT&T, MCI and Sprint, in its efforts to eavesdrop without warrants on
international calls by suspected terrorists, according to seven telecommunications
execUtives.

Michael
Havyden, former
head of the
MNSA, during a
hearing last
week on
Capital Hill.

Alex \Wong,
Getty Images

The executives asked to remain anonymous because of the sensitivity of the program.
ATET, MCI and Sprint had no official comment.

The Senate Judiciary Committee begins hearings today on the government's program of
maonitoring international calls and e-mails of a domestic target without first obtaining court
orders. At issue: whether the surveillance is legal, as President Bush insists, or an illegal
intrusion into the lives of Americans, as lawsuits by civil libertarians contend. (Related:
Committee chief says program violates law)

In domestic investigations, phone companies routinely require court orders before
cooperating.

A majority of international calls are handled by long-distance carriers AT&T, MCI and

Sprint. All three own "gateway" switches capable of routing calls to points around the globe.

ATET was recently acquired by SBC Communications, which has since adopted the AT&T
name as its corporate moniker. MCI, formerly known as VWorldCom, was recently acquired
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Aims to answer question: “Is the speaker who he/she
claims to be? ”

1-to-1 matching;

Usually deployed in 2 stages:

Enrollment Session: teach and train the system with the speaker's voice
samples (voiceprint)
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Similar to Verification System, but the user ID is not know
before.
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Flanagan. Speech Analvsis and Perception, 2nd ed. New York and
Berlin: Springer-Verlag. 1972, p. 10. Fig. 2.1. @ Springer-Verlag.)
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Pros:
Capable of leveraging telephony infrastructure

Effectively layers with other processes such as speech
recognition and verbal passwords
Generally lacks the negative perceptions associated with

other biometrics

cons:
e Potentially more susceptible to replay attacks than other

biometrics

 Its accuracy is challenged by low -quality capture devices.
Cannot use in the noise environment.

e Success of voice-scan as a PC solution requires users to
develop new habits, leading to the perception that voice
verification is not user friendly.

e Large size of template limits the number of potential
applications

* Require long training time.
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Current State I I

Analyzes the way a user signs his/her name to messu
the physical activity of signing.

It should distinguish between person’s habituatand
those that vary with almost every signing.

Two methodson-line & off-line, where wired pens &
sensitive tables are needed for on-line signature.

Feature Set

Behavioral components of the
signature, such as shape, velocity,
stroke order, off-tablet motion, pen
pressure and timing information
captured during the act of signing, e
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Global Geometric
Feature Vector
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Local Shape
Feature Vector

(Grid : 3x10)

Local Shape
Feature Vector

(Grid : 4x15)

Local Shape
Feature Vector

(Grid : 6x20)

Feature Networks
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Output
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Signature A Signature B

Matching

Signature A = Al, A2, A3,00 0, An
(Feature information of signature A)

Signature B =B1, B2, B3, 00 0, Bm
(Feature information of signature B)
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PDA Based Application

Input Signatures

|

Data Acquisition

|

Preprocessing

Enrolment

|

Feature Extraction

l

Reference Database

Comparison or

Similarity Measure

Output decision
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(Register Window) (User Signature Test Window)
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[window of revealed signaturé [window of hidden signaturg

(Signature Verification Window)
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Partner Sites

User Interface

Commerce Sites

HTTP
ASP Server SOAP
SOCK
RMI
Data Base Mobile Sites
A
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A/G : Authentication
Gate Way
G/W : Gate Way
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Credit Company

Bank
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Input Signature ACCESS
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High user acceptance since it is similar to the existing
pen based signature method.

Resistant to imposters

Leverages existing processes

Perceived as non-invasive

Users can change signatures

? 3

Inconsistent signatures lead to increased error rates
Users are unaccustomed to signing on tablets

Has limited applications

Change over time

Professional forgers may be able to reproduce signatures
Some people cannot produce stable signatures, even
successive impressions
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