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Re-Cap of Lecture 1:

• Why do biometrics ?
– Establish person identification for business, secur ity and other

online applications

– A better (in terms of convenience and robustness) s olution than 
password/token. 

• What is biometrics ?
– Every human being is unique

– Capturing the unique feature, or trait of human

– Use computer to identify the personal id with featu res/traits
– Eg.:

» Physiological: Face, Iris, Palm, Fingerprint, ..etc

» Behavioral: Gait, Signature, Voice

• How to do biometric computing ?
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Questions to think about

• What are the main benefits of using biometric 
features for security applications ?

• Name 4 popular biometric features ?
• What is the difference between physiological vs

behavioral biometrics ?
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Outline

· Biometrics Definitions
· Biometrics Systems
· Traditional Uni-Modal Biometrics
· New State of Art in Biometrics
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Biometrics DefinitionsBiometrics Definitions
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• The process by which a user’s biometric data is initially 
acquired, assessed, processed and stored in the form of a 
template for ongoing use in a biometric system

Definition:Definition: EnrollmentEnrollment

---- Some users cannot enroll because of their poor biometric signalSome users cannot enroll because of their poor biometric signal. . 
---- Normally, the systems requires to take several samples.Normally, the systems requires to take several samples.
---- System accuracy can be increased by increasing number of sampleSystem accuracy can be increased by increasing number of samples  s  
obtained in enrollment.obtained in enrollment.
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� A mathematical representation of biometric data -
Skeletonized features of a detailed image and typical 
values of biometric indicators of an individual. 

� Template update over time, which can be stored in 
central database, mobile devices and smart cards.

� Template sizes
-- Hand geometry 

9 bytes
-- Iris recognition  

512 bytes 
-- Voice verification 

1500 bytes 
-- Facial recognition 

500–1000 bytes 
-- Signature verification 

500–1000 bytes 
-- Retina scanning 

96 bytes.

Definition:Definition: TemplateTemplate
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(a) (b) (c)

Matching Scores:Matching Scores: Sab = 97; Sbc = 5 ; Sac = 2

�� Matching scoresMatching scores is the matching result between two 
templates.

Definition:Definition: MatchingMatching
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- No single metric is sufficient to give a 
reliable and convincing indication of the 
identification accuracy of a biometric 
system.

- Let’s first look at describing the decision
outcomes from a biometric system.

• This is under normal operating conditions
• No spoofing of the system considered.

Evaluation MethodEvaluation Method
DecisionDecision IntroductionIntroduction
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- A decision made by a biometric system is either 
a genuine individual type of decision or an 
imposter individual type of decision.

- There are two types of decision outcomes: true 
or false. Given these two types of decisions and 
the two decision outcomes, there are 4 possible 
combined outcomes

1. A genuine individual is accepted.
2. A genuine individual is rejected.
3. An imposter is rejected.
4. An imposter is accepted.

- Outcomes 1 & 3 are correct, whereas outcomes 
2 & 4 are incorrect.

Decision: Types & Outcomes Decision: Types & Outcomes 
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-- In principle we can use the following to assess 
systems
* False (genuine individual) Rejection Rate (FRR) 

(also called Type I error)
* The False (imposter) Acceptance Rate (FAR) 

(also called Type II error)
* The equal error rate (EER)

(rate where FAR and FRR are equal)

-- These are test population and system 
configuration dependent and can not be 
generalized even for the same system under 
different populations or test conditions!

-- Statistical methods are used to assess system 
performance

Evaluation Method (1)Evaluation Method (1)
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Evaluation Method (2)Evaluation Method (2)

FAR FRR

0 Degree of Match 
Threshold

Error
Rate 

False Rejection Rate (FRR) : Type I Error Rate
False Acceptance Rate (FAR) : Type II Error Rate
Equal Error Rate (EER) by FAR=FRR

Trade-off between FRR and FAR

EER
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Evaluation Method (3)Evaluation Method (3)
Attempts True Total
Rejection False Total

=FRR

Attempts False Total
Acceptence False Total

=FAR

EERis where FAR=FRR

Failure to Enroll, FTE

Ability to Verify, ATV= 
1- (1-FTE) (1-FRR)

Crossover = 1 : x 
Where x = round(1/EER)
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• Receiver Operating Characteristic (ROC) curve is a 
plot of FRR (or the genuine acceptance rate, 100-
FRR) against FAR for all possible operating points. 

Evaluation Method (4)Evaluation Method (4)
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Re-Cap of Definitions:

• Evaluations
– 4 types of outcomes: T/F, T/T, F/F, F/T
– FRR – False Rejection Rate / Type I error: T/F

– FAR – False Acceptance Rate / Type II error : F/T

– EER – Equal Error Rate
– ROC – FAR as function of FRR

• State of Art:
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Biometrics SystemsBiometrics Systems
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• An automated biometric system uses biological, 
physiological or behavioral characteristics to 
automatically authenticate the identity of an 
individual based on a previous enrollment event.

• If a biological, physiological, or behavioral 
characteristic has the following properties…

� Universality (Every person should possess this characteristic)

� Uniqueness (No two persons possess the same characteristic)
� Permanence (Does not change in time, i.e., it is time invariant)
� Collectability (Can be quantitatively measured)

…. then it can potentially serve as a biometric 
for a given application.

Requirement for an Ideal BiometricRequirement for an Ideal Biometric

Biometrics Research Centre (UGC/CRC)

Lecture 2 - 18

Biometrics Research Centre (UGC/CRC)

Biometric Characteristics (1)

�� ��������	�
����������	�
��
(Every person should possess this characteristic)

� In practice, this may not be the case
� Otherwise, population of nonuniversality must 

be small < 1%

�� ���
����������
�������
(No two persons possess the same characteristic)

-- Genotypical – Genetically linked 
(e.g. identical twins  will have same biometric)

-- Phenotypical – Non-genetically linked
different perhaps even on same individual

� Establishing uniqueness is difficult to prove
analytically
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Biometric Characteristics (2)

�� ����������������������
(Does not change in time, i.e., it is time invariant)

-- At best this is an approximation
-- Degree of permanence has a major impact on the
system design and long term operation of biometrics. 
(e.g. enrollment, adaptive matching design, etc.)
-- Long vs. short-term stability

�� ��		��
���	�
���		��
���	�
�
(Can be quantitatively measured)

� In practice, the biometric collection must be:
-- Non-intrusive        
-- Reliable and robust
-- Cost effective for a given application
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Uniqueness:Uniqueness:
Intra-Class Variability

�� The same person may have the different signatures
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�� Different persons may have very similar appearance

����� ��
�����������

����������
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����

Uniqueness :Uniqueness :
Inter-Class Similarity
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Uniqueness CasesUniqueness Cases
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� These four criteria (UUPC) were for evaluation 
of the viability of a chosen characteristic for use 
as a biometric

� Once incorporated within a system the following 
criteria are key to assessment of a given 
biometric for a specific application:

�� Performance                                       Performance                                       
(achievable identification accuracy resource requirements, 
robustness)

�� User Acceptance                                         User Acceptance                                         
(to what extent people are willing to accept it?)

�� Resistance to Circumvention                   Resistance to Circumvention                   
(how easy it is to fool the system?)

Issues in Practical BiometricsIssues in Practical Biometrics
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Biometric System DesignBiometric System Design

• Target Design/Selection of Systems for:
– Acceptable overall performance for a given 

application
– Acceptable impact from a socio-legal 

perspective

• Examine the architecture of a biometric 
system, its subsystems, and their 
interaction 

• Develop an understanding of design 
choices and tradeoffs in existing systems

• Build a framework to understand and 
quantify performance
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Sensors Extractors
Image- and
signal- pro.
algo.

Classifiers

Biometrics
Voice, signature 
acoustics, face, 
fingerprint, iris, 
hand geometry, etc

Data Rep.
1D (wav), 
2D (bmp, 
tiff, png)

Feature
Vectors

Negotiator

Scores
Decision:
Match, 

Non-match,
Inconclusive

Enrolment Training

Submission

Threshold

Overview:Overview:
Biometrics SystemsBiometrics Systems
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Biometrics ProcessBiometrics Process
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• All biometric technology systems operate 
using the following four-stage procedures:

– Capture – a physical or behavioral sample is 
captured during enrollment, identification or 
verification process

– Extraction – unique data is extracted from the 
sample and a template is created

– Comparison – the template is compared to new 
sample

– Match/Non-Match – system then decides if the 
features extracted from the new sample are a 
match or non-match

Four Stage ProcedureFour Stage Procedure
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Biometric
Devices

Biometric
Devices

Biometric
Enrollment

Biometric
Verification

Template
Storage

Template
Storage

Business
Applications

User

1.
2. 3.

4.
5.

6.

7.

8.

Biometric
Devices

Biometric
Devices

Biometric
Enrollment

Biometric
Verification

Template
Storage

Template
Storage

Business
Applications

User

1.
2. 3.

4.
5.

6.

7.

8.

1)1) CaptureCapture the chosen biometric.
2)2) ProcessProcess the biometric and extract and enroll the biometric 

template.
3)3) StoreStore the template in a local repository, a central repository, 

or a portable token such as a smart card.
4)4) LiveLive--scanscan the chosen biometric.
5)5) ProcessProcess the biometric and extract the biometric template.
6)6) MatchMatch the scanned biometric against stored templates.
7)7) ProvideProvide a matching score to business applications.
8)8) Record Record a secure audit trail with respect to system use.

Biometric OperationsBiometric Operations
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+������,	�� (millions) match (1:Many)
One to “Few” (less than 500) (1:Few)

� %������	����!� Are you who you say you are?
+������+�� Match (1:1)
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Systems ArchitectureSystems Architecture
•• Architecture Dependent on Application:Architecture Dependent on Application:

• When the database size increases, the accuracy of the 
system decreases and computation time increases.
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Two Types of 
Biometric 
Systems

Verification &Verification &
IdentificationIdentification

Identification:Identification:
Some systems use 
hierarchical or 
classification methods to speed up the searching.

- Hierarchical approach uses some simple features and fast matching
algorithm to retrieve a small set of templates for further recognition by
using complex algorithm.

- Classification approach cuts down the database in several (fuzzy/ non-
fuzzy) groups. The input feature is classified to one/several group(s).

- Hierarchical/classification would introduce errors.

Biometrics Research Centre (UGC/CRC)
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Matching FlowchartMatching Flowchart
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� Authentication Application: 
� Enrollment Mode/Stage Architecture
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� Authentication Application: 
� Verification/Authentication Mode/Stage Architecture
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� Data Collection

� Transmission
� Signal Processing/Pattern Matching

� Database/Storage
� Decision

� What comprises these subsystems and how do 
they interact with other elements (what are their 
interface and performance specifications?)

Architecture Subsystems
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� Data Collection Module
� Biometric choice, presentation of biometric, 

biometric data collection by sensor and its 
digitization.
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Architecture Subsystems (1)
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� Transmission Module
Compress and encrypt sensor digital data, reverse 
process.

&	����	�
�

!���	
������
��
���	�
��� '�����������

!���	
��� *�	�	�
�
��� )	����


��
��	

���
��

'��
���

���
���

�	�
���

�	�
�

���
���


��
�

�	�
���


��
�

)������*���	�����+
%	�
��	��"
���
���+

&	��	�	�
�
���

Architecture Subsystems (2)

Biometrics Research Centre (UGC/CRC)

Lecture 2 - 40

Biometrics Research Centre (UGC/CRC)

� Signal Processing/Matching Module
� Be aware of potential transmission prior to match
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� Database module
In what form is biometric stored? Template or raw d ata?
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� Decision module
Is there enough similarity to the stored informatio n to 
declare a match with a certain confidence ?
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Decision
Confidence?
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Re-CAP of Biometric Systems

• 4 features (UUPC) to be a viable biometric:
– Uniqueness
– Universality
– Permanence
– Collectability

• Performance metrics:
– Accuracy, Speed, Storage efficiency

• Tasks:
– Identification: 1:N match, N can be huge (>300k in FBI suspect db)
– Verification: 1:1 match

• Subsystems
– Collection, Transmission, Processing/Matching, Stor age, and 

Decision

Biometrics Research Centre (UGC/CRC)
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Traditional Traditional UniUni --ModalModal

BiometricsBiometrics
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� Current State

� Stability and uniqueness: Based on a century of exami-
nation, it is estimated that the chance of two people, 
including twin, having the same print is less than one on 
a billion.

� Fingerprint identification is the most widespread applica-
tion in biometrics. First commercial system was used in 
1971.

� Feature Set

Minutiae - Endpoint & junction of print ridges, and 
position, direction & relation between them

Singular Point

%���	�����
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• Mature and proven core                                 
technology, capable of high                                  
levels of accuracy (EER at 0.1%,                                
V-Station of Bioscrypt Inc.)

• Can be deployed in a range of                            
environments

• Employs ergonomic, easy-to-use                                 
devices

• Ability to enroll multiple fingers to                          
increase system accuracy and                             
flexibility

• Fingerprint Verification Competitions
»http://bias.csr.unibo.it/fvc2000/
»http://bias.csr.unibo.it/fvc2002/

»http://bias.csr.unibo.it/fvc2004/

Fingerprint - StrengthsFingerprint - Strengths
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• Cuts and bruises on finger; dry or oily finger; Mos t 
devices are not able to enroll a small percentage o f 
users (about 5 – 10%)

• Liveness detection is a great problem (“Detectors 
licked by gummy fingerprint” Nature 417, 676. 
News), wear and tear of sensor. Also since 
touchable, fingerprint impression                               
is often left on the sensor 

• New compact solid-state sensors                        
capture only a small portion of                                
the fingerprint; requires user                            
habituation

• Performance can deteriorate over time

Fingerprint - WeaknessesFingerprint - WeaknessesWeaknesses
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• Retina analyzes the layer of blood 
vessels situated at the back of the 
eye.

• The pattern of the blood vessels is 
unique in each individual

• Extremely accurate for identification
• By using a low-intensity light source 

through an optical coupler to scan 
the unique patterns of the retina. 
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Retina SummaryRetina Summary
StrengthsStrengths

• Highly accurate
• Uses a stable physiological trait
• Very difficult to deceive

WeaknessesWeaknesses
• Very difficult to use
• Some user discomfort with eye-related technology
• Has limited application

• This is not convenient if you wear glasses or are 
concerned about having close contact with the reading 
device. 

• For these reasons, retinal scanning is not warmly 
accepted by all users, even though the technology itself 
can work very well. 
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� Current State

� Analyzefeatures found in the colored ring of tissue that
surrounds the pupil,usea fairly conventional camera
element and requireno close contact between the user and
the reader.

� As a high accuracy biometrics, iris has more details than a
fingerprint. Highly detailed and unique texture will remain
stable over decades of life.

� Feature Set

Textureswith striations, contraction furrows, pits,  
collagenous fibers, filament, crypts (darkened areas 
resembling excavations), serpentine vasculature, rings, 
and freckles
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� Potentially low contrast pattern in dark irises. Also, some 
users don’t accept eye-based technology

� High cost capture devices or inconvenient devices
� Not easy to use since light sensitivity of humans
� Accuracy decreases when users wear eyeglass, 

Obscured by eyelashes, lenses/reflections
� Any unusual lighting situations may affect the ability of 

the camera to acquire its subject.
-- Recently, IBG (International Biometric Group) tests iris on one-many mode. Only 130 

users, iris recognition has false matching. It means that their claims of prefect 
matching may not be reliable. See “False match blow for iris scan vendor”, Biometric 
Technology, pp. 1-2, Nov/Dec, 2002

Iris SummaryIris Summary
StrengthsStrengths

WeaknessesWeaknesses

� Very high levels of accuracy
� Each iris is a unique structure
� Capable of reliable identification as well as verification
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� Current State

� Face is the most common biometrics. Using the whole  
face for automatic identification is a complex task 
because its appearance is constantly changing.

� One effective approach may employ rule-based logic
and a neural networkfor the image classification 
process. The first face system is introduced in 1992. 

� Feature Set

Facial geometry-

Size of eye, distance from eye to mouth, middle of 
mouth to chin, side of eye to cheek, size of mouth, 
radius vectors and feature points 

%��	
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• Cheap hardware components and easy to be 
added to the existing computer systems.

• Can search against static images such as 
driver’s license photographs

• Can be used to search for the suspect to protect 
public safety by mounting a camera on the place 
to be monitored.

• It is the only biometric able to operate without 
user cooperation

Face - StrengthsFaceFace - StrengthsStrengths

Biometrics Research Centre (UGC/CRC)

Lecture 2 - 55

Biometrics Research Centre (UGC/CRC)

.�	

�����!�	���
	���	

��
��	���	����������/��	�
�	������
�	������	
����������������������������
�

�
��	������������������	��	
��0�����������	���
	������������

– Changes in acquisition environment reduce 
matching accuracy, i.e. outdoor instead of indoor

– Changes in physiological characteristics reduce 
matching accuracy

– Has potential for abuse due to non-cooperative 
enrollment and identification capabilities

– The accuracy is not satisfied.
– Cannot handle identical twins

Face - WeaknessesFaceFace - WeaknessesWeaknesses
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� Current State

-- It is a simple biometric, which features are obtained by 
3D shape. Analysis is based on measurement and                  
comparison of geometries. Usually a verification 
system with a smart card.

-- As a biometric application, one hand geometry 
identification device is commercially available in 1994.

� Feature Set

Geometric feature - shape                                                
and characteristics of finger/hand
like size of palm, finger length,                                    
width, area, thick and their                                    
relationship between fingers etc
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• Human hand shape is not unique to each individual

• Limited accuracy because of the simple features

• Features not invariant over lifespan of an individual, 
especially during childhood

• Limitations in dexterity (e.g., arthritis) of hand will lead to 
incorrect verification, as well as influences of rings and 
missing fingers

• The physical size of a hand geometry-based system is 
large; cannot be used in embedded systems

Hand GeometryHand Geometry SummarySummary
StrengthsStrengths

WeaknessesWeaknesses

Compared with Fingerprint, hand geometry has:
� Less storage requirement � Faster
� Lower cost � More acceptable
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� Current State

� Utilizes the distinctive aspects of the voice to verify the 
identity of an individual. The least invasive of the 
biometric recognition technologies and the most natural 
to use is speech system. 

� Have the most potential for growth, because it requires no 
new hardware — most PCs already contain a microphone. 

� Just say a phrase, about a second long -
any language or dialect - chosen by the                            
user. A typical case is AT&T Smart Card.

� Feature Set

Cadence, frequency, pitch & tone                                
of an individual’s voice.
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• Potentially more susceptible to replay attacks than other
biometrics

• Its accuracy is challenged by low-quality capture devices.
Cannot use in the noise environment.

• Success of voice-scan as a PC solution requires users to
develop new habits, leading to the perception that voice
verification is not user friendly.

• Large size of template limits the number of potential
applications

•• Require long training time.

VoiceVoice SummarySummary
StrengthsStrengths

WeaknessesWeaknesses

� Capable of leveraging telephony infrastructure
� Effectively layers with other processes such as speech  

recognition and verbal passwords
� Generally lacks the negative perceptions associated with 

other biometrics
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� Current State

� Analyzes the way a user signs his/her name to measures  
the physical activity of signing.

� It should distinguish between person’s habitual parts and 
those that vary with almost every signing.

� Two methods: on-line & off-line, where wired pens & 
sensitive tables are needed for on-line signature.

� Feature Set

Behavioral components of the                              
signature, such as shape, velocity,                             
stroke order, off-tablet motion, pen                                   
pressure and timing information                                 
captured during the act of signing, etc.
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• Inconsistent signatures lead to increased error rates
• Users are unaccustomed to signing on tablets
• Has limited applications
• Change over time
• Professional forgers may be able to reproduce signatures
• Some people cannot produce stable signatures, even 

successive impressions

SignatureSignature SummarySummary
StrengthsStrengths

WeaknessesWeaknesses

� High user acceptance since it is similar to the existing 
pen based signature method.

� Resistant to imposters
� Leverages existing processes
� Perceived as non-invasive
� Users can change signatures
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New State of Art inNew State of Art in

BiometricsBiometrics
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Finger Vein PatternsFinger Vein Patterns

� The system is developed by Japan and the 
access control is used in Hitachi Tower (2003) *

* http://www.zaobao.com/it/itweek.html (23/09/03)
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Hand Back Vein Hand Back Vein 

� *Korea designed the vein print identification 
system recently, which uses infrared photography.

* http://www.zaobao.com/it/itweek.html (29/09/03)

http://innotts.co.uk/~joerice/
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Lip print * Lip print * 

� Using histogram                                                 
equalization to                                                 
enhance the                                                     
images

� Apply multi-
resolution analysis                                             
to the enhanced                                                 
images.

� Distance-based 
matching.

* Lip prints: (J. O. Kim, W. Lee, J. Hwang, K. S. Baik, C. H. Chung, “Lip print 
recognition for security systems by multi-resolution architecture”, Future 
Generation Computer System, 2003)
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NailbedNailbed * * 

� *The system is developed by AIM Technology Inc.
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Facial Facial ThermogramThermogram

Medium accuracy
Non-intrusive
View-dependent
Depends heavily on factors like emotion of the subject, 
body temperature
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Ear RecognitionEar Recognition
Device structure

Capture Model

Right Reference 
Point

Minimum Point

Maximum Point

Left Reference  
Point

Mid-point

Major Axes

Minor Axes

Ear Features
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Other BiometricsOther Biometrics
• Gait 

– Behaviors features from a sequence of images. Not contact, but 
low accuracy

• DNA 
– Cannot separate identical twins and easy steal from other’s DNA

• Odor 
– Difficult to create a device with the capabilities of the human nose

• Keystroke
– Not unique to each individual since large variations in their typing 

patterns, even some people don’t know how to type

• Footprint 
– Inconvenience to capture the data and no high accuracy 
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� Current State

� A new member in biometric family.
It is relatively stable physical 
characteristics. Its original idea 
is from Chinese Hand Book 
for Future. 

� PolyU in Hong Kong developed 
the first palmprint identification 
prototype in the world. 

� Feature Set

Minutiae & points (like fingerprint) and geometry (like hand) 

Principle lines, wrinkle and ridges 

dooropen_hand.swf
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Comparison of BiometricsComparison of Biometrics

Comparison of various biometric technologies based on the perception of the authors.
High, Medium, and Low are denoted by H, M, and L, respectively.
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Re-Cap 


