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Internet Infrastructure and Security 
Laboratory 

• Advanced Network Monitoring and Measurement Laboratory  
(ANEMOL) 

• Internet measurement research (funded by the Innovation and Technology 
Commission) 
– "Design and Implementation of a Unified Box for Offering Network Path 

Measurement as a Service," a Tier-2 project 
– "Reliable and Accurate Bandwidth Measurement of Asymmetric Network 

Paths," a Tier-3 project 
– "Uncooperative Measurement and Monitoring of Internet Path Quality with 

Applications," a Tier-3 project 

• Internet measurement services 
– "Performance Monitoring and Measurement of HARNET," Funded by The Joint 

Universities Computer Centre, since 2009. 
– “Performance Monitoring of Critical Network and Service Infrastructure in 

Hong Kong,” Funded by a government dept. 

• Security projects 
– Android security and web security 
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A. The visions 



(1) Removing the information asymmetry 
between subscriber and provider 
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(1) HKBN fined for deceptive 
representations 
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(2) Open access to ISPs’ performance 
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7 Source: http://reviews.cnet.com/8301-33199_7-57558483-221/netflix-ranks-isps-by-

streaming-performance-google-fiber-wins/ 



(3) Third-party performance 
certification and auditing 
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Source: http://www.certifiedhph.com/ 



(4) Instantaneous Internet traffic 
reporting 
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Source: http://forums.macrumors.com/showthread.php?t=788472 



(5) Server optimizing the data path 
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Source: http://www.dialaphone.co.uk/blog/2013/05/11/best-public-transport-apps/ 



(5) Server optimizing the data path 
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Source: http://www.dialaphone.co.uk/blog/2013/05/11/best-public-transport-apps/ 



(6) Auto-reconfiguration to bypass 
faults 
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Source: http://techpubs.sgi.com/library/dynaweb_docs/0530/SGI_Admin/books/FDDIX_AG/sgi_html/ch03.html 



(7) Network measurement as a service 
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Source: http://blog.evaria.com/2007/next-gen-broadband-speed-test/ 

http://blog.evaria.com/2007/next-gen-broadband-speed-test/


B. The “old” network measurement 
field and new challenges 



Internet measurement research 

• Devising sound and pragmatic methodologies for 
measuring different aspects (infrastructure, traffic 
and applications) of the Internet 

– Network traffic measurement 

– Network topology measurement 

– Network performance measurement 

– … 

• Measurement methodology, metrics, 
experiments, tools, data analysis, calibration, … 
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Seminal works 

• Walter Willinger on self-similar traffic 
– “On the Self-Similar Nature of Ethernet Traffic”, 1994 

– Many papers followed: http://www.informatik.uni-
trier.de/~ley/pers/hd/w/Willinger:Walter.html 

• Paxson on measuring IP network performance 
– “Growth Trends in Wide-Area TCP Connections” 1994 

– “Wide-Area Traffic: The Failure of Poisson Modeling”, 
1995 

– “Measurements and Analysis of End-to-End Internet 
Dynamics”, 1997 
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Research efforts 

• The first PAM workshop in 2000, Hamilton, New 
Zealand 
– The 2nd organized by RIPE NCC, … 
– The 14th by our research group 

• The first IMC workshop in 2001, San Francisco, 
California, USA, organized by netVMG and Sprint 

• Others: SIGCOMM, CoNEXT, SIGMETRICS, etc 
• Internet Measurement: Infrastructure, Traffic and 

Applications by Mark Crovella, June 2006. 
• CAIDA, RIPE NCC, IETF’s IPPM WG, M-Lab 

(Google), Internet’s perfSONAR, MPlane 
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Types of measurement 
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active  
measurements 

packet and flow 
measurements, 
SNMP/RMON 

topology,  
configuration, 
routing, SNMP 

end-to-end 
performance 

state traffic 

average download 
time of a web page 

link bit 
error rate link utilization 

end-to-end delay 
and loss 

active topology traffic matrix 

demand matrix active routes 

TCP bulk  
throughput 

Source: Tutorial on "Traffic Measurement for IP Operations" (Grossglauser and Rexford) at ACM SIGCOMM’01 and IEEE INFOCOM’02 



Cross-domain active e2e 
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active  
measurements 

packet and flow 
measurements, 
SNMP/RMON 

topology,  
configuration, 
routing, SNMP 

end-to-end 
performance 

state traffic 

average download 
time of a web page 

link bit 
error rate link utilization 

end-to-end delay 
and loss 

active topology traffic matrix 

demand matrix active routes 

TCP bulk  
throughput 

Source: Tutorial on "Traffic Measurement for IP Operations" (Grossglauser and Rexford) at ACM SIGCOMM’01 and IEEE INFOCOM’02 



New challenges 

• Scale of the Internet 

• Many middleboxes 

• Security alerts 

• Different application requirements 

• User’s QoE, instead of network’s QoS 
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Challenges to e2e active measurement 

• Measurement scalability 
– Measure many network paths 

• Measurement reliability 
– Measurement will not be interfered or interrupted 

• Measurement representativeness 
– Measurement traffic representing the traffic of interest 

• Measurement accuracy 
– Measurement results are accurate statistically. 

• Bi-directional measurement 
– Measure both directions 

• Measuring multiple metrics 
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Challenges to e2e active measurement 

• Measurement scalability 
– Cooperative measurement paradigm (e.g., OWAMP) not 

scalable 

• Measurement reliability 
– Interference from various middleboxes and firewalls 

• Measurement representativeness 
– Using control channel to measure data channel 

• Measurement accuracy 
– Sampling rate and patterns 

• Bi-directional measurement 
– Measure from both directions 

• Measuring multiple metrics 
– Need multiple tools 
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B. The recent network 
measurement initiatives 



MPlane: a major effort in Europe 
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Source: http://www.ict-mplane.eu/  



The nowadays Internet 

“The Internet is the first thing that humanity has built 
that humanity doesn't understand, the largest 
experiment in anarchy that we have ever had.” 

Eric Schmidt – ex Google Exec. Chairman  

Source: http://www.ict-mplane.eu/  



A complicated technology… 

The internet is a key infrastructure where different technologies are 
combined to offer a plethora of services. It’s horribly complicated and we 

sorely miss the technology to understand what is happening in the network 
and thus to optimize its performance and utilization. 

Source: http://www.ict-mplane.eu/  



 
…that no one controls and 

understands 

A complicated technology… 

• Why               is not working? 

• Which is the best ISP in my area? 

• Where is               traffic coming from? 

• How to optimize my         network for 
facebook? 

Source: http://www.ict-mplane.eu/  



mPlane in a picture 
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The mPlane architecture will allow to 
iteratively drill down into the 

measurement being collected to find 
the root cause of an evidence. 

Source: http://www.ict-mplane.eu/  



Internet2 and SamKnows in the US 
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SamKnows and Bismark 

 

CCF ICoC 2013 31 



Active measurement in Bismark 
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Bismark deployment 
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C. The (research) problems to 
solve 



(1) Measuring network path properties 

• Cooperative vs uncooperative 
• Forward-path, reverse-path, both 
• Data channel vs control channel 
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(1) Measuring network path properties 
(cont’d) 

• How to measure capacity without flooding? 
– Packet-pair measurement, machine learning? 

• How stable is the available bandwidth for an e2e path? 
• How to sample packet losses without self-inducing 

losses? 
• How to sample the path performance per application 

flow? 
– Inband vs out-of-band, existing protocol vs new protocol 

• How to mitigate the influence of middleboxes? 
• Our works: HTTP/OneProbe (USENIX ATC’09), MDDIF 

(CoNEXT’09), Loss-pair analysis (IMC’10), TRIO 
(CoNEXT’11), Irate (NSDI’13 poster/demo) 
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(2) Fault diagnosis 

• Network tomography: 
Inferring link-level 
characteristics (e.g., 
loss, delay) from a set 
of e2e path 
measurement 

• Active vs passive 
tomography 

• Unicast vs multicast 
probes 
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Source: “Network Radar: Tomography from Round Trip Time 
Measurements” 



(2) Problems with network 
tomography 

• The knowledge of an IP-level network 
topology 

• Multicast probes are not widely supported 

• Exponential increase in e2e path 
measurement if unicast is used. 

• Our works: using coordinated measurement to 
diagnose faults (HotDep’10 poster, PAM’11, 
Networking’12, IM’13) 
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(3) Cross-domain network diagnosis 
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(3) Cross-domain network diagnosis 
(cont’d) 

• Network tomography without fixed topology 

• A “sufficient” number of probes “strategically” 
distributed 

• Coordinated and adaptive probing 

• E2e measurement with traceroute facility 

• Federated network measurement 

• Our work: “Four-Year Experience of Monitoring 
and Troubleshooting Multi-domain Networks 
from a Local Federation” under review for a SI in 
the IEEE Commun. Mag. 

 

 

CCF ICoC 2013 40 



(3) Cross-domain cont’d: Existing 
platforms 

• iPlane (providing accurate predictions of Internet path 
performance for emerging overlay services) 

• Scriptroute (allowing any user to connect to any server and 
execute any safe network measurement) 

• Dipzoom (using P2P concepts to bring together 
experimenters in need of measurements with external 
measurement providers) 

• Crowdsourcing (e.g., Portolan, a crowdsourcing-based 
system that uses smartphones as mobile measuring 
elements) 

• Edge measurement (e.g., Dasu, a measurement 
experimentation platform for the Internet's edge) 

• Etomic (closed?) 
• Our work: Open Measurement Platform 
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(4) Measuring user’s QoE 

• Network QoS, application QoS and user’s QoS 
(QoE) 

• MOS vs network QoS for HTTP streaming 

 

 

 

 

 

• Our works: IM’11 (pre-conf), W-MUST’11, 
MMSys’12, NSDI’13 poster/demo 
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(5) Scientific study of network 
properties 

• Power-law relationship in the Internet 
topology discovered around 15 years ago 

• Route asymmetry in the Internet discovered 
around 10 years ago 

• Delay asymmetry in the Internet 

• “Network science” 

• Our work: “Characterizing Inter-domain 
Rerouting by Betweenness Centrality after 
Disruptive Events” (JSAC 2013) 
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D. Our current projects 



(1) Residential broadband 
measurement platform 

• Enabling users with 
network diagnosis 
capability 

• Performing cooperative 
network measurement 

• HTTP/OneProbe in 
OpenWrt routers 

• “OMware: An Open 
Measurement Ware for 
Stable Residential 
Broadband Measurement" 
SIGCOMM'13 
poster/demo 
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(2) High-performance measurement 
box 

• Implementing 
measurement functions 
in kernel and NetMagic 

• Supporting client-side 
and server-side 
measurement 

• Unified APIs for POSIX 
raw socket, OpenWrt 
and NetMagic 
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(3) Network measurement as a service 

• Providing measurement service to a content service 
provider 

• Providing measurement service to clients 
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(4) HTTP streaming 
• IRate: determining the the best initial bit rate 

 

 

 
 
• QDASH: adjust bit rate during the playback 
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(5) Appraising the accuracy of 
browser-based measurement 

• Inaccuracy introduced by browsers 

• Inaccuracy introduced by the measurement 
methods 
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(6) Open measurement platform 

• HARNET measurement (since 1 Jan 2009) 
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(5) Open measurement platform 

• OMP for CERNET-2: Tsinghua U., Xiamen U., … 

• OMP for residential broadband 

• OMP for IPv4 networks 
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E. Conclusions 



Conclusions 

• “IP networks are hard to measure by design.” (Grossglauser 
and Rexford) 
– Best-effort network measurement 
– The deployed e2e methods much less than best effort. 

• The role of network measurement in the increasingly 
network-dependent and usage-based applications 
– A lack of science in the network measurement practices 
– Not enough skepticism on the measurement accuracy 

• Operational experience informs research; research 
underpins network operations 
– Unearthing important problems and questions from operations 
– Putting research output into practice. 
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Thanks 


